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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Henbro qucuumumHbl «OCHOBBI IIOCTPOCHUS 3AIIUIIEHHBIX 0a3 JaHHBIX) SBIISAETCS 00ydYeHue
CTYIEHTOB NpHUHIMIAM oOecreueHusi 0Oe30macHOCTH HMHGPOpMAIMM B aBTOMATHU3HPOBAHHBIX
uHpopmannonubix cucremax (AMC), ocHOBY KOTOpBIX cOCTaBisiOT 0a3bl naHHbIX (B/l), HaBbIKamM
paboThI CO BCTPOCHHBIMH B CUCTEMBI yrpaBieHus 6azamu nanueix (CYBJl) cpencTtBaMu 3aiiuThl.

3ana4uu JUCUUIUIMHBIL

- MPUOOPETEHHE CUCTEMHOTO MOX0/a K mpobieme 3amuThl nHpopmanmu B CYB/;

- U3y4yeHue Mozeneil 1 Mmexanu3MoB 3auTsl B CYB/];

- IpUOOpETeHNEe MPAKTUUECKHUX HABBIKOB OpraHu3auu 3amuthl b/1.

JlaHHBIN Kypc, MO3BOJSET IYTEM H3YYEHHUS YSI3BUMOCTEH HH(POPMAIIMOHHBIX CHCTEM H
oco0eHHOoCTel obecrieueHnst 0€30MacHOCTH 0a3 TaHHBIX, BHIPA0OTATh Y CTYJIEHTOB YOEKIEHHOCTh B
HEOOXOIMMOCTH MPHHATHUS aIeKBATHBIX yrpo3aM 0€30MacHOCTH MEp 3alUThl POCCUICKIX 00bEKTOB
nH(pOpMaTU3alUY, IPEJOCTABISAET JOCTATOUHbIE 3HAHUS U HAaBBIKU, TpeOyeMble ISl 3TOTO.

2. MecTO AMCUUIIUHBI B CTPYKTYpe 00pa30BaTe/ibHON NPOrpaMMbI

Juctunnuaa «OCHOBBI TOCTPOSHUS 3aIUIICHHBIX 0a3 JaHHBIX» OTHOCUTCS K 00s3aTeIbHON
JacTH 00pa30BaTEIbLHON MPOrPaMMBl.

JIisi yCHEmHOro YCBOCHHS JAaHHOW AUCIUIUIMHBI HEOOXOIMMO, YTOOBI CTYIEHT BJIaJIEN
3HAHUSAMHU, YMEHUSMHU U HaBbIKAaMH, C(OOPMUPOBAHHBIMU B TPOIIECCE N3YUECHUS] TUCIUTLINH!

«Hpopmaruka - paboTa ¢ MpOrpaMMHBIMU CPEJICTBAMU OOIIETO Ha3HAUCHUS;

«SI3BIKH TIpOrpaMMHUPOBAHUS» - 3HAHWE OJTHOTO M3 SI3IKOB MPOrPAMMHPOBAHUS BBICOKOTO
YPOBHS;

«OcHOBBI HMH(OPMALIMOHHOW 0€30MacHOCTH» - 3HAHME OCHOBHBIX Yrpo3 0e30MacHOCTH
uH(pOpMaAIIUK U MOJICNIA HAPYIIUTENS B KOMIIBIOTEPHOU CUCTEME;

«TeopeTnveckne OCHOBBI KOMIIBIOTEPHON 0€301aCHOCTH» - 3HaHHE (OPMATBHBIX MoOJeeH
0€30MacHOCTH; TMOJMTHK O€30MacHOCTH; 3HAHUE KPUTEPUN M KIIACCOB 3aAIUIICHHOCTU CPEICTB
BBIUMCIUTENFHON TEXHUKH U aBTOMATU3UPOBAHHBIX HH(POPMAIIMOHHBIX CUCTEM; 3HAHUE CTaHapPTOB
M0 OIIEHKE 3aIIUIIECHHBIX CUCTEM; YMEHUE MCCIIEIOBAHUS KOPPEKTHOCTA CUCTEM 3aIUTHI;, BIIAJIETh
METOI0NIOTHEN 00CIeIOBaHMS U IPOSKTUPOBAHHUS 3aIIIUTHI,

«Kpunrorpaduyeckue METOAbI 3alIUTHl HHOOPMAIIMN) - 3HAHUE MPUHIIUAIIOB TTOCTPOCHUS
KpUNTOrpauueckux airopuTMOB C CHMMETPUYHBIMH ¥  HECUMMETPHUYHBIMH  KIIOYaMU;
MporpamMMHBIE peanu3anuu mupoB; 3HAHUE KpUnrorpapuueckux MIPOTOKOJIOB,;
KpunTorpaguueckux Xem-QyHKIUN, 3JIEKTPOHHON UGPOBON MOANUCH; KPUNTOTpadUIecKUX
CTaHJapTOB;

«OCHOBBI TOCTPOCHHUS 3AUIUIICHHBIX KOMIIBIOTEPHBIX CETEH» - 3HAHWE MPUHLUIIOB U
OCOOEHHOCTEH OpraHM3aluy  3allUThl HWHQPOPMAIMOHHBIX CHCTEM CpEJACTBAMH  CETEBOMU
0e30IMacHOCTH;

«3amnmTa B OMEparMOHHBIX CUCTEMaX» - 3HAaHUE MPUHIIUIIOB U OCOOEHHOCTEH OpraHu3aIuu
3aMUTHl MHOOPMAIIMOHHBIX CUCTEM CPEJICTBAMH 3aIIUTHI ONIEPALIMOHHBIX CHCTEM;

«CucreMbl ympaBieHus: 0a3aMu JTaHHBIX» - 3HAHUE OOIIMX MPUHIIMIIOB MOCTpOeHUs 0a3
JAaHHBIX; 3HAHWE OCOOCHHOCTEHN CPECTB yrpaBieHUs B peanusanusx pensuuoHHsix CYB/I, 3Hanue
mpoOJIeM ONTUMHU3AINH JTOCTYTIa K 0a3aM JTaHHBIX;

Jucuummuaa «OCHOBBI TOCTPOSHUS 3alUINEHHBIX 0a3 TaHHBIX» UCTIOIB3YIOTCS CTYACHTaMU
npu pa3zpaboTKe KypCOBBIX U IUIIJIOMHBIX paloT.

3. Ilnanupyemble pe3ybTaTbl 00y4eHHs MO JAMCHHUILINHE, COOTHECEHHbIE ¢ MVIAHUPYEMbIMH
pe3yJbTaTaMU OCBOEHHS 00pa30BaTeIbHOI NPOrpaMMbl



[Tpornecc n3yueHust IUCUUIUIMHBI HANIpaBJieH Ha (OpPMUPOBAHHE CIETYIONIUX KOMIIETEHIINN
B cootBeTcTBUU ¢ PI'OC BO, OOII BO u npuobperenune caeayommux 3HaHNH, YMEHUA, HABBIKOB H

(unm) onbITa AESITENILHOCTHU:

Dopmupyemas
KOMIIETCHLUA
(ko u GpopMyJIMPOBKA)

Nuaukarop 10CTHKECHUS
KOMIIeTeHIMH
(xoa u opMyaHpoOBKa)

Ilepeyenn
IJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHusl

OomenpodgeccuoHaJbHble KOMIETEHIIUN

OIIK-2

CrocobeH MpuMeEHsITh
MPOrpaMMHBIC CPEJCTBA
CUCTEMHOTO M MPHUKJIATHOTO
Ha3HAYCHUH, B TOM UHCJIIC
OTEYECTBEHHOTO
MIPOU3BOICTBA, JJIs PCIICHHS
3amad mpodecCHoOHATBHON

H-OIIK-2.5

CnocobeH mpUMEeHSTh
WHCTPYMEHTHI
JMIMTHAMHYECKOTO aHAIH3a
JUTS U3yYCHUS TIPUHIIUTIOB
paboTHI IpoTrpaMM

3HATB.

repedeHb YTHINT, HEOOXOTUMBIN ISt
nposeaeHus ananuza AVC Ha npenmMer
BBISIBIICHUS YSI3BUMOCTEH.

YMmeTh:

TTOATAITHO MTPOBOIUTE TecTHpoBanue AVC
Ha MPEAMET BBISBICHUS YSI3BUMOCTEH.
Baagerh HaBbIKAMM:.

NESITENIbHOCTH C yYETOM
TEKYLIEro COCTOSHUS U
TEHACHUUN pa3BUTHUSA
METO/IOB 3aIllUTHI
nH(pOpMaIuu B
OTIEPALMOHHBIX CHCTEMAX,
KOMITBIOTEPHBIX CETSIX U
cucTeMax yIpaBICHUs
0a3aMHM JaHHBIX, a TAKXKe
METOJIOB U CPEJICTB 3aIUTHI
WH(POPMAIIUH OT YTEUKH T10
TEXHUYECKUM KaHaJaM,
ceTel U CUCTEM Iepefaun

npohecCHoHaTbHON
JIESTEIIbHOCTH C YIETOM
TEKYIIEro COCTOSHUS U
TEHACHUUN Pa3BUTHUA
METOO0B 3aIUThI
nH(pOpPMAIUH B
OTIEPAIIMOHHBIX CUCTEMAX,
KOMITBIOTEPHBIX CETSIX U
CHUCTEMaXx YIPaBICHUS
0a3aMu JAaHHEIX, a TAKXKE
METOJ/IOB U CPEJICTB
3amuUTHl UHPOPMAIIHH OT
YTEUKHU 110 TEXHUIECKUM

JESITeNbHOCTH pacIio3HaBaHUs ysI3BUMOCTEH U CI1a0bIX
MecT B AUC mo utoraM mpoBeEHHOTO
TECTUPOBAHHSI.

OIIK-9 H-OIIK-9.3 3HaTh:

CrniocoOeH pemarts 3a1a4u Brnaneer HaBbIKamMu nHGOPMALMOHHBIE PECYPCHI, HA KOTOPBIX

npodeccnoHaANLHON pelieHus 3aaa4y NyOJUKYIOTCSl aKTyallbHbIE CBEACHUS 00

M3BECTHBIX YA3BUMOCTSIX PA3TUYHBIX
CYB/I.

YmMmern:

nposoauTh aHanu3 AUC na npenmer
BBISIBIICHUS YSI3BUMOCTEH.

Bianers HaBbIKAMM:

pa3pabOTKH MPOESKTOB HOPMATHBHBIX
MPABOBBIX AKTOB U METOJMUYCCKHIX
MaTepHalioB, perIaMEeHTHPYIOIIHUX paboTy
1o o0ecrevyeHuto HHPOPMALMOHHON
0€30I1acCHOCTH KOMIILIOTEPHBIX CHCTEM.

0a3bl JaHHEIX,

yTnpasiieHHs 6a3aMu TaHHBIX
B COOTBETCTBHU C
TpeOOBaHUSIMH 110 3AIIUTE
nH(pOpMAITUH.

AIMUHUCTPUPOBATH CUCTCMBI

coOmoeHust TpeOboBaHNH
LEJIOCTHOCTH HH(POPMALHH.

WHPOPMAIIUH. KaHajaM, CEeTel U CHUCTEM
nepesayd HHPOpMaIiH
OIIK-14 N-OIIK-14.3 3HaTh:
Crocob6eH MpoeKTUPOBAThH [Ipoektupyer B/l ¢ yu€Ttom | TeopeTHuuecKkue OCHOBBI IOCTPOEHHUS

3amumeéHHbIX B/,

YMmeTh:

MOJIB30BATHCS CPEJICTBAMH SI3BIKOB
MIPOTPAMMHUPOBAHUS JUTSI pEaTH3aIluN
COXpaHEHUs HEIOCTHOCTH JaHHBIX B B/I.

N-0OIIK-14.2

YMeeT NpoeKTUPOBATH
0a3bl JaHHEIX,
aJMUHHCTPUPOBATDH
CUCTEMBI YIIPaBIICHUS
0a3amMu TaHHBIX B
COOTBETCTBHH C
TpeOOBaHUAMH 1O 3aIIUTE
UHPOpMAITUH

3HaTh!:

TEOPETUUECKHE OCHOBBI TOCTPOCHUS
3amumeéHHbIX B/,

Ymers:

mob30BaThes cpenctBamu CYB/] ms
peanm3anuyu MeXaHu3Ma pa3rpaHudeHUs
JIOCTYTIa K TAaHHBIM, a TaKXXe 00ecreueHus
BBICOKOH cTernieHH O0e30Tka3HocTH b/,




4. O0beM, CTPYKTYpa U coepsKaHue TUCHUIIINHBI

OO01mmast Tpy10eMKOCTh TUCIUTUIHHBI COCTaBISICT 4 3a4eTHRIX equHuIl, 144 akaja. 4acoB.

Ne Tembl (pa3aeibl) Bunsbl yueOHbIX 3aHATHI, DopMBbI TEKYLIEr0
n/n AUCHUTLIMHBI, BKJIIOYAS] CAMOCTOSITEIbHYIO KOHTPOJISI yClIeBaeMOCTH
HX coJep:KaHue paboTy CTyAeHTOB,
U HX TPYA0E€MKOCTh ®opma NpoMeKYTOTHOI
(B akaleMUYeCKHX Yacax) aTrecTalMu
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1 TeopeTnyeckre OCHOBBI 9 7 1 4
oe3omacHocty B CYB/]

2 MexaHn3MBI 00ecTIeYeHHS 9 6 4 1 14 Ornpoc 1o 3aJaHusM JJis
nenoctHoctd CYBJI CaMOCTOSITETILHON paboTHI
MexaHu3Mbl 00eCIICUSHSI ONDOC 10 3aIAHMSIM LIS

3 |KkoH(pHUIESHIMATEHOCTH B 9 |10 | 8 2 16 p JAHIBIM L

CaMOCTOSITENILHOM paboThI
CYBJ
MexaHH3MEL Ornpoc 1o 3aJaHusM JJis
4  |mopnmep>KuBarolIfe BHICOKYIO | 9 4 2 1 10 p JIAHIBIM 2L
CaMOCTOSITENTLHON paboThI
TOTOBHOCTh

5 3ammmra JaHHBIX B 9 5 2 1 10 Ormpoc 1o 3a7aHusIM JJis

pacnpe/ielIeHHbIX CHCTEMax CaMOCTOSITETILHON paboTHI
2 | 05| 335 |9kx3amen
NUTOro 32 | 16 8 [05] 875

Conep:kaHue pa3iesioB TUCHUNIHHBI

Tema 1. Teoperuueckue ocHoBbI 0e3onacHocTu B CYB/]

1.1. VYrpos3sl Ge3omacHocti BJI: obmme u cneuuduunslie. ITonstue 6ezonmacnoctu B/l
TpeboBanus 6e3omacHoctu bJI. Llenoctnocts BJI. Ayaurt.

1.2. CpenctBa obecnieuenust 3amuthl nHGopmanuu B CYBJ[ u MHOroypoBHeBas 3alluTa.
Tunsl KOHTpoJsIEH 6€30MaCHOCTH: TOTOKOBBIN, KOHTPOJIb BBIBOJIA, KOHTPOJIb IOCTYIIA.

1.3. Tlonmutuka 6e3onmacHoctn B CYBJI. Ilonarue momutuku OGe3omacHocTH. CyIIHOCTD
noauTuku 6e3onacHoctu. Llenu gopmanuzanuu nonutuku Oe3onacHocTd. [IpuHIMIBI TOCTpOEHUS
3alUIIeHHbIX cucteM. Mognenu 6e3onmacHocty B CYBJI. JluckpeunonHas (u3buparenbHas) U
MaHAaTHas (MOJIHOMOYHas) Mojenu Oe3omacHocTu. Kitaccupukanms wmogeneid.  AcCHeKTb
uccnenoBaHus Mojeneit 6ezonacHocTH. OCOOEHHOCTH TNPUMEHEHUs Mojeield 0e30MacHOCTH B
CYBA. Monemn RBAC. Mannatueie monenu: BellLaPadula, Biba. CYB]/] ¢ MHOTOYypOBHEBOI
cekpeTHOoCcThIO (MLS).

1.4. Ponp nomnosxeHuil HallMOHAIBHBIX CTaHAAPTOB ceMeicTBa «O0IIe KpUTEepUH T0BEpUs U
6e3omacHoctr uHpopmanuonHsix cucrem» ('OCT P MCO/MOK 15408-2012-1, TOCT P
NCO/M3K 15408-2013-2, TOCT P UICO/M3K 15408-2013-3) u 'OCTa P UICO/MDBK 18045-2012
«MeTon00rus OLEHKH 0e30MacHOCTH MH(POPMALMOHHBIX TEXHOJIOTUI JJIsl aHAJIM3a MPOEKTHBIX
penieHui noacucTeM HHOOPMAITMOHHOM 0€30MMacHOCTH 06a3 JaHHBIX M 00ECIIeUEHUS 3aUIIEHHOCTH
KOMIIBIOTEPHBIX CUCTEM B LIEJIOM.

Tema 2. Mexanusmbl o0ecniedeHus neaoctHoctu CYB/]



2.1. Yrpossl nenoctHoctu CYBJ[. OcHOBHbBIE BUABI M NPUYMHBI BO3HUKHOBEHHUS YIpO3
neraocTHocTd. CrocoObl MPOTUBOICHCTBHS.

2.2. Tlonstue Ttpan3akiuu. Ouxcanusa Tpanzakiuuu. [IpokpyTku BHepen u Hazaju.
KontponbHast Touka. Otkar. TpaH3akuuum Kak CpeACTBO HM30JIMPOBAHHOCTU I10JIb30BATEIICH.
Cepuanuzanus TpaH3akuuil. Metoasl cepuanuzanuu TpaH3akuuid. biokupoBku. Pexumbl
onokupoBanus. [IpaBuna coraacoBanus 6J10KUpoOBOK. JByx(da3Hblil MPOTOKOI CHHXPOHU3AMOHHBIX
0JIOKHPOBOK.

2.3. TynukoBble CUTyallUH, UX pacClO3HaBaHUE U paspyuieHue. CcbuloYHas LEIOCTHOCTb.
JexnapaTuBHas 1 IPOLIeypHAas CChLIOUHBIE 11EJI0CTHOCTU. BHenHuit kiitou. CriocoObl moiiep:kanus
cchUIouHOM 1enocTHOCTH. [IpaBuna (Tpurrepst). Llenu ucnonbs3zoBanus mnpasui. CrocoObl 3a1aHus,
MOMEHTHI BbINoTHeHU. COOBITHIHAS peau3alys MpaBuil 0€30MacHOCTH.

Tema 3. Mexanusmbl o0ecniedeHusi KOHpuaeHunaabHocTu B CYB/]

3.1. Knaccuduxkamus yrpo3 konbuneHnmansaoctu CYBJl. TlpuuuHbl, BHIBI, OCHOBHBIC
METO/Ibl HapyUICHHs] KOHPHUACHUUATBHOCTU. THUIBI yTEUKH KOH(PHUACHUUATbHOW MHPOpMaIUU U3
CVYBJl, uwactuuyHoe pa3mianieHre. COOTHOLIEHHE 3allMLIEHHOCTH M JOCTYNHOCTH JIaHHBIX.
[TomyuyeHne HECaAaHKUMOHUPOBAHHOTO JOCTYNa K KOHQUACHIHMAIBbHOW WHpOpMALMU MyTEM
JIOTUYECKUX BBIBOJIOB. METO/1bI NPOTUBOICHCTBUSI.

3.2. Poab nonoxenuii HanmoHanbHBIX cTanaapToB ['OCT P MCO/MDBK 56545-2015 «3amnura
uHpopManuu. Ya3BUMOCTh HHPOPMaIMOHHBIX cucTeM. [IpaBuna onucanus yszsumocteity, [OCT P
NCO/MDK 56546-2015 «3amurta uHDOpManuUd. YA3BUMOCTh HH(POPMAIIMOHHBIX CHCTEM.
Knaccugukarnus yszBuMocteil HHQOPMAIIMOHHBIX CUCTEM» M (hefepaibHOTO0 OaHKa JaHHBIX yrpo3
Oe3omacHocTtH, Bemymierocss Ha caiite @CTOK Poccum B pasmene «Texnudeckas 3amura
unpopmanum» (https://bdu.fstec.ru) B mmenTudukanum yrpo3 0e30MmacHOCTH HH(DOPMAIMOHHBIX
CUCTEM.

3.3. CpencrBa wuneHTHGUKamu u ayreHTudukamuu. OOmme cBeaeHus. MeTos
ayrentu¢ukanuu nois3oBareneii CYBJl. CoBmecTHOe NMpUMEHEHHE CPEACTB UACHTU(PUKAIMHU U
ayreHTu(ukanuu, BcrpoeHHbIx B CYB/] 1 8 OC. [IpenmyniecTBa u HEAOCTATKH BCTPOSHHBIX CPENICTB
ayTeHTH(UKanuK. BHemHsst 1 ckBo3Hast ayreHTUuKanus. TexHonorus Single-Sign-On (SSO).

3.4. CpencrBa ynpaiieHUs: JO0CTYIOM. OCHOBHBIC TIOHSTHS: CYOBEKTHI U OOBEKTHI, TPYIIITHI
II0JIb30BATENEH, NPHUBWIETHMHM, pPOJIM U TNPEACTABICHUA. BuAbsl NpHUBWIETW: NPUBUIETUU
Oe3omacHOCTH W jaoctyna. Mcnonb3oBanue posiedt W mpuBuieruil moias3oBareneid. CoOTHOIIEHUE
npaB gocryna, onpenensiembix OC u CYB/]. Metku 6e3onacHocTh. Mcnons3oBaHue npeacTaBieHnit
uist obecrieueHus: KoHpuaeHuuaabHocTH uHGopMmaimuu B CYBJ[. MexaHusMbl THIATEIBHOTO
KOHTPOJISI IOCTYTIA.

3.5. AyauT u nogoT4eTHOCTh. [10A0TYeTHOCTh ACHCTBUIN MOIB30BATENS U ayIUT CBA3AHHBIX
c Oe3omacHocThi0 cOOBITHH. Perucrpanus neiictBuil mosib3oBarens. YIpaBieHHE HaOOPOM
perucTpupyeMbIX COOBITUN. AHAIN3 PErUCTPALIMOHHON HH(OpMaLIUK.

3.6. Kpunrorpaguueckue MeTojbl 3amuUThl 0a3 naHHBIX. OCOOCHHOCTH IpPUMEHEHHS
kpuntorpadguueckux MetonoB. lIpozpaunoe mmdppoBaHnne u muUdpoBaHHE IO TPEOOBAHUIO.
OcobeHHOCTH XpaHeHus KiroueBoi nHpopmanuu B B/1.

3.7. Pomp monoxenuit HamumoHanbHBIX crapmapro [[OCT P MCO/M3K 53113-1-2008
«MH(popMaliMOHHBIE TEXHOJIOIUHU. 3alMTa HHPOPMALIMOHHBIX TEXHOJIOIMH U aBTOMATU3UPOBAHHBIX
CUCTEM OT Yrpo3 MHGOPMAIIMOHHON 0€30MaCHOCTH, PEaTM3yeMbIX C TIOMOIIBIO CKPBITHIX KaHAJIOB.
Yacts 1. O6ume nonoxenus», [OCT P UCO/MBK 53113-2-2009 «MHpopMaimoHHbIe TEXHOIOTHH.
3amuTta WHGOPMAIMOHHBIX  TEXHOJOTHMH M  aBTOMAaTU3UPOBAHHBIX CHCTEM OT  YIpo3
UHPOPMALIMOHHOM 0€30MacHOCTH, pPEaJU3yeMBbIX C IIOMOIIBIO CKPBITBIX KaHaioB. Yacth 2.
PexoMenganuu no 3amute nHGOpMALUK, HTHPOPMAIIMOHHBIX TEXHOJIOTUN M aBTOMAaTU3UPOBAHHBIX
CHCTEM OT yrpo3 HHPOPMALIMOHHOM 0€301aCHOCTH, PEaTU3yeMbIX C TOMOIIBIO CKPBITHIX KaHAJIOB» U
PykoBogsamero pokymenta ®CTOK Poccum «3ammra OT HECAaHKIIMOHMPOBAHHOIO JOCTYIA K
uHpopmanuu Yacts 1. [Iporpammuoe obecrieuenue cpeacTs 3amuThl nHpopmanuu. Knaccudukarms
[0 YPOBHIO KOHTPOJS OTCYTCTBUSI HE JEKJIAPUPOBAHHBIX BO3MOXKHOCTEI» s obOecredeHus
3alIUIIEHHOCTH KOMIBIOTEPHBIX CUCTEM C 0a3aMH JaHHBIX OT HECAHKIIMOHUPOBAHHOTO JOCTYIA.



Tema 4. Mexanu3mbl, NOJIePKUBAKOIIHE BHICOKYI0 TOTOBHOCTh

4.1. CpenctBa, MOIIEPKUBAIOIINE BBHICOKYIO TOTOBHOCTh. AMNMNapaTHas M MporpaMMHas
noguepxku. Knacrepnass opranmsanusi cepBepoB 0a3 nanHbiX. [lapamerpwsr Hactpoiiku CYB/L.
Coxpanenne u BoccraHoBieHue bJl. OneparnBHOE agMUHHCTPUpOBAHUE. 3ajlaud, CPEACTBA U
PEXKUMBI AIMUHUCTPUPOBAHUS.

4.2. Mounutopunr cepepoB CYBJ[. @ynkuuoHanbHas HacblmeHHOCTs CYBJl. ®opmel
U30BITOYHOCTH.  AmmapaTHas  U30BITOYHOCTh.  M30BITOYHOCTH  AaHHBIX.  [Iporpammuoe
3epKaiupoBaHue. TupaxkupoBaHue JaHHBIX.

Tema 5. 3amuTa TaHHBIX B pacnpeaejeHHbIX CHCTeMax

5.1. Pacnipennenennble BeIYUCIUTENbHBIE Cpebl. Pacnipenenennas oOpaboTka nHbopManuu B
cpele KIMEHT-cepBep. PacmpeneneHHble 0a3bl JaHHBIX B ceTsax OBM. Yrpossl Ge3omacHOCTH
pacupeneneHusix CYBJl. Yrpo3sl JOCTYMHOCTH, LIETOCTHOCTH U KOH(UICHIIMATBHOCTA JaHHBIX.
MexaHu3Mbl IPOTUBOAECHCTBHUS.

5.2. Pacnipenenennas o6paboTka nanHbiX. [ToHsTHE pacnipeneieHHON TpaH3aKIuu. Moaelb
00paboTku TpaH3akuuii. MOHUTOPHEI 00pabOTKK TpaH3akuUl. [IpoTOKOIBI (PUKCAIIMM TPAH3AKIIUK.
TupaxupoBanue nanHbiXx. O630p CpeACTB THUPAKUPOBAHUS (PEIUTUKALKK) NaHHBIX. D (deKTUBHbIE
ITOPUTMBI TUpaXUpoBaHus. CpaBHEHHE MTOAXOA0B K TUpakupoBaHuio b/I.

5.3. Tlonoxkenus HarumoHabHOro cranmapra I'OCT P MCO/MOK 51583-2014 «Ilopsaok
CO3/71aHMSI ABTOMATU3HMPOBAHHBIX CHUCTEM B 3ALIUIIEHHOM HCIOJHEHUHM», PErJIaMEHTUPYIOLIETO
MOCTPOCHHUE 3ALUIIEHHBIX HHPOPMAIMOHHBIX CUCTEM Ha OCHOBE 3alUIIEHHBIX 0a3 JaHHBIX.

5. 06p330BaTeJ'[bele TEXHOJOI'MH, B TOM YHCJ/IE€ TEXHOJOIHM 3JJIEKTPOHHOI'0 06yqe}mﬂ Hu
AUCTAHIHUOHHbIC 06p330BaTeJII>HI>Ie TEXHOJOI'MH, HCHOJb3yeMbI€ IIPH OCYIICCTBJICHUH
06p330BaTeJ'[bHOFO npouecca mo TMCHUIIJIMHE

B niporiecce 00ydeHust UCTIONB3YIOTCS CIENYIOIINE 00pa30BaTeIbHBIE TEXHOJIOTHH:

AxageMuyeckasi JeKIHUs € 3JIeMeHTAMH JIeKIUH-0eceAbl — I0CIIEA0BAaTEILHOE H3JI0-
JKEHUE MaTepuaia, OCYIIECTBISEMOE MPEUMYILIECTBEHHO B BHJI€ MOHOJIOra IPENoJaBaTels.
OeMeHTHI JIeKIMu-0ece /bl 00ecTedrBal0T KOHTAKT MPENoaBarTes ¢ ayIMTOPUEN, YTO MO3BOJIAET
IpUBJIEKaTh BHUMAaHUE CTY/IEHTOB K HanboJiee Ba)KHBIM TeMaM JIMCLUUIUIMHBI, aKTHBHO BOBJIEKATh MX
B yueOHBII mpoliecc, KOHTPOJIMPOBATh TEMIT M3JI0KEHUS] y4eOHOro Marepuana B 3aBUCUMOCTH OT
YPOBHS €r0 BOCTIPUSATHS.

IIpakTHyeckoe 3aHsAITHE — 3aHATHE, IOCBSIIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH U
HAaBBIKOB U 3aKPETJICHUIO NOJyYEHHBIX Ha JIEKIIUY 3HAHUH.

KoncyabTauum — BHJ Yy4eOHBIX 3aHATHH, SBISIOMUICT OAHOW U3 (GOPM KOHTPOISA
CaMOCTOSITENBbHOM paboThI cTy1eHTOB. Ha KOHCYNIbTalUsAX 10 IPOChOe CTYJEHTOB pacCMaTpUBAIOTCS
HanOoJiee CI0KHbIE MOMEHTHI IPU OCBOCHUH MaTepHajia JUCLUIUIMHBL, IpenojaBaTeib OTBEYaeT Ha
BOIPOCHI CTYJIEHTOB, KOTOPbIE BOZHUKAIOT Y HUX B IIPOLIECCE CAMOCTOSATEIbHON PabOTHI.

6. IlepeyeHb JIMUEH3NOHHOIO H (MJIM) CBOOOJHO PACHPOCTPAHSIEMOIr0 IPOrPaAMMHOIO
o0ecrneyeHusi, MCHOJIL3YeMOI0 IPH OCYHIECTBJICHHHM 00pa30BaTeIbHOIO Ipouecca Mo
AUCHHUIINHE

B mporiecce ocymiecTBiaeHUs: 00pa30BaTeILHOTO MPOIIecca MO AUCIHUILTUHE UCTIONb3YIOTCS:

Uit (POPMUPOBAHHS MATEPUAIOB JIJII TEKYIIET0 KOHTPOJISI yCIIEBAEMOCTH W IIPOBEICHUS
MPOMEKYTOUHOM aTTeCTAIMH, IS (OPMUPOBAHUS METOIUUYCCKUX MATEPUAIIOB 110 TUCIUILTHHE:

- mporpammbl Microsoft Office;

- u3gaTenabckas cucreMa LaTex;

- Adobe Acrobat Reader;

- Virtual Box (cBo6oaHO pacnpoctpansiemoe [10);



- Ubuntu (cBo6oaHO pacmpoctpansiemoe [10);
- Oracle Express 11g (cBo6oaHO0 pacnpoctpansemoe [10);
- Kali Linux (cBo60oHO pacnpoctpansiemoe [10).

7. IlepeyeHb CcOBpPeMEHHBIX MNPO(PEeCCHOHAJIBHBIX ©0a3 [JaHHBIX M HH(OPMALMOHHBIX
CIPABOYHBIX CHCTEM, HCHOJb3yeMbIX MPH OCYLIECTBJEHUN 00Pa30BaTeILHOI0 Mpolecca mo
AUCUUIIMHE (TPH HEOOXOAMMOCTH)

B nporuecce ocymecTBieHust 00pa30BaTeFHOTO MPOIiecca Mo AUCHUIIIMHE HCIOIb3YIOTCS:
- ABTOMaTu3upoBaHHas 6nbianoTeyHo-uHpopmannonnas cucrema «bYKNU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekrpoHHas OubnroTeyHas cucreMa «Jlaup» https://e.lanbook.com

- DnekTpoHHas oubnroreunas cucrema «kOpaiir» https://urait.ru

- DnexTpoHHas 6ubnuoTeyHas cucreMa «KOHCYIbTaHT CTyIeHTa»
https://www.studentlibrary.ru

8. IlepeyeHb OCHOBHOI M TOMOJTHUTEILHON Y4eOHOH JTUTEPATYPHI, peCypcoB HH(POPMAIHOHHO-
TeJeKOMMYHUKAIMOHHOH ceTH «UHTepHeT» (IpM HEO0XOAUMOCTH), PEKOMEHAYeMbIX [JIfl
OCBOCHHUSA TUCIHHUIINHEI

a) OCHOBHAasl JIUTEpaTypa
1. TTonsikoB A. M. Besonacuocts Oracle rinaszamu aynuTopa: HamaaeHue U 3anmra - MOcKBa:
JMK TIpecc, 2014. https://www.studentlibrary.ru/book/ISBN9785970600580.html
2. CkpemuukoB A. B., Pomun C. B., IlepmunoB I'. B., UYepusmmoBa E. B.
besonmacHocth cuctem 0a3 gaHHbIX: yueO. mocobue - Bopomex: BI'YUT, 2015.
https://www.studentlibrary.ru/book/ISBN9785000321225.html
3. bapanunkoB A. W., bapamuukos II. A., Ileutekur A. H. AJropuT™MbBl U MOJETH
orpanuueHus gocryna k 3anucsaM b/l - MockBa: I'opsuas munms - Tenexkom, 2011.
https://www.studentlibrary.ru/book/ISBN9785991202039.html
4. TOCT P UCO/MDBK 51583 - 2014 rona, «Ilopsaok co3maHus aBTOMaTH3UPOBAHHBIX
CUCTEM B 3alIMIIEHHOM MWCIOIHEHUN», DeaeparbHOE areHTCTBO MO TEXHUYECKOMY
pEryJIMPOBAHUIO u METPOJIOTUH («PoccTranmapty), M.: 2014.
https://ohranatruda.ru/upload/iblock/44b/4293772843.pdf

0) AOMOJIHUTEIbHAA JIUTEpPaTypa
1. TOCT P HCO/M3BIK 15408 «OOmue KpuTepuu [OBEepUS U OE30MaCHOCTH
nH(OpPMaLMOHHBIX cucTeM», Poccranmapt Poccun.
Yacts 1 - 2012r:
https://ohranatruda.ru/upload/iblock/857/4293781374.pdf?ysclid=1j48m4r0xz335393767
Yacts 2 — 2013r: http://data.1000gost.ru/catalog/Data/554/55439.pdf
Yacts 3 - 2013r: http://gost.gtsever.ru/Data/554/55440.pdf?ysclid=1j4809z60cw360426998
2. IIpockypun B. I'. Bammra mporpamMMm W AaHHBIX: ydeOHOe mocoOue i BY30B. - M.:
Axanemust, 2012.
3. BmacoBa O.B. Cucrembl ympaBieHusi 0a3aMy JaHHBIX: JTAOOPATOPHBIN MPAKTHKYM —
Spocnasne: SApl'Y, 2010. http://www.lib.uniyar.ac.ru/edocs/iuni/20100201.pdf
4. Bmacosa O.B. SQL: Yuebnoe nocobue — SApocnasns: Apl'Y, 2011.
http://www.lib.uniyar.ac.ru/edocs/iuni/20110206.pdf
5. HpxwusinkoBckuii B. B. Beagenne B Oracle SQL: yue6. mocobue mns By3oB. / B. B.
[Ipxxusankosckuit; Hannonansueii OTkpsiTelid YHuBepcurer "MHTYUT" - M.: BUHOM.
JlabopaTtopus 3Hanui, 2012. - 319 c.: num.
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6. [essaun, [1. H. Monenu 6e30macHOCTH KOMITBIOTEPHBIX CUCTEM. YTIPaBJICHHUE JOCTYIIOM
1 “H(OPMAITMOHHBIMH TIOTOKaMH : ydeOHoe mocobwue st By30B / [leBstaun I1. H. - 2-e uzs.
, ICTIp. ¥ 101. - MockBa : ['opstuas munaus - Tenekowm, 2013. - 338 ¢. - ISBN 978-5-9912-0328-
9. - Tekcr : omekrponuwii // OBC "KoncymsTanT crymenTta" : [cait]. - URL
https://www.studentlibrary.ru/book/ISBN9785991203289.html
7. PykoBomsmmii mokymeHT ®CTOK Poccum (ObBuI. ['ocTexxomuccusi) «3ammra OT
HECAaHKIIMOHUPOBAaHHOTO JocTyna K uHpopmamuu Yacts 1. IIporpammnoe obecrieueHue
cpencTB 3amuThl HHGopMmanuu. Kiaccudukamuss mo ypoBHIO KOHTPOJS OTCYTCTBHS HE
JIEKJIapUPOBAHHBIX BO3MOXHOCTEN». (yTB. pelieHueM ['ocynapcTBEHHOW TEXHUYECKON
komuccuu npu [pesuaenre PO or 4 wurons 1999 r., Ne 114). https://fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty/rukovodyashchij-dokument-ot-4-iyunya-
1999-g-n-114?ysclid=1j48ywrh6a506906471

B) pecypcnl ceTn «AHTepHeT» (IPU HEOOXOIMMOCTH)
1. HoBoctu B cdepe yrpo3 0€30MaCHOCTH U 3aIIMTHl KOMITBIOTEPHOW HH(POPMALINH
poccuiickux xypHana «Xakep»: https://xakep.ru/tag/news u xxypHana «MHpopmannonHas
Oe3omacHOCThY: http://itsec.ru/main.php.
2. Hogeiimue ganneie 00 yrpo3ax paboOThI ¢ TOAKIIOUYEHHEM K ceTd VHTepHeT poccuiicKoit
kommnanuu «Jlabopatopus Kacrepckoroy: http://www.kaspersky.ru/internet-security-center.
3. Marepuainsl exxerogaoro (¢ 27 mo 30 nexaOpsi) BCeMHUPHOTO KOHrpecca xakepoB «Chaos
Communication Congress» (CCC) B 'amOypre, r1ie paccKka3blBaeTCsi O HOBBIX BBISBICHHBIX
YSI3BUMOCTSIX B aIlllapaTHBIX PEIICHUSX W TPOTPaMMHOM oOecredeHuH (Ha aHTIHICKOM
a3bike):  https://events.ccc.de/congress/2015/wiki/Static:Main_Page, Buaeomarepuansl ¢
cyorurpamu kourpecca CCC: https://www.youtube.com/user/CCCen/videos.
4. MWurepaktuBHbie yueOuuku 1o SQL: (http://www.sql-tutorial.ru/), SQL.RU -
(http:/www.sql.ru/).
5. IlopTan pa3pabOTUYNKOB KIMEHT-CEPBEPHBIX NpuiiokeHuil Microsoft Developer Network
(MSDN) - (https://msdn.microsoft.com/ru-ru/).
6. ®enepanbHbIi OaHK NaHHBIX Yrpo3 Oe30MacHOCTH, Beayluiica B pazaene «TexHudyeckas
3amuta uHGopMarmm» odummransHoro caiita ®CTOK Poccun (https://bdu.fstec.ru).

9. MartepuanbHo-TexHH4YecKasi 0a3a, HeoOXoaAMMAasl IS OCYLIECTBJIEHUSI 00Pa30BATEILHOIO
npouecca no AUCHUIVINHE

MarepuanbHo-TeXHUYECKass 0a3a, HEOOXoauMmas sl OCYIIECTBIEHHUs 00pa30BaTEIbLHOTO
npoiiecca 1o JUCIUILIMHE BKIIOYAET B CBOM COCTaB CHEIMAIbHbIE TOMEICHHS:

- yueOHble ayIUTOPHH I TPOBENEHHS 3aHATUH JIEKIIMOHHOTO THIIA, O0OpYJIOBaHHAS

MEPCOHATIBHON KOMITBIOTEPHOM TEXHUKOH C YCTAaHOBJICHHBIMHM CPEJICTBAMM BHU3yallU3alluU

tekctoB B popmare DOC/DOCX, PDF, F2B, ¢aiinos uzoOpaxxeHuil, npe3eHTaluil, BUIe0 U

JAPYTUX MYJIbTUMEAUNHHBIX (DaiiiioB, a Takke - BUACOMPOECKTOPOM U JKaTI03U HA OKHAX, WU

KOMITBIOTEPHOU TEXHUKOW U MHTEPAKTUBHOW KOMIIBIOTEPHOM JIOCKOM;

- yueOHble ayaUTOPUM M TPOBEACHMS NPAKTUYECKUX 3aHATUH: J1abopaTopUH

WH(GOPMAIIMOHHBIX TEXHOJOTHA W NPOTrpaMMHO-almapaTHBIX CPEICTB  oOecredeHus

uHdopmarmonnoii 6ezonacHoctu (Virtual Box, onepammonnsie cucremsr Microsoft Windows

u Kali Linux, CYB/I Microsoft SQL Server une amxke Bepcun 2010, CYB/ Oracle Bepcuu He

Huxe 11g);

- yueOHbIe ayTUTOPHH ISl TIPOBENICHHSI TPYIIIOBBIX M WHAWBUIYAIBHBIX KOHCYJIbTAIINH,

- yueOHbIe ayJUTOPUU JJIs TPOBEACHUS TEKYIIET0 KOHTPOJIS U POMEXKYTOYHOM aTTeCTalui;

- OMEUICHHUS JJIsl CAMOCTOSITEITEHON pabOTHI;

- TMIOMEIIEHUS Ul XpaHEHHUs U MPOPMIAKTHYECKOTO O0CITYKUBAHHUS TEXHUYECKHX CPEICTB

oOyJeHwus.
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[Tomerienust A CaMOCTOSITENBHOW pPabOThl OOYYAIOMIMXCS OCHAIEHBl KOMITbIOTEPHOM
TEXHUKOM C BO3MOYKHOCTBIO MOAKIIOUEHHS K ceTH «lHTepHeT» M olecrmeyeHueM JocTyna B
AIIEKTPOHHYIO HH()OPMALIMOHHO-00pa30BaTEIbHYIO CPEY OpPraHU3aIUH.

ABTOp(BI):

Houent xadenpst Kb u MMOU Ko3ssipes U.



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«OCHOBBI MOCTPOEHNS 3AIMIIEHHBIX 023 TaHHBIX)

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U NIPOMEKYTOYHOM aTTeCTAIMHN CTYAE€HTOB
N0 JUCIHUILIHHE

1. TunoBble KOHTPOJILHbIE 32IaHUSI M HHbIE MaTEePHAJIbI,
HCMOJIb3yeMble B Mpollecce TeKYIero KOHTPOJIs YCIeBaeMOCTH

Ilepeyennb 3agaHnil 17151 CAMOCTOSITEJIbHOM PA0OTHI CTYIEHTOB:

1. Ha ocHoBe comocTaBieHHs TMOJIOKEHUH MEXAYHApOAHBIX M POCCUHUCKHUX CTaHIIApPTOB
0€30MacHOCTH U3 MEpPeYHs OCHOBHOM M JIOMOJIHUTEIBHOW JIUTEpaTyphl pabouell MporpaMmbl
JTUCIUIUIMHBL CPOPMYIUPYITE 4YeM OTIMYAIOTCS 3apyOeKHbIE U POCCUICKHE OMpeieNieHus u
NOHATHUS YTpo3 Oe3omacHocTH? OOOCHYHTE OTBET.

2. Ha ocHoBe 3HaKoMcTBa C HalMOHAIBHBIMH cTaHmapramu no ys3Bumoctsm (I'OCT P
NCO/M3K 56545-2015 «3amura nHGopManuu. Y a3BUMOCTh HHPOPMAITMOHHBIX cucTeM. [IpaBuiia
ormucanus ysazsumoctein» u FOCT P UICO/MDK 56546-2015 «3amura nndopmanuu. Y a3BUMOCTh
uHpopMannoHHbIX cucteM. Knaccupukanus ys3BuMocTeld HHPOPMAITMOHHBIX CUCTEM») U OaHKa
JTaHHBIX yrpo3 Oe3omacHocTH, Beaymerocs Ha caiite @PCTOK Poccun (https:/fstec.ru) B pazmene
«Texundeckas 3amura uHpopMmarum» (https://bdu.fstec.ru) orGepute yrpo3sl, MpeaCTABIISIONIAC
HauOOJIBIIIYIO OMACHOCTD JIsI HHPOPMAIIMOHHBIX CHCTEM Ha OCHOBE 0a3 naHHbIX. OOOCHYHTE OTBET.

3. B dgem 3axmrouaercs cyts u HazHaueHue nakera DBMS CRYPTO nmns mmdposanus B B/I.
Ob6ocHyiiTe OTBET.

4. Ha ocHoBe yueOHOIl nuTepaTypbl BBIICHUTE IPEMMYIIECTBA M HEIOCTAaTKU CPEACTB
ayreHTH(uKanuu, BcrpoeHHbIX B CYBJ] Oracle. O6ocHyiite oTBeT.

S. Ha ocHoBe yueOHOI nuTepaTyphl BBIICHUTE CXOACTBO M Pa3IMuUs B POJISIX U MPUBHIIETHSIX
nosab3oBarenei CYB/] u onepannonssix cucreM. O60CHYHTE OTBET.

6. Ha ocHoBe y4ueOHOU nuTEepaTyphl BBISICHUTE M OXapaKTEPU3YHTE CUCTEMHBIC U OOBHEKTHBIC
BUJIOB npuBUieruit ans nonszoBateneid CYB/[. ObocHyliTe oTBeT.

7. Ha ocHoBe yueOHOIl muTepaTyphl BBIICHUTE W OXapaKTepU3yHTE HCIOJIb30BAHUE

npescTaBiIeHuit A YpasieHue qoctynom k b/l u obecnieuenus koHpuaeHIMATBHOCTH HHPOpMa-
uu B CYB/I. O6ocHyiiTe OTBET.

8. Ha ocHoBe y4yeOHOW nuTepaTypbl BBIACHUTE U OXapaKTEpU3yWTE METOJbl MOJAEp KaHUS
JeKJIapaTUBHOM U mipouieaypHoit rienoctHoctd B CYBJl. OGocHyiiTe OTBET.

9. Ha ocHoBe yueOHOH muTEpaTyphl BBISCHUTE B YE€M COCTOSIT OCOOEHHOCTH CCBHIIOYHOM
uenoctHocty B CYB/] u ee nonnepxkanus. OOOCHyHTE OTBET.

10. Ha ocHoBe ydeOHOH nUTEpaTypbl BBLICHUTE B YEM 3aKJIIOYAIOTCS LU HMCIOJIb30BaHUS
TPUITEPOB U UEM OHU OTIUYAIOTCS OT XpaHUMBIX npoueayp? ObocHyHTe OTBET.

11. Ha ocHoBe yueOHOH IuTepaTypbl BBIICHHUTE M O0O0OCHYiTe (yHIaMEHTaIbHBIN JUIs
6e3omacHocT B/l cMbIcT MOHATHSA TpaH3aKIUH U KOHTPOJIbHBIX ToYeK. OOOCHYITE OTBET.

12. KakoBbl pojb ¥ BO3MOXKHOCTH METOABI CEpUAIM3AalMU TPAH3aKIMHA Kak CpeJcTBa
M30JUPOBaHHOCTH TToNTb30BaTeneit bJl. O6ocHyiiTe OTBET.

13. Ha ocHoBe y4eOHOI IuTepaTyphl BBISICHUTE U 000CHYITe 3HadeHue A OezomacHocty b1
pexxuMoB Os10KupoBaHusa. OO0CHYHTE OTBET.

14.  Ha ocHoBe y4eOHOW nUTEpaTyphl BBIACHUTE M OXapaKTepU3yiTe MpaBHiia COTIACOBAHMS
6110kMpoBOK. OOOCHYMTE OTBET.



15. B ueM cocTouT MeTOA0JIOrMYECKas POJIb IOJOKECHUN HALIMOHAJIBHBIX CTAHIaPTOB CEMENCTBA
«Oobmue xkputepuu noBepus u O6ezonacHoctr mHpopmarmoHHbex cuctem» (TOCT P MCO/MBK
15408-2012-1, TOCT P HMCO/MBK 15408-2013-2, TOCT P HMCO/M3K 15408-2013-3) B
pa3paboTke moacucTeMbl HHGOPMAIMOHHON Oe3omacHOCTH 0a3 JaHHBIX M paMKax CO3JaHUA
0e30macHOi HHPOPMAITMOHHON CUCTEMBI HA X OCHOBE?

16. B 1yem coctout ponb mosioxkeHui cemeiictBa HannoHanbHBIX ctanaapToB 'OCT P UCO/MOK
53113-1-2008, TOCT P MUCO/MDBK 53113-2-2009 u pyxoBogsmiero nokymenta ®CTOK Poccun
«3ammra oT HECAaHKIIMOHUPOBAHHOTO A0cTyna K nHpopmaruu Yacts 1. [Iporpammuoe obecrieuenue
cpeactB 3amuThl uHpopMmanuu. Kiaccupukamus 1O YpOBHIO KOHTPOJS OTCYTCTBHSL He
JEKJIapUPOBAHHBIX BO3MOXKHOCTE» i1 00ecredyeHus 3allUIIeHHOCTH KOMITbIOTEPHBIX CHUCTEM C
0a3aMu JaHHBIX OT HECAHKIIMOHUPOBAHHOTO ocTyna? OO0CHYITE OTBET.

17.  HaocHoBe yueOHOM IUTEpaTyphl BEIICHUTE Pa3HUILY U OOIIME YepPThl ayAuTa B 6a3ax JaHHbBIX
U ONEPAlMOHHBIX cucTeMax. OOOCHYITE OTBET.
18. Ha ocHoBe yueOHOU JuTEepaTypbl HAIMOHATIBHBIX CTAHIAPTOB OE30MACHOCTH BBIICHUTE U

chopMynupyiTe MpaBuiIa pe3epBUPOBAHUS U BOCCTAHOBJICHHUS 0a3 JaHHBIX IIOCIIE COOEB, HEIITATHBIX
PEKUMOB PaOOTHI U APYIMX MHUUACHTOB Oe3omacHOCTH. OGOCHYITE OTBET.

19.  HaocHoBe yueOHOI1 InTepaTypbl HAIIMOHABHBIX CTAHAAPTOB 0€30MMaCHOCTH CPOPMYIHUPYITE
coJepkKaHue W OTanbl (HOPMUPOBAHMS 3aJaHUS IO OE30MACHOCTH M NPOQMIIA 3alUThl IpU
npoektupoBanuu b/l

20. Ha ocHoBe y4eOHOW mnuTepaTypsl M MOJIOKEHUIH HanumoHanbHoro cranzapra I'OCT P
NCO/M3BK 51583-2014 «Ilopsimok co3maHus aBTOMATH3MPOBAHHBIX CHUCTEM B 3alIHIICHHOM
UCIIOJIHEHUN», 0000muTe U cHOpMyIupyilTe MNOPSAAOK U ITalbl IMOCTPOCHUS 3aALIUIIEHHBIX
MH(POPMALIMOHHBIX CHCTEM Ha OCHOBE 3alIUIIECHHBIX 0a3 TaHHBIX.

Hepeqeﬂb BOITPOCOB IUIA OIIPOCA HA MPAKTUYCCKUX 3AHATUAX:

1. Chopmynupyiite 1 000CHYHTE MOHATHS yrpo3 Oe3onacHocTu b/l - obuue u crienupuaHbIe.
2. Ha ocHoBe yueOHOI nmUTEpaTyphl BBIACHUTE B Y€M COCTOMT MOHATHE, CYIIHOCTh U LENIH
nosmtuku 6e3onacHoct bJI. O6ocHyliTe OTBET.

3. Ha ocHoBe yueOHON nuTepaTypbl HAIMOHAIBHBIX CTaHIAPTOB OE30MACHOCTH CEeMEeWCTBa

I'OCT P UCO/M3BK 15408-2012-2013 o0606mmte ¢ (opMyaupyldTe TPUHIMIBI TTOCTPOCHUS
3alIMIIEHHBIX NH()OPMAIMOHHBIX CHCTEM Ha ocHOBe B/,

4. Ha ocHoBe yueOHOI nuTEepaTypbl BBIICHUTE B YEM 3aKJIIOYAETCS pa3HUIIA MEXKIY
TUCKPEIIMOHHBIMU U MaHAATHBIMH MozensiMu 6e3omacHocTr CYBJI. O6ocHyiiTe OTBET.
S. Ha ocnoBe yueOHOI nuTepaTyphl BBISICHUTE B Y€M 3aKJIIOYAETCS pa3HHUIA MEXTY METKaMu

MOJIb30BaTeNs, CIEUUAIbHBIMA NpUBMWIErHsIMU JocTyna B BbJl u Mmapkepamu Oe30macHOCTH M
npaBamu U npusmierusmu pgocryna B OC. O0ocHyHTe OTBET.

6. Ha ocHoBe yueGHOH 1uTepaTyphl BHIICHUTE HA3HAUEHUE M COCTAB CJIOBAPS AAHHBIX IS LesIei
obecneuenus 6ezonacHocT B BJ[. O6ocHyiiTe OTBET.

7. Ha ocHoBe yueOHOW nuTepaTypbl BBISICHUTE 3HAUCHHME NPEICTABICHUN clloBaps s
obecrieueHus 1eTOCTH TaHHBIX U pasrpannyeHus gocryna B BJ[. O6ochyiiTe oTBET.

8. Ha ocHoBe yueOHOI uTepaTypbl BBISICHUTE 3HAUEHUE TPaH3aKLUUHM /Ui Leneld obecredeHus
6e3omacHoctH B BJ[. O60cHyiiTe OTBET.

9. Ha ocHoBe y4ueOHOI nuTepaTyphl BBISICHUTE 3HaUeHUe i oOecrnieueHus 6e3onacHocTu bJ]

PEXKUMOB OJIOKMPOBAaHUS M MPaBUJ COTJIACOBAHUSA OJIOKMPOBOK, a TaK)K€ B3aUMOOJIOKHMPOBOK, MX
pacro3HaBaHUsI U Pa3pyLICHHUS.

10. B uyem coCTOMT LEHHOCTh IUIA Iesield obecriedenns O6e3onmacHocTH B bJl Oracle yrumnTer
WRAP? OGocHyliTe OTBET.
11. B ueM coctouT meHHOCTH s 1ene oOecmedenus Oe3omacHocth B BJ[ mpumeHeHus

texHosnorun FLASHBACK nns mosnydenus perpocnekTuBHbIX coctosHuit BJ[ (Query, Version
Query, Transaction Query, Table, Drop, Database). O6ocHyi#iTe OTBET.
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12. KakoBbI poiib U BO3MOXHOCTH HAaLIMOHAJBHBIX cTaHaapToB cemeiicta OCT P NCO/M3BK
53113-1-2008, TOCT P UCO/MDK 53113-2-2009 u pykopomsmero nokymenra ®CTIOK Poccun
«3amuTa 0T HeCaHKIIMOHUPOBAHHOTO tocTymna K nHpopmaruu Yacts 1. [IporpamMuoe obecrieuenne
cpenctB  3amuThl  uHbopManuu. Kiaccudukanus 1o YpOBHIO KOHTpPOJISI OTCYTCTBHSI HE
JIEKJIapUPOBAHHBIX BO3MOXKHOCTEN» AJ11 00ecnedyeHHsl 3alllUIIEHHOCTH KOMIIBIOTEPHBIX CHUCTEM C
0a3aMu JaHHBIX OT HECAaHKLIMOHUPOBAHHOTO JOCTyma?

13. B uem coctouT poisib NoJ0kKEeHUH HanmoHanbHOro crannapra ['OCTa P MCO/MDBK 18045-
2012 «Meromonorus OIEHKH 0€30MacHOCTH HWH(OPMAIMOHHBIX TEXHOJOTHUI» JJIs aHaIu3a
MPOEKTHBIX PENICHUN MOACUCTEM WH(MOPMAIMOHHONW 0e30macHOCTH 0a3 JaHHBIX M OOeCIeUeHUS
3aIUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM B LIETIOM.

14.  Ha ocHoBe HammoHanbHbIX cTangaptoB cemeiictea ['OCT P NCO/M3BK 15408-2012-2013
«O0me Kputepuu JaoBepuss W 0€30MacHOCTH HMH(POPMALMOHHBIX CHUCTEM» CHOPMYIUPYHTE
colepaHue W OTanbl (HOPMUPOBAHMS 33JaHUS MO OE30HMAaCHOCTH M MPO(UIS 3alMTHI TPU
npoexktupoBanuu b1,

15. Ha ocHoBe HamumoHanbHBIX cTangaproB cemeirictea 'OCT P MCO/M3K 53113-1-2008
«MHopMalioHHbIe TEXHOJIOTUH. 3alIiTa UH(POPMALIMOHHBIX TEXHOJIOTUN U aBTOMATU3UPOBAHHBIX
CUCTEM OT Yrpo3 MH(GOPMAIIMOHHON 0€30I1aCHOCTH, PEaTU3yeMbIX C IIOMOILIBIO CKPBITHIX KaHAJIOB.
Yacte 1. O6mme mnonoxenuss» u ['OCT P MCO/MBK 53113-2-2009 «HMuHpopManmoHHbIE
TEXHOJIOTHH. 3ammTa WH()OPMAIMOHHBIX TEXHOJIOTHHA W aBTOMATH3WPOBAHHBIX CHCTEM OT YIpo3
nH(GOPMALIMOHHONW 0€30MacHOCTH, peau3yeMbIX C IOMOINBIO CKPBITHIX KaHaoB. Yacte 2.
Pexomennaruu o 3amute uHGOpMaK, HHHOPMAITUOHHBIX TEXHOJIOTHH U aBTOMATU3HPOBAHHBIX
CUCTEM OT yrpo3 UHGOPMAIMOHHON 0€30MacHOCTH, PEaIu3yeMbIX C TIOMOIIBIO CKPBITHIX KaHATIOB)»
0000mEeHHO  CHOPMYITUPYHTE TPHHIMIBI  Pa3pabOTKU  IMOJCHUCTEMBI  OE30MaCHOCTH  OT
HecaHKIMoHupoBaHHOro nocrymna Kk MC Ha ocHose b/1.

16. Ha ocHOBe NOJOXEHHWH HAIMOHAIBHBIX cTaHmapToB OezonmacHoct HWC BBLICHUTE |
chopMynupyiTe MpaBuiia pe3epBUPOBAHUS U BOCCTAHOBIIEHUS 0a3 JaHHBIX MOCie cO0eB, HEIITATHBIX
PEKUMOB PaOOTHI M APYTUX MHIUICHTOB OE30MIACHOCTH, KX MECTO H POJIb B OJUTHKE O€30MaCHOCTH
UH(OPMALIMOHHON CHUCTEMBI.

IIpumepsl 3agaHui 1JIs1 CAMOCTOATEIBLHOM NPAKTHYECKON PadoThI CTYCHTOB

1. CocTaBUTh M IPE3EHTOBATH J0KJA] O HEITABHO 3aKPBITOM ySI3BUMOCTH B 110001 B/,

Kputepun BbINOIHEHUS 3a1aHUS:

— TEOPETUYECKOE OIIMCAHUE YSI3BUMOCTH C YKa3aHHEM KOHKpeTHbIX Bepcuid CY B/, a1t KoTOophIX OHa
BOCIPOU3BOUTCS;

— OIMCaHUE PEaTN30BaHHBIX METOA0B 3aAIIUTHI OT ITOU YSI3BUMOCTH;

— MPaKTUYECKOE MPEACTAaBICHUE MEXAHW3MOB aTakKu M 3alluThl (BO3MOXHOCTH JE€MOHCTpAlUH
OHJIAMH Iperno1aBaTeio).

2. Hanucats nporpammy asns 3aumutsel CYB/I.

ITporpaMMma n0JKHA YMETh CIIEIUTH 3a TEKYLIUM COCTOSHUEM 3alUIIEHHOCTH CUCTEMBI (HAIIpUMED,
C IMOMOIIBIO JKYpHAJIOB JIOTUPOBaHMS W aynauTa). B cimyuae oOHapykeHUs BBIIIOJIHEHHOM aTaku
HEOO0XO/IMMO BHEAPUTH MEpbl, OOECleUMBAIOLINE 3allUTy OT MOJOOHBIX aTak B OyaylieM u
rocTapaTrbCcsl HEWTpaJin30BaTh HAHECEHHBIM yliepOd, MNpu 3TOM 0053aTeIbHO OMOBECTUTH
aMMHHCTpaTOpa O IPUMEHEHHBIX Mepax. Hampumep, eciny nosiBUIIOCH MPEIIIONIOKEHUE O Kpaxe
naposisi, HE00X0AMMO PUMEHUTh HACTPOMKY ISl 3aIMTHI OT KOHKPETHOW aTaku, MOMEHSTh [1apojib
U COOOIIUTH 00 3TUX AEHCTBHSIX MOIb30BATEIIO.

Kputepun BbINoIHEHUS 3a/1aHUS:

— peanun3oBaHa 3alllUTa KaK MUHUMYM OT TPEX pa3jNyYHbIX aTak;

— Iporpamma JI0JKHa yMETh Paclio3HaBaTh MMEHHO aTaky, a HE BHEJIPSTh PEBEHTUBHbIE MEPHI IS
YCTpaHEHHS BO3MOKHBIX YIpO3;

— IpOBEeHa JEMOHCTpAIHs aTak (MOKHO BPYUHYIO, @ MOKHO aBTOMAaTU3UPOBATh U 3TY YacTh);

— MpOBEJCHA JeMOHCTpalus paboThl TPOrpaMMBbl;
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— MpOBeJIcHa JEMOHCTpaIHs KOja mporpaMMbl (MoHO Ha github.com).

2. Cnmcok BONPOCOB U (MJIH) 3aaHU /1JIs1 MPOBeIeHUs MPOMEKYTOUHOM aTTecTaluu
Cnucok BONPOCOB K IK3aMEHY:

1. Yrpo3ssl 6e3onacHoctu bJ1, o6mue u cienuduyHbIe.

2. [Mapamurma 6e3onacHoctu b1 (UC) B coorBercTBru ¢ 'OCT P UCO/MDBK 15408-2012-2013.

3. 3amuTa oT HecaHKIIMOHUpoBaHHOTO nocTymna. Knaccudpukamus AC (bl) u peGoBanus 1o 3amuTe
UH(OPMALIUU B COOTBETCTBHH C JIEHCTBYIOMMMU pyKoBoasmumu qokymeHTaMmu @CTOK Poccun.
4. TunoBble MOJIETN OTPAaHUYECHHSI TOCTYTIA.

5. CnocoObl OpraHu3anuy pa3rpaHUYCHHs JOCTYIIA.

6. Orpanu4eHue 10CTyma K 3anucsm tadmaui b/I.

7. I3meHeHue 1ocryna K 3aucu.

8. OrpanuueHue A0CTyIa IPU UCIOJIB30BaHUU KIAaCTEPU3ALIMOHHON MOJIETIH.

9. Orpanu4enue TOCTyIA MPU UCIOJIH30BAHUU MAaHJATHON MOJIEIH.

10. Vi3meHeHus B 1OYEPHUX OTHOLICHHSIX JOCTYIIA.

11. Orpanuuenue 10CcTyIa Ipyu UCIOJIb30BaHUU AUCKPELIMOHHO-POJIEBON MOJIEIH JIOCTYIIA.

12. XpaneHue NpuBUIIETHI B 3allIMIIIAEMOM OTHOIICHHUU.

13. XpaneHnue npuBUIIETUNA B OTJAEIHHOM OTHOIICHUH.

14. Orpanuuenue 10cTymna npu QyHKIIMOHATHEHOM MOJIETH I0CTyIa

15. MackupoBka aTpuOyTOB U OpraHHU3AIMS HX XPAHCHHSI.

16. Peanuzanus npenukara onpesesieHus U UCIOIb30BaHUe TOOUTHOM KapThI.

17. Haznauenue, CTpyKTypa U cocTaB ciioBaps qaHHbIX B/I.

18. Tpanzakuuu TpeboBanus Kk HuUM. Oukcanus Tpanzakiuuu B b/l. KouTponbHble TOUKH.

19. Tpurreps!.

20. IToHATHE ENIOCTHOCTH IaHHBIX, A€KJIapaTHUBHAs U MPOLIEypHAas CCbUIOYHbIE 1IeTOCTHOCTH B /1.
21. CcputouHble onepanuy 00ecneueHns CChIJIOYHOM 1IETOCTHOCTH.

22. TpurrepHble MpoLeaypbl B 00€CTIEYeHUN CChbUIOYHOM 1IE€IIOCTHOCTH.

23. OGecnieyeHue 1EIOCTHOCTH 0a3bl TaHHBIX Ha puMepe Oracle.

24. CcputouHBIE OTPAaHUYEHUS U PEISUUOHHBIE orpaHndeHus DB2

25. Opranmsanus B3aumozeiicteus CYB/] (na nmpumepe Oracle) u 6a3oBoit OC.

26. CootHomenue npas goctyna, onpeaenseMbix OC u CYB/] (na npumepe Oracle), coBMecTHOE
UCIIOJIb30BaHue (ailyioB ¢ IpYyrUMH YCTaHOBKaMH, HacTpoiika Macku (umask).

27. Mogenb nonHoMounit Ha (aiinsl ot Oracle.

28. AnbTepHaTHBHBIE MOJEIM IOJTHOMOYMH Ha (aibl, 0€30MacCHOCTh HCXOJHBIX YCTPOWCTB,
Hcnonb3oBanue Oe3zomacHOro BpeMmeHHoro kartaiora. @aitnel Oracle ¢ ycTaHOBJIEHHBIM OMTOM
SUID.

29. CyObeKThl U 0OOBEKTHI, TPYIIBI OJIb30BaTeeH, IPUBUIIETHH, POJIU U ITPECTABICHHUS.

30. Buapl npuBuneruii: npuBwieruu Oe3onmacHocTd M jgocryna. KoHuenuus u  peanusanus
MEXaHHU3Ma pOoJIen.

31. Pacnio3HaBaHue U pa3pylieHne TYMUKOBBIX cuTyaluii B BJ] myTem 6110KupoBOK, KiIaccuduxaius
OJIOKHPOBOK.

32. BIOKHMPOBKH U PEXUMBI JOCTYIA K TaHHBIM B B/[.

33. YpoBuu uzonsanuu B SQL.

34. bnokuporku B Oracle.

35. biokuposku B MySQL

36. YA3BUMOCTH, KaK yCJIOBHsI CYLIECTBEHHO OOJierdaroniyue HapyuieHus KOHGUICHIMATbHOCTH B
B

37. ®a3wl npoexktupoBanus 0e3onacHbix bJl. [IpenBapuTenpHbIi aHAIN3.

38. Ponb oGecnieuenust BbICOKOM roToBHOCTU B/l B cTpyKType oOecnieueHust Ux 0€301MacHOCTH.
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39. TlonyueHne HECAaHKIIMOHUPOBAHHOT'O AOCTYNA K KOH(pHISHIIMAIbHON nHpopmanuu B b/ mytem
JIOTUYECKHUX BBIBOJIOB.

40. Metoabl IPOTUBOACUCTBHUSI HECAHKIIMOHUPOBAHHOMY JocTymy. Metku Oe3zomacHoctd B B/I.
Hcrnonp3oBanue npeacTaBieHui 11 ooecnieueHus KoHpuaeHuraasHocTy nHdopmaruu B CYB/I.
41. IomOoTYETHOCTD IEHCTBUIA MOJIB30BATENS U AyAUT CBA3AHHBIX C 0€30MacHOCTBIO cOOBITHH B BJ]
Oracle (onmuu ayauTa, BKJIIOYEHHE U BBIKJIIOUEHHUE OMLUN, paboTa C KypHaJIOM ayauTa, ayJIuT C
MOMOIIIBbIO TPUTTEPOB U 3AILUTA KYpPHATIA).

42. Metoas! ayreHTH(UKAIUU TIoJIb3oBaTenei B Oracle.

43. Mogenu 6e3omacHoctu BJl (menmu 6e30macHOCTH, POJIb MOJAETH O€30MacHOCTH B IOJIUTUKE
0e30MacHOCTH, MpocTeias MoJieNb 0e30MmacHoCcTH 0a3 TaHHBIX, TPOBEPKA MOJIHOMOYHI, IPOBEpKa
MOJIMHHOCTH).

44. TuckpennoHHble (M30MpaTenbHbie) MoJienu 6e3omacHoct b/, muckpennonHas MmoauTHKA.

45. Mannarabie (MOJTHOMOYHBIE) Mojienu 6e3omnacHoctu b/I.

46. MHoroypoBHeBbIe Mojienu O6e3omacHoctu bJI. Moaens benna-Jlananymna.

47. Ucnionp3zoBanue SQL-UHBEKIMIA I HEIITATHOTO UCIOIB30BAHUS POLUEAYp U QYHKIIUH.

48. MeTtanaHHbIC U clIOBaph TaHHBIX bB/I.

49. TynukoBble CUTyallUM, UX pAaClIO3HABAHUE U Pa3pylLICHUE.

50. Tlomstue bnokupoBku. Pexumbl OnokupoBok. IIpaBmiia corjacoBaHus OJIOKHMPOBOK.
JIByx(a3Hblil IPOTOKOJ CHHXPOHU3ALUOHHBIX OJOKHPOBOK.

51. Ponp mojoKeHWI HallMOHANBHBIX CTaHIAPTOB ceMeicTBa «OOIIMe KpUTEpUH TOBEpUs U
oe3omacHoctrn mHMopMmanuoHHBIX cucrem» (FOCT P MCO/MDBK 15408-2012-1, TOCT P
NCO/MDBK 15408-2013-2, TOCT P UCO/MBK 15408-2013-3) u 'OCTa P UCO/MDK 18045-2012
«Metooyiorusi OIICHKH 0€30MacHOCTH MH()OPMAIIMOHHBIX TEXHOJOTHI IS aHaJIM3a MPOSKTHBIX
pelieHuit moacucTeM nHGOpMalMOHHON 6e30MmacHOCTH 0a3 TaHHBIX U 00ecTIeYeHHs 3aIUIEHHOCTH
KOMITBIOTEPHBIX CUCTEM B I[EJIOM.

52. Ponp monoxxenuii HamuoHanbHBIX cTaHAapToB ['OCT P MCO/MDBK 56545-2015 «3amura
uH(popManuu. Ya3BUMOCTh HHPOPMaMOHHBIX cucTeM. [IpaBuina onucanus ys3sumocteit», 'OCT P
NCO/MDK 56546-2015 «3amurta uHGOpManuU. YA3BUMOCTh HH(POPMAIIMOHHBIX CHCTEM.
Knaccudukanus ys3BuMocTeid HHOOPMAIMOHHBIX CHCTEM» U (heepanbHOro 0aHka JaHHBIX YTPo3
Oe3omacHocTH, Bemymierocss Ha caiite @CTOK Poccunm B pasmene «Texnudeckas 3ammra
undopmanum» (https://bdu.fstec.ru) B maentuduxanum yrpo3 0€30MacHOCTH HH(POPMAIMOHHBIX
CHUCTEM.

53. Ponp monoxkenuit HarmoHanbHBIX cTaHgaptoB ['OCT P MCO/MOBK 53113-1-2008, TOCT P
NCO/MDBK 53113-2-2009 wu pyxoBomsmiero aokymenta POCTOK Poccum «3ammra ot
HECaHKIMOHUPOBaHHOro AocTtyna K mHpopmauun Yacts 1. IIporpammuHoe obecrnieueHne CpeacTB
3amuTel MHGopMarmu. Knaccudukaius mo ypoBHIO KOHTPOIS OTCYTCTBUS HE JCKIAPUPOBAHHBIX
BO3MOKHOCTE» I 00ecreueHns 3alUIEeHHOCTH KOMITBIOTEPHBIX CUCTEM C 0a3aMH JaHHBIX OT
HECAaHKI[MOHUPOBAHHOIO JJOCTYTIA.

54. Tlonoxxenust HanmoHansHOTO cTanaapra 'OCT P UCO/MDK 51583-2014 «Ilopsimok co3zmanus
ABTOMATU3UPOBAHHBIX CHUCTEM B 3aUIUIIEHHOM HCIOJHEHHH», PETJIAMEHTUPYIOIIETO MOCTPOCHUE
3alIUIIEHHBIX HH(OPMAIIMOHHBIX CHCTEM Ha OCHOBE 3aIIUIIIEHHBIX 0a3 TaHHBIX.

3. IIpaBuia BbICTaBJIeHHUS OLIECHKH HA K3aMeHe.
B sK3aMeHannoHHbIe OMJIET BKJIIOYAETCS JIBa TEOPETHUECKHUX Bompoca. Ha moAarotoBky k
OTBETY JlaeTcs He MeHee | Jaca.
Ilo wrToram »5K3aMeHa BBICTABISIETCA OJHA U3 OLEHOK: «OTJIIMYHO», «XOpOILIOY,

«YOOBJICTBOPUTECIBHO» UJIN «HCYAOBJIICTBOPUTCIIBHO.

Ounenka «OTIMYHO» BBICTABISETCS CTYIACHTY, KOTOPBINA IEMOHCTPUPYET TITyOOKOE U ITOJTHOE
BIIQJICHUE COJEpKAaHUEM Marepuara U IOHATUHHBIM annaparoM AMCLUIUIMHBI, OCYILECTBIISET
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MEXIPEAMETHBIE CBSI3U; YMEET CBA3BIBATH TEOPUIO C MpPaKkTUKOW. CTyIEeHT NaeT pa3BEpHYTHIE,
MOJIHbIE M YETKHE OTBETHI Ha BOMPOCHI SK3aMEHAIIMOHHOTO OWJieTa U JOMOJIHUTEIbHbIE BOIPOCHI,
coOJII0aeT JIOTMUECKYIO T0CIIEI0BAaTEIbHOCTD MIPU U3JI0KEHUH MaTepuana. ' paMOTHO HCIIOJIb3YyeT
TEPMHUHOJIOTHIO JUCHIUTLINHBIL.

Ouenka «Xopomo» BBICTaBISETCS CTYJIEHTY, OTBET KOTOPOTrO Ha 3K3aMEHE B IIEJIOM
COOTBETCTBYIOT YKa3aHHBIM BBIIIE KPUTEPUSM, HO OTIMYAETCS MEHBIICH OOCTOATEIbHOCTHIO,
rIyOMHON, OOOCHOBAaHHOCTHIO W TIONHOTOH. B OTBeTEe HMMEIOT MECTO OT/AEIbHBIE HETOYHOCTH
(HecylIecTBEHHbIE OMIMOKH), KOTOPbIE UCIPABISIOTCA CAMUM CTYACHTOM IOCIIE IOMOTHUTENBHBIX U
(WIK) YyTOYHSIOIIMX BOMIPOCOB SK3aMEHATOPA.

OneHka «Y/10BJIETBOPUTEIbHO» BBICTABIISETCS CTYIEHTY, KOTOPBIA TaeT HEIOCTaTOYHO
IMOJIHBIC U MOCJICAOBATCIBHBIC OTBETHI HA BOIIPOCHI 5K3aMCHAIIMOHHOI'O 61/1neTa U OJOIIOJIHUTCIIBHBIC
BONPOCHI, HO MPH ATOM JIEMOHCTPUPYET YMEHHE BBIICIUTh CYIICCTBEHHBbIE M HECYIECCTBEHHbBIC
MNPpU3HAKK W YCTAHOBHUTH MNPUYUHHO-CICACTBCHHBLIC CBA3H. OTBeTHl H3JIaracTCs B TCPMHHAX
JTUCIUIUIMHBI, HO MpPH 3TOM JOMYCKAIOTCS OIIMOKHA B OINpENEIeHUH U PACKPBITUA HEKOTOPBIX
OCHOBHBIX TOHATHH, (OPMYIMPOBKE MOJOKEHUH, KOTOPBIE CTYACHT 3aTPYIHSETCS HCIPABUTDH
camocrosTenbHo. [Ipu aprymeHTanuu oTBeTa CTyIGHT He 000CHOBBIBAET CBOM CyxaeHus. Ha yactb
JOIMMOJIHUTCIIbHBIX BOIIPOCOB CTYACHT 3aTPYAHACTCA AATh OTBCT WJIM JAa€T HEBCPHBIC OTBCTHI.

Ounenka «HeynoBJIETBOPUTEJIbHO» BBICTABIAECTCS CTYACHTY, KOTOPBIM JIEMOHCTPUPYET
pa3po3HEeHHbIE, OECCUCTEMHBIEC 3HAHUS; OECTIOPSI0YHO ¥ HEYBEPEHHO M3JIaraeT MaTepualr; He yMeeT
BBIICTISITh TJIABHOE W BTOPOCTENIEHHOE, HE YMEET COEIUHATh TEOPETHUYECKHUE IOJIOKEHUs C
NPaKTUKOH, HE YyCTAaHABIMBACT MEXIPEAMETHBIC CBS3M; JIOMyCKaeT TIpyOble OIMMOKH TIpU
OTIpEICNICHUU CYIIHOCTH pAcCKpPbhIBAEMbIX TIOHATUMN, SIBICHWUH, BCIEACTBHE HEMOHUMAHHUS WX
CYIICCTBCHHBIX W HCCYHICCTBCHHLIX ITPU3HAKOB U CB$I3€I>'I; Ja€T HCEIIOJHBIC OTBETHI, JIOTHUKA H
MOCIIEA0BATEIHHOCTh U3JI0KEHHS KOTOPBIX UMEIOT CYIIECTBEHHbIE U TPUHIIUIINATIbHBIC HAPYILICHUS,
B OTBCTAaxX OTCYTCTBYIOT BBIBO/IBI. I[OHOJIHI/ITGJII)HI)IC U YTOUHAIOMIKUC BOIIPOCHI 3K3aMCHATOpa HC
NPUBOJAT K KOPPEKIHMHU OTBETOB CTyAeHTa. Ha OCHOBHYIO 4YacTh JOMOJHHUTEIBHBIX BOIPOCOB
CTYACHT 3aTpyAHACTCA JaThb OTBCT UJIM AACT HCBCPHBIC OTBCTHI.

Ounenka «HeynoB/ieTBOPUTEJIBHO» BBICTABISETCA TaKKe CTYIAEHTY, KOTOPBIM B3I
3K3aMeHaHHOHHBIﬁ 6I/IJIGT, HO OTB€YaTh OTKa3aJjcCsi.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«OCHOBBI MOCTPOCHUSA 3AMMIIEHHBIX 023 JAHHBIX»

MeToauuyecKue YKa3aHuA IJI CTYACHTOB 110 OCBOCHHUIO JTHCIUIIJINHBI

OcHoBHOW (opMOll M3NMOKEHHST Y4eOHOTO MaTepuana Mo aucuuriimHe «OCHOBBI
MOCTPOCHHUS 3AIMUIIEHHBIX 0a3 JaHHBIX» SBIAIOTCS JIEKLMH, YTO CBSI3aHO, MPEXKIE BCEro, C
HOBM3HOH Marepuana /i oOydatomuxcs. [1o OOIbIIMHCTBY TEM MPeTyCMOTPEHBI PAKTUIECKUE
3aHATHUA, 1EJIbI0 KOTOPBIX SIBIISIETCS 3aKPEIUICHUE JIGKIIMOHHOTO MaTepuana MyTeM pelieHus
CHenraIbHBIM 00pa30oM MOJ00paHHBIX MPAKTUYECKHX 3a/1a4.

JUis  ycrnemrHoro OCBOCHHS — JUCLUMIUIMHBI BaXHO  CAMOCTOSATEIbHOE HU3Yy4EHHE
TEOPETUYECKOI0 MaTepuajga M pELIEHUE MPAaKTUYECKUX 3a]ad, KaKk B ayJIuTOpUHU, TaK U
CaMOCTOSITENIbHO B KaYECTBE CAMOCTOATENbHOM paboThl. [Ipumeps! perienus 3aaay pa3douparorcs
Ha JIEKIUSAX M TPAKTHUYECKUX 3aHATUSAX, MPHU HEOOXOAMMOCTH IO Hauboiee TPYAHBIM TeMam
MPOBOJASTCS JOMOJHUTEIbHBIE KOHCYNIbTaui. OCHOBHAS 1I€Tb PEHICHUs MPAKTHUYECKUX 33134 —
BBIPA00TaTh HABBIKHM MIOCTPOCHHUS 3AIUIIEHHBIX 0a3 TaHHBIX, a TAK)KE aHAIN3a HH()OPMAIIHOHHBIX
CUCTEM Ha MpeaMEeT ca0bIX MECT U ySA3BUMOCTEH, CBA3aHHBIX C CHCTEMaMU yIpaBleHUs OazaMu
naHHbIX. Jlyig pemeHus 3ajad HEOOXOIMMO HE TOJNBKO 3HATh, HO M NOHMMATh JIEKLIMOHHBIN
matepuai. [loaToMy B mporiecce n3ydeHHs TUCHUIUIMHBI PEKOMEHIYeTCsl peryispHas pabora ¢
KOHCIIEKTaMU JIEKIIUH U PEKOMEHOBAaHHOMW JIUTEPATYPOU.

Bonbiioe BHMMaHuE AODKHO OBITH YIEIEHO CaMOCTOSTENbHOW pabore. B kauecTBe
3a/laHuil JJI1 CaMOCTOSITENIbHOM padOoThI J0Ma CTYAEHTAaM IPEAaraoTcs 3ajaud, aHaJOTUYHbIE
pa300paHHBIM Ha JIEKIMSIX U MPAKTUYECKUX 3aHATHSIX UIH CXOXKUE C HUMHU.

JUis mpoBEepKH M KOHTPOJS YCBOEHHSI TEOPETUYECKOrOo MaTepuasna, NPUOOPETEeHHBIX
MPAKTUYECKUX HABBIKOB PA0OTHI ¢ OCHOBHBIMH TOHATHUSMHU B TE€UEHHE OOYUYEHUS MPOBOISATCS
MEPONPUATHS TEKYyILEH aTTecTaluy B BUJE TECTUpOBaHUM. Takyke MPOBOJAATCS KOHCYJIbTALUU
(mpu HEOOXOJUMOCTH) MO JICKIIMOHHOMY MaTrepHally W pa30opy HEKOTOPHIX 3adaHHUi IS
CaMOCTOSITENIbHOM pabOThI.

B koHIe M3y4yeHUS AMCUMILIMHBI CTYIEHTHI CHAIOT 3K3aMEH. DK3aMEH IPUHHUMAETCS 110
HK3aMEHALIMOHHBIM OUJIeTaM, KaX bl 3 KOTOPBIX BKJIIOYAET B c€0s JIBa TEOPETUUECKUX BOIIPOCa
Y OZIHY ITPaKTUYECKYI0 3a1auy. Ha camocToATenpHY0 IOATOTOBKY K 9K3aMEHY BbIAEIAETCS 3 THA,
B 9TO BpeMsl IPEAYyCMOTPEHA U TPYIIIOBasi KOHCYJIbTAIIMSL.
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