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1. Ilean ocBOeHHS AU CIUILIMHBI

Jucunnmna «KommbroTepHas 6€30MacHOCTBY o0ecrednBaeT NpuoOpeTeHre 3HaHui 1 yMEHU I
B COOTBETCTBHM C TOCYAAPCTBEHHBIM OOPa30BaTEJIbHBIM CTAHJAPTOM, COAECHCTBYET (POPMHUPOBAHUIO
MPAKTUYECKNX HABBIKOB KOHCTPYMPOBAHHUSI CHUCTEM 3aIlIMTHI MH(POPMALUHU, a TaKKe OCOOCHHOCTEH
IPUMEHEHMs KpUNTOrpahuueckux MeTo0B B 0oJiee OOLIMX CUTYaLUsX.

3amaya  JUMCUUIUIMHBI JlaTb OCHOBBI CHCTEMHOIO IIOAXOJAa K OpraHu3aluy 3aliuThl
uHpopManuu, nepegaBaeMoi 1 00padaTbIBa€MON TEXHUYECKUMU CPEJCTBAMU HA OCHOBE MPUMEHEHUS
KPUNTOTpaQUUECKUX METO/IOB.

[TpakTnyeckue 3aHATHS MPOBOIATCS B Y4YEOHBIX TIpyNIax M HMEKT LENbI0 3aKperjeHue
TEOPETUYECKUX OCHOB JUCLUILIMHBI, U3JIaraéMbIX B JIEKIIMOHHOM KypcCe.

2. MecTO TUCHHUIJIMHBI B CTPYKTYpe 00pa30oBaTe/ibHOI NMPOrpaMMbl

Jucuumnba «KommbrorepHass 0€30MacHOCTb» OTHOCHTCA K 4acTH 0Opa3oBaTeNbHOU
porpamMMsbl, (OPMHPYEMOH ydacTHUKaMH OOpa30BaTENbHBIX OTHOIICHHWW, W SIBIISCTCS DJICKTUBHON
JUCLMIUIMHON. JIMCLIMIIIIMHA PaclojIokKeHa Ha CTBIKE TEOPETHMYECKOM M NMPHUKIAJHOM MaTeMaTHKU U
OCHOBBIBA€TCS Ha 3HAHMSX, IOJIYYEHHBIX CIyILATEJSIMM IpPU H3YYEHMM AMCLUUIUIMH «AjreOpa u
reoMeTpus», «4HuciaeHHsle MeTonp» M «OCHOBBI IIPOrPaMMHUPOBAHMs». 3HAaHUA W HAaBBIKH,
IIOJIyYEHHBIE NPU U3Y4YECHUHM IUCLUIUIMHBI, HUCIOJIB3YKOTCA IIPU HANMCAHUU KYPCOBBIX IIPOEKTOB M
BBIITYCKHBIX paboT.

3. [lnanupyemble pe3yabTaThl O0yYeHHS] MO JAUCHHUIIMHE, COOTHECEHHBbIE € MJIAHHPYEMBIMHU
pe3yJibTaTaMH OCBOCHHS 00pa30BaTe/IbHOI MPOrpaMMBbl

[Tporiecc wW3ydeHUs AMCLUMIUIMHBI HampaBieH Ha (OPMUPOBAHUE CIEAYIOIIUX 3JIEMEHTOB
komneTeHImi B cootBeTcTBUM ¢ @T'OC BO, OIl BO u npruobpeTteHus ciaenyromux 3HaHUu, yMEHUH,
HaBBIKOB U (MJIM) OMBITA JIEATETLHOCTH.

Dopmupyemas NHaukaTop 10CcTHKEHUS Ilepeyenn
KOMMNeTeHIHs KOMIeTeHINH IUIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus
(xkox u opmyIHpPOBKA) (kox u popMyJIIPOBKA)
IIpodeccnoHanbHbIe KOMIIETEHIHH
K-2 H-MK-2.1 3HaTh:

Criocoben
pa3pabaTbiBaTh U
aHaJIN3UPOBAThH
KOHICHITYAJIbHBIC 1
TEOPETHYECKUE MOJCIN
pelaeMbIX HayqHBIX
mpo0iieM U 3a1a4

OO0nagaer yCTOMYUBBIMU
3HAHUSAMH B TEOPETHYECKUX
BOIPOCAX, CBSI3aHHBIX C
npodecCuoHaIbHON
JIEATEIbHOCTBIO

- 0 MPUMEHEHNH KpUNTOTrpaduu B pellieHny 3a/1au
ayTeHTH(UKAINH, TOCTPOCHUS CUcTeM IU(POBOI
TIOJIITUCH;

- 0 TOCYJIApCTBEHHBIX CTaHIapTax B 00JacTH
KpunTorpaduu;

- 0 METOAaX KPUITO3AIIUTHl KOMITBIOTEPHBIX CHCTEM
U cerei

Baapern:

- COBPEMEHHON HayYHO-TEXHUYECKOH JTUTEPATYPHI B
o0acTi KpunrorpaduIecKon 3alnThl.

H-MK-2.2

Nmeer ombIT pazpaboTKu
TEOPETUUECKHUX MOJENeH
pemraeMbIx 3agad

Baagern:

- HaBBIKAMH HCHOJIL30BaHHS OCHOBHBIX
KpunTorpau4ecKux mpoTOKOJIOB;

3HATE:

- TUTIOBBIE KPUIITOrpaQuuecKre MPOTOKOJIbI;

- MPOTOKOJIbI YIIPABICHUS KIIOYAMU;

- OCHOBHBIC MECTO/IbI, HCHOHLSyeMLIe B HOCTpOCHI/II/I
MIPOTOKOJIOB




4. O0beM, CTPYKTYpa U coJep:KaHue THCIUIIIHHBI

OO01mast TpyA0€MKOCTh JUCIUTIIMHBI COCTABISACT 2 3a4ETHBIC €IUHUIIBI, /2 aKaJl. 4acOB.

n/n

Tembl (pa3aesnbl)
AUCHUILIMHBI,
HX co/Jep:KaHue

Cemectp

Bunbl yueOHBIX 3aHATHI,

BKJIIOYASI CAMOCTOSATEIbHYI0 padoTy
CTY/IEHTOB, H UX TPY/I0eMKOCTb (B

aKaJeMHYeCcKHX 4yacax)

KonrakTHas padoTa

JIEKIIAU

NPAKTHYECKUE
nabopaTtopHbie
KOHCYJIbTAIlH

aTTeCTAIlMOHHBIC

UCTIBITAaHUS

CaMOCTOSITEbHAS
pabora

DopMbI TEKYILIEr0
KOHTPOJIsA
yCIeBaeMOCTH

dopma
NPOMeKYTOYHOM
aTTecTanum (no
cemecmpam)

TpamurronHbIe OyMaXkHBIE U
3JICKTPOHHBIE TOKYMEHTBI

o
)]

o
o

=

Kpunrorpapuueckue
METO/IbI 3aLUTHI
WHPOPMAITUH:

2.1

Kpunrorpadus c
CUMMETPHYHBIMU
kimoyamu. Kpunrorpagus
C OTKPBITHIMHU KJIFOUAMH.
JloBepue K OTKpBITOMY
KIIIOUy U U pOoBbIE
cepTU(UKATHI.

2.2

Konpio u mosie BBIYETOB.
Pemenue MIPOCTEUIINX
ypaBHEHUH B Z(m).

2.3

Anroput™m DBKIHIA U €TO
peanu3aluu.

Brinonuenue
MPaKTUIECKOH PadOTHI
Nel

2.4

ITocaenoBaTeIbHOCTE
dudOoHaUN n ee
cBoricTBa. OIIEHKHU pocTa

2.5

O1eHKHY CIIOKHOCTHU
anroputmoB. O1ieHKa
CJI0’KHOCTH BBIYUCIICHHS
HO/I.

2.6

Kpunrocucremsl ¢
TUHEeHON QyHKIuel B
Z(m). B3nom nTrHEHHBIX
CUCTEM 32
MIOJIMHOMUAJIBHOE YHCIIO
onepanui.

2.7

Pemenune nnodaHTOBBIX
ypaBHeHu. O1eHKa
CJI0KHOCTH.

Brinonnenue
MPaKTUYECKOI paboThI
Ne2




2.8 | ®yHkIMa Diepa u ee 3 1 1 1
CBOMCTBA.
2.9 | Teopembr depma u 3 1 1 1
Ditniepa
2.10 | Pemienue cTeneHHBIX 3 1 1 1 Brimontenve
ypaBHEHUIA B Z(m). KOHTPOJILHOH pabOTHI
O1LICHKH CJIOKHOCTU Nel
3 Monpenu 3 05 105 3 IToaroroBka JI0KIaI0B
KpHUNTOrpaduaecKux JUTSI CEMHHAPCKOTO
MTPOTOKOJIOB. 3aHATHS
4 Hudposas moamnuck 3 05 105 1 3 IToaroroBka JI0KIaI0B
JUTSI CEMHHAPCKOTO
3aHATHS
5 Peanuzarus cxem 3 05 | 05 1 Bremonnenue
3JIEKTPOHHOM MOAIUCH Ha MIPaKTHYECKOH pabOTHI
OBM Ne3
6 MeToapl X3IIUPOBAHHUS 3 05 | 05 3 [Moarororka JA0KIaI0B
JUTSI CEMUHAPCKOTO
3aHATHS
7 [IpoToxoms 3 05105 3 IToaroroBka JOKJIaI0B
ayTeHTU(UKAIIUU U JUIS CEMUHAPCKOTO
UICHTH(QUKAUT 3aHATHS
8 [IpoTokomBI TOIOCOBaHUS 3 05105 3 IToaroroBka JOK/IaI0B
JUTSI CEMUHAPCKOTO
3aHATHUA
9 [IpoToxomns! yrpaBieHus 3 05 |05 3 [loxroroBka KOKIaI0B
KITFOYaMH JUTSE CEMHHAPCKOTO
3aHATHUA
10 [Moctpoenune 3 05 1|05 1 Brimonnenue
KpUNTOrpaduaecKoro MPAKTUIECKON PabOThI
IIPOTOKOJIA pacIpeneacHus Ne3
KJIFOUYEeN
11 Oco0eHHOCTH peanu3aliu 3 05 | 05 1
KPHUITOCUCTEM
12 Hpyroe npumeHeHne 3 05 |05 1
Kpunrorpahuu
13 [IpaBoBbIE BOIIPOCHI 3 05 | 05 1 1
MPUMEHEHUS 3JIEKTPOHHOTO
JIOKYMEHT0000poTa B
Poccun
0,3 1,7 | 3auer
HUTOr'O 16 | 16 4 0,3 | 357

YTpo3sl 6€30MaCHOCTH CYOBEKTaM IEKTPOHHOTO IOKYMEHTO000pOTa.
Tema 2. Kpunrorpadguueckne MmeToabl 3allIMThl HH(POPMAaLIHH.

JloBepue K OTKPHITOMY KIIOUY U U(POBBIE CEPTUDUKATHIL.
2.2. Konb1io 1 moJie BeIYETOB. Perienne mpocTelmmx ypaBHeHHH B Z(m).

Conep:xanue pa3/iesioB IUCHUIIHHBI:

Tema 1. TpaguuuoHHbIe OyMasKHbIC U 3JIEKTPOHHBIEC JOKYMEHTBI.
JlokyMeHT Ha OyMaXHOM HOCHUTEJE M PYKOIHUCHAs MOANUCHI0 DIEKTPOHHbBIE JTOKYMEHTHI.

2.1. Kpunrorpadus ¢ cuMMeTpu9IHBIME Kitodamu. Kpunrorpadus ¢ OTKPBITBIMH KITFOUaMH.

2.3. Anroput™ DBKJIH/IA U €TO PEaTU3aIIHH.
2.4. locnenoBarensHOCTE PUOOOHAYM U ee cBOKCTBA. OIEHKH pocTa




2.5. OueHk# CcI0KHOCTU aNropuTMOB. OrieHKa cinoxHocTy Berauciaenus HO/I.

2.6. Kpunrtocuctemsl ¢ nuHeHHON ¢yHKIMeW B Z(m). B3goM JIHUHEHHBIX CHCTEM 3a
MOJIMHOMUAJIBHOE YHCIIO OTIEPALIUIA.

2.7. Pemenune nuodaHToBBIX ypaBHeHHH. OIICHKA CII0KHOCTH.

2.8. @ynkius Ditnepa U ee CBOUCTBA.

2.9. Teopemsr depma u Ditniepa

2.10. PenieHue cTeneHHBIX ypaBHeHUH B Z(m). OLIEHKH CJI0KHOCTH

Tema 3. Moaean kpuntorpadgpuueckux mNpoToKoJI0B.

[Tonstue xpunrorpadpuyeckoro npoTtokona. OcHOBHBIE mpuMepbl. CBs3b CTOMKOCTH
IPOTOKOJNIA €O  CTOMKOCThIO  0a3oBoM  kpunrorpaduyeckoit  cucrembl. TpeGoBaHusa K
KPUNTOTpaQUUECKOMY MTPOTOKOIY.

Tema 4. Hudporas noanuchk.

[Tporokomnsl udpoBeix noamnuceit RSA, Dnb-I"amans, ¢ mocpennukoM. CTannapTsl THPPOBOIA
noanucu DSS u P34. TIporokon snexkrponnoi noanucu [IHoppa.

Tema 5. Peanu3zanus cxeM 2JIeKTPOHHOI moanucu Ha OBM.

Tema 6. MeToabl X2IIMPOBAHMSI.

Cranpaptel MD-4, MD-5. AHanu3 HEKOTOPBIX aITOPUTMOB BBIPAOOTKH X3II-(DyHKITHIA.

Tema 7. IIpoToko/bl ayTeHTUPUKANUH U UIEHTH(PUKALHH.

[TpoTokoubl «pykonoxkaTus», OkaMmoTo. B3anMOCBsI3b MeX/1y MPOTOKOIAMHU ayTEHTU(UKAITIH
u 1MdpoBoil moanucH.

Tema 8. [IpoTOKOJIBI TOJIOCOBAHHUS.

ITpotokonel Ilayma u Ilenepcena. Paznenenue cexpera. IIpoTokossl KOH(UIEHLIMAIBHOTO
BBIYHCIICHUS.

Tema 9. [IpoToKo0/bI YHIpaBJIeHUS KJIIOYAMM.

[TpoTokounbl cepTuduranum kimodel. [IpoToOKoIbI MpeIBapUTEIBHOTO PACIPEACTICHHS KITIOUEH.
ITpoTokonbl BIpaOOTKM ceaHCOBBIX Kitouel. OTKpbIToe pacnpenenenue kimoden Juddu-Xennmana u
ero moqudukamuu. [Iporokon Kepbepoc.

Tema 10. ITocTpoenue KpunNTOrpagpuIecKoro NPOTOKoOJIa pacnpeaeeHus KJI04Yeii.

AHaIM3 HEKOTOPBIX CXEM OTKPBITOTO paclpeieleHHs] KIIIoUeH.

Tema 11. OcoGeHHOCTH peann3alui KPUNTOCUCTEM.

[TpoGnema peanuzanuy KpUnTorpapuueckon MOJCUCTEMBl U CUCTEMBI YIPABIEHUS KIIOYaMH.
Kpunrorpadpuueckue unrepecst GSS-API, DASS. Cuctemsr TSS, PGP, PEM. DnekTpoHHbIE AEHBIH.
[Tpotokomner SET. Pexomenaaruu X509.

Tema 12. JIpyroe npumMeHeHue Kpunrorpaguu.

JlokazaTenbcTBa € HYJIEBBIM pasriamieHueM. Pasnenenue cekpera. IlpoTokonsl Tuna
noopacsiBaHust MOHETHL. [IpoTokosbl Urpel B okep. MaeanbHoe pa3eneHue ceKpera 1 MaTpOU/IbL.

Tema 13. [IpaBoBbIe BONPOCH MPUMEHEHHUSI JJIEKTPOHHOI0 I0KYMeHTo000poTa B Poccuu.

OCO0EeHHOCTH I0PUINYECKOr0 ONpeAETIeHUs AIEKTPOHHOTO JOKYMEeHT0000poTa. 3akoH PD «O6
ANeKTpoHHOU LuppoBoit noanucu». Lens npunarus u chepa nelictBus 3akoHa. COOTHOLIEHHE MEXKAY
aHaJOroM CcOOCTBEHHOPY4HOM monanmuck, uudposoil mnommuceio u OUII. Yro Takoe JIII B
COOTBETCTBHUH C 3aKOHOM.

5. O6pa3oBaTe/ibHbIE TEXHOJOTHM, B TOM 4YHCJIe TEXHOJOTMH JJIEKTPOHHOTO OOy4YeHHs H
AUCTAHIIMOHHBIEC 06pa3OBaTeJ11)Hble TEXHOJO0I'MH, HCII0JIb3YyEMbIEC Ipu OCyHIECTBJICHUHA
00pa30oBaTeILHOIO MpoLecca Mo JHCHHIINHE

B mponecce O6yLICHI/1H HCIOJIB3YIOTCS CIICAYHOUINC 06pa3OBaTeJIBHBIC TCXHOJIOTHH

AxaneMuyeckas JeKIus ¢ dJIeMeHTaMu JleKlIl/ll/l'ﬁece}Ibl — NOCJICA0BATCIBHOC H3JIOXKCHUC
MaTepurajia, OCYHICCTBIACMOC MNPCUMYIICCTBECHHO B BHIAC MOHOJIOra HIPCroAgaBaTCIId. DJIEMEHTBI
J'IGKHI/II/I-6GCG,HI)I 00ecrneynBalOT KOHTAKT npenoaaBareiia € ay,Z[I/ITOPI/Ief/'I, 4YTO IMO3BOJIACT IMPHUBJICKATH
BHUMAaHHC CTYACHTOB K HanOoJiee BaXXKHBIM TEMaM JAUCHUIIIIMHBI, aKTUBHO BOBJICKATh HMX B yqe6HL1171

4



nporecc, KOHTPOJIUPOBATh TEMIT M3JIOKEHHsI y4eOHOro marepuana B 3aBHCUMOCTH OT YPOBHS €ro
BOCIIPUATHS.

IIpakTHyeckoe 3aHATHE —3aHATHE, IIOCBAILIEHHOE OCBOCHMIO KOHKPETHBIX YMEHHMU U
HABBIKOB I10 3aKPEIUICHUIO ITOJYYEHHBIX Ha JIEKIUU 3HAaHUMH.

KoncyabTauum — BujJ Y4eOHBIX 3aHATUH, SBIAIOMUICT OAHOM u3 (GOPM KOHTPOJIA
CaMOCTOSITENIbHON PaboThl cTyIeHTOB. Ha KOHCyIbTaUsAX MO MPOChOE CTYIEHTOB PaccMaTpUBAOTCS
HanboJiee CIIO)KHBIE MOMEHTHI NPH OCBOCHHWHU MaTepHalia JAUCHUILUIMHBI, PenoaBaTeib OTBEYaeT Ha
BOIIPOCHI CTYJJICHTOB, KOTOPbIE BO3HUKAIOT Y HUX B IIPOLIECCE CAMOCTOSITEIbHON paOOTHI.

6. IlepeyeHb JIMIEH3HOHHOTO W (MJIM) CBOOOAHO PACIPOCTPAHSAEMOI0 NPOrPaMMHOIO
o0ecrnieyeHusi, MCHOJb3YyeMOr0 IIPHM OCYINECTBJEHMH 00pa30BaTeIbHOIO Ipouecca Mo
AUCUHMILTUHE

B mporiecce ocymiecTBieHus: 00pa3oBaTeIbLHOTO MPOIecca MO AUCIUILTUHE HCTIOIB3YIOTCS

Uisi (OPMUPOBAHUS MaTEPHUATOB MJSl TEKYIIEr0 KOHTPOJS YCIEBAEMOCTH M MPOBEACHUS
MIPOMEKYTOUHOM aTTECTAINH, 51 POPMHUPOBAHUS METOIMISCKAX MATEPUAIIOB 110 IUCIUILTIHE:

- mporpammbl Microsoft Office;

- u3nareiabckasg cuctema LaTex;

- Adobe Acrobat Reader.

7. IlepeyeHb cCOBpeMEeHHBIX NPO(ecCHOHAIBLHBIX 023 JaAHHBIX U HH(OPMANMOHHBIX CIIPABOYHBIX
CHCTEM, HCIOJIb3YeMbIX MPH OCYILIECTBJICHUH 00Pa30BaTeILHOTO MPoIecca 1Mo AUCHUIIAHE (MPH
HEe00X0AUMOCTH)

B mponecce ocymiecTieHns 00pa3oBaTeIbHOIO NPOLECcCa 0 AUCHUIUINHE UCIOIb3YIOTCA:
- ABTOMaTH3upoBaHHas 6uOnuoreyHo-uHpopmarmonHas cuctema «bYKM-NEXT»_
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektpoHHas OubanoreuHas cucrema «Jlaupy» https://e.lanbook.com

- DnektponHas Oubanoteunas cucrema «fOpaiir» https://urait.ru

- DnexkTpoHHas 6ubnuoreyHas cucrema «KOHCYIbTaHT CTyJEHTa»
https://www.studentlibrary.ru

8. IlepeyeHb OCHOBHON M ONMOJIHUTEJILHONH Y4eOHOW JIMTepaTyphbl, pecypcoB MH(POPMALMOHHO-
TeJIeKOMMYHUKAUMOHHON ceTn «WUHTepHeT» (NpM HEOOXOAUMOCTH), PEKOMEHAYyeMbIX [JIsl
OCBOCHUS NTUCHHUILIMHBI

a) OCHOBHasi JIMTepaTypa:
1. Opraau3zannoHHOE U MpaBOBOE oOecredeHne NHPOPMAITMOHHON 0€30MMacCHOCTH : YICOHHK U

NpakTUKyM a7 By3oB / moj penakiueid T. A. Ilomskosoii, A. A. CrpenbiioBa. — Mocksa :
WznatenberBo FOpaiit, 2023. — 325 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-03600-
8. — Texker : osnextpoHHblii // OOpazoBarenbHas mmiardgopma FOpaiit [caiit]. — URL:

https://urait.ru/bcode/511239

2. OcHoBbl kpunrorpaduu: yue6. nocodbue st By3oB. / A. I1. Andepos, A. 0. 3ybos, A. C.
Kysemun, A. B. Uepemymkun; M-Bo obpa3oBanust PO - 3-e u3zz., ucnp. u gom. - M.: T'enmoc
APB, 2005. - 480 c.

3. A. 10. 3y6oB Kpunorpapudeckne Metoasl 3amuThl nHPopMmanuu. CoBepiieHHbIe TH(PHI:
yueOHoe rmocobue 11 By30B. - M., ['enmnoc APB, 2005.

4. B. A. Tlspun, A. C. Ky3pmuH, C. H. CmupHoB be3onacHocTs 3ekTpoHHOT0 6M3Heca. -M.:
I'enmmoc APB, 2003



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://urait.ru/bcode/511239

5. CunenbuukoB, B. M. Teopus xoaupoBaHUs. / CunenbHukoB B. M. - Mocksa :
OU3SMATIINT, 2008. - 324 c. - ISBN 978-5-9221-0943-7. - Tekct : snexkrpoHHbIid // DbC
"KoncynbTant crynenra"” : [caiT]. - URL
https://www.studentlibrary. ru/book/ISBN9785922109437 html
6. bapuues C. I'. OcHOBBI coBpeMeHHO# kpunTorpadun: yaeonsiii kype. / C. I'. bapuues, B. B.
I'onuapos, P. E. CepoB - 2-e uzj., nepepad. u non. - M.: 'opsuast iuaus-Temnekom, 2002. - 175
c.

0) 10MOJIHUTEJIbHAS JIUTEepaTypa:
1. O. A. JloraueB, A. A. CampnukoB, B. B. Smenko Kpunrorpaduueckue cBoiicTa
JTUCKpEeTHBIX (GYHKIMH. - Marepuanbsl KoHpepeHInn «MOCKOBCKHI YHUBEPCUTET U pPa3BUTHE
kpunrorpapuun B Poccum», MIY, 17-18  oxra6ps 2002, 109 - 127
http://www.iisi.msu.ru/UserFiles/File/publications/mos_univ_crypt.pdf
2. O. H. Bacunenko TeopeTnko-4rciaoBble aNropuT™Mbl B kpuntorpadun. - M., MITHMO, 2003
https://djvu.online/file/sNt61IWMCyNUMV?ysclid=1lup308wsi817717725
3.9. A. IIpumenko, A. A I'pymio, E. E. TumorrHa AHaNW3 U CHHTE3 KPUNITOAITOPUTMOB. Kypc
JIEKIIHUH. - ﬁomKap-Ona: Hzn-Bo MO MOCY, 2000.

B) pecypcbl cetu « AHTEepHET» !
1. http://www.cryptography.ru
2. http://algolist.manual.ru/defence/intro.php
3. http://algo.4u.ru

9. MaTepuainbHO-TeXHHYeCcKasl 0a3a, HeoOXoaumMmasi JJsl OCYHIECTBJIeHHS 00pa30BaTeIbHOI0
npoiecca mo JUCUUILINHE

MarepuanbHo-TexHUUYecKass 0a3a, HeoOXoAumas il OCYLIECTBIEHHs 00pa30BaTEIbHOTO
Iporecca 1o AMCLUUIIIMHE BKJIIOYAeT B CBOM COCTAB ClIELUAIbHbIE TIOMELICHUS:

- yueOHbIe ayTUTOPUHU JJIsl IPOBEICHUS 3aHATUH JIEKIIUOHHOTO TUIIA;

- yueOHbIE ayTUTOPUU JJISl IPOBEACHUSI MPAKTUUECKUX 3aHITUN (CEMUHAPOB);

- yueOHbIe ayTUTOPUHU JJIS1 IPOBECHMSI IPYIIIOBBIX U UHIAMBUAYAIBHBIX KOHCYIbTALIUH;

- yueOHbIE ayTUTOPUU JJISl IPOBEACHMSI TEKYIIETO KOHTPOJISL U POMEKYTOUHON aTTeCTalllu;

- IOMEUICHUS JJIs1 CAMOCTOSITENIbHON pabOThI;

- IOMEILEHUsT JUIsl XpaHeHHs] M NPOQUIAKTHYECKOrOo OOCITYKMBaHUS TEXHUUYECKUX CPEICTB
o0OyueHusl.

[Tomemienuss Juisi CaMOCTOSITENILHOM pabOThl OOy4YaroOIIUMXCsl OCHALIEHBbl KOMITbIOTEPHOU
TEXHUKOH € BO3MOXHOCTBbIO MOAKIIOYEHHsS K cetu «MHTepHeT» M obecneueHueM J0CTymna K
AJIEKTPOHHOU MH(OpMaIIMOHHO-00pa3oBaTeabHOM cpene SApl'Y.

ABTOp:

H.b.-m.H., podeccop bepexwnoii E.W.


https://www.studentlibrary.ru/book/ISBN9785922109437.html
http://www.iisi.msu.ru/UserFiles/File/publications/mos_univ_crypt.pdf
https://djvu.online/file/sNt61WMCyNUMV?ysclid=llup3o8wsi817717725
http://www.cryptography.ru/
http://algolist.manual.ru/defence/intro.php
http://algo.4u.ru/

IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«KomnbrorepHasi 0€3011aCHOCTb)

@DoH/I OLIEHOYHBIX CPEICTB JIS POBeAeHNs TeKYIeH U POMeKYTOUHOM
aTTeCTANMH CTYEHTOB IO JUCIUIINHE

1. TunoBbIe KOHTPOJILHBIE 32/IaHNUS WJIH UHBIE MATEPUATBI,
HCIoJIb3yeMble B Npolecce TeKylleil aTTecTaluu

[TpumepHBIe BapHaHThl KOHTPOJIBHBIX PaldoT:

KonTpoabsnas padora Ne 1
1. Cxonpko pemieHui nmMeeT ypaBHeHue X2 = xmod(m) B 3aBUCUMOCTH OT YHCJa JeTUTENeH

2. Haiitu mocnenHioro nudpy yncia

337222 B BOCbMEPUYHOMN CUCTEME

337222 B 1eBATEpUYHON CHCTEME

337222 B IECITUYHOMN CUCTEME

3. HaiiTu Bce pemenus ypaBHeHus ax + by = ¢

a=7, b=22, c=3;

a=9, b=25, c=3;

a=13 b=25, c=1.

4. 3ammpyrite cioBo « IEKAHAT» mmdpom Llesapst.

5. Kakoii MeToa kpunToanainusa Hanbonee 3ppexkruBeH 1 B3aoma mudpa Lesaps?
a) AHanu3 ¢ U30paHHBIM TEKCTOM;

0) AHa)IM3 ¢ M30pPaHHBIM 3aIIU(PPOBAHHBIM TEKCTOM;

B) AHanu3 ¢ u30paHHbBIM OTKPBITHIM TEKCTOM;

T') AHaJHU3 C U3BECTHBIM OTKPBITHIM TEKCTOM

1) AHaIU3 TOJIBKO MHU(POBAHHOTO TEKCTA.

6. Uto Takoe cumMMeTpudHOe mudpoBanue?

a) croco0 mu@poBanusi, TPU KOTOPOM KAl CUMBOJI (HJIA TIOCTIE0BATEIILHOCTH CHMBOJIOB)

HCXO/JHOTO COOOILEHHUs] 3aMEHSIOTCA JAPYTMM CHMBOJIOM (WJIM JpYroil IMOC/eq0BaTeIbHOCTHIO
CHUMBOJIOB);

6) CII0co0 HII/I(l)pOBaHI/ISI, IIpU KOTOPOM OAWH H TOT K€ KIIHOY UCIIOJB3YCTCA U JJIA IJ_II/I(i)pOBaHI/I}I

U 71 paciinpoBaHus TEKCTa;

B) CII0co0 H_II/I(l)pOBaHI/IH, IIprU KOTOPOM HCIOJIB3YIOTCA JBa CB3SaHHBLIX KIIHOYa: OAWH JJIsA

mugpoBaHus, Apyrou Juist paciindpoBaHus;

F) CII0co0 I_HI/I(l)pOBaHI/Iﬂ, IIpU KOTOPOM CHUMBOJIbBI OTKPBLITOI'O TCEKCTAa HU3MCHANOT IMMOPAAOK

CJICAOBAaHUA B COOTBCTCTBUH C IMPABHUIIOM, KOTOPOEC OMPEACITIACTCA KIIFOYOM.

7. B uem 3akirouaeTcs OCHOBHasI MpodJieMa HUCIOIb30BaHUS CUMMETPUYHBIX aITOPUTMOB?
a) CnoxxHocTh peasin3aiuu Ha OBM;

6) JlerkocTh KpUIITOaHANIN3a TaKUX MHU(POB ¢ nosiBieHueM DBM;

B) TpynHocTH mpu nepeaaye Kiro4el U yrpaBIeHUH UMU;

r) PaboTa sTHx anropurmoB Ha DBM TpeOyeT 3HaUUTEIbHBIX BRIYUCIUTEIbHBIX PECYPCOB.

KonTpoubnas pabora Ne 2

1. YtoOBI moamucaTh COOOIIEHUE IIIEKTPOHHOH ITUGPOBOM MOAMUCKHIO, UCTIOTB3YIOTCS:

a) OTKPBITBIN KJIKOY OTIIPABUTEIIS;

0) OTKPBITBINA KJTFOY MTOTy4YaTeNs;

B) 3aKPBITBII KJIIOU OTIIPABUTEIIS;

T') 3aKPBITHIN KIIOY MOTydaTess.

2. Kakue yTBep»/1eHuUs O IPOTOKOJIE CTPOTrOM IBYCTOPOHHEH ayTeHTU(UKALIMU Ha OCHOBE



CIIy4aiHbIX YHMCEJl CIIPAaBEJIUBBI?

a) B OCHOBE ITPOTOKOJIA JIEKUT CUMMETPUYHBINA QJITOPUTM KU (POBAHUS;

0) Ha IepBOM 111are NpoBepsAIIni B oTnpasnser nposepseMomy A ciiydailHOE YHCIIO;

B) Ha BTOPOM IlIare MpoBepsieMblii A oTmpaBiseT nposepstomieMy B 3ammdpoBanHoe

COOOILIEHHE, COo/IepIKAIIee MOTYYCHHOE Ha MEPBOM IIare CIy4ailHOE YHCIIO, a TAKKE HOBOE CIy4aiiHOE

YHCJIO.

I') BCETO MPOTOKOJ TpeOyeT OTIPABKH JBYX COOOIICHUI.

3. KakoBa mocie0BaTeIbHOCTh HOAMKMCAHNS COOOIICHUM ¢ moMombio DIII1?

a) BBIYHCIISICTCS XOIII, 3aTeM XOIII 32T POBBIBACTCS;

0) coobmienue 3amu@poBbIBACTCS, ITOCIIE YEro PE3yIbTaT XIUIUPYETCS;

B) TMPU MOJMMCAHUM COOOIIeHHE 3amn(POBBIBACTCS, TIPU MTPOBEPKE BBIUMCIISAETCS XOIII,

T') BBIYHUCIISETCS XM UCXOHOTO COOOIICHHMSI, ITOCIIE Yero OHO 3a1u(POBHIBACTCSI.

4. B yeM 3aKIII0YaeTCsl TAKOE CBOMCTBO (DYHKIMH X31IHpoBaHus H Kak CTOWKOCTD K KOJUTU3USAM

nepBoro poja?

a) ns mo6oro x3ma h 10mKHO OBITh TPAaKTUYECKH HEBO3MOXKHO BBIYMCIHMTH WM MOA0OpAThH

Takoe X, uro H(x) = h.

6) JlomkHO OBITP NPAKTUYECKH HEBO3MOXXHO BBIYMCINTH WM TOA0OpaTh JIOOyI0 mapy

pa3IMYHbIX co00IIeHuH X U y g kotopeix H(x) = H(y);

B) JlmmHa x311a JomkHa ObITh (PUKCHPOBAHHON HE3aBUCUMO OT JITTUHBI BXOJTHOTO COOOIICHWS;
r) s ar000ro cooOmeHnus X JOMKHO OBITh MPAKTUYECKH HEBO3MOXKHO BBIYHUCIUTH WIIH

noaoOpaTh Apyroe coobuieHue y, takoe uro H(x) = H(y).

5. JlokazaTenbCTBO KOPPEKTHOCTH anropurMa RSA ocHOBaHO Ha:

a) Teopeme Diiepa;

0) TeopeMe 0 CyMMe JUTUITHYECKUX KPUBBIX;

B) KUTaACKOI TeopeMe 00 ocTaTKax;

I') paclIMpeHHOM airoputme EBkinna.

6. Kakumu cBoiCTBaMU JIOJDKEH 00J1a/1aTh TEHEPATOP MCEBIOCTyJaHHBIX YHCET?
a) HeIETePMUHUPOBAHHOCTb;

0) HeMpeaCKa3yeMOCTh;

B) HE3aBUCUMOCTh OYEPETHOTO IEMEHTA OT MPEBIAYIIETO;

') paBHOMEPHOE paclpeziesieHue 3JIEMEHTOB [TOCIIEJ0BATEIbHOCTH;

1) HEMIOBTOPSIEMOCTh 3JIEMEHTOB MOCIIEeI0BATEIbHOCTH (B Mpeienax Mnepruoaa).

7. Kakue 13 nepeurciaeHHbIX aJrOpUTMOB SIBJISIOTCS aJIFOPUTMaMM 3JIEKTPOHHON LUQPOBOI

MOJINCHU?

a) DES;

6) 'OCT P 34.10—2001,

B) TOCT P 34.11—94;

r) RSA.

8. OtkpeiThiM KITF09OM RSA sBiisiercst mapa (15, 2). 3ammdpyiite gncio 4.
9. DnnunTuyeckas KpuBas UMeeT BUJI:

a) y2 =x3 +ax + b (mod p);

0) y3 =x2 + ax + b (mod p);

B) Y = x3 +ax2 + b (mod p);

r) x3=y2 +ax + b (mod p).

10. YtoOs1 pactmdpoBaTh cOOOIIEHHE C TIOMOIIBI0 ACHMMETPHUYHOTO aITOPUTMA MHU(PPOBAHUS

HCIOJIb3YIOTCA:

a) OTKPBITHIA KITIOY OTIIPABHUTEIIS,
0) OTKPBITHIN KIIFOY MOJTy4aTes;
B) 3aKPBITHII KITIOY OTIIPaBUTEIIS;
I') 3aKPBITHINA KIIH0OY OTYJaTes.



IIpumepHbIe TeMbI 11 CEMHHAPCKHUX 3aHATHH
[Tporokonsr ayrenTuukanuu. Cxema Db ["amas.
[TpoTokounsl ayrenTudukanuu. Cxema IHoppa.
Anroput™ uddu-Xemmmana

Anroputm RSA

OUII Oap N'amans

OUIT Hlnoppa

OIMNTUYECKUE KPUBBIE HaJl KOHEYHBIM I10JIEM.
OUII ¢ ucnonab30BaHUEM JUIMTUYECKUX KPUBBIX.
OyHKIUYU XEINPOBAHUS U UX CBOWCTBA.

10 [TpoTokoubl pa3zgayun KapT 0e3 Kapr.

11. TIpoTOKOJIBI TOJTOCOBAHHMS.

12. IIpoToKoIIBI TOIOPACHIBAHUS MOHET.

CoNoA~WNE

IIpumepsl 3agaHuil 1J151 IPAaKTHYeCKUX (1a00paTOpHBIX) padoT

1. Ucnonb3ys mo00# S3bIK MPOrpaMMHUPOBAHUS, HAMMIIMTE IPOrpaMMy, PEaU3yHOILYIO
COOTBETCTBYIOIIMA  anroput™M  ImmdpoBaHus/memmdpoBanns  (BapHaHTBl  PACHPEEIISIOTCS
Ipero/iaBaTesem):

MomudunmupoBanusii mmdpp Lezapst (KIro4oM SBisieTcs TH000€ YHCIo).

MomnoandaButHbIi mudp (mdp MpoCcToi 3aMeHBI).

[TpocToii mepecTaHOBOYHBIN HIUQD.

Pemerka ®neiibepra.

Ckpembuep.

2. Hanummre nporpammy, peanusytomryto ST

Onb Namans.

[ITHoppa.

OUII ¢ ucnonab30BaHUEM JUIUTUYECKUX KPUBBIX.

3. Hanumure peanuzanuio MD-4, MD-5

4. Hannmmre peann3anuio NpoTOKoIa MoA0pachIBAHUS MOHETHI.

5. Hanumure peanu3anuio IpoTOKOJa UTPsl B IOKEp A 2, 3, 4 UTPOKOB.

6. Hanumure peanu3anuio npoTokoia pacupenenenus kiroueid Cerberos.

7. Hanummre peain3anuio NpoToKoia pacnpenenenus kiouel Judou — Xemnmana.

8. Hanumure peanusaiuio alropuTMa NpoBepKH YKciia Ha MPOCTOTY.

2. Cnucok BONPOCOB M (MJ1H) 3a1aHMii 1J1 MPOBeIeHH s
NMPOMEKYTOUYHOM aTTecTallun

Konb1o u nose BeryeroB. CBOMCTBA U IPUMEDPHI.

Konb1o u nose BeryeToB. Penienne TMHEHHBIX ypaBHEHUH B Z(m).

Konb1o u nose BoryeToB. Penienne KkBapaTHbIX ypaBHEHUH B Z(m).

Anroput™m DBKIMAA.

VYpasuenune ®ud66oHaun. CTpyKTypa pelieHni.

VYpaBuenue ®ud6onaun. OneHkH pocTta QyHIaMEHTaIbHBIX PELICHUH.
CI10KHOCTh AITOPUTMOB

OLeHKH CIOXKHOCTH aJITOpUTMa DBKIUAA.

Pemenne nuodaHTOBBIX ypaBHEHUH OT JBYX NEpPEMEHHBbIX. Teopembl CyIIECTBOBAHUS U
CTPYKTypa peleHui.

10. Pemrenune quoaHTOBBIX YpaBHEHUH OT IBYX MEePEeMEHHBIX. OIEHKH CIIOKHOCTH.
11. Pemienue quoaHTOBBIX YpaBHEHUH OT n-TiepeMeHHbIX. OLIEHKH CIIOKHOCTH.
12. Oysaxnms Diinepa u ee BHIYHCICHHUE.

13. Teopema depma.

©CoNoR~WNE



14. Teopema Diinepa.
15. Pemenne ypaBHenuii x”*n mod(m) =a. Teopemsl CyIIecCTBOBaHUSI.
16. Pemienue ypaBuenuii X n mod(m) =a. O[eHKH CIOKHOCTH.

3. [lepedyeHb KoMMeTeHIM, ITaNbl UX GOPMHUPOBAHHNS, ONTUCAHNE NTOKAa3aTeIell U KpUTepueB
OLICHUBAHMSI KOMIIETEHI[HII HA Pa3JIMYHbIX ITanax
X (POPpMHPOBaHUS, ONIMCAHUE KAl OLleHUBAHUS

3.1 llIkana oueHuBaHUusi cHOPMHPOBAHHOCTH KOMIIETEHIMIA U ee ONUCcaHue

OneHuBaHue ypoBHsI COPMHPOBAHHOCTU KOMIIETEHLUH B IPOLIECCE OCBOEHUS JUCLUIUIMHBIL
OCYILECTBIISIETCS MO CICAYIOIIEH TPEXYPOBHEBOM IIKAJIE:

[ToporoBblif ypoBeHb - IpEANONaraeT OTPaKEHUE TEX OKUAAEMBIX pPE3YyJIbTaTOB, KOTOpHIE
OIpENeNIAI0T MUHUMAJIbHBIA HaOOp 3HaHWA W (WIM) YMEHMH W (MJIM) HABBIKOB, IOJYYEHHBIX
CTYZIGHTOM B pe3yJbTaTe€ OCBOEHHUS TUCUMIUIMHBL. [loporoBblii ypoBeHb SBISIETCS 00s3aTeIbHBIM
YpOBHEM J/JIsl CTYJI€HTa K MOMEHTY 3aBEpLIECHUS] UM OCBOEHMSI JAHHOU JUCIUIUINHBI.

[TpoaBUHYTHIM  ypOBEHb - IpEANoNaraeT CHOCOOHOCTh CTYJEHTa HCIOJIb30BaTh 3HAHUA,
YMEHMSI, HaBbIKM U (WIH) OMNBIT JAEATEIbHOCTH, MOJIYYEHHbIE IPU OCBOCHHUU JUCLUUIUIMHBI, JUIS
pewenust npodeccuoHaNbHBIX 3a1ad. [IpoaBUHYTHIN ypoBEeHb HPEBOCXOAUT MOPOTrOBBIA YPOBEHB IO
HECKOJIbKUM CYIIECTBEHHBIM IPU3HAKAM.

Bbicokuii  ypoBeHb - IpeAnonaraeT CHoCOOHOCTh CTyAEHTa HCHOJb30BaTh MOTEHLHUAI
MHTETPUPOBAHHBIX 3HAHUM, YMEHHI, HAaBBIKOB M (WJIM) ONbITA JEATEIbHOCTH, IOIYYEHHBIX IpU
OCBOCHUHU AMCLUIUIMHBI, JUIsI TBOPYECKOI'O PEIICHUs NPOPECCHOHATIBHBIX 334a4 U CAMOCTOSITEIBHOIO
[IOMCKA HOBBIX IMOJXOJOB B HUX DPELIEHUU IyTeM KOMOMHMPOBAHHUS U MCIOJIb30BAaHUS H3BECTHBIX
CIOCOOOB peIIEHUS] NMPUMEHHUTEIbHO K KOHKPETHBIM YCIOBUSAM. BBICOKMH ypOBEHB IPEBOCXOAUT
[IOPOTOBBIM YPOBEHB 10 BCEM CYILLIECTBEHHBIM ITPU3HAKAM.

3.2 llepeyenb KOMMeTeHIMIi, ITANILI X (POPMHUPOBAHUS, ONIMCAHUE TTOKA3aTeleil 1 KpUTepHeB
OLICHUBAHUS KOMIIETEHIUI HA Pa3JIMYHBIX ITAanax uX (POpMHUPOBAHUS

Kon | @opm | Oransl | Ilokas IIIxana ¥ KpUTEepPUH OLEHMBAHUSA KOMIIETEHIUH HA
KOMI a ¢opmup | arenm PA3JIMYHBIX 3Tanax ux gopMupoBaHus
€TeH | KOHT | oBaHusi | oueHuB | [loporosbiii IIpoaBuHyTHIN Bricokuii ypoBeHb
HUH | poJs (Ne aHus YPOBEHb YPOBEHb
TeMBbl,
pasjaesa)
I1K-2 | cemun | Bce O IPUMEHEHUH | O IPUMEHEHUU 0 IPUMEHEHUH
apsl, Kpuntorpaguu | Kkpunrorpapuu B Kpunrtorpaduu B
IPaKT B PELIEHUU pEILIeHNN 3a1a4 pELIeHNN 33124
NYECK 3a1a4 ayTeHTU(UKALUY, | ayTeHTU(dUKAIIH,
ue ayTeHTU(UKALK | TOCTPOCHHUS IIOCTPOEHHUS CUCTEM
pabot uvers | W TIOCTPOCHHS | cHCTEM uuppoBoi | uudpoBoii moanucu
Bl CUCTEM MOJIIUCHU
Tpenct uuppoBoi
aBICHU | o cn
© 0 METO/ax 0 METO/ax 0 METOJIax
KPUNTO3AIIUTHl | KPUIITO3AIIUTHI KPUITO3AIIUTHI
KOMIIBIOTEPHBIX | KOMITBIOTEPHBIX KOMIIBIOTEPHBIX
CHCTEM U CE€TEH | CHCTEM U ceTeH CUCTEM U CEeTeHN
0 0 rOCYIapCTBEHHBIX
rOCyJIapCTBEHHBIX | CTaHJapTax B
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CTaHJapTax B oOJactu
obnactu Kpunrorpaduu
Kpunrorpaduu
BJIAJIET 3HAHUSIMU
b COBPEMEHHOM
Hay4HO-
TEXHUYECKOU
JTUTEPaTyphbl B
obmactu
KpUnrorpaduyecko
U 3alIUThI
CEeMHH | BCE BIAACT | HaBHIKAMHU HaBBEIKAMH HaBbIKAMH
apewl, b HCIIOJIb30BAaHMS | UCITOJIb30BaHUS HCIIOJIb30BaHMS
KP, OCHOBHBIX OCHOBHBIX OCHOBHBIX
MpaKT kpunrorpaduyue | Kpunrorpaguuecku | KpUNTOrpapuIecKu
HYECK CKHUX X TIPOTOKOJIOB X TIPOTOKOJIOB
ue MIPOTOKOJIOB
pabort 3HATh THIIOBEIC THUIIOBBIC TUIIOBBIC
bl Kkpunrorpaduyue | Kpunrorpaguuecku | KpUNTOrpapuIecKu
CKHue € TIPOTOKOJIBI € TIPOTOKOJIBI
MIPOTOKOJIBI
3HATh U OCHOBHBIC METOMbI, | OCHOBHBIE METOJbI,
YMETb UCIONIb3YEMbIE B | HCIIOIB3yEMbIE B
HCTIOJIb MMOCTPOCHUH MMOCTPOCHUH
30BaTh IIPOTOKOJIOB IIPOTOKOJIOB
MIPOTOKOJIBI
yIpaBlIeHUs
KJTFOYaMHU

HCJ'H)I-O HpOHeI[ypBI OILICHUBAHUA ABJISICTCA OHpeI[CJ'ICHI/Ie CTCIICHU OBJJIAACHUS CTy,I[eHTOM
OKUJAeMbIMU pe3ylbTaTaMu oOOyueHus (3HAHUSAMU, YMEHHUSIMH, HaBBIKAMH U (WMJIH) OIBITOM
NESATETLHOCTH).

[Ipouienypa oOICHHBAHHS CTENEHU OBIAJACHUS CTYJECHTOM OXXHIAEMBIMU pe3yabTaTaMH
O00ydYeHHUsI OCYIIECTBIISETCS C TIOMOINBID METOAMYECKUX MaTepPUAIOB, TPEICTABICHHBIX B paszeciie
«TumnoBble KOHTPOIbHBIC 3aJaHUS WM UHbIE MaTepHabl, HEOOXOAUMBIE JIJISl OLICHKH 3HAHUM, YMEHHH,
HAaBbIKOB U (MJIM) ONbITA JIEATENbHOCTH, XapaKTEPU3YIOLINX dTabl ((OPMUPOBAHUS KOMITETEHIHI»

3.3 Kputepuu oueHUBAHUS CTeNEeHH OBJIAIeHUs 3HAHUSIMH | YMEHUSIMU, HABBIKAMHU M (MJIH)
ONBITOM /AeATEIbHOCTH, ONPee/IsIIoIe YPOBHU ¢(hOPMHUPOBAHHOCTH KOMIIETCHIIUH

[ToporoBelif ypoBeHb (0011IME XapaKTEPUCTUKN):

. BJIaJICHUE OCHOBHBIM 00HEMOM 3HAHUH IO MPOTPaMME JTUCIUTITAHEI;

° 3HaHNE OCHOBHOW TEPMUHOJIOTHH JTAHHOW 00JIaCTH 3HAHUH, CTHJINCTHYECKH TPaMOTHOE,
JIOTUYECKH MPABUIHLHOE U3TI0’KEHUE OTBETA Ha BOMIPOCHI 0€3 CYIIECTBEHHBIX OIINOOK;

. BJIAJICHUE HWHCTPYMEHTAPUEM IUCHMIUIMHBI, YMEHHUE €ro HCMOJIb30BaTh B PEIICHUHN
CTaHJIApPTHBIX (THUIOBBIX) 3aJ1a4;

. CIIOCOOHOCTh CaMOCTOSITENIbHO TPHUMEHSTh THIIOBBIE pEUICHUS B paMkax paboueit
MIPOrpaMMbl IUCHUILINHBI;

. YCBOEHHWE OCHOBHOW JIMTEPATyphl, PEKOMEHIOBAaHHOW paboueld mporpammoit
JTUCLHUTUTHBI;

. 3HaHHe O0a30BBIX TEOPHH, KOHIEHIMN W HAmpaBICHHH 10 U3y4yaeMOU JUCITUILINHE;
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° caMocTosiTeNbHass ~paboTa Ha  TPAKTUYECKUX U JaOOpaTOPHBIX  3aHATHUSX,
MEPUOINYECKOE YIaCTHE B TPYIIOBBIX OOCYKICHUSIX, JOCTATOYHBIA YPOBEHb KYJIBTYPHI UCTIOTHEHUS
3aJIaHUMH.

[TpoaBUHYTHIN ypOBEHD (00IIME XapaKTEPUCTHKN):

. JOCTaTOYHO TIOJIHBIE M CHUCTEMAaTH3WPOBAaHHbIE 3HAHUS B O00bEME MPOrpaMMBbI
JUCLUTIIINHBI;

. WCIOJIb30BAaHNE OCHOBHOW TEPMHUHOJIOTMH JAHHON 00JIACTH 3HAHWM, CTHIIMCTUYCCKH
IPaMOTHOE, JIOTHYECKHU IPAaBUIIbHOE U3JI0’)KEHHUE OTBETA HA BOIIPOCHI, YMEHUE JI€TaTh BbIBObI;

. BJIAJICHUE HHCTPYMEHTAapUEM JUCLUILIMHBI, YMEHUE €ro HUCIIOJIb30BaTh B PELICHUU
y4eOHBIX U MPOPECCUOHATBHBIX 33/1a4;

. CIIOCOOHOCTh CaMOCTOSITENIBHO peIlaTh CJIOXKHBIC 3aaadd (TpoOJieMbl) B pamKax
paboueii mporpaMMbl AUCHUTUINHBL;

. YCBOCHHE OCHOBHON M JOMOJHHUTEIBHOW JUTEpaTyphbl, PEKOMEHIOBaHHOW paboueit
MPOrpaMMOi JUCIUIUIMHBL

o YMEHHE OPUEHTHPOBATHCSI B 0a30BBIX TEOPUSAX, KOHLENUMAX U HANpPaBICHUSAX MO
M3y4aeMoOil NUCUUIUIMHE U JaBaTh UM CPABHUTEIIbHYIO OLIEHKY;

o caMmocTosiTeNIbHast paboTa Ha MPAKTHYECKUX M JTAOOpAaTOPHBIX 3aHATHSX, YYacTHE B
IPYNIOBBIX 00CYX/IEHUAX, BBICOKUN YPOBEHb KYJIbTYPbl HCIIOJHEHUS 3aJaHUM.

Beoicokuil ypoBeHb (00111E XapaKTEPUCTUKH):

o CHCTEeMaTU3UPOBAHHBIE, IITyOOKHE U MTOJIHbIE 3HAHUSI [T0 BCEM pa3jiesiaM JTUCLMIIIUHBI;

o TOYHOE MCIIOJIb30BAaHHE TEPMHUHOJIOIMU JAaHHOM 00JacTH 3HAaHWH, CTUIMCTUYECKU
IpaMOTHOE, JIOTMYECKH BEPHOE H3JI0KEHHME OTBETa Ha BOIPOCHl, YMEHME JielaTh OOOCHOBAaHHbBIE
BBIBO/IbI;

o 0e3ynpevyHoe BIIaJIeHue UHCTPYMEHTapUeM JUCLUILIMHBI, YMEHHUE €ro UCIOoJb30BaTh B
MIOCTAHOBKE U PEIICHUU HAy4YHbIX U MpodecCHOoHaNbHbIX 33/ay;

. CIIOCOOHOCTh CaMOCTOSITEIBHO M TBOPUECKM pElIaTh CIOKHbIE 3a1a4yu (IIpoOsieMbl) B
pamkax paboueil mporpaMmbl AUCHUIIIIUHBL

. ri1y0oKoe yCBOEHHE HEOOXOJMMOro MaTepualla W3 OCHOBHOM M JONOJHUTEIbHOMN
JTUTEpaTyphl, PEKOMEHJOBAHHON pabovel mporpaMMOn U CIUTLITAHEI;

o YMEHHE OpPHUEHTUPOBATHCS B OCHOBHBIX TEOPHSAX, KOHLENLIHAX W HANPABICHUSAX I10
M3y4aeMOH IUCLUUIUIMHE U AaBaThb UM KPUTHYECKYIO OLICHKY;

. aKTUBHAas CaMOCTOsITeNbHAs paboTa Ha NPAKTHUYECKUX U JaOOpaTOPHBIX 3aHATHUSX,

TBOPUYECKOE Y4acTHE B IPYNIIOBBIX 00CYK/IEHUSAX, BHICOKUH YPOBEHb KYJIbTYPbl HCIIOJTHEHUS 3aJaHHM.
3.4 OnucaHue Npoueaypbl BHICTABJIEHHA OLEHKH

B 3aBucumoctu OoT ypoBHS CPOPMHUPOBAHHOCTH  KaXKIOH KOMIIETCHIIMH 110 OKOHYAHHH
OCBOCHHMS JAUCIUIUIMHBI CTY/JCHTY BBICTABIsI€TCA OLEHKA. J[JI1 TUCUMIUIMH, U3y4aeMbIX B TECUCHHUE
HECKOJIbKHX CEMECTPOB, OIIEHKA MOYKET BBICTABJISATHCA HE TOJIHKO MO OKOHYAHUH €€ OCBOSHUS, HO U B
MPOMEXKYTOUHBIX ceMecTpax. BHJl OLEHKH («OTIUYHO», «XOPOIIOY», «YIOBJIETBOPUTEIHHO,
«HEY/IOBJIETBOPUTEIIHO», <«3aYTEHO», «HE 3a4TE€HO») OIpeaensercs paboueil mporpammoit
JUCIUIUTMHBI B COOTBETCTBUU C YIEOHBIM IIIAHOM.

OlnleHKa «OTIWYHOY» BBICTABISIETCS CTYACHTY, Y KOTOPOTO KaXKaas KOMIIETCHITUS (ITOJTHOCTHIO
WM YaCTHYHO opMUpyeMast TaHHOW TUCIUILINHOW) chOpMUPOBaHa Ha BEICOKOM YPOBHE.

Or1eHKa «XOpOIIO» BBICTABISIETCS CTYJAEHTY, Y KOTOPOTO KaK7aash KOMIETEHIUs (ITOJTHOCTHIO
WM 9acTUYHO (hopMUpyeMasi TaHHOHM TUCIUIUIMHON) cOpMUPOBaHA HE HUXKE, YeM Ha MPOJBUHYTOM
YpOBHE.

OLeHKa «yJIOBJIETBOPUTENIBHO)» BBICTABIIAETCS CTYACHTY, Y KOTOPOrO Kak/las KOMIIETECHIIMS
(TOTHOCTBIO WJIM YacTHYHO (popMupyemasi JaHHOW TUCIUIIINHON) chOpMHpOBaHA HE HIDKE, YeM Ha
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IIOPOTOBOM YPOBHE.

OneHka «HEYJOBIIETBOPUTEIBLHO» BBICTABISAETCA CTYIEHTY, Y KOTOpPOTO XOTs Obl OAHa
KOMIETEHIHs (MOJHOCThIO WM YacTUYHO (opMupyemas ITaHHOM TUCHMILIMHON) chopMHUpOBaHA
HUKE, YEM Ha IOPOTrOBOM YPOBHE.

OneHka «3auTE€HO» BBICTABISIETCS CTYAEHTY, Y KOTOPOIO Kax/aas KOMIETEHLMs (IIOJHOCTBHIO
WIM 4aCTHYHO (QopMHUpyeMasl TaHHOW MUCIUILUIMHON) chopMHUpOBaHA HE HUXKE, YEM HA MOPOTOBOM
YpOBHE.

OneHka «HE 3auTEHO» BBICTABIAETCSA CTYIEHTY, Y KOTOPOTO XOTS Obl OJHA KOMIIETECHIIUSA
(TIOJTHOCTBIO MM YacTHYHO (opMHpyeMas JaHHOH AMCUMIUIMHOW) cOpPMHpOBAHA HUXKE, YeM Ha
IIOPOrOBOM YPOBHE.
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IIpunioxenne Ne2 k padoueiil mporpaMme ¥ CUHMIIJIMHbBI
«KomnbrorepHasi 0€3011aCHOCTb)

MeToauyeckue yKa3aHUs JJIsA CTY/IEHTOB 110 OCBOEHHIO JUCIIHIIMHBI

CTyaeHTy >XenaTelbHO TPOSBIATH AaKTUBHOE YYacTHE HA 3aHATHAX, 33/aBaTh BOIPOCHI,
MOCKOJIBKY YMEHHE OOOCHOBBIBATh CBOIO TOUKY 3PEHHS, HAXOXKICHHWE KOMIIPOMHCCHOTO PEIICHHS B
TUYECKU BBIIEPKAHHON IUCKYCCHU HE TOJBKO BAaKHO IS JIY4IIErO YCBOCHMS MaTepHaia, HO U
OECHUTCSA B peaHBHOﬁ JKU3HU. BaXHBIM MOMEHTOM npru HU3y4YCHUU JIIOGOP'I JUCHUIIIINHBI ABJIACTCA
OpraHM3aLHsl CAMOCTOSITEIIbHON PaOOTHI.

CamocTtosTenpHas pabotra - IUIaHWpyemasl ydeOHas, ydeOHO-HCCIeNoBaTelIbCKasl, HAay4dHO-
uccienoBaTeNbckas paboTa CTYAEHTOB, BBINOJHAEMAas BO BHEAYAWTOPHOE (2yJUTOPHOE) BpEMs II0
3aJJaHHIO U TIPU METOANYECKOM PYKOBOJCTBE MPEIoiaBaTesisi, HO 6€3 ero HermocpeACTBEHHOTO y4acTus
(Tpy YaCTMYHOM HETOCPEICTBEHHOM YYaCTHM IPENoJaBaTelis, OCTABISAIOIIEM BEIYIIYIO pPOJb 3a
paboToii CTyIEHTOB).

CamocrostenbHas padora cTyaeHToB B BY3e sBisieTcs Ba)KHBIM BUJIOM Y4eOHOH M Hay4HOM
JESTeIbHOCTH CTYACHTA. [ '0CymapCTBEHHBIM CTAaHAAPTOM IIpeaycMaTpuBaeTcsi, Kak mpaBuiio, 50%
4acoB M3 00IIeH TPYIOEMKOCTH JUCLUILIMHBI HA CAMOCTOSATENbHYIO padoTy cryneHto (nanee CPC).
B cBsi3u ¢ atuM, oOydyenne B BY3e Bkitouaer B ceOst Be, MPAKTHYECKH OJMHAKOBBIE 110 00BEMY U
B3aMMOBJIMSHUIO YacTH — TIporecca oO0ydeHus U mporecca camooOydenus. [lostomy CPC momxna
cTath () (PEKTUBHOM U TeICHATIPABICHHOW PabOTON CTyICHTA.

KoHuenuueil MoJepHH3allMM POCCHICKOr0 00pa3oBaHUSl OINpPEAETICHBl OCHOBHBIC 3aJayH
npoeCCHOHATBPHOTO  00pa3oBaHMA -  IOATOTOBKA  KBAIM(UIMPOBAHHOTO  pabOTHHKA
COOTBETCTBYIOLIETO YPOBHSA M MPO(UIIsA, KOHKYPEHTOCIIOCOOHOTO Ha PBIHKE TPY/a, KOMIIETEHTHOTO,
OTBETCTBEHHOTO, CBOOOJIHO BIIAJICIONIETO CBOCH mpodeccueil M OpUEHTHPOBAHHOTO B CMEKHBIX
00JIacTsAX AEesTENIbHOCTH, CIOCOOHOTO K 3¢ ekTHBHOI padoTe 1Mo cnennaibHOCTH HAa YPOBHE MHPOBBIX
CTaHJApTOB, TOTOBOTO K TIOCTOSHHOMY HpO(QECCHOHAIBLHOMY  pOCTY, COIHMAIbHOH U
npo¢eccHOHATLHON MOOUIBHOCTH.

Pemenue 3tux 3a1a4 HEBO3MOKHO 0€3 MOBBIIIEHUS POJIN CAMOCTOATEIbLHOW PabOThI CTYIEHTOB
Ha/J y4eOHBIM MaTepuajoM, YCHJIEHHMsS OTBETCTBEHHOCTH IpenojaBaTeieidl 3a pa3BUTHE HaBBIKOB
CaMOCTOSITENTLHON paboThI, 32 CTUMYJIMPOBAHUE NMPOPECCHOHATHLHOTO POCTAa CTYACHTOB, BOCIIUTAHUE
TBOPYECKOH aKTUBHOCTH U MHULIMATHBBHI.

®opMHpOBaHUE TAKOTO YMEHHWS MPOUCXOIUT B TEUEHHE BCErO IMepHoaa OOy4eHHus depes
y4JacTHe CTYACHTOB B TNPAKTUUYECKUX 3aHATUAX, BBIMOJIHEHHE KOHTPOJBHBIX 33JaHUH M TECTOB,
HanucaHue KypCOBBIX U BBIMMYCKHBIX KBaJU(pUKALMOHHBIX padoT. Ilpu 3TOoM camocrosiTenbHas pabora
CTY/IGHTOB UTpaeT PELIarollyio pojb B X0/I€ BCEro yueOHOro mporecca.

B OCBOCHHHN OUCHUIIJIMHBI (MOI[YJ'ISI) HHBaJIMJaMHu W JUIOAaMHU C OrpaHUYCHHBIMU
BO3MOXKHOCTSIMM ~ 370pOBbSl ~ OOJbIIOE 3HAYEHHWE UMeeT UHAMBHIyanbHas paborta. Ilofg
WHIUBUAYAIbHON paboToil mojpasymeBaercsi ABe (OpMBbI B3aMMOIECHCTBHUS C IPEMOJaBATEIEM:

WHAMBUyalbHAsi YydeOHass paloTa (KOHCYJIbTALMU), T.€. JOMOJIHUTENIBHOE pa3bsICHEHHUE
yueOHOTO MaTepualia M yriyOJeHHOe W3ydeHHe MaTepHala ¢ TEMU OOYYaloIMMHUCS, KOTOPBIE B ATOM
3aWHTEPECOBaHbl, U MHAMBUyalbHas BOCHHUTaTeNbHas paboTa. UHAMBHyalbHbIE KOHCYJIBTAIMU T10
npeaAMETy SABIACTCA BaXHBIM q)aKTOpOM, CHOCO6CTByIOHH/IM HHAUBUAYaIU3allun O6y‘-IeHI/I$I n
YCTAQHOBJICHUIO BOCIUTATEILHOIO KOHTaKTa MEXIY MpernojaBareleM M OO0y4aroIlMMCS WHBAJIHJIOM
HIIN O6yanOHIHMCH C OrpaHUYCHHBIMH BO3MOKXHOCTAMHU 3J0POBbBS.
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