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1. Ienn ocBoEHUS TMCHHMILIHHBI

[enbro n3ydyeHus: JUCHUILIMHBI «3alUTa IPOrpaMM U JIaHHBIX» SIBIISIETCS TEOPETUYECKas
U IPAKTUYECKas IMOATOTOBKA CIELHUAINCTOB K JEATCIBHOCTH, CBS3aHHOW C IPUMEHEHUEM
COBPEMEHHBIX TEXHOJIOTMM aHaJIM3a IPOrpaMMHBIX pealu3alyid, 3allMThl IIporpamMm u
IIPOIPaMMHBIX CUCTEM OT aHAJIM3a U BPEJOHOCHBIX IIPOTPaMMHBIX BO3/ICHCTBUN.

2. MecTo IHCHHUIUTHHBI B CTPYKTYpPe 06pa30BaTeIbHONH MPOrPpaMMBbI

JucnumimHa «3ammTa MporpaMM M JTAHHBIX» OTHOCUTCS K BapUATUBHOM 4YacTH
o0pa3oBaTenbHOIl mporpaMMel. J[Jisl yCHEIIHOTO YCBOGHMS JAHHON TUCHUIUIMHBI HE0OX0IuMO,
9TOOBI CTYNEHT BIAJEN 3HAHUSAMH, YMCHHSIMH M HaBbIKAMH, CPOPMHUPOBAHHBIMH B IPOIECCE
W3YYEHUS TUCIUILINH!

«UHpopmaTukay — 6a30BbIC 3HAHHS O KOMITBIOTEPHBIX TEXHOJIOTHSIX;

«ATIMapaTHbIe CPEJCTBA BRIYUCIUTEIHLHON TEXHUKI — 3HAHHE allllapaTHON apXUTEKTYpPbI
OCHOBHBIX THUTIOB COBPEMECHHBIX KOMITBIOTEPHBIX CHCTEM;

«SI3piku mporpammupoBanus» — accemOiep, C u CH++, sA3bIKM TPOrpaMMUPOBAHUS C
MIPOMEKYTOUYHBIM KOJIOM;

«OrnepaloHHbIE CUCTEMbI» — apXUTEKTypa COBPEMEHHBIX ornepaiioHHbix cucteM (OC),
UCTI0JNIb30BaHue cucTteMHOro API, koH(puUTryprupoBaHUe U aIMUHUCTPUPOBAHKCE;

«3amura B OMEPalMOHHBIX CUCTEMax» — MEXaHU3MbI Oe30macHoCTH coBpeMeHHbIX OC,
HacTpoiika 6e3onacHocTH JoKaabHBIX OC U IOMEHOB;

«OCHOBBI TOCTPOEHUS 3ALIUIICHHBIX KOMIIBIOTEPHBIX CETE» — CETeBble MEXaHH3MBI
0€30MacHOCTH U UX HACTPOMKA.

«OCHOBBI MOCTPOEHUS 3alUIIEHHBIX 0a3 AaHHBIX» — MEXaHU3MbI Oe3omacHocTu 0a3
JIaHHBIX U WX HACTpOMKa.

3HaHUA W TPAKTUYECKUE HABBIKU, IMOJIyYEHHBIE B PE3yJbTaTe M3YUYCHUU UCIUTLIMHBI
«3ammTa mporpaMM M JAHHBIX», UCIOJB3YIOTCS CTYISHTaMH TpH pa3paboTKe KypPCOBBIX U
TUTUIOMHBIX pabOT U HEMOCPEICTBEHHO B MPO(eCcCHOHANBHOM 1eATeTHbHOCTH.

3. [lnanupyembie  pe3yabTaThl O0y4YeHHsT MO JHCHUILJIMHE, COOTHECEHHbIE €
IVIAHNUPYEMBIMH Pe3yJIbTATAMH OCBOCHHUS 00pa30BaTeJbHOM NPOrPaMMbl

[Ipouecc u3yyeHus: TUCHUILUIMHBI HAaIIpaBiieH Ha (OPMUPOBAHUE CIIEAYIOIINX 3JIEMEHTOB
komnereHIM B coorBercTBUM ¢ PI'OC BO mia cnenmansHoctd Kb, HanpaBieHHBIX Ha
NpUOOpEeTEeHNE CAEAYIOUIUX 3HAHUN, YMEHUH, HABBIKOB U (MJIN) OIBITA JESTEIbHOCTHU:

®opmupyemas Ilepeuenb
KOMIeTeHIIUs IUIAHHPYEMBbIX Pe3yJIbTATOB 00y4eHUs!
(xox u popmyTHpPOBKA)

IIpodeccnonanbHble KOMIETEHINH

MK-12 3HaTh:

O6nanaer ciocOOHOCTBIO |~ IPOrpaMMHBIE M TIPOIPAMMHO-AIITAPATHBIE CPEICTBA, 00ECTICYNBAIOIIME
IIPOBOJUTH peanu3anuio NoAX040B K IOCTPOECHUIO CUCTEM, 3AIUIIEHHBIX OT
HHCTPYMEHTAIbHBIN BpenoHocHoro I10.

MOHUTOPHHT Ymern:

3alAICHHOCTH — IIPUMCHSATH MHCTPYMEHTBI CTATUYCCKOI'0 aHallM3a JJIs M3y4YCHUS

KOMIIBIOTCPHBIX CHCTEM | IPUHIUIIOB paOOTHI MIPOrPamMM.
— IPUMEHSITh HHCTPYMEHTHI THHAMUYECKOTO aHaJN3a IJIsl H3y4IeHHS
MIPUHIINAIIOB pabOTHI IPOTPaAMM.




— NPUMCHATHL CKaHCPbl © MOHUTOPBI JJI1 U3YyYCHUSA TPUHIIUIIOB pa6OTbI

MPOTPaMM.

— IPUMEHSTh HHCTPYMEHTHI CHTHATYPHOTO aHAN3a JIJIs BBISBICHHUSI
BpenonocHoro 110.

IK-20

Ob6magaet ciocoOHOCTBIO
BBITOJTHATH PaOOTHI TIO
BOCCTaHOBJICHHIO
paboTOCIIOCOOHOCTH
CpPEJICTB 3aIUTHI
MHQOPMaLUH TPU
BO3HHKHOBCHUHN
HEIITATHBIX CUTYaIui

YMmeTh:

— IPOBOJIUTH aHATN3 MPOTPAMM Ha HAJTMYKEC B HUX BPEIOHOCHBIX 3aKJIaJIOK.
— IPUMEHSATH AT 0€30IIaCHOCTH Ha IIPOTPaMMBI M pabOTAarOIIHE

MMPOLCCCHI.

— JIJIsl KOHKPETHOM CUCTEMBI OCYIIECTBIIATE 00OCHOBaHHBIN BHIOOD
MIPOTPaMMHBIX H IIPOTPaMMHO-AMIIAPATHBIX CPENICTB, 00ECIICYNBAIOIINX
BBICOKYIO 3aIlTUIIIEHHOCTH OT BpegonocHoro I10.

4. O6beM, CTPYKTYpPA U COIepKaHUe TUCIUILTHHBIL.

OO61as TpyA0eMKOCTh IUCHUIUIHHBI COCTaBIsAeT 4 3a4eTHBIX equHullbl, 144 aka. 4acos.
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IAHaJIM3 IPOTPAMMHBIX Banamm s
1 P N P A 8 6 1 10 |camocTosTENBHOM
[peann3aimi.
a0O0ThI
3armuTa nporpaMm ot
M3y4YeHNU, 3agaHus ams
2 |HEeCaHKIIMOHHPOBAHHOTO A 6 5 1 10 |camocTOsTENBLHONI
KOIIMPOBaHUs U [paboTHI
MCIIOJIb30BaHMSI.
Bpenonocnoe BagaHus It
3 [mporpammHOE A 6 2 1 10 |camocTOSATENHHOM
o0OecredeHue. aboThI
BHenpeHne BpeoHOCHOTO 3ananus s
4 mporpamMMHOTO A 8 2 1 10 [camocTosTENBHOM
oOecriedeHusl. abOoTHI
IIpoTuBOIEHCTBHE
BPEIOHOCHOM Bananus as
5 °P Y A 6 2 2 11 camocTosATEIHHOM
POrpaMMHOMY
[paboThI
00ecredeHuIo.
2 0,5 | 33,5 PDk3amen
Bcero 34 17 8 05 | 845

Conep:xanue pa3/ie/ioB IUCHUIIHHBI:




Tema 1. AHAJIM3 NPOrPpaMMHBIX peaiu3anui.

1.1. Beenenue.

1.2. OcHOBBI TECTUPOBAHUS YEPHOTO SALIUKA.

1.3. MonwuTtopunr: noctyn k o0bexTam OC, Bei30B API OC, cereBasi ak THBHOCTb.

1.4. OcHOBBI cTaTHUeCKOTO aHanm3a. Accemoep. ApxuTekTypsl x86 u x64. JIuzaccemouiep.

1.5. ®opmar ucnonusiemsix aitnoB PE. Windows API. ITpunoxxenust UEFL

1.6. ®opmar ucnonuasiemsix daitsioB ELF. Linux APIL.

1.7. ®opmar ucnomHsAeMbIX (aiJIoB S3BIKOB IMPOTPAMMHUPOBAHMS C MPOMEXKYTOUYHBIM KOJIOM:
Java, C#, Python.

1.8. dexomnmmsinus.  Mnentudukanus abcrpakiuid  s3pika  CH+ Opu JEKOMITHIISIHM.
Buptyanbpuble Tabmuubl. Bapuantel mnepenaud apryMeHTOB U BO3Bpara pe3ysbTara U3
HOJIIPOTPAMM.

1.9. Ilunamuveckuii ananuz. Otnanka. [TpuHIune! GyHKIMOHUPOBAaHUS OTIaa4YuKoB. OTiIaaKa B
peKUMeE TMOJIb30BaTENs U B pexuMe siapa. CHATHE namia.

1.10. IMowmaroBas otnaaka. [Iporpammubie U anmapaTHble TOYKA OCTaHOBA.

1.11. Meroauka AMHAMUYECKOTO aHAJIN3a: ATalbl U METO/bl. AHAJIU3 TOTOKA JaHHbIX.

1.12. Hanmo)xeHue nmaTdei Ha MporpaMMbl B IPOIIECCHI.

1.13. UactpymeHTanu3anusi. AHaIM3 TMOTOKAa JaHHBIX. AHaIU3 TIOTOKA  yIpaBIICHUS.
[IpoTuBoAElicTBHE aHTHOTIAJIKE.

1.14. Bupryanuzanus. OMymsinus TUIaTGOPMBI  JUIS  MCCIenyeMoil mporpammsl.  M3omsius
UCCIIeTyeMOI MPOrpaMMBbl.

Tema 2. 3ammTa nporpaMm OT U3y4eHH.

2.1. Beenenue.

2.2. OCHOBBI 3aIIIUTHI OT TU3aCCEMOIMPOBAHHSI.

2.3. O0¢dycupyromire npeodpazoBaHms UCXOIHOTO KOJA.

2.4. O6dycrupyromme npeoOpa3oBanusi MmoToka ymnpasieHus. OOdyckanus OUOIMOTEUHBIX
BbI30BOB, B TOM uncie API OC. Bb130B 6u0IHOTEUHBIX QYHKINN MO UX XElI-3HAUCHUSIM.

2.5. O6dycuupyromue npeodpazoBaHus CTPYKTYpP JaHHBIX.

2.6. OCHOBBI aHTHOTIAIKH.

2.7. Ynakosuuku. llludpoBanue BremonaseMoro koaa. CamMopacrnakOBBIBAIONINECS APXHUBBHI.
Ogepieu. [loaumopdHsIit KoA.

2.8. TexHuKN OOHAPYKEHHS OTIATIHNKA.

2.9. TexHuKN OOHApYXEHUS THIIEPBU30pA.

2.10. OcHOBBI 3aIIUTHI OT CHSTHS AAMIIA.

2.11. TeXHUKH 3aIIUTHI OT KOIUPOBAHMUS.

Tema 3. Bpenonoctnoe nporpammuoe odecnedenue (I1O).

3.1. Knaccuduxanusa Bpenonocuoro 1O mo moxaenu moBeneHHs: HaOltoJaresb, MepexBaT U
HCKa)KEHUE.

3.2. Bunsr BpenonocHoro I10. Bupycer u gepBu. Tposinckoe I10. Rootkit, bootkit u backdoor.
BpenoHocHble YTUIMTBI: 3KCIUIOUTHI, Iemwikofd, cnypdunrosoe 110, cmam u ¢uyn I10,
¢ummaroBoe I10, pexnamuoe I1O, mnporpammel-BeiMorarenu, IO nanst pacmpoctpaHeHus
3anpemnieHHoi uadopmaruu, DoS, T10 ansa coznanus u MoauduKaIuyu BUPYCOB.

3.3. bunapnoe BpenonocHoe I10 na Windows.

3.4. bunapnoe BpenoHocHoe 10 Ha Linux.

3.5. Bpenonocnoe 1O Ha si3pIKax NMPOrpaMMHPOBAHUS C MPOMEXKYTOUHBIM KojgoM: Java, CH#,
Python.

3.6. Bpenonocnoe I10 Ha s13pIkax KOMaHIHBIX HHTeprpeTaTopoB: batch, PowerShell, bash.

3.7. Bpenonocuseie [10 B Makpocax JOKYMEHTOB.

3.8. Bpenonocnoe I10 Ha MOOMIBHBIX YTPOHCTBAX.

3.9. Bootkit. Pacnonoxenne B IPL, VBR, MBR, BIOS, UEFI. Secure Boot, Verified Boot,
Measured Boot. Intel BootGuard. ARM Trusted Boot Board.



3.10. TexHuku pacrnpocTpaHeHUs BUpYCHOTo BpeaoHocHoro [10.

3.11. Texuuku ckpbITHs BpenoHocHoro [10 ot oOHapyx eHUsI.

Tema 4. Bueapenue BpegonocHoro I1O.

4.1. IlpennocbulKM K BHEIPEHUIO BHEAPEHUIO BpeaoHOcHOro I1O: ysI3BUMOCTH MPOrpaMMHOTO
o0ecrieyeHus, yA3BUMOCTH MOJUTHKH O€30MaCHOCTH, YeJI0BEYECKHiA (haKkTop.

4.2. Meroasl BHenpenus BpeaoHocHoro I1O : mackupoBka moja «oe3o6mmnoe» [10, moameHa,
IPsIMOE U KOCBEHHOE aCCOLIMUPOBAHUE.

Tema 5. [IporuBoaeiictBue Bpenonocuomy I1O.

5.1. Meroas! BbisiBiIeHUs BpenoHocHOro I1O: curHatypHoe M 3BpUCTHYECKOE CKAaHUPOBAHUE,
KOHTPOJIb  LIEIOCTHOCTH, MOHUTOPHUHI  HMH(OPMALIMOHHBIX  TOTOKOB,  HM30JMPOBAaHHAs
IIpOrpaMMHasi Cpejia, IpOrpaMMHbIE JIOBYILIKH.

5.2. [lpuHuunBl  TOCTPOCHUS  TOJUTHKU  O€30MacHOCTH, O0O0ECleYMBAIOUIEl  BBICOKYIO
3alMIIEHHOCTH OT BperoHocHoro [10.

5. O0pa3oBaTe/ibHbIe TEXHOJIOTMH, B TOM 4YHCJI€ TEXHOJOTMH JIEKTPOHHOIO O00y4YeHUs] W
AUCTAHIHOHHBIE O00pa3oBaTejibHbIe TEXHOJIOTHMHU, WHCHOJb3yeMble MPHU OCYIIEeCTBICHUH
00pa30BaTeIbLHOIO MpoIecca Mo TUCIUNIHHE

B npornecce 00yueHus: UCTIONB3YIOTCS cielyrolue 00pa3oBaTeIbHbIe TEXHOIOTUU:

AxajeMHYecKasi JeKIHSA ¢ 3JIeMEHTAMHU JIeKIIHU-0ecebl — II0CIEI0BATEIBHOE H3J10-
JKEHUE MaTepuasa, OCYIIECTBISAEMOE IPEUMYILIECTBEHHO B BHUIE MOHOJIOra IPENOJaBaTEII.
OneMeHThl JIeKIUU-Oecebl 00eCneurnBalOT KOHTAKT IpEenojaBaTesis € ayAuTOpued, 4To
IO3BOJISIET NPUBJIEKaTh BHUMAHUE CTYJEHTOB K HauOosiee BaXKHBIM TeMaM JUCLHUIUIMHBI,
AaKTUBHO BOBJIEKaTh HUX B Y4Y€OHBIH MpOLIECC, KOHTPOIMPOBATH TEMI H3JIOKEHUS Y4eOHOro
MaTepuaia B 3aBUCUMOCTH OT YPOBHS €TI0 BOCIIPUATHS.

IIpakTnyeckoe 3aHsATHE — 3aHATHE, MOCBSIIEHHOE OCBOECHUIO KOHKPETHBIX YMEHUH U
HaBBIKOB I10 3aKPEIUICHUIO MTOIYYEHHBIX Ha JIEKIIUY 3HAaHUH.

KoncyabTanum — BHJ y4eOHBIX 3aHSATHH, SBISIONIMICS OMHOM M3 (OPM KOHTPOJIS
CaMOCTOSITENIbHOW ~ paboThl  cTyAeHTOB. Ha KoHCymbTamusx 1o mpock0e CTYIEHTOB
paccmaTpuBaroTcs HauOosiee CIOYKHbIE MOMEHTBHI NpPU OCBOCHMM MaTepHualla IUCLUILIMHBI,
IpernojaBaTesib OTBEYAaeT Ha BOIPOCHI CTYAEHTOB, KOTOPBIE BO3HHUKAKOT y HHMX B Ipolecce
CaMOCTOSITENIbHOM pabOTHI.

6. IlepeyeHb JIMIIEH3MOHHOT0 M (MJIM) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOIrPAMMHOIO
o0ecrneyeHusi, MCIOJb3YeMOI0 IIPH OCYINECTBJICHHMH O00pa30BaTe/IbHOr0 Ipoluecca Mo
AUCHUIINHE

B mnmponecce OCYHICCTBJICHUA O6pa3OBaTeJ'ILHOFO mnmpomnecca 10 JUCILUIIIINHEC
HCIIOJIB3YIOTCA:
JJIA (1)OpMI/IpOBaHI/I${ MaTCepUuaJIOB JIA TCKYILICTO KOHTPOJIA YCIICBACMOCTU U ITPOBCACHUA
IPOMEXKYTOUHOM aTTecTauu, g GOopMUPOBAHUS METOAMUYECKHUX MAaTEPUAIIOB IO JUCIUILINHE!
- mporpammel Microsoft Office;
- u3mareabckasg cuctema LaTex;
- Adobe Acrobat Reader;
- TUIIEPBU30PEI U OMYIISITOPBI.
- VirtualBox: https://www.virtualbox.org/;
- Omynsatop Android, wacts Android Studio:
https://developer.android.com/studio/run/emulator;
- MIECTHAAATEpUIHBIE PETAKTOPHI.
- HXD: https://mh-nexus.de/en/hxd/;



https://www.virtualbox.org/
https://developer.android.com/studio/run/emulator
https://mh-nexus.de/en/hxd/

- Bless: https://packages.ubuntu.com/impish/bless;
- MOHUTOPBI.
- YTunutel makera Sysinternals:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysinternals-suite;
- API Monitor: http://www.rohitab.com/apimonitor;
- strace: https://packages.ubuntu.com/impish/strace;
- Itrace: https://packages.ubuntu.com/impish/Itrace;
- auditd: https://packages.ubuntu.com/impish/auditd;
- inotify-tools: https://packages.ubuntu.com/impish/inotify-tools;
- Isof: https://packages.ubuntu.com/impish/Isof;
- tcpdump: https://packages.ubuntu.com/impish/tcpdump;
- Wireshark: https://www.wireshark.org/;
- cpenbl pa3paboTKH:
- Visual Studio mo mporpamme Microsoft Azure Dev Tools for Teaching;
- Visual Studio Code: https://code.visualstudio.com/;
- Android Studio: https://developer.android.com/studio/;
- M3acceMOIIephl U ICKOMITAIISI TOPBI:
- IDA Freeware: https://hex-rays.com/ida-free/;
- IDA Pro (JIuuensus Educational): https://hex-rays.com/ida-pro/;
- Ghidra: https://github.com/NationalSecurityAgency/ghidra;
- Radare2: https://rada.re/;
- dotPeek: https://www.jetbrains.com/decompiler/;
- Java Decompiler: http://java-decompiler.github.io/;
- JADX: https://github.com/skylot/jadX;
- decompyle3: https://github.com/rocky/python-decompile3;
- OTJIaJYUKHU.
- IDA Freeware: https://hex-rays.com/ida-free/;
- IDA Pro (JIunensus Educational): https://hex-rays.com/ida-pro/;
- Radare2: https://rada.re/;
- gdb: https://packages.ubuntu.com/impish/gdb;
- WinDbg: https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/;
- OllyDbg: https://www.ollydbg.de/;
- dnSpy: https://github.com/dnSpy/dnSpy;
- Visual Studio Code: https://code.visualstudio.com/;
- Android Studio: https://developer.android.com/studio/;
- (ppeitMBOPKHN HHCTPYMEHTATH3AINH
- Pin: https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-
dynamic-binary-instrumentation-tool.html;
- YTHJINTHI 0OHapy»keHus BperoHocHoro I10.
- ClamAV: https://www.clamav.net/;
- Yara: https://github.com/VirusTotal/yara,;
- OTCYCCTBCHHBIC CPCACTBA 3alIUThI I/IH(I)OpMaI_II/II/I:
- T1O Dallas Lock 8.0-K;
- 1O ViPNet Client 4;
- T1O ViPNet Administrator 4.5.;
- [Iporpammuo-anmaparusiii kommieke (ITAK) ViPNet Coordinator 4.5.;
- [TIAK CoGomnb, Bepcus 4;
- [TAK Dallas Lock;
- AnmapaTHbIi MOJyJIb IOBEPEHHOM 3arpy3ku AKKOP/I;
- ApyTU€ yTUIUTHL.
- Apktool: https://ibotpeaches.qgithub.io/Apktool/.
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7. IlepeyeHb COBpPeMEHHBIX NPO(ecCHOHAIBLHBIX 0a3 JAHHBIX M HH(OPMALMOHHBIX
CIPABOYHBIX CHCTEM, UCIIOJIb3yeMbIX IIPH OCYIIECTBJIEHUU 00PAa30BaTeJBLHOTO MpoLecca mno
AUCUUIJIMHE (TPH HEOOXOAMMOCTH)

B mpouecce ocymectBieHuss 0o0pa3oBaTeNpHOrO — Ipolecca MO JTUCHUILUIMHE
UCTIOJB3YIOTCS:

- ABToMaTH3upoBaHHas OuomoredHo-uHpopMannonHas cucrema «kbYKU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHas oubnmnoreunas cucreMa «Jlaupy https://e.lanbook.com

- DnekrpoHHas OubnroTeunas cucrema «tOpaiir» https://urait.ru

- DnekTpoHHas OubnmoreyHas cucreMa «KoHCyNnbTaHT CTyIEHTa

https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOIi M  JIONOJHHUTEJbHOW Yy4eOHOIl JMTepaTypbl, pecypcoB
HH(OPMALMOHHO-TEJIEKOMMYHMKAIIMOHHOI ceTn «MHTepHer» (IpH HEOOXOAUMOCTH),
PEKOMEHAyeMBbIX JIs1 OCBOCHHS M CIMIIIMHbBI

a) OCHOBHAasI JIMTepaTrypa
1. Ilpockypun B. I'. 3amuTa mporpaMM M AaHHBIX: ydeOHOe mocoOue uist By30B - M.,
Axanemus, 2012
2. IInatonoB B. B. IIporpaMmHo-anmapaTHbie CpeACTBa 3aUThl HHGOPMAIHH: YIeOHUK
1uis By30B. / B. B. IlnatonoB - 2-e u3z., crep. - M.: Akagemus, 2014. - 331 c.

0) 10MOJIHUTE/ILHASA JIUTEPATypa
1. Axman, JI. M. 3ammra oT XakepoB KopropatuBHbIX cetedt / JIPBug M. Axman, Mno
Hy6pasckuii, Xan ®nunn, Jxo3zed "Kuarmun" 'pann, Pobept ['pom, Hopuc JxoHcoH,
K2, Iou "Oddyrac" Kamuncku, @. Yuneam Jlunu, CtuB Mansyuk, Paiisu [lemex, Ken
[1penn, Pritn @opect [lannu, Paiisn Paccenn - Mocksa : JIMK Ilpecc, 2008. - 864 c.
(Cepus "Undopmanmonnas 6e3omacHocts") - ISBN 5-98453-015-5. - Tekct
anektponusid  //  OBC  "Koncymprant crymenta" @ [cait]. - URL
https://www.studentlibrary.ru/book/ISBN5984530155.html
2. Kacriepckn K. KommbroTepHsie Bupychl H3HYTpu u cHapyxu — Cankr-IlerepOypr,
ITutep, 2006.

B) pecypchl ceTu UHTEepHeET
1. lenuc KOpuueB. Reverse Engineering ans HauMHamMuUX [DIEKTPOHHBIN pecypc:
https://beginners.re
2. YepHoB A. B. Ananu3 3amyThIBalomux mpeoOpa3zoBaHuil mporpamm [DNEeKTPOHHBIN
pecypce]: http://citforum.ru/security/articles/analysis/
2. Xypnan «Xaxep»: https://xakep.ru

9. MaTepl/IaJII)HO-TeXHI/I‘{eCKaH 6338, HeoOXoaMMan IJis OCYHIECTBJICHUSA 06pa3OBaTeJII)HOF0
nmpouecca nmo IMCumMIiniHe

MarepuanbHO-TeXHHUECKas 0a3a, HeoOXOoAUMas /ISl OCYIIECTBIECHUSI 00pa30BaTEIHLHOIO
npoliecca 1o AUCIUILINHE BKII0YAET B CBOM COCTAB CIIELHAIbHBIC TTOMEILECHUS:

- yueOHble ayTUTOPUHU ISl IPOBEICHHS 3aHATUH JIEKITUOHHOTO THIIA;

- yueOHBbIE ayIUTOPUH AJIsi IPOBEACHUS MPAKTUYECKUX 3aHITUI (CEMHUHAPOB);

- yueOHbIe ayTUTOPHUHU ISl IPOBEICHHS TPYNIOBBIX U MHAWBUYAIbHBIX KOHCYIbTAIUMN;

- yueOHBIE ayAUTOPUU JUIsI TPOBEACHMSI TEKYIIEro KOHTPOJIE M TMPOMEXKYTOUHOM
aTTecTaluu;


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://www.studentlibrary.ru/book/ISBN5984530155.html
https://beginners.re/
http://citforum.ru/security/articles/analysis/

- IOMEMICHUS IS CAaMOCTOSITEIbHON paboOTHI;

- IOMEIIEHUs Ui XpaHEHUs M MNPOPHIAKTUYECKOTO OOCIYKUBAHUS TEXHHUUYECKUX
CpeAcTB O0yUYCHHS.

[Tomemienust i1 CaMOCTOSITENIBHON pabOThl O0YYarOMIMXCS OCHALIECHBI KOMIBIOTEPHOM
TEXHUKOW C BO3MOXXHOCTBHIO MOJAKIIOUEHHUS K ceTu «MHTepHeT» U olecreyeHueM JI0CTymna K
3JICKTPOHHOM MH(POPMAIIMOHHO-00pa3oBaTeabHOM cpene SApl'Y.

ABTOp(BI):

JouieHT kadenpsl KOMIBIOTEPHON OE30MACHOCTH U
MaTeMaTHYECKUX METOJI0B 00paboTKH HHPOpMALIUU B.H. Kusize



IIpuioxenne Nel k paGoueii mporpamme
AUCHMILIAHBI «3alMTAa NPOrPaAMM M JAHHBIX»

DoHJ OLIEHOYHBIX CpeacTB 1Jisl MIPOBEACHUA TeKyIIIeﬁ H
HpOMe)KyTO‘IHOﬁ aTTeCTAllud CTYACHTOB IO JUCIHUILJIMHE

TunoBbie KOHTPOJIbHBIC 3aIaHUA 1 UHBIC MaTE€PHUAJIbl, HCII0JIB3YyEMbIC B ITIPOLIECCE
TEKYLIEro KOHTPOJIA yCII€eBaeMOCTH.

OneHka TeKylled YCIIEBAEMOCTH BBICTABISETCS B 3aBUCHMOCTH OT pE3yJIbTaTOB
CaMOCTOSITENIbHOM paboOThl CTyJEHTa U €ro padoThl Ha MPAKTHUUYECKUX 3aHATHAX. 3aJaHus IJs
CaMOCTOSITENIbHOW paOOThI BBAAIOTCS yUYAIIUMCS Ha MOCTETHEM 4ace JICKIIMOHHBIX 3aHATUH 10
teMe. OneHKa U 00Cyk/IeHHE BBIITOJIHEHHBIX CTYIEHTaMH 3aJlaHUil IO CaMOCTOSITENILHOM paboTe
IPOU3BOJIUTCS Ha NPAKTUUECKOM 3aHATHM 110 JAaHHOW TEME U YUYUTHIBAETCS Ha pIAy C
pe3ylbTaTaMH MPAKTUYECKUX 3aHSITHI MIPHU BHICTABICHUH OIICHKHU TEKYIIEH yCIIeBaeMOCTH.

Kaxnoe mnpakTuueckoe 3aHATHE pacCUUTaHO Ha 2 akaJemMudeckux uyaca. Ha
MPAKTUYECKOM 3aHSITHM [pENoJiaBaTeleM C TOMOIIbI0 JOCTYMHBIX HH(POPMAIIMOHHBIX
TEXHOJOTMI M COOCTBEHHBIX IIOJTOTOBJIEHHBIX MAaT€pUAIIOB JIEMOHCTPUPYETCS pEIlEeHUE
NPUKIAIHBIX 3a7a4 AUCUMILIUHBL. CTyIeHThl MOBTOPSIOT XOJI PEUICHHs CaMOCTOATEIbHO Ha
OTJEIIbHBIX YCTPONCTBAX.

Tema 1. AHanu3 DporpaMMHBIX pead3aui.

1. 3aganus a5 caMocTosITEIbHOI padoTh Mo Teme 1.

Ilposepra copmuposannocmu IIK-12 6 uacmu yceoenus 3uanuti HeoOXo0OUMbIX 05
npogedeHUs AHAIU3A NPOCPAMMHBIX Peanu3ayuti Ha NPaKmuke.

IIposepra copmuposannocmu I[IK-20 6 uacmu yceoenus 3uanuti HeoOXo0OUMbIX 05
npumeHeHus namuel 0e30NacCHOCmuU Ha NPOSPAMMbL U pabomaioujue nPoyeccyl Ha NPaKmuKe.
1.1. [Touemy 3a7aua aHaIM3a NPOTPAMMHBIX PEANIU3AINiA SABISETCS aKTyaaIbHOU?

1.2. B yem 3aKiIl04ar0TCs JTOCTOMHCTBA W HEJOCTATKH METO/a SKCIIEPUMEHTOB C «YEPHBIM
SIIUKOM»?

1.3. KakoBbI JOCTOMHCTBA U HEJJOCTATKH CTAaTHYECKOTO MeTo1a?

1.4. Kakue npo0iaeMbl BOZHUKAIOT MPHU 1M3acCEMOIMPOBAHUY MPOrpaMMHBIX (haitinoB?

1.5. Kakue npo6semMpl BOZHUKAIOT MPU U3YUYEHUU aHAJIMTUKOM JINCTUHTOB AM-3acceMOnupa’?

1.6. B kakux crnyudasx CTaTHYECKM METOJ| aHalW3a MNPOTPAMMHBIX peallu3aluii SBIseTCs
Haubozee 3 HeKTUBHBIM?

1.7. KakuMu 0CHOBHBIMH (haKTOPaMH OTPAHUYMBAIOTCS BO3MOXKHOCTH OTIIaIYMKOB?

1.8. Iloyemy mpu pa3HBIX 3aIycKax OJHOW M TOW K€ MPOTPaMMBI HEKOTOpHIE Oy(epbl MOTYT
pacrosiaraTbCsi 1o pa3HbIM aJipecaM OIepaTUBHON maMsITh?

1.9. ITouemy kiaccuyeckas cxema NpuUMeHeHHUs Mmeroaa Step-Trace He roguTcs JUlsl aHaiIM3a
rpadpuueckux nporpamm Windows?

1.10. Kakue mnpobiembl BO3HHMKAIOT NpPU aHaIM3€ JUHAMUYECKHM METOJOM MapajlielbHOro
Kozxa?

2. lpakTuueckoe 3anatue Nel. CraTuyecKuii W JHHAMHYECKHH aHAIU3
nporpamMm Ha si3bikax Java, C# u Python.

Ilposepxa  cghopmuposannocmu  IIK-12 6 wacmu  cnocobnocmu  npumeHAMb
UHCMPYMEHMbl CIAMUYEcKo20 U OUHAMUYECKO20 aHANu3a OJi U3y4eHus NPUHYUnos pabomol
npozpamm Ha azvikax Java, C# u Python.

Ilposepra cgopmuposannocmu IIK-20 6 uacmu cnocobnocmu npumensms namuu
bezonacHocmu Ha npocpammul u pabomarowjue npoyeccyl Ha azvikax Java, C# u Python.

3. MpakTuueckoe 3ansaTue Ne2. CraruvecKuii W JAMHAMHYECKHMI aHAJIU3
nporpamm s Android.



Ilposepxa  cghopmuposannocmu  IIK-12 6 wacmu  cnocobnocmu  npumeHAmMb
UHCMPYMEHMbl CMAMUYecKo20 U OUHAMUYECKO20 AHANU3a OJisl U3YYeHUs NPUHYUNO8 pabomul
npoepamm onsi Andriod.

Ilposeprxa ciopmuposannocmu I[IK-20 6 uacmu cnocobHocmu npumeHsmMs namuyu
bezonacrocmu Ha npocpammvl u pabomarowue npoyeccol Android.

4. MpakTuyeckoe 3aHaTHe Ne3. MOHHTOPHHI aKTHBHOCTH npoueccoB Windows
u Linux.

IIposepka cgpopmuposannocmu 11K-12 6 wacmu cnocobnHocmu npumenamv CKaHepvl u
MOHUMOPbI OJi5 U3YYEHUsL NPUHYUNOE PAOOMbL NPOSDAMM.

5. Ilpakrnueckoe 3ansitue Ned. CTaTHUeCKHil aHAIH3 OHHAPHBIX HCIIOJTHAEMbBIX
¢paiisioB Windows.

Ilposepxa  cpopmuposannocmu  IIK-12 6 uacmu  cnocobHocmu  npumeHsamo
UHCMPYMEHMbl CIMAMU4ecKo20 aHanu3a Ojisl U3V4eHus NPUHYUNnos pabomsl Npocpamm Ha
Windows.

6. MpakTuueckoe 3ausaTHe Ne5. CTaTHUYeCKHil aHAIN3 GUHAPHBIX HCIOJTHIEMBIX
(paiisoB Linux.

Ilposepxa  cghopmuposannocmu  IIK-12 6 wacmu  cnocobnocmu  npumeHsmy

UHCMPYMEHMbl CIMAMUYecKo20 AHAIU3a 01 U3y4eHus NPUHYUno8 pabomul npocpamm Ha Linux.
7. llpaxkTuueckoe 3ausitue Ne6. Otiaaka npoueccos B Windows.

Ilposepra  cghopmuposannocmu  IIK-12 6 wacmu  cnocobnocmu  npumeHsmy
UHCMPYMEHMbl OUHAMUYECKO20 aHAaNuU3a O U3YYeHus NPUHYUNo8 padbomsl NpoSpamMm Ha
Windows.

8. MpaxkTuueckoe 3ansitue Ne7. Otiaaka npoueccos B Linux.

Ilposepxa  cghopmuposannocmu  IIK-12 6 wacmu  cnocobnocmu  npumeHsmy
UHCMPYMEHMbl OUHAMUYECKO20 AHAIU3A O U3YYeHUS NPUHYUNOE pabombl npocpamm Ha Linux.

Tewma 2. 3anmTa IporpaMm OT U3YYEHHUSI.

1. 3aganus 115 caMoOCTOSITEILHOI PadoTHI IO Teme 2.

Ilposepka cihopmuposannocmu [IK-12 6 yacmu yceoenus 3Hanuti HeoOXOOUMBIX OJisl

npogedeHUs AHAIU3A NPOSPAMMHBIX Peanu3ayull Ha npaKmuxe.

1.1. 3auem npuMeHsieTcs 3aluTa Ko/ia OT aHaiIu3a?

1.2. [Touemy B OONBIIMHCTBE COBPEMEHHBIX MPOrpaMM 3alldTa KoJa OT aHajau3a He
npuMensiercs’?

1.3. KakoBbl THNHU4HbIe TOOOYHBIE 3((EKThl OCHAIEHHUS MPOrpaMMbl CPEICTBAMU 3AILUTHI OT
aHaiuza?

1.4. B yeM 3aKkiI104at0TCs IOCTOMHCTBA ¥ HEJOCTATKH BCTPOSHHOM 3allIUThI KOJa OT aHaIn3a?
1.5. B ueM cocToSIT TOCTOMHCTBA U HEJJOCTATKU MPUCTHIKOBOYHOM 3alllUThI KOJa OT aHainu3a’?
1.6. Kak quHaMuyeckoe U3MEHEHHUE Kojla TPOrpaMMBbl 3aTpyIHsET aHaJIU3 IpOrpaMMbl?

1.7. Kakum o6pa3om mnonuMopdHble mpeoOpa3zoBaHHs KoJla MPOTrpaMMbl 3aTPYIHSIOT aHAIIN3
IPOrpaMMbI?

1.8. KakoBsI THTTHYHBIE TOOOYHBIC 3P PEKTHI MOTUMOPPHBIX Mpeodpa3zoBaHMi Koa?

1.9. Kak xocBeHHBIE BbI30BBI (DYHKIIUH B TIpOrpaMMe 3aTPYAHSIOT aHAJIU3 TPOrpaMMBbl?

1.10. Kak BbI30BBI (YHKIMI dYepe3 0OpaOOTUYMKHA HMCKIIOYUTEIBHBIX CHTYallUd 3aTpyAHSIOT
aHaJIU3 KOJla IporpaMMbI1?

1.11. Kak BbI30BbI (YHKIIMI B OT/IEIbHBIX MOTOKAX 3aTPYAHSIOT aHAJIU3 KOJ1a TPOrpaMMbl?

1.12. Kak BBI30BHI (PYHKIIHIA 110 TaliMepy 3aTPYIHSIOT aHAINU3 KOJIa IPOTPaMMBbI?

1.13. Kak HecTanmapTHBIEC CIIOCOOBI CPAaBHEHHS JJAHHBIX 3aTPYIHSIIOT aHAIH3 KOJa TPOrpPaMMBbI?
1.14. Kak ntuHaMUYECKHI UMITOPT CUCTEMHBIX (PYHKIIUN 3aTPYyIHSIET aHaIN3 KO/a MPOrpaMMBbI?
1.15. Kakue cnocoObl HMCKYCCTBEHHOTO YCJOXXHEHHUS aJIrOPUTMOB OOpaOOTKM JAaHHBIX B
nporpaMMe, 3alluinaeMoi OT aHaJn3a, Bbl 3HaeTe?

1.16. Kak KOHTpPOJIb IEIIOCTHOCTH KOJa IPOTPaMMBbI 3aTPYIHSET €€ aHaJIH3 IO OTIaTIHKOM?
1.17. Kak renepanusi mporpamMmoi HedaTadbHBIX HCKIIOYUTEIBHBIX CUTYAIUH 3aTpyIHSET ee
aHAJIN3 10 OTJIaIIUKOM?




2. lpakTuyeckoe 3ansaTue Ne8. O6dycKanusi HCXOTHOTO KOJIA M €r0 AHAIIU3.

Ilposepxa  cpopmuposannocmu  I[IK-12 6 uacmu  cnocobHocmu  npumeHsamo
UHCMPYMEHMbl CIAMUYECK020 U OUHAMUYECKO20 AHAIU3A, d MAKICe MOHUMOPDL, 015 U3YVUEHUS
NPUHYUNOB pabomsl 00y CYUPOBAHHBIX NPOSPAMM.

3. lIpakTHuyeckoe 3ansitue Ne9. 3anmra UCIOIHsAEMBIX GailjI0B OT H3yUeHHs.

Ilposepxa  cpopmuposannocmu  IIK-12 6 uacmu  cnocobHocmu  npumeHsamo
UHCMPYMEHMbl CIAMUYEeCK020 U OUHAMUYECKO20 AHAIU3A, d MAKICe MOHUMOPDL, Ol U3YVUEHUS
NPUHYUNOG PabOMblL 3AUUUEHHBIX OM U3YUEHUs NPOSPAMM.

4, Mlpaktuyeckoe 3aHsaTHe Nel). HM3ydeHue 3alIMIMEHHBIX MCHOJTHIEMbIX
(paiisios.

Ilposepxa  cghopmuposannocmu  IIK-12 6 wacmu  cnocobnocmu  npuMeHAMb
UHCMPYMEHMbl CIAMUYeCcKo20 U OUHAMUYECKO20 AHANU3A, d MAKICe MOHUMOPDL, Ol U3YUEHUs
NPUHYUNOG PabOMbl 3AUUWEHHBIX O U3YUEHUs NPOSPAMM.

Tema 3. BpenonocHoe nporpammuoe odecnedenue (I10).

1. 3aganus 115 caMoCTOSITEbHOI padoThI MO Teme 3.

Ilposepka cihopmuposannocmu [IK-12 6 yacmu yceoenus 3nHanuii HeoOXOOUMBIX OJisl
NPUMEHEHUs. UHCMPYMEHMO8 CUSHAMYPHO20 aHanuza O evlsaslenus epedonochoco 110 Ha
npakmuxke.

IIposepka cihopmuposannocmu I1K-20 6 uacmu yceoewus 3HAHUU NPOSPAMMHBIX U
NPOCPAMMHO-ANNAPAMHbIe CPeOCms, 00eCneduusaruux peaiu3ayuio n00X0008 K NOCHPOEHUIO
cucmem, 3auuyeHHuIX om gpedorocrozo 110.

1.1. Kakoii KOMITBIOTEPHBI BUPYC TPHUYMHWI HauOONbIIMK ymepd 3a BCIO HCTOPHIO
BBIYHMCIIUTEIILHON TEXHUKHU?
1.2. Kakoii KOMIIBIOTEPHBIN BUPYC BBI3BAJI HAaHOOJIee MACIITAOHYIO SIHIEMUIO 32 BCIO UCTOPHIO
BBIYHMCIIUTEIILHON TEXHUKHU?
1.3. ITouemy namucats Bupyc st Windows ciioxkuee, yem st MS-DOS?
1.4. TTouemy nepBbIE MAKPOBUPYCHI TaK IIUPOKO PACIIPOCTPAHUIUCH?
1.5. [Touemy Jto1 NTUIIYT KOMIBIOTEPHBIE BUPYCHI?
1.6. [Touemy KOMIBIOTEPHBII BUPYC HE JODKEH MOBTOPHO 3apaXkaTh OJHU U T€ Ke OOBEKTHI?
1.7. B yeM cOCTOSIT TOCTOMHCTBA M HEJOCTATKH OHJIAWH-BUPYCOB 1O CPABHCHHIO C IMOYTOBBIMH
BHUpycamu?
1.8. [Touemy  OONBIIMHCTBO  OHJIAWH-BHPYCOB  (PYHKIIMOHUPYIOT  TIOJ  yIPaBICHHEM
OTIepaAIlMOHHBIX cucTeM ceMeiictBa Windows?

2. IpaxkTuueckoe 3ansitue Nell. OoHapy:kenue BpeaoHocHoro IO ¢ moMouib0
ClamAV u YARA.

Ilposepxa  cghopmuposannocmu  IIK-12 6 wacmu  cnocobnocmu  npumeHsms
UHCMPYMEHMbl CUSHAMYPHO20 aHAIU3d OJifl 8blasieHUsl 8pe0oHocHo2o 110.

Tewma 4. Bueapenue BpenonocHoro I10.

1. 3aganus 1151 caMocToSITEIbHOI PadoThI MO Teme 4.

IIposepra cghopmuposannocmu IIK-20 6 wacmu yceoenus 3uanuil nNpocpAMMHBIX U
NPOCPAMMHO-ANNAPAMHbIe CPeOCms, 00eCnedusaruux peaiu3ayury nooxXo0008 K NOCMpPOeHUIO
cucmem, 3auueHHuIx om pedorocrozo 110.

1.1. B uem 3akitoyaeTcsi OMACHOCTh MPOTPAMMHBIX 3aKJIaJ0K?

1.2. MOXHO T BHEIPUTH MPOTPAMMHYIO 3aKJIaJIKy B aJICKBAaTHO 3alIHIICHHYIO KOMITBIOTEPHYIO
cucremy?

1.3. Kakue TUIHYHBIC YSI3BUMOCTH 3aIIUTHI KOMITBFOTEPHBIX CUCTEM BBI 3HAETE?

1.4. Kak ycrpoen mexanu3m DEP?

1.5. B dyem 3axitouaeTcss METOJ MAacCKUPOBKHM MPOrpaMMHOM 3aKkiIaJkd TMOJ MPHUKIaJIHOE
nporpamMMHoe obecrieueHue?

1.6. B yeM cOCTOMT OCHOBHOH HEIOCTaTOK METOJa MACKHPOBKH IMPOTPAMMHOM 3aKJIaJKH ITOJ
NPUKJIAJHOE TporpaMMHOe obecnieueHue?

10



1.7.B ueMm 3akmroyaeTcd METOJ MAaCKUPOBKM IIPOIPaMMHOM 3aKJIaJKd IO CHCTEMHOE
mporpaMmmHoe obecrieueHue?

1.8. KakoBO OCHOBHOE JIOCTOMHCTBO METOJIa MAaCKHPOBKM NPOTPAMMHOM 3aKJIaIKd TOJ
CHCTEMHOE IIPOrpaMMHoe o0OecrieueHue?

Tema 5. IlpotuBoaelictBue BperoHocHomy 110.

1. 3aganus 115 caMoCTOSITEILHOI PadoTHI IO Teme 5.

IIposepra cghopmuposannocmu I[IK-20 6 uyacmu yceoenus 3naHuii npoSPAMMHBIX U
NPOCPAMMHO-ANNApamublie cpeocms, 00eCneuusanwux peanu3ayuio no0Xo0008 K noCmpoeHuio
cucmem, 3auuyeHHvIx om epedornocro2o 110.

1.1. SIBnserca nu 3a1ada BBIABICHHUS KOMIBIOTEPHOIO BUPYCa aIrOPUTMUYECKH pa3pelIMMoil B
obmeM ciyyae?

1.2. Kak npoBepHTb, HET JIM B TEKYLLIEM S/IpE ONEPALMOHHON CUCTEMBI YSI3BUMOCTEH, 10100HBIX
GetAdmin?

1.3. Yem omacHO Hamuuue Ha paOoueM CTOJE [0JIb30BaTeNsl OKOH, OOCIIyKHBAaeMbIX
CUCTEMHBIMU TIpoLiecCaMu?

1.4. B yeM 3aKiIH04at0TCs JOCTOMHCTBA U HEJJOCTATKH CUTHATYPHOI'O CKAHUPOBAHUS?

1.5. KakoBbl JOCTOMHCTBA U HEJAOCTATKU 3BPUCTUUYECKOIO CKAHUPOBAHUS?

1.6. Kakue A0CTOMHCTBA M HEAOCTATKM HMEET KOHTPOJb LEJIOCTHOCTH HPOrpaMMHOIO
oOecnieueHus?

1.7. Kakue 10CTOMHCTBA ¥ HEOCTATKY UMEET KOHTPOJIb LIEJTOCTHOCTH KOHPUTYpalluu CUCTEMbI?
1.8. MoxHo 1 o0ectieynTh F3PPEKTUBHYIO aHTUBUPYCHYIO 3alIUTY OAHUMH JIUIIb IPOTPAMMHO-
annapaTHbIMU CPEACTBaMU?

1.9. Yto oTHOCHTCS K OCHOBHBIM MEPOIPHUATHSAM II0 OPTaHU3AIHOHHOMY COIIPOBOXKICHHIO
AHTUBUPYCHOM 3aIIUTHI?

1.10. O uyeM [OMKHBI OBITh TNPOMHCTPYKTHPOBAHBI TMOJB30BATEIH CETH, OCHAIICHHON
KOMILIEKCHOW CUCTEMON aHTUBUPYCHOMU 3aIlUThI?

1.11. Kak mnpoBepsieTcsi aJ€KBaTHOCTb IOBEACHHUS JIMI, OTBETCTBEHHBIX 3a OOecledYeHHe
AQHTUBUPYCHOM 3aLUTBI CETH, B CIIy4ac YCIEIIHbIX BUPYCHBIX aTak?

1.12. Kak opranu3yeTcst 3a1iTa OT IPOTPaMMHBIX 3aKJIaJI0K paHee HEM3BECTHBIX THITOB?

1.13. Tlouemy npu py4yHOM OOHAPY)KEHUHM MPOrPAMMHBIX 3aKJIaJOK HE CIEAyeT HEeMEUIEHHO
OCTaHaBJIMBaTh OOHAPYKEHHbIE BPEJOHOCHBIE TTPOLIECCHI?

1.14. Kak ompenenuts, Bce U OOHAPYKEHHbIE BPEIOHOCHBIE POTrPaMMbl KOPPEKTHO Y/aJIEHBI
U3 CUCTEMBI?

2. MpakTuyeckoe 3ausaTue Nel2. Opranu3zanusi H30JUPOBAHHON MPOrPaAMMHO
cpeanl u ayauta B Windows u Linux cpeacrBaMu no yMoJl4aHHIO.

Ilposepka cpopmuposannocmu I[IK-20 6 uacmu cnocobHocmu 01 KOHKpemHuou
cucmembvl 0CyWecmensims 00OCHOBAHHDIU 6bl00P NPOSPAMMHBIX U HPOCPAMMHO-ANNAPAMHBIX
cpedcms, 0becneuusauux 8biCOKYI0 3auuUeHHocmy om 6pedorHocHozo 110.

3. IlpakTuueckoe 3ansitne Nel3. Opranusanus M30,JJMPOBAHHON MPOrpPaMMHO¥
cpeabl, ayAuTa U AoBepeHHON 3arpy3ku Windows cpeacTBaMHM OTe4yeCTBEHHBIX CPeICTB
3aIIMTHI.

Ilposepka cpopmuposannocmu I[IK-20 6 wacmu cnocobnocmu 0ns1 KOHKPemHou
cucmembvl OCYWecmeniams 0DOCHOBAHHDIL 6blOOP NPOSPAMMHBIX U NPOSPAMMHO-ANNAPAMHBIX
cpeocms, 00ecnevusanuux 8biCOKYI0 3aueHHocmy om 6pedorHocHo2o 110.

2. Cnucok BONpocoB U (WIN) 3aJaHUil 1Ji51 MPOBEAEHUS MPOMEKYTOUHO
arTrecranmumu.

Choucok BOIIPOCOB K IK3aMEHY.

1. AHanu3 TpOrpaMMHBIX peanu3allid YepHOTo SIuKa. MOHUTOPHHT JOCTYIOB K
oobekTam OC, Be13oBoB API OC, ceTeBoil aKTHBHOCTH.

11



2. CtaTH4ecKuil METOJl aHaJIM3a MPOrPAMMHBIX PeaTH3alui.

3. Jlexommuisiiinst OMHApHBIX (GaiiiaoB B 361K C++.

4. JlnuHaMu4ecKuil METO/ aHaIM3a IPOTPaMMHBIX pean3aliii.

5. AHanu3 NoTOKa JaHHBIX IPU IOMOIIY UHCTPYMEHTAJIN3ALUH.

6. AHau3 MOTOKA YIPABJICHUS IPU TTOMOIIM HHCTPYMEHTATU3aLNH.

7. IIpoTuBOAEHCTBHE AHTUOTIIAJKE IIPU IIOMOLIY HHCTPYMEHTATU3ALHH.

8. Bupryanuzamus. OMymsius 1wiatdopMbl JUIS UCCIeTyeMOi mporpaMmsbl. M3omsmms
UCCIIElyeMOI TPOrpaMMmBl.

9. 3amura mporpaMm OT AU3aCCEMOTUPOBAHUSI.

10. O6dycrupyromue nmpeodpa3zoBaHUs HCXOIHOTO KOJa.

11. O6dycuupyromue  mpeoOpa3oBaHuss ~ moToka  ympaBieHus. — OOdyckanms
OMOJIMOTEYHEIX BBI30BOB, B ToM uncie API OC.

12. O6dycuupyromue npeodpazoBaHus CTPYKTYP JaHHBIX.

13. Ocobennoctu aHanu3a 00 yCIMPOBAHHBIX MPOTPAMM.

14. 3amura nporpaMm oT OTJIAJKH.

15. Vnakomuku. IudpoBanue BbnonaHseMoro koxa. CamopacrakoBbIBAIOIIUECS
apxuBsl. OBepuien. [lomumopdHbIi KOI.

16. Texuuku oOHapyKEHHS OTJIATUHKA.

17. Texuuku oOHapyXeHUs TUIIEPBU30PA.

18. OcHOBBI 3alIUTHI OT CHATHUS JlaMIIa.

19. TexHUKH 3aIIUATHI OT KOITUPOBAHUSI.

20. OcoOeHHOCTH aHaNIK3a MPOrpaMM, 3aIIUIICHHBIX OT OTJIAJIKH.

21. Knaccuduxanus BpegonocHoro 110 o Mozaenu noBeaeHus: HaOII0JaTeNb, TIEPeXBaT
U UCKaKEHHUE.

22. Buner BpenonocHoro I10. Bupycel u wepBu. Tpostackoe I1O. Rootkit, bootkit u
backdoor. BpenoHocHbIe yTUIUTBI: SKCIUIOUTHI, meKo, cinydpdunrooe 110, cmam u ¢uayn
I10, ¢umumnrosoe I10, pexnamuoe I10, nporpammsl-BeiMorarenu, 110 11t pacnpocTpaHeHus
3anpeuieHHoi nnpopmanuu, DoS, T1O ans cozpanus u MoauQUKanuy BUPYCOB.

23. bunapnoe BpenoHocHoe [10O na Windows.

24. bunapnoe BpegoHocHoe 10 na Linux.

25. Bpenonocnoe 1O Ha s3pIKax MpOrpaMMHPOBAHUS C TIPOMEXYTOYHBIM KOJIOM: Java,
C#, Python.

26. Bpenonocnoe IO Ha s3pIkaX KOMaHJHBIX HHTeprperaTopoB: batch, PowerShell,
bash.

27. Bpenonocusie I10 B Makpocax JOKYMEHTOB.

28. BpenonocHoe I1O Ha MOGMIIBHBIX YTpOMCTBaX.

29. Bootkit. Pacnonoxenue B IPL, VBR, MBR, BIOS, UEFI. Secure Boot, Verified
Boot, Measured Boot. Intel BootGuard. ARM Trusted Boot Board.

30. TexHukH pacrpocTpaHeHUsT BUPYCHOTO BpeaoHocHoro [10.

31. Texuuku ckpbiTHs BpegoHocHOro I1O oT oOHapyxeHus.

32. IIpennocbulki K BHEIPEHUIO TMPOTPAMMHBIX 3aKJIAJOK: YSA3BUMOCTH MPOTPAMMHOTO
o0ecrieueHus, yI3BUMOCTH MTOJUTUKH O€30MacHOCTH, YeJIoBeYecKuil (pakTop.

33. Meronasl BHEIpPEeHHS NPOTPAMMHBIX 3aKJIaJOK: MacKMpoBKa ToJ 0Oe300umaHOe
nporpaMMHoe o0ecrieueHue, oJMeHa, MPSMOe U KOCBEHHOE aCCOLIMUPOBAHHE.

34. TIpuHIMIIBI  TIOCTPOCHUST TIOJIUTHKU OE30MacHOCTH, OO0ECIIeYHBAIONIEH BBICOKYIO
3alIUIIEHHOCTh OT MPOrPaMMHBIX 3aKJIaJI0K.

35. MeTonpl BBISBICHHS TPOTPAMMHBIX 3aKJIAQJOK: CHUTHATYpHOE U HOBPHCTHYECKOE
ckannpoBanue. Mactpyment YARA.

36. KoHTpoJIb IEJTOCTHOCTH IPOTPAMMHOTO OOECIICUCHHS, KaK METOJ BBISBICHUS
IPOTPaMMHBIX 3aKJIaJI0K.

37. KoHTpoib TEJIOCTHOCTH KOH(DUTYpaluu 3alIiIIaeMON CHCTEMBI, KaK METOJ
BBISIBJICHHSI TPOTPAMMHBIX 3aKJIa/I0K.
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38. MoHuTOpUHT WH(GOPMAIMOHHBIX TOTOKOB, KaK METOJ BBISBICHUS MPOTPAMMHBIX
3aKJIaJI0K.

39. MeTob! BBISIBIICHHS IPOTPAMMHBIX 3aKJIQJ0K, H30JIMPOBAHHAS MPOTrpaMMHas cpena,
MPOrPaMMHBIE JIOBYIIKH.

40. IlocTpoeHrne W30JIMPOBAaHHOW MPOTPAaMMHON cpefsl ¢ mnomombio  Windows
AppLocker.

41. TITocTpoeHne U30JMPOBAHHOM MPOrpaMMHOI1 cpelibl ¢ momonibio SELinux.

42. TlocTpoeHre H30JUPOBaHHOW mporpamMmHO# cpeapl Ha Windows ¢ momompio 10
DallasLock.

43. 3amuTa nponecca 3arpy3ku OC ¢ momoIpio oredecTBeHHbIX AM/I3.

44. Aynut B8 OC Windows.

45. Aynut B OC Linux.

46. MeporpHsaTUs IO OPTaHU3ALOHHOMY COITPOBOXKICHUIO aHTUBUPYCHOW 3aIUTHI.

3. IlpaBuia BbICTaBJIeHHsI OIIEHKH HA JK3aMeHe

B sk3ameHanMoHHbIe OMJIET BKIIIOYAETCs ABa TEOPETHUECKUX Borpoca. Ha moaroroBky k
OTBETY JlaeTcsl He MeHee lyaca.

Ilo wroram »5K3aMeHa BBICTABISIETCA OJHA M3 OLEHOK: «OTJINYHO», «XOPOIIO»,
«YAOBJIETBOPUTEIBHO» UJITU «HEYIOBIETBOPUTEIHHOY.

Onenka «OTIUYHO» BBICTABISETCA CTYIEHTY, KOTOPBIM JIEMOHCTpUpPYET TIIyOoKoe
MOHMMaHHUE TEOPETHUYECKOW YacTH TUCIMIUIMHBIL, ITOJIHBIC 3HAHUS 00 MHCTPYMEHTaX U TEXHHUKAX
UX MPUMEHEHUS IS PELEHUS IPUKIIAJHBIX 3a[a4 3aIlUThl IPOrpaMM U JaHHBIX. OCyIIeCTBIIsAET
MEXINpeAMETHbIE CBs3u. JlaeT pa3BepHyThle, IOJHBIE U YETKHE OTBEThl HA BOIPOCHI
9K3aMEHAIlMOHHOTO Oujera W  JONOJHUTENbHbIE BONPOCHI, COOJIOJAET  JIOTMYECKYIO
IIOCJIEI0BATENIBHOCTh IIPU M3JIOKEHMM MaTepuayia. ['paMOTHO HCIONB3YET TEPMHHOJIOTUIO
JUCLUIUINHBI.

Onenka «XOpoI10» BBICTABISIETCA CTYJIEHTY, OTBET KOTOPOrO Ha 3K3aMEHE B IIEJIOM
COOTBETCTBYIOT YKa3aHHBIM BBIIIE€ KPUTEPHUSAM, HO OTIMYAETCS MEHbIIEH OOCTOATENBbHOCTHIO,
1yOMHOM, 00OCHOBAHHOCTBIO U TMOJHOTOM. B 0TBeTe MMEIOT MECTO OTJEeNbHbIE HETOYHOCTU
(HecyllecTBEHHbIe  OMIMOKM), KOTOpble  HUCHPABIAIOTCS  CaMUM  CTYJAEHTOM  IOcie
JOTIONTHUTEIBHBIX U (MJIM) YTOUYHSIOLUIMX BOIPOCOB dK3ameHaropa. OreHka «XopoIlo» MOKET
OBbITH BBICTaBJIEHA CTYICHTY, UMEIOLEMY ITPOOEIbl B 3HAHUAX 00 MHCTPYMEHTaX M TEXHUKaX MX
NPUMEHEHHUS JUIsl pelIeHMs MPUKIIAIHBIX 3aa4 3allUThl IPOrpaMM U JIaHHBIX, HO 00JIaJjatoIeMy
II1yOOKUM T€OPETUYECKHM MOHUMAaHUEM YCTPOICTBa COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM.

OneHka «YIOBJIETBOPUTEIBLHO» BBICTABIAETCS CTYIEHTY, KOTOPBIM J1€MOHCTPUPYET
MIOBEPXHOCTHOE NTOHMMAHUE TEOPHH, JAET HEAOCTATOYHO IOJIHBIE U MOCJIEI0BATEIBHBIE OTBETHI
Ha BONpPOCHl 3K3aMEHAIMOHHOIO Oujiera M JAONOJHUTENIbHbIE BONPOCH, HO IMPH 3ITOM
JEMOHCTPUPYET YMEHHUE BBIJECINUTD CYIIECTBEHHBIE U HECYILIECTBEHHBIEC NIPU3HAKU U YCTAHOBUTH
NPUYMHHO-CJIEICTBEHHbIE CBsi3U. CTyNEeHT 3HAeT W MPaBWJIbHO MHPUMEHSET TEPMHUHOJIOTHUIO
JUCLUIUIMHBIL, HO JIONyCKaeT OIIMOKM B OMpPEICIEHUH M PACKPhITUH HEKOTOPBIX OCHOBHBIX
noustuid. [lpu aprymeHranuu OTBeTa CTYJEHT HE OOOCHOBBIBAET CBOM CykJIeHus. Ha wactb
JIOTIOJTHUTEIBHBIX BOMNPOCOB CTYACHT 3aTPYAHSIETCS JaTh OTBET WM JAE€T HEBEPHBIE OTBETHI.
HmeeTt cymiecTBeHHbIE MPOOENBI B 3HAHUSIX 00 MHCTPYMEHTAX W TEXHUKAX UX MPUMEHEHUS IS
pelIeHns NPUKJIAJHBIX 334a4 3alIUThl IPOrPaMM U JaHHBIX.

Onenka «HeynoBneTBOPUTENBHO» BBICTABISIETCA CTYIEHTY, KOTOPBIM JIEMOHCTPUPYET
pa3po3HEHHbIe, OeCCUCTEMHbIE 3HaHMA; OECHOPSAI0YHO W HEYBEpEeHHO H3iaraetT marepuan. He
YMEET BBIJENATH ITIABHOE U BTOPOCTETIEHHOE, HE YMEET COEAUHATh TEOPETUUECKUE MTOJIOKEHHUS C
IIPAKTUKOM, HE YCTAHABIIMBAET MEXIPEIMETHBIE CBA3M. Jla€T HEMOJHBIE OTBETHI, JIOTMKA U
MOCJIEI0BATEIbHOCTh HW3JIOKEHUS KOTOPBIX HKMEIOT CYIIECTBEHHbIE M MPUHLUINHAIbHBIE
HapylIeHHs, B OTBETAX OTCYTCTBYIOT BBIBOJBI. J[ONOJHUTENIBHBIE W YTOYHSIOLINE BOIPOCHI
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JK3aMEeHATOpa HE MPUBOAAT K KOPPEKUMU OTBETOB CTyleHTa. Ha OCHOBHyH 4acTh
JIOTIOJITHUTENIBHBIX BOMPOCOB CTYAEHT 3aTPYAHSAETCA JaTh OTBET WM JAET HEBEPHBIC OTBETHI.
BricTaBisieTcs CTyIeHTY, HE TIOKa3bIBAIOIIEMY 3HAHUH 00 MHCTPYMEHTAPHUH TUCITUTUIAHEI.

Ouenka «HeynoBIeTBOPUTENBHO» BBICTABIACTCS TaKXE€ CTYIEHTY, KOTOPBIM B3I
AK3aMEHAIMOHHBIM OUJIET, HO OTBEYATh OTKA3aJICs.
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IIpunoxkenne Ne 2 k paGoueii nporpamme
AUCUMILIAHBI «3alMTA IPOrPaMM H JaHHBIX)

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOW (popmoOl H3IIOKEHUS Y4eOHOTO MaTepuaga MO JUCHUIUIMHE <«3amuTa
IPOTrpaMM U JaHHBIX» ABJISIOTCS JEKLHHU. ITO CBA3aHO C TEM, YTO B OCHOBE JJaHHAs JUCLUIUIMHA
HaxXOoJUTCA Ha CTBIKC MCIKAY AUCHUITIIMHAMU «TexHnueckas 3amura I/IHCI)OpMaI_[I/II/I», «3aumTa B
OINEPALMOHHBIX CUCTEMax», «OCHOBBI IOCTPOEHMS 3aILMUIIEHHBIX KOMIBIOTEPHBIX CeTeW» M
«OCHOBBI MOCTPOCHUS 3alIUIICHHBIX 0a3 JaHHBIX». I[JISI YCIICHIHOTO OCBOCHUSA AHUCHUITIIMHBI
B)XHO yINIyOJIEHHOE U3y4eHHE HEKOTOPBIX Pa3/JesioB YKAa3aHHBIX JUCLHUIUIMH, KaK B ayJIUTOPHH,
TaK 1 CaMOCTOATCJIIbHO, B KAYCCTBC BbIIIOJIHACMBIX B JOMAIIIHUX YCIIOBHUAX SaﬂaHHﬁ.

OcHOBHas 11eJIb CaMOCTOSTENIBHBIX Pa0OT — IOMOYb YCBOMTH TEOPETHUECKUE OCHOBBI U
MPAKTUYCCKUC MCTOAbI 3alIMTBHI NPOIrpaMM M AAaHHBIX OT HM3Y4YCHHA, HCCAHKIUOHHWPOBAHHOI'O
UCIIOJIb30BaHUs, OT HAPYILIEHHs UX LEIOCTHOCTU U JOCTYIMHOCTH. J[j1st 3T0Oro He06X0MMO 3HaTh
U IIOHUMAThb HGKHHOHHBIﬁ Marcpurall. HOBTOMy, B IpoHecce MH3YUCHUA JUCHUITINHBI,
pPEKOMEH/yeTCsl perysiipHOe MOBTOPEHHE IPOMJICHHOIo JEKIMOHHOIO MaTepuaia. Marepua,
3aKOHCIICKTHPOBAHHBIA HA JICKIUSAX, MPEJACTABICHHBIA B MpeyiaracMoi y4eOHOH JiTeparype,
HEo0X01MMO JIoMa elle pa3 npopadaThiBaTh U, IPU HEOOXOAMMOCTH, JONOIHATh HH(OpMaIuei,
HOHy‘lGHHOﬁ Ha KOHCYJIbTallUAX, MPAKTUYCCKUX 3aHATUAX W H3 PCKOMCHIOBAHHBLIX PECYPCOB
cetu HTEpHET.

Jlisi IpOBEPKM M KOHTPOJSI YCBOEHHSI TEOPETUYECKOTO MaTepuana, MPHOOpPeTeHHBIX
IPAaKTUYECKUX HABBIKOB MCIIOJIb30BaHMsl y4eOHOW JIMTepaTypbl, B TeYeHHE OOy4eHUs
MPOBOJATCS. MEPOTIIPUSTHS TEKYIEH aTTECTAIllMU B BUAEC CAMOCTOSITEIBHBIX padOT (B JOMAIIHUX
ycIoBUAX). BapraHTel 3a1aHMi BBIIAIOTCS ydallUMCsl Ha MOCJIEIHEM Yace JIEKIIMOHHbBIX 3aHATHIH
o MNEpBbBIM IIATH TCEMaM. OHGHKa n O6CY)KII6HI/IG BBIITIOJIHCHHBIX CTYACHTAMU SaIlaHI/Iﬁ I10
CaMOCTOSTENIbHOW paboTe MPOU3BOAUTCS HA MPAKTUYECKUX 3aHATHAX U YUUTBIBAETCS, HA Py C
pe3yapTaTaMy PAaKTUYECKUX 3aHATUM, IIPU OLICHKE TEKYLIEH yCIIeBaeMOCTU. TakKe MPOBOAATCS
KOHCYJIbTallMM (IpU HEOOXOAMMOCTH) MO pPa30opy 3alaHuil I cCaMOCTOSTENbHOH paboTHI,
KOTOPBIC BbI3BAJIM 3aTPYAHCHU.

B kxoHune cemectpa H3y4yeHMs IUCLUIUIMHBI CTYIEHTBI CHAIOT 3K3aMEH. OK3aMEH
MNPUHHUMACTCA IO 3K3aMCHAIIMOHHBIM 6I/IJ'I€TaM, Ka)KJII)II\/'I M3 KOTOPBIX BKIIIOYACT B ceOst JABa
TeopeTu4ecKkux Bonpoca. [IpenycmorpeHna rpynnoBasi KOHCYJIbTaLUS.

[IpoGnembl 3amuTBl MNpOrpaMM M JAHHBIX OCJOXKHAIOTCS HAJIWYUeM «0aroB» u
«OKCIUIONTOBY», 3aJI0KEHHBIX 3apyOekKHBIMH MPOM3BOJUTENSIMH  allapaTHO-NPOrPaMMHBIX
pelIeHUi B COOTBETCTBMM CO CBOMM 3aKOHOJATEIbCTBOM I10 HAI[MOHAJIbHOW O€30MacHOCTH.
[TosTOMy, sIBIsSIETCS COBEPLICHHO HEOOXOJMMBIM IOCEUICHHE CTYAEHTaMHM BCEX ayJUTOPHBIX
SaHSITHi/JI, ra€ UM pa3bACHACTCA LOCJIIb W CYThb HCIIOJHOIoO MpPEACTABIICHUA I/IH(i)OpMaIH/II/I
POCCHIMCKMM TMOTpeOUTENIM O 3amafHbIX MH(OPMAIIMOHHBIX TEXHOJOTHMSIX U, KOHKPETHO, O
METOJIaX 3allUThl IPOrpaMM U JaHHBIX. B pe3ynbrare Gpopmupyercst naTpuoTudeckas mo3uius,
HEMPUMHUPUMOCTh K JIFOOBIM aclieKTaM MHOCTPAHHOT'O MPOHUKHOBEHHUS K 3amuinaemoii B Poccun
uH(pOpMallK U YIPaBICHHUs] POCCUHCKUMU HH(POPMAIIMOHHBIMH CHUCTEMaMH, HENPHEMIIEMOCTb
UJE0JI0TUHU TEPPOPU3MA, SKCTPEMU3MA.

Jly1s camocTosITeNbHOM paboThl CTYAEHTaM, KpOMe YIiIyOJIEHHOTO OCBOCHHS OCHOBHOM U
JOTIONIHUTEIIbHON JIUTEPAaTypbl MPU IMOJATOTOBKE K JIEKIIMOHHBIM M IPAKTUYECKUM 3aHATHUSAM,
BBITIOJTHEHHUH 33/IaHUH VTSI CAMOCTOSITEIFHON Pa0dO0ThI, PEKOMEHIYETCSI OTCIICKUBATH PETYISIPHO
OOHOBIISIEMBIE ~ MaTepHalibl TOCYAAPCTBEHHBIX CTaHmaproB Poccun 1o ympaBiieHUIO
0e30MacHOCTH Ha oQUIHaTEHOM caiite Poccrannapra Poccun
(http://www.standard.gost.ru/wps/portal, = mara  oOpamenus  19.01.2022) B  pa3zmene
«YBenomiieHus 00 yTBEpkKACHUN HAI[MOHAIbHBIX CTAaHIAPTOB.
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