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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

lenpto  ocBoeHuss  mucturuiiHbl  «Kpunrorpadgudeckue  MPOTOKONBD»  SIBISIETCS
proOpeTeHrue OOYYAIONUMUCST TCOPETHUYCCKHX W IMPAKTHYCCKMX HABBIKOB aHAIM3a M CHHTE3a
KpunTorpaguueckux mpoTokosioB. JuciumimHa odecrneunBacT NpUOOPETEHNE 3HAHUN I YMEHHH B
00JaCTH  UCIOJB30BaHUSA  KPHUNTOrpadUYeCKUX MPOTOKOJIOB JUIS  3alllMThl  MH(pOpMAIHH,
CIIOCOOCTBYET OCBOCHHMIO MPHUHIIMIIOB KOPPEKTHOTO MPUMEHEHHUS COBPEMEHHBIX TEXHOJOTHI
3alUThl KHPOPMAITUH.
3amaun JUCLUILIMHEL:
— W3yYeHHE OCHOBHBIX CBOKMCTB, XapaKTEPH3YIOIIUX 3allMIIEHHOCTh KPUITOTrpaduIecKuX
IIPOTOKOJIOB, 1 OCHOBHBIX MEXaHU3MOB, IIPUMEHSIEMBIX JJII 00CCIICYECHUS BBITIOJTHEHHS TOTO
WJIM HHOTO CBOMCTBA OE30MaCHOCTH IMPOTOKOJIA;
— TpUOOpETEHHE HABBIKOB aHAIN3a 0€30MaCHOCTH KPUNTOTPAUISCKIX TPOTOKOJIOB;
— TpuOOpeTeHWe TPAKTHUYECKUX HABBIKOB pa0OTBI C MaTEeMATHYECKHM  aImmapaToM,
MIPUMEHSIEMBIM JIJIsl TOCTPOCHUS U aHAIIM3a KPUNITOTPaQUIeCKUX MPOTOKOJIOB.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOI MPOrpaMMbl

JucuuiuinHa  «Kpunrorpaguueckue MPOTOKOJBI»  OTHOCUTCS K 0a30BOM  yacTu
00pa30BaTesIbHOI NPOrpamMMbl.

Jlnis ocBOEHMsI AaHHOW TUCHMILIMHOM oOydaromuecst JOJDKHBI BIaJeTh MaTeMaTHYECKUM
anmapaToM aiareOpbl, TEOPUU YUCENl, TCOPHH BEPOSTHOCTEH M MAaTEeMAaTHYECKON CTATUCTHKH, 3HATh
OCHOBHBIC aNre0pandyeckue CTPYKTYpbl (KOJIbLIA BBIYETOB, IPYHNBbl TOYEK HA AIIIMITHYECKUX
KPHUBBIX, KOJIbL][A MHOTOYICHOB) M WX CBOWCTBA, 3HaThb W YMETh OCYIIECTBIATH MPOTPAMMHYIO
peanu3alMio aIrOpUTMOB IPOBEPKH YHMCEN Ha MPOCTOTY M (aKTOpH3alMM YHCel, IeHepaluu
OOJIBIINX MPOCTHIX YUCEI, IMETh MPEICTABICHUE O KpUNTOrpahUIeCKUX CTaHIapTaX.

JUis ycHnemHoro ocBOeHUs! JAUCHMILIMHBL «Kpunrorpaguueckue mpoTOKONbD € JTOJIAKHbI
NPEIIECTBOBATH CICIYIOIINE TUCIUILIHHBL:

«Anrebdpay;

«Teopust unceny;

«Teopust BEpOATHOCTEH U MaTeMaTHUYeCKasi CTaTUCTUKAY;

«MeToapl B Cpe/IcTBa KPUNTOTpapHUECKON 3alUTHI HHPOPMAIIUN»,

«TeopeTnKo-uuCIIOBbIE METO/IbI B KPUIITOTpapumn»;

«MeToapl MPOrpaMMHUPOBAHHSY.

ITonyuyennsie B kypce «Kpunrorpaduyeckue MTpOTOKONbD 3HAHUS HEOOXOTUMBI IS
U3ydeHusl JUCHHIUTMH «MaTeMaTHuecKue MEeTOJbl 3alluThl OAaHKOBCKOW WH(pOpManum» W
«MH(popmaroHHast 6€30MaCHOCTh 3JIEKTPOHHOTO OM3HECay, «3aliuTa MPOrpaMM U JAHHBIX.

3. [llianupyemble pe3yabTaTbl 00y4eHHs MO AUCHHUIJIHHE, COOTHECEHHbIE ¢ MIAHHUPYEMBIMH
pe3yJibTaTaMH OCBOCHHMS 00pPa30BaTeJIbHOI MPOrpaMMBbI

IIporecc u3ydeHus MUCIMILIMHBI HANPaBJiIeH Ha (JOPMHUPOBAHUE CIEIYIONIMX KOMIETSHIUH
B cooTBeTcTBUU ¢ ®T'OC BO, OOII BO 1 npuoOpetenust cieayoumx 3HaH|i, yMEHUH, HABBIKOB U
(unu) ombITa AESITENEHOCTHU:

dopmupyemasi KOMIETEHIHS Mepeuenn
(ko n popMyIMpPOBKA) IUIAHMPYEMBIX pPe3yJIbTATOB 00y4eHus
IIpodeccnonHanbHble KOMIIETEHINH
IIK-5 3Haer:
O6magaet cnocoOHOCTHIO - OCHOBHBI€ aTaK Ha KpunTorpaduyeckue MpOTOKOIBI U METObI




y4acTBOBaTh B pa3pabOTKe U
KOH(UTYpHPOBAHUH POTPaMMHO-
amnmapaTHBIX CPEJCTB 3alIUThI
UHQOPMaIUH, BKIIOYAs
3aIIMIIECHHBIE OTIEPALIIOHHBIC
CHCTEMBI, CUCTEMBI YIIPABICHHS
0a3aMu JaHHBIX, KOMIIBIOTEPHEIC
CETH, CUCTEMbI aHTHBUPYCHOM
3aIINTHI, CPE/ICTBA
KpUNTOrpaduuecKoi 3aInuThl
UHpOpMaIH

NPOTUBOICHCTBUS UM

- OCHOBHBIE CXEMBbI II(POBOI MOIIHCH;

- IPOTOKOJIBI HCHTH(DUKAIINY;

- IPOTOKOJIBI TIEpeIaud M pacipeeICHUs KITIOYEH.

- METOJMKY OLIEHKH 0€30ITaCHOCTH KPUNTOrpahuIeCcKUX alIrOpUTMOB,
B TOM YHCJIC UX HOJHOTHI, KOPPEKTHOCTH U HYJIEBOTO Pa3TJIalIeHUs.

- c1oco0bl 3(pPeKTUBHON peanu3anuy KpUnTorpapuyeckux
HPOTOKOJIOB, B TOM YHCJIE IPUMEHSEMBIX JUIS UX Pean3aliu
anredpanvdeckux CTPYKTYP.

Ymeer:

- BEIOUPATh U IPU HEOOXOIUMOCTH PEaTH30BbIBATh
KpHNTOrpaduuecKre MPOTOKOIIBI IPH PEHICHUH THIIOBBIX 33/1a4.

- peaTM30BBIBATh OCHOBHBIE KPHUIITOTPA(hUUECKHE TPOTOKOIEI.

- IPOBOJIUTH CPABHUTEIBHBIIN aHAIM3 KPUIITOTPahUUSCKUX
IPOTOKOJIOB, PEIIAIONINX CXOIHBIE 3a/1a9H 10 YPOBHIO 0€30MIaCHOCTH
Y BBEIYHMCIIUTEIHHON CIIO)KHOCTH.

BaaneTh HaBbLIKAMM:

- BBIOOpa U pa3pabOTKU KpUNTOrpapruecKiX MPOTOKOJIOB MPH
pELIeHNH THIOBBIX 33/1a4.

4. O0bem, CTPYKTYpa U cofepKaHHue TUCHUIIINHBI

OO01mas TpyI0eMKOCTh TUCIUTUIHHBI COCTaBIsIeT 3 3a4eTHRIX equHull, 108 akaa. gacos.

Ne Tembl (pa3aebl) Buap! yueOHBIX 3aHATHIA, DopMbI TEKYLLIETO
n/n JTUCIHUTLINHBI, BKJIIOYASL CAMOCTOSITEILHYIO KOHTPOJIsI
HX co/iep:KaHne PaboTy CTY/A€HTOB, ycmeBaeMocTH
U UX TPYI0€MKOCTh
(B akageMHYeCKHUX 4acax) ®Dopma
o KonrTakTHas padora IPOMEKYTOTHOU
5 aTTecTanuu
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1 |BBoxgHas jekuus 9
2 |CgoiicTBa 6€30MacHOCTH 9 1
3 |OcHOBHBIC aTaKu Ha 9 2
KpHunrorpaduiecKue
MTPOTOKOJIBI
4  |Kpunrorpadudeckue xer- 9 2 2 1 2 3anaHus ns
byHKIUH CaMOCTOSITETTHHON
paboTHI
5 |Konmwr ayrenTHMKAIIIN 9 2 2 Saganus mis
CaMOCTOSITEJIbHOMN
paboThI
6 |Cxemsl nudpoBeIX oamucei | 9 4 2 1 2 3aganus ans
CaMOCTOSITEIIbHOM
paboThI.
KonTponpHas pabora
7 |IIpoTokoJibl 9 2 2




UACHTU(UKAIINH-
ayTCHTH(UKAIINH,
MCTIONB3YIOIINE TApONIH

8 |[IpoTokoiisl 9 2 2
HICHTU(DUKALIIH-
ayTeHTHU(UKAIIH,

HCTIONB3YIOIINE TEXHUKY
«3ampPOC-OTBET»

9 |[Ipotokoiisl 9 4 2 2 SamaHus a1
UICHTH(QHUKALINH, CaMOCTOSITEIIBHOM
UCTIOB3YIOIINAE TEXHUKY paboThI
JIOKa3aTeNIbCTBA 3HAHUS

10 |TIpoTOKOJIBI C HYJIEBBIM 9 4 2 1 2 3ananus s
pasrianieHueM CaMOCTOSITEIbHOM

paboTHI

11 |[IpoTokosbl mepeaayn 9 4 2
KJIFOUEH ¢ UCIIOJIb30BAHUEM
CUMMETPHUYHOI'O
mmdpoBaHus

12 |[IpoTokonsl mepemnadn 9 2
KIIFOUEH ¢ UCIOJIb30BAHUEM
ACUMMCTPUYHOTO
muQpoBaHU

13 |[IpoTOKOIBI OTKPHITOTO 9 2 2 1 2 3amaHus s
pacrpeeneHus KItouen CaMOCTOATENbHOU

paboThI

14 |IIpoTokob 9 4 2 1 1 3amaHus s
NpeIBAPUTEIBHOTO CaMOCTOSITEIIBHOM
pacrpeneneHus Kiouen paboThI

2 105 | 335 |]pk3amen
HUTOI'O 36 | 18 7 105 465

Conep:xanue pa3ies10B JMCUUILIHHBI:

Tema 1: BBogHas JeKIus.

[Menu wu 3amaunm aucuunianHbel «Kpunrorpaguyeckue npoTokoisl». Ee Mecto M ponb mpu
HOJrOTOBKE CHELHAINCTOB MO KOMIBbIOTEPHON O€30MacHOCTH, CBA3b C JPYTMMHU JUCHUILTUHAMU.
KoMMyHUKaIIMOHHBIM M KpUNTOrpapU4ecKHil MPOTOKOJBI, payHJl MPOTOKOJa, IIar MPOTOKOJIA.
Bugp! kpunrorpadgudyeckux nporokosaoB. CoBpeMeHHOE COCTOSIHUE U NEePCIIEKTUBHBIEC HAlpaBJIEHUS
MCCJIEOBAHMM MO TEMAaTHUKE TUCIMIUIAHBIL.

Tema 2: CBolicTBa 60€30I1aCHOCTH.

CsoiicTBa, XapaKTEPU3YIOLIUE 0€e301acHOCTb IIPOTOKOJIOB: HEIIMPOKOBEIATEIbHAS
ayTeHTU(UKaLUs; ayTeHTU(UKAUS [TPU PACCHUIKE 110 MHOTHM aJpecaM WIN MPH MOAKIIOYEHUH K
cnyx0e TOJNMUCKM; CBOMCTBA COBMECTHOM TEHEpaluu KiIoouda; KOH(QUACHIMAIbHOCTS;
QHOHUMHOCTb, OrpaHMYCHHAas 3alIUIIEHHOCTb OT aTak TUIAa «OTKa3 B OOCITYXKUBaHUWY;
WHBAPUAHTHOCTh OTIIPABUTENS; HEBO3MOXHOCTh OTKa3a OT paHee COBEPIICHHBIX JCHCTBUN;
0e30macHOe BpPEMEHHOE CBOWMCTBO; (POPMHMPOBAHUE CEaHCA; IMOCIEN0BATEIbHOE MPEICTABICHUE;
MMEHOBAHHE KIIFOYEH.

Tema 3: OcHOBHBIC aTAKH HA KPUNITOrpag)u4yecKue MpPOoTOKOJIbI.

OcHoBHbIE aTaky Ha 0€30MacHOCTh MPOTOKOJIOB: MOJMEHA; MOBTOPHOE HABSI3bIBAHHE COOOIICHMS;
OTpakeHHe; 3a/IepKKa Mepeauyn CooOLIeHNs; KOMOMHUPOBAaHHAs aTaka, aTaka ¢ HapayjielbHbIMUA
ceaHcaMM; aTaka C HCIOJIb30BAHMEM CIIeHalIbHO IMOJAOOPAaHHBIX TEKCTOB; aTaka «4eJIOBEK I10
CepeiMHEe»; aTaka C M3BECTHBIM CEAHCOBBIM KIIOYOM; aTaka C HEU3BECTHBHIM OOILIMM KIIOYOM;
IIOJIMEHA OTKPBITOrO KJIH0Ya.



Tema 4: Kpunrorpadpunueckne xem-gyHKuuu.

Omnpenenenne  xem-QyHKIUHA. L[eTOCTHOCTh  JaHHBIX W AyTEHTH(UKANHUS  COOOIICHHIA.
Kpunrorpadpuueckue xeur-gpyHkiun. OAHOIIATOBBIE CKUMArOMKE (QYHKUUU. Xenl-(hyHKIHH,
3amaBaembie KrodoM. CBolicTBa Xen-(hyHKIHH, 3a1aBaeMbIX KitodoM. [loctpoenue xemr-QyHKiui,
3aJaBacMbIX KIIOYOM Ha OCHOBE O€cKIo4eBbIX. lcmoip3oBanue Xeul-(pyHKIUH, 3amaBacMbIX
KJIF0YOM, U CUMMETPUYHOro u(ppoBaHusd. Xem-QyHKIHH, HEe 3aBHcsAlMe oT Kirouda. CBoiicTBa
xenr-(QOyHKIUH, He 3aBUCAIUX OT Kioda. CemelicTBo anroputMoB MD4. Xemi-(hyHKIIMKM Ha OCHOBE
JUCKPETHOI'0 JIorapu(MupoBaHHUsL.

Tema S: Koasl ayreHTH(HKaALUH.

Onpenenenue koaa ayreHTU(uKanuu. BeposatHocTy HaBs3bIBaHUSA. CBSI3b MEXKAY OPTOrOHAJIbHBIMU
MacCHBaMU M KOJaMHU ayTeHTU(UKaMU. XapaKTepUCTUKA ONTUMAIIBbHBIX KOJIOB ayTeHTU()UKAIIUH.
Tema 6: CxeMbl 1M QPOBBIX MOANMUCENH.

Omnpenenenue W CBOWCTBAa cxeM HUGPOBBIX moxanucei. MH)pacTpykTypa OTKPBITHIX KIIOYEH.
[{udpossie noanIMCH Ha OCHOBE CHCTEM IIN(POBAHUS C OTKPHITHIMU KiltouaMu. Lludposas noanuce
Ouara-1llamupa. Hudposas moanuce Dib-I'amans, uudpoBbie TOAMUCH cemelicTBa Dib-1 amaits.
[udposas nommuce DSA. Iludpomas momnuce I[llHoppa. [mudpoBbie moanmucu Ha OCHOBE
CUMMETPHYHBIX cucTeM mmdpoBanus. Cxema nnuppoBoii moanucu Beienyro. L{ndposoii HoTapuar.
Tema 7: IIpoToK0/IbI HIEHTHPUKANUN-AYTEeHTUPUKANNH, HCIIOJIH3YIOLIHE MTAPOJIH.

Bunsr mporokonoB uaeHTHGUKaMH-ayTeHTHGUKanud. DOUKCUpOBAaHHbIE MApoJd. ATaKkd Ha
(buKcUpoBaHHbIE MAapoIM. 3alUTa OT MepexBaTa naposen. YcioxxHeHue nogoopa naposiei. 3amura
0a3pl 1aHHBIX OT KOMIpoMmeTaluuu. JInuHble nAeHTU(UKALIMOHHBIE HOMEpa. 3allluTa OT [IOBTOPHOIO
BocnpousseaeHus. OTHOPa30BbIE TAPOIIH.

Tema 8: IIpoToko/bl HAEHTH(PUKANMN-AYTEHTH(PUKAIUH, UCIIOIb3YIOIIMEe TEXHUKY «3alpoc-
OTBET».

CrnyualiHple TNOCJIEIOBAaTEIIbHOCTH M METKM BPEMEHH. «3alpoc-OTBET» C HCIOJIb30BAHUEM
CUMMETPUYHBIX JITOPUTMOB HIM(POBaHUA. «3aIPOC-OTBET» € HCIOJIb30BAHHUEM aCHUMMETPUYHBIX
IrOpUTMOB MU poBaHus. [IpOTOKOIIBI HACHTU(DUKAIINH, UCTIOIB3YIOMINE TH(PPOBYIO TOIIHCE.
Tema 9: IIpoTokoJibl HIEHTHPUKALMHT, HCIOJIb3YOIIHE TEXHUKY 10KA3aTEeJIbCTBA 3HAHUS.
[Tpotokon wuaentudukanmu Puara-lllamupa. [Iporokon wunentudpukamuum laoppa. IIpoTokon
Oxkawmoro. [Tporokon GQ.

Tema 10: IIpoTokoJibl ¢ HyJIeBbIM pa3riialieHHeM.

[TpoTtokon npuHaanexxHocTH noarpymnmne. [Iporokon npusszku k 6uty. IIpotokon moadpackiBaHus
MoHeThl 1o Tenedpony. Cxema u mporokon ['onbrBaccepa-Mukanu. IIpoTokon mnoanucaHus
KoHTpakTa. CeprudunupoBaHHas nudpoBas nouta. APryMEeHT C HYJIEBBIM pasriallleHHEM.
[TpoToxos 1 pOBOro roJI0COBAHMUS.

Tema 11: IIpoToxoJibl nepenayn KJIYEH ¢ HCIOJIb30BAHMEM CHMMETPHYHOI0 M (POBaHHUSA.
[Tporokon pykomokaTHs JUIs TPOLEAYpPhl yaaleHHOro BbizoBa Remote Procedure Calls (RPC),
«beckmoueBoi» npotokon Ilamupa; nporokon Wide-Mouth Frog; mpotokon Yahalom; mpotokoi
BAN-Yahalom, mporokon Wo00-Lam B3aumHOW ayTeHTH(UKAIIMU W pACTIpEeiCHUsT KIIOUeH;
nportokon NS; nmpotokon Denning-Sacco; nporokon Kerberos; mporokon Otway-Rees. CemeiicTBo
npotokosioB KriptoKnight: Push- u Pull-poroxosst 3PAKDP.

Tema 12: IIpoToko.1bI Nepeayu KJIk04Yeil ¢ MCIOJIb30BaHNEM ACHMMETPHYHOI0 M (POBAHMS.
[Iporokonel 6e3 ucnonb3oBaHus nudpoBoi momanucu: npotokosn NSPK; mporokon Woo-Lam.
Cwmemrannble npotokousiel: mpotokon EKE, mportokonm SPX. IIpoTokonsl ¢ HCIOIB30BaHHEM
uuposoit noanucu. CepTudrKaThl OTKPBITHIX KITFOUEH.

Tema 13: IIpoTOK0JIBI OTKPBITOIO pacnpeneieHust KIK4ei.

Buael mpoTOKOJIOB OTKPBITOTO pacmpeneneHust kitoued u ux cBoictBa. [Iporokon dudpdu —
XemnMana u ero ycuneHus: nporokon DH; cratmueckuii DH, mporokoner MTI. OtkpseiToe
pacripezieieHue KIIoUel C HCIoJib30BaHHWEM camocepTuduuupyeMbix kiatodei. [Ipotokon KEA.
[TpoTtokon «yHuduupoBanHas Mozaensby. [Iporokon MQV. AyreHTuduuupoBaHHbIE TPOTOKOJBI C
npuMeHeHreM u@poBeix noamnucei: npotokona STS; mporokon DHKE. Ayrentudunuponannbie



MIPOTOKOJIBI C IPUMEHEHUEM Xell-(QDYHKIUH, 3aJaBAEMBIX KIIFOUOM: MOJIU(UIIUPOBAHHBIN TPOTOKOI
STS, npoTokon «yHHU(PUITUPOBAHHAS MOJIENb C MOATBEPKICHUEM).

Tema 14: IIpoToKo0JibI IPeIBAPUTEIBHOIO paciipe/e/ieHue KJIYei.

CxeMbl NpeaBapUTENBHOIO paclpeleseHus KIoUeld B CeTH CBS3M U UX cBoicTBa. Cxema bioma.
Cxema KDP. I'pynnoBbie IPOTOKOJIBI: CXEMa pa3JIeleHUsl CEKPETa, Ciaydyail eAMHCTBEHHON IPyIIIbI,
noporoBasi cxema. [IpoTokoJibl yCTaHOBJICHHS KiIrOo4er it kKoHdepeHi-csazu. I[Iporoxkon DH ¢
Tpems ydyacTHUKaMu. [Iporokon bypmecrepa-/lecmenra.

5. O0pa3oBaTe/ibHbIe TEXHOJIOTHM, B TOM 4YHCJ€ TEXHOJOIHHM 3JIEKTPOHHOIO O0y4YeHHSI M
AUCTAHIMOHHBIE 00pa30BaTeIbHbIE TEXHOJOTHH, HCHOJIb3yeMble TPH OCYNIECTBJIEHHHU
00pa3oBaTeIbLHOIO MpoIecca Mo TUCIUNIUHE

B npornecce 06ydeHus UCTIONB3YIOTCS CIeyIolue 00pa30BaTeIbHbIE TEXHOIOTUU:

BBoaHast 1eKuMA — JaeT [IEPBOE LEIOCTHOE NPEACTABICHUE O JUCLUIIIMHE U OPUCHTUPYET
CTYJCHTa B CUCTEME WM3y4€HUS NAaHHOW IUCUUIUIMHBI. CTyIEHTBI 3HAKOMATCA C HAa3HAYECHUEM U
3aJa4aMy Kypca, €ro poJibl0 U MECTOM B CUCTEME YUEOHBIX TUCHHIUIMH U B CUCTEME IOATOTOBKHU B
nenoM. Jlaercst kpaTkuil 0030p Kypca, UCTOpHS Pa3BUTHUsL HAYKU U NMPAKTHKH, JOCTHKEHHS B ITOM
cdepe, UMEHa U3BECTHBIX YUYEHBIX, U3JIaraloTcs MEepCIEKTUBHbIE HalpaBiIeHUs uccienoBanuil. Ha
9TOM JIEKIIMM BBICKA3bIBAIOTCSI METOAMYECKHE U OPraHU3al[IOHHbIE 0COOEHHOCTH padOThl B paMKax
JAHHOW JUCUMIUIMHBI, a TakKe JaeTcsi aHalIu3 pPEKOMEHIYyeMOH y4yeOHO-MEeTOINYECKOU
JIUTEPATYPHI.

AxajeMHyecKasi JeKIHA ¢ JIEeMEHTAMH JIeKIHH-0ecebl — [10CIEI0BAaTEIbHOE  U3JI0-
JKEHUE MaTepuaia, OCYILIECTBISEMOE IMPEUMYIIECTBEHHO B BMJE MOHOJIOra IPENoJaBaTelIs.
DJeMeHTHI JIeKIMU-0ece1bl 00eCcTIeYrBal0T KOHTAKT MPENOAaBaTeNs C ayIMTOPHEN, YTO TTO3BOJISAET
IpUBJIEKaTh BHUMAHHUE CTYJIEHTOB K HauOosiee BaXXHbIM TeMaM JMCLUIUIMHBI, aKTUBHO BOBJIEKATh
UX B y4eOHBIN TIPOIIeCcC, KOHTPOJIMPOBATH TEMIT H3JIOKEHUS YIeOHOrO MaTeprasa B 3aBUCUMOCTH OT
YPOBHS €TI0 BOCIIPUATHS.

IIpakTHYeckoe 3aHATHE — 3aHATUE, IOCBSIICHHOE OCBOCHUIO KOHKPETHBIX YMEHHU U
HAaBBIKOB I10 3aKPEIUICHUIO TIOJYYCHHBIX Ha JICKIUU 3HAHWUMN.

Koncynbranum — Buj ydeOHBIX 3aHATUH, SBIAIOLIUNCA OJHOW U3 (OPM KOHTPOJIS
CaMOCTOSITENIbHOW ~ paboThl  cTyaeHToB. Ha  KoHCymbTamusx 1o mOpoch0e  CTYAECHTOB
paccmaTtpuBaroTcs HauOoJsiee CIIOXKHBIE MOMEHTBHI IPU OCBOCHHMHM MaTepuana IUCLUILIMHBI,
IIPENOaBaTelIb OTBEYACT HAa BOIPOCH CTYACHTOB, KOTOpPbIE BO3HUKAIOT Yy HHUX B IIpoLecce
CaMOCTOSITENIbHOM pabOTHI.

6. IlepeyeHb JIMIEH3MOHHOT0 MW (WJIHM) CBOOOJHO PACHPOCTPAHAEMOI0 TPOrPaAMMHOIO
o0ecrneyeHusi, MCHOJIL3YeMOI0 IPH OCYHIECTBJICHHHM 00pa30BaTEIbHOIO Ipolecca Mo
AUCHUIINHE

B mporiecce ocymiecTBiaeHUsT 00pa30BaTEIBLHOTO MPOIIECCa UCTIONB3YIOTCS:
JJIA (bOpMI/IpOBaHI/ISI MaTepI/IaJ'IOB JJIA TeKymero KOHTpOJ’IS[ yCHeBaeMOCTI/I 158 HpOBeIleHI/ISI
MIPOMEKYTOUYHOM aTTeCTaINy, Uit GOPMHUPOBAHUST METOAMUECKUX MATEPUAIIOB IO TUCITUILINHE:
— nporpammel Microsoft Office;
— m3parenbcekas cucrema LaTex;
— Adobe Acrobat Reader;
MIPH MPOBEICHUHU TIPAKTHUYECKUX 3aHSATHI HCIIONB3YeTCsl IPOrpaMMHOE 0OecTieueHIe
— Microsoft Visual Studio.



7. IlepeyeHb cOBpeMEHHBIX NpodecCHOHANBHBIX 0a3 [JaHHBIX W HH(POPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3yeMBbIX IPH OCYLIECTBJIEHUH 00pPa30BATEJBLHOIO IpoLecca Io
AUCHHILINHE (PU HE00X0AMMOCTH)

B npouiecce ocyiiecTBiaeHUs 00pa30BaTEIBLHOrO MPOLEcca M0 AUCUUIIIIMHE UCIIONIb3YIOTCS:
- ABTOoMatHm3upoBaHHas 6ubmoTedHo-uHpopmanronHas cucreMa «kbYKNU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DieKTpoHHO-0ubaHoTeuHas cuctema «lOpaiiT» https://urait.ru

- DnexTpoHHO-0nbaoTeuHas cuctema «Koncynbrant CTynaeHTay
https://www.studentlibrary.ru/

- DeKTpoHHO-0MOIMoTeuHas cuctema «Jlanby http://e.lanbook.com/

8. IlepeyeHb  OCHOBHOW W  JONOJIHUTEJBLHOW  y4yeOHOHl  JHMTepaTypbl, pecypcoB
HHG(pOPMANIMOHHO-TEJIEKOMMYHUKAUMOHHOH ceTn «UHTepHeT» (IpHM HEOOXOAUMOCTH),
PeKOMeHIyeMbIX /IJIs 0CBOEHUSI I CHMIIJIMHbI

a) OCHOBHAasl JIMTepaTrypa
1. C. B. 3aneunuxos, O. B. Kazapun, A. A. Tapacos Kpunrtorpadguueckue METObl 3aLIUTHI
nHpopmanuu: yueOHHK a7 By30B. — Mocksa: U3narensctBo FOpaiit, 2022.
https://urait.ru/viewer/kriptograficheskie-metody-zaschity-informacii-489487
2. Jlocs, A. b. Kpunrorpapuyeckue MeTOAbl 3alIUTHI WHGOPMAIUU I HU3yYAIOIINX
KOMITBIOTEPHYIO Oe30macHOCTh : yueOHuk aist By30B / A. b. Jloce, A. 0. Hecrepenko, M.
H. PoxkoB. — 2-¢ u3x., ucnp. — Mocksa : M3parensctBo Opaiit, 2023. — 473 ¢. —
(Boicmiee oOpazoBanme). — ISBN 978-5-534-12474-3. — Tekct : AIEKTpOHHBIH //
OopasoBarenbHas iatpopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/511138

0) 10MOJIHUTE/IbHAS JIUTepaTypa
1. Yepemymkun A.B. Kpunrorpadpuueckue mnporokonsl. OCHOBHbIE CBOWCTBA U
ySI3BUMOCTH: yueOHoe nocodue aiis By30B. - M.: Akanemus, 2009.
2. . dypues, O. B. 3erkuna Metoapl KOMOMHATOPHON TeopHM TpyHI B COBPEMEHHOMN
kpuntorpadguu:  yued. - wMeron. mocobue. -  SpocmaBnb:  Apl'Y,  2017.
http://www.lib.uniyar.ac.ru/edocs/iuni/20170207.pdf
3. bacanosa, I'. B. OcHoBsl kpunirorpaduu  / bacanosa I'. B. - Mocksa : HanmoHansHBIN
Otkpeiteiit Yausepcurer "MHTYUT", 2016. - Tekcr : anextponHslit // ObC "KoHcynbTanT
cryaenta" : [caiit]. - URL : https://www.studentlibrary.ru/book/intuit_184.html
4. 3aneuynukoB C.B. Kpunrorpadguueckue npoTokoibl U UX NpUMEHEHHE B (PMHAHCOBON U
KOMMEpPUECKOH N1eATeNbHOCTH: yuel. nmocodue it By30B — M.: I'opsuas nunus-Tenexom,
2007.
5. Kocomnamnos, 0. B. Kpunrorpadudeckue mpoTOKOIbl HA OCHOBE JIMHEWHBIX KOJOB
yuebHoe nocobue / FO. B. Kocomanos. - PoctoB H//] : FODY, 2020. - 98 c. - ISBN 978-5-
9275-3316-9. - Tekcr : anmekrponnbiii / OBC "Koncynbrant crymenta” : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785927533169.html
6. M. M. I'myxoB, . A. Kpyrnos, A. b. Iluukyp, A. B. Uepemymkun. Benenue B
TEOPETUKO-YUCIIOBbIE METOJbl Kpuntorpaduu: yueOHoe mocobue — Cankr-IlerepOypr:
Jlans, 2022. https://reader.lanbook.com/book/210746

B) pecypchl cetu «MHTEepHEeT» (MPH HEOOXOAUMOCTH)
1. Obmepoccuiickuit MaTeMatuueckuit moptan (http://www.mathnet.ru/).

9. MaTepuaibHO-TeXHHYecKasi 0a3a, HeoOXoAUMAas JJs OCYIIeCTBJIEHUsSI 00Pa30BaTEJILHOIO
npouecca no AUCHUILINHE


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://urait.ru/
https://www.studentlibrary.ru/
http://e.lanbook.com/
https://urait.ru/viewer/kriptograficheskie-metody-zaschity-informacii-489487
https://urait.ru/bcode/511138
http://www.lib.uniyar.ac.ru/edocs/iuni/20170207.pdf
https://www.studentlibrary.ru/book/intuit_184.html
https://www.studentlibrary.ru/book/ISBN9785927533169.html
https://reader.lanbook.com/book/210746

MarepuanbHO-TeXHHUECKass 0a3a, HEoOXoquMas Ui OCYLIECTBICHHS O0pa30BaTEIbHOIO
mpolecca 1o AUCUUIUIMHE BKIIIOYAeT B CBOU COCTaB ClielUalbHbIE TOMEUICHHUS:

— y4eOHbIC ayTUTOPUHU JJISl IPOBEICHHS 3aHATUH JIEKITUOHHOTO THIIA;

— ydeOHbIEe ayAUTOPUHU ISl POBEACHUSI MPAKTUYECKUX 3aHATHM, OCHAILIEHHbIE CPEACTBAMHU

BBIUHCIUTENIHON TEXHUKH, C YCTAHOBJIEHHBIM HpPOrpaMMHBIM oOecnedyeHueM Microsoft

Visual Studio;

— ydeOHbIE ayIUTOPUU AJI IPOBEJACHUS TPYIIIOBBIX U UHIUBUIYATbHBIX KOHCYJIbTAIIUH,

— ydeOHBIE ayAUTOPUU JUIS TMPOBEJIEHUS TEKYIIEr0o KOHTPOJS U MPOMEKYTOUHOM

aTTecTaluu;

— TIOMEIICHUS JJISi CAMOCTOSITEIbHON pabOThI;

— TIOMEIICHUS JUI XpaHEHHs U MPOPHIAKTHUYECKOT0 00CTyKUBAaHUS TEXHHUECKUX CPEJICTB

o0OydeHusl.

[Tomemienust uis caMOCTOATEIbHOW pPabOThl OOYYAIOIIMXCS OCHAIICHBl KOMIBIOTEPHON
TEXHUKOH C BO3MOYKHOCTBIO TOAKIIOUEHHs K ceTu «VHTepHeT» M oOecreueHueM JIocTyma K
3JICKTPOHHOM MH(OPMAIIMOHHO-00pa3oBaTeabHO cpene SApl'Y.

ABTOp(BI):

Houent xadhenpet KbHMMOMU, xaua. ¢us.-mar. HaAyK . M. Mypun



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«Kpunrorpadpuyeckune npoToxkoJbh

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U NIPOMEKYTOYHOM aTTeCTAIMHN CTYAE€HTOB
N0 JUCIHUILIHHE

1. TunosBbie KOHTPOJIbHBIC 3a/I1aHUA U UHBIC MaTCPHAJIbI,
HCIIOJBb3YEMbIE B IIPOLIECCE TEKYIIET0 KOHTPOJIA YCIIEBACEMOCTH

3aganus 11 caMocTosiTeIbHOI padoTs! (ITK-5)

3aganus no teme Ne 4 «Kpunrorpaguyeckue xem-(QpyHKIHN»
1. Iycte mnpum ciyuyaiiHoM BbiOOpe X € X 3HaueHue ¢yHkuuu h:X —Y, |Y| =M, UMeeT

paBHOMEepHOE pacnpezaeneHue. [lokaxure, yTo pu F > 2:
1) BepoOSITHOCTH I-KpPaTHOTO COBHAJACHHS 3HAYCHUH GYHKIHH h mpu MmomapHO pas3IMyYHBIX
3HAYCHHUAX apryMEHTa paBHa
.. 1
P(h(x))=...=h(x.)|x #Xx;1<i< j<r)=

mr—l !

2) cpenHee YMCIIO F-KpaTHBIX COBHAEHUN 3HaueHMit QyHKuuKU h B BEIGOpKE C BO3BpalleHUEM
oovema N, =c(m"™)¥",c>1 pasHo
N} 1 ¢

r ~
r-1

r)m r

2. Iycts pu ciyuaitHoM BeIGope X 3uauenue h(x) pynxmun h:{0,1}" — {0,1}" (3<n< N) umeer

n+l

2

paBHOMepHOe pacrpeaeneHue. [Tokaxure, 9To B BBIOOPKE X1, X2, ..., Xk 00beMOM K = 2{ w npu

HE3aBUCHMBIX UCIIBITAHUSIX BEPOSTHOCTH P CYIIECTBOBAHUS KOJUTH3UH OyAeT He OoJbIe V5.
3. Ilycth mpu ciyvaitHoM BeiOope X 3HaueHue h(X) pyrkuuu h: {0, 1}N - {0, 1}" (3<n<N) umeer

)
paBHOMepHOe pacnpeneneHue. [lokakuTe, 4To B BBIOOPKE X1, X2, ..., Xk o0bemom K =22
(1<t<n) npu HE3aBUCHMBIX HCIBITAHUSIX BEPOSTHOCTH [ CYIIECTBOBAHUS KOJUIU3UH OYIeT HE

Gonbire 1/2' .

3aganus nmo teme Ne 5 «Koabl ayrenTnpukxanmnm»

1. Tlokaxwute, 4to Habopel m3 N> Tpoek (i, j, L(i, j)), 1<i, j <N, moctpoenHsle mo Tabmuie
JATHHCKOTO KBajpata L mopsaka N, 3a1ai0T opToroHaibHelii Maccus OA(N, 3, 1).

2. 1Ba natuHCKUX KBamgpata L1 u Lo Ha3biBaroT oproroHansHbiME, eciik Bee mapsl (Li(i, ), La(i, J))
npu pasnmnuabix 1<1, | < npasnmuunsie. [TokaxuTe, 9To M0 HAOOPY U3 M MOMAPHO OPTOTOHATBHBIX
JIATUHCKHUX KBAJPATOB MOPSIKA N MOXKHO MMOCTPOUTH OPTOrOHABHBIH MaccuB OA(N, m + 2, 1).

3. Tlokaxute, 4YTO KaxAbld OpTOroHaNbHbIH MaccuB OA(N, N, 1) MOXHO MOMOTHUTH MO
OA(n, n+1, 1).

4. TlokaxuTe, Kak MOCTPOUTH opToroHanbHbiii MaccuB OA(pP™, p™+1, 1) Ha ocHoBe mojst u3z p™
DIIEMEHTOB.

3aganus no reme Ne 6 «Cxembl HM(POBBIX NOANHUCEID)
1. ABropctBO B cxeme uu¢ppoBoil moamucu RSA. Ammca u boO mpereHayloT Ha aBTOPCTBO
noAnucaHHoro coodmenuss <M, 7>. M3BecTHO, 4TO OTKpBIThIE KiIt0uM Anmcel U boba mmeror



cnenyromue 3HadeHust Na = 55, ea = 3, ng = 44, eg =9, a 3Hauenue xem-Ppyakuuu or M paBuo 13.
OmnpenenuTe HACTOSIIETO aBTOPA.

2. ABtopcTBO B cxeme nuppoBoit noanmucu Dinb-I'amans. [lyers p = 23, g =5 — obume napameTpsl
s Anucel 1 boGa. Ammca n Bo6 nmpeTeHayoT Ha aBTOPCTBO MOANKMCAHHOTO coolOmieHus <M, 20,
21>. OmpenenuTe HACTOSILErO aBTOpPA, €CJIM HM3BECTHO, YTO OTKpHIThIE Kiroun Anucel 1 boba
UMEIOT clieyroniue 3uaueHus pPa = 13, ps = 17, a 3Hauenue xenr-gynkiuu or M paBHo 3.

3aganuss mo Teme Ne9 «IIporokosabl MIAEHTHPUKAUMH, HCHOJIbL3YIIIHE TEXHUKY
J0Ka3aTeJLCTBA 3HAHH»

1. Jloxaxure, yto eciu ydacTHUK A B cxeme GQ mnpuMeHsSET HEKa4eCTBEHHBIM TE€HEpPaTop
CJIyT-Iaf/'IHBIX HUCCJI JIA HOJIy‘IeHI/ISI quciia r, HpI/IBOIISIH_[I/If/’I K HOBTOpHOMy ITOSABJICHUO
HCITOJIb30BaHHBIX paHee YKCEIl, TO MPOTUBHUK MOXKET BBIYMCIIUTH CEKPETHBIN KITFOU U.

3ananus mo teme Ne 10 «IIpoTokoibl ¢ HyJIeBbIM pa3rJjameHueM»

1. Tlpemnoxwure cmnocod, TMO3BONAIONMA MOJU(PHUIMPOBATE IMPOTOKON CEPTHPHUINPOBAHHON
3JIEKTPOHHON IOYTHI TaK, YTOOBI JJIs1 HETO BBINOJIHAIOCH CBOMCTBO KOH(DUIEHIINATBHOCTH.

2. IlokaxwuTe, 4TO MPOTOKOJ JIEKTPOHHOTO r0JIOCOBaHUs 00J1a/1aeT TpeOyeMbIMU CBONCTBAMHU.

3. CKOJIBKO HEYECTHBIX KOMHMCCUI MOXKET y4acTBOBaTh B IIPOTOKOJIE JIEKTPOHHOIO IOJIOCOBAHUS,
HE Hapylllasi ero OCHOBHBIX CBOHCTB?

3aganus no teme Ne 13 «IIpoToKo0JIbI OTKPBITOr0 pacnpeaejieHust KJI0YeiD
1. IMokaxwure, yro mpoTokoa STS MoxkeT obecneynTs ayTeHTU(PUKALNIO CTOPOH, €CIH MPOBOIUTH

ayTEeHTU(HUKALMIO HE TOJBKO IIEPEIaBaeMbIX COOOmEHHH « u «, HO M MIEHTU()UKATOPOB
CTOPOH.

2. Kak momudunupoBats mnpotokoiasl KEA u MQV, 4To0bl [UIsi HUX BBINOJIHSJIOCH CBOHCTBO
B3aMMHOT0 NOJATBEPXKIEHUS PaBUIILHOCTH MOJIy4eHHs Kiitoya?

3. Kak npeobOpazoBars npotokonsl KEA n «yHHpHUIHpOBaHHAsT MOJENb C TMOATBEPKICHHEM» B
OJTHOIIPOXOHBIE C TOATBEPXKICHUEM IPABUIBHOCTH MOJTYUYEHUS Kiroya?

3aganus nmo teme Ne 14 «IIpoTokoJibI IpeaBaAPUTEIbHOIO pacnpeneIeHUs KIKYen»
1. Iycte umeercst KDP(n, g)-cxema ¢ mMatpuiieit uuimaeHTHOCTH A. OG03HAYMM CTPOKH MaTPHIIBI
A cumBoJsiam¥ ay, ..., an. [TokaxkuTte, 4ro:
a) matpuiia A' pasmepa N’ x 3, COCTaBJeHHas U3 CTPOK BUIA (i, @j, ..., &i+j), THE |, j € {1,..., n} "
CyMMa MHJIEKCOB PacCMaTpPUBAeTCs 1O MOJYJIO N, sBIseTcs Marpuneil mamuaeaTHocTH KDP(N?,
30)-cxeMmsr;
0) ecnu K MaTpuIle MHIUAEHTHOCTH A' 100aBUTh TPU CTPOKH BHUJIA

0..01...11...1

1...10...01...1

1...11...10...0
10 momyuutcs matpuria KDP(n? + 3, 30)-cxemsr;
B) Kak moxuo moctpouts KDP(N, ()-cxembl ¢ mapaMeTpamu
n{147 (364 [787 21612 (132499 619 372 467 078 547 |17 555 985 004 [383 621 674 387
q| 27 | 36 | 45 81 108 135 243 324 405

2. Crpykrypa wuHmmmeHtHoctd HaspiBaetcsi t-(v, k, A)-cxemoit (1<t<Kk), ecim Bce Oi0KH
UHIUACHTHBI K ToukamM W Kaxzple t TOYek WMHIMICHTHBI A Ojokam. JlokaxuTe clienyromme
CBOMCTBA:

a) Besikast t-(v, K, 4, )-cxema siBistercs (t — 1)-(v, K, 4, ;)-cxemoii, mpuaem

AV-t+1)=(k-t+1) 2,_,;

6) ecmm gma 3-(v, K, A;)-cXeMbl BBINOJHEHO YycioBue A,>WA,, TO el COOTBETCTBYET
w -KDP(n, g)-cxema;



B) Besikoi (W + 2)-cxeme cootBercTByeT W -KDP(N, ()-cxema.

KonTposbHas paGora
Bapuanrt Ne 1.
1. Jlaiite onpeneneHue MOHATHIO «PayH IPOTOKOIAY.
2. Omnummte cxemy 1udposoit noanucu Juddu-Jlammopra.

Bapuanrt Ne 2.
1. Jlaiite onpeneneHue MOHATHIO «IIIar TPOTOKOIa.
2. OmnummuTte cxemy 1udpoBoit moanucu DSA.

Bapuant Ne 3.
1. [aiite onpenenenne NOHATHIO «kKOMMYHHUKAIIMOHHBIM TPOTOKOID».
2. Omnummute cxemy 1udposoit nmoanucu LHOppAa.

Bapuanrt Ne 4.
1. JlaiiTe onpeneneHne NOHATHIO KKPUITOTPAQUUECKUI TPOTOKOID».
2. OnumuTte cxemy LudpoBoil noanucu Dib-I'amans.

Bapuant Ne 5.
1. Jlaiite onpeneneHne MOHATHIO «HACHTU(DUKAIIS.
2. Onumute cxemy nudposoit noanucu Guara-llamupa.

Bapuant Ne 6.
1. Maiite onpenesieHre OHATHIO «ayTeHTU(UKALINAS CEaHCay.
2. Onuimute cxemy u(pPOBOH MOIMUCH BCIICYIO.

Bapuant Ne 7.
1. Jlaiite onpeneneHne MOHATUIO «KOH(DHUICHIIMATIBHOCTD.
2. JlokaxuTe TeopeMy O BEpOSITHOCTSAX HABSI3bIBAHUS.

Bapuant Ne 8.
1. [aiite onpenenenre NOHATUIO «AHOHUMHOCTbY.
2. JloKaXuTe TeopeMy O CBSI3U CBOWMCTB YCTOMUMBOCTU K KOJUIM3HUAM U YCTOHYHMBOCTHU K
HAaXO0XJIEHHUIO BTOPOTO MTPooOpasza Xemr-hyHKIIHii.

Bapuant Ne 9.
1. JlaiiTe onpezneneHne NOHATHIO «MHBAPUAHTHOCTb OTIPABUTEIIS.
2. JloKaxuTe TEOpeMy O CBS3HM CBOMCTB OJTHOHAIPABICHHOCTH M YCTOMUMBOCTH K KOJUIM3HUSM
xem-QyHKIUH.

Bapuant Ne 10.
1. [aiite onpeneneHne NOHATUIO «KpUNTOrpaduyeckas Xeu-QyHKIHUs».
2. OnuimuTe METObl MPOTUBOACUCTBHS aTake «IOMEHA.

BapuanT Ne 11.
1. JlaiiTe onpeneneHne MOHATHIO «ONITUMAIBHBIA KOJT ayTeHTH(DUKAIIHI.
2. OnuiuTe MEeTObI MPOTHBOEHCTBUS aTake «IIOBTOPHOE HABS3BIBAHUE.
Bapuant Ne 12.
1. [aiite onpeneneHre NOHIATUIO «OPTOTOHAIBLHBIM MacCUBY.
2. OnumuTe METOJIBI IPOTHBOICHCTBUS aTaKe «OTPAKCHHE.
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Bapuant Ne 13.
1. JlaiiTe onpeneneHue MOHATHIO «IIHUGPOBAs TIOIHUCHY.
2. OnumuTe METOBI MPOTHBOICHCTBUS aTaKe «3aJepiKKa Mepeiadr COOOIICHHMSI.

Bapuant Ne 14.
1. JlaiiTe onpeneneHue NOHATHIO «cXeMa LU(POBOI MOAUCHY.
2. OnumuTe METObl MPOTUBOICHCTBHS aTaKe C MapajlIeIbHBIMUA CEaHCAMH.

Bapuant Ne 15.
1. Tlepeuncnure OCHOBHBIE CBOMCTBA XeUI-(DYHKIMH, HE 3aBUCALIMX OT KJIIOYa.
2. OnumuTe METObl IPOTUBOICHCTBHSI aTaKe HA OCHOBE CBS3BIBAHMUSL.

Bapuant Ne 16.
1. TlepeuncnuTe OCHOBHBIE CBOMCTBA XeII-(PYHKIUN, 3aJaBAEMBIX KIIFOUOM.
2. OnumuTe MeTObl MPOTUBOACHCTBHS aTaKe C M3BECTHBIM CEaHCOBBIM KITFOUOM.

Bapuant Ne 17.
1. Tlepeuucnurte 3MeMEHTApHBIE CBOMCTBA OPTOTOHAILHBIX MACCHUBOB.
2. OnumuTe METOJBl HCIOJNB30BaHUS  XeMI-(DYHKIMA COBMECTHO C CHMMETPHYHBIM
UG poBaHUEM.

Bapuant Ne 18.
[lepeuncnure OCHOBHBIE CBOMCTBA CXeM LIU(PPOBOI MOJMHUCH.
OnumuTe MeToAbl MOCTPOCHUS KIFOUEBbIX (PYHKLUI Ha OCHOBE OECKIIIOUEBBIX.

™=

2. Cnucok BOIIPOCOB U (I/IJ'II/I) 3aJaHMH 1Js NMPpOBECACHUSA l'[pOMe)KyTO‘-IHOﬁ aTrecTanum

Cnucok BONPOCOB K IK3aMeHY:

1. OcHoBuble mnonsATus. IIpoTokon, payHnq W mar nporokosa. KoMMyHHKaIlMOHHBIE U
KpunTorpaduueckue mpoTOKOJIbI.

2. OcHoBHble MOHATHSA. KOMMyHUKallMOHHBIE U KpHUNTOrpaduyeckre MnpoTokoibl. DyHKIMK

0€30MacHOCTH.

CaoiicTBa 6e30nacHoctu. AyteHtudukamus. Cpoiicrsa G1 — G5.

CaoiicTBa 6e3omacHocTu. ABTopusanus. CsoiictBo (G6. CoBMecTHas reHepauus KiIroya.

CgoiictBa G7 — G11.

5. Caoiicta 0e3omacHoctu. KonpuaenmuanpHocts. CBolictBo G12. AHOHUMHOCTH. CBOMCTBA
G13, Gl14. OrpanuueHHas 3alIMIIEHHOCTh OT aTaK THUMA «OTKa3 B OOCITYXKMBAHUW.
CsoiictBo G15.

6. CaoiicTBa OezomacHocTu. MHBapuanTHOCTH oTnpaBurens. CoiictBo G16. HeBo3MoXHOCTB
OTKa3a OT paHee coBepiieHHbIX nericTBuil. CoiictBa G17 — G19. be3zonacHoe BpemMeHHOE
coiictBo. CorictBo G20.

7. CaoiictBa Oe3zomacHoctu. dopmupoBaHHe ceaHca, MOCIEAOBATEIBHOE TIPEICTABICHUE,
MMEHOBAHME KITIOUEH.

8. OcHoBHble araku. [logmeHa, TMOBTOPHOE HaBs3bIBaHWE, aTaka OTPaXCHHEM. MeToJbI
IPOTUBOAECUCTBHUS.

9. OcHOBHBIE aTakW. 3aJepKKa Iepenavyd COOOIIeHUs, KOMOMHMpPOBAaHHAs aTaka, araka ¢
napajjielbHbIMU CEaHCaMM, C HCHOJb30BAHHUEM CIIEIHAIbHO TOJOOpaHHBIX TEKCTOB.
MeTo b1 TPOTUBOJAEHCTBUSA.

10. OcHoBHbIe aTaku. ATaka ¢ U3BECTHBIM CEAHCOBBIM KJIFOUOM, aTaka ¢ HEM3BECTHBIM OOIIUM
KJIFOYOM, aTaka Ha OCHOBE CBSI3bIBaHUSA. METO/Ibl TPOTUBOICHCTBUA.

~ow
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11.Tlonstue Xxem-(QyHKIMHM, UEIOCTHOCTh MJAHHBIX M ayTEHTH(QHUKAIMA COOOIICHHIA.
Kpunrorpadpuueckue  xem-pyakuun.  Oriaumume  OOBIYHBIX — Xem-QYHKIMA  OT
KpUNTOTpapUUeCKUX XenI-(hyHKIHH.

12. CroiicTBa xem-GyHKIui, 3a7aBaeMbIX KrouoM. CBoicTBa Xen-QyHKIIWN, HE 3aBUCSIIUX OT
kaoua. OgHomaroBele CkuMarone ¢yHkuuu. beckimtoueBble Xem-(yHKIMH Ha OCHOBE
O6mounbix mudpos. IlocTpoeHne xem-QpyHKUMHA, 3a7aBaeMbIX KIHOYOM, Ha OCHOBE
OECKIIIOUEBbIX.

13. Xem-¢pynkuuy, He 3aBucAle oT Kinoya. OHOHANPABIEHHOCTb, YCTOHYMBOCTH K
KOJUTM3HSM, YCTOMYMBOCTh K HAXOXKICHHIO BTOPOro mpoodpasza. B3amMocBs3b CBOMCTB.
TeopeMsl 00 olLleHKaX BEPOATHOCTH KOJIU3UH.

14. Xem-¢pyHKIIMM Ha OCHOBE MAMCKPETHOTO JsorapudmupoBanus. lcmonb3oBanue Xeni-
(GYHKLUH COBMECTHO C CUMMETPUYHBIM IHU(POBAHUEM.

15. Konp! ayrentudukammu. OnpeaeneHuss U CBOWCTBA, XapaKTePUCTUKU. ONTUMAITBHBIE KOJIBL.
Onpeznenenue U npocTeiime cBoiicTBa OPTOrOHAIBHBIX MaCCHBOB.

16. TeopeMbl 0 CyIIECTBOBAaHUH OPTOTOHAIBHBIX MAaCCHBOB C ONPEACICHHBIMH IapaMeTPaMH.
CBs13b KOIOB ayTeHTU(UKAIIMN U OPTOTOHAIBHBIX MaccuBOB. Teopema CtuHcoHa, 1990.

17. CBs13b KO/IOB ayTEHTU(HUKAIIMHA U OPTOTOHAIBHBIX MaccuBOB. Teopema CtuHCcoHa, 1992.

18. LHudposeie noanucu. O6mue nonoxenus. Lludposas noanuck, cxema udpoBoil MOAMKCH,
CBOWCTBA CXeMbl IM(PPOBON TOANMKUCH, CpaBHEHHWE NHU(POBOH M COOCTBEHHOPYYHOMH
OIUCEH.

19. Cxembr mmppoBoit moanmucu Puara-lllammupa m MeTon pemeHUs 3aJadd  HM3BICYCHUS
KBaJJpaTHOI'O KOPHS B KOHEYHOM I10JIE.

20. CemeiicTBO cxeM IU(PPOBBIX MoANUCeH Dib-1 amarns.

21. Cxewmsl nugponoit noanucu [Inoppa u DSA.

22. Cxema mudposoit moanucu Judou-JIammopra. Cxema nudpoBoii MOANMUCH BCICTYIO, CXeMa
KOH(pHIEHIIMATbHON IUPPOBON MOIMUCH, IPYNIOBON MOANUCH, HOTapH3alMs LHU(POBBIX
MTOJITUCEH.

23.CnabocTh MapoJBHBIX CXEM H HPOTOKOJIOB THIA  «3arpoc-oTBeT». IIpoTokoiisl
uaeHTUGUKAMKA. VIHTEpaKTUBHOE JOKa3aTeNbCTBO, JIOKa3aTeNbcTBO 3HaHWs. lloiHOoTa,
KOPPEKTHOCTb, HYJIEBOE pa3IJIallleHue, POTOKOJ C HYJIEBBIM pa3rialeHHeM.

24.TIporokon wuneHtudukanmmu  Puara-lllammpa, MONHOTa, KOPPEKTHOCTh, HYJIEBOE
pasriameHue.

25. ITporokon uaeHtuukammu GQ, MOTHOTA, KOPPEKTHOCTD, HYJIEBOE pa3riiamieHue. [Iporoko
GQ c xr0o4yaMu, 3aBUCALIMMH OT UACHTU(PHUKATOPOB.

26. ITporoxon unenrudukanuu [lIHOppa, mOTHOTA, KOPPEKTHOCTD, HYJIEBOE pa3rilallieHue.

27. IIporoxon unentudukanuu OkamMoTo, KOPPEKTHOCTb.

28. IIporokon maeHTuuKanmu OKaMOTO, MOJTHOTA, HYJIEBOE pPa3TialleHHe, YCTOMYUBOCTH K
KOMITIPOMETAIIMH KIIF04a OJTHOTO U3 aDOHEHTOB.

29. IIpoTOKON MPHHAIJICKHOCTH TOATPYIINE, MMOJHOTA, KOPPEKTHOCTh, HYJIEBOE pasTialleHHe.
[TpoToKkoJ IPUBSA3KH K OUTY, CBA3BIBAHUE U COKPBITHE.

30. IIporokon noadpaceiBanus MOHETHI TI0 Tenedony. Cxema I'onbaBaccepa-Mukam.

31.TIpotokon amektponHoro rojocoBanus A. Cramer, M. Pranclin, B. Shoenmakers,
M. Young, 1996.

32. Ilporokonsl nepeaayu Kiatoded. TUOBl M BUABI MPOTOKOJIOB. [/IByCTOPOHHHE MPOTOKOJBI
nepeaayn KIroveld ¢ HCIONb30BaHHEM CHMMETPUYHOTO MH(poBaHUs (C IBYXCTOPOHHEH
ayreHTHU(UKanuell, ¢ ayreHTH(UKanuMed ceaHca, ¢ TeHepalued KiIoda IyTeM
JIBYXCTOPOHHETO 0OMEHA).

33. OtkpeiToe pacnpeneneHue kimouedl. Mx cBoiictBa u ocobennoctu. [Ipotokon duddu-
XemnmMaHa. ATaka «4eJIOBEK 0 CEPeAUHE)» Ha MTPOTOKOI.

34. Cxembl koppeknuu mnporokona DH. Ux mocromnctBa u Hemocratku. Cratmueckuit DH.
ITporokonsr MTL
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35. Cxema ['mponta u nporokon KEA (nmpoBepka NpUHAUIEKHOCTH MOATPYMIE nopsaka (). Ux
JIOCTOMHCTBA U HEIOCTATKH.

36. Ilporokon KEA (mpoBepka mnpuHAUIKHOCTH HHTEpBany [2, p — 1], Bapmant c
HCITOJIb30BaHUEM XeII-(PYHKITU).

37. CoiicTBa CXEeM MPEABAPUTEIBHOTO PACIIPEACTICHHS KITFOUEH. Y CIIOBUS 1 TEOPEMBI.

38. Cxema npeaBapUTEIbHOIO pacnpeaeaeHus kiodei bioma.

3. l'[paBmIa BBICTABJICHHUA OIICHKH HA 3K3aMCHC.

B sk3ameHanMoOHHBIA OWJIET BKJIIOYAIOTCS JBa TEOPETHYECKUX Borpoca. Ha moaroroBky k
OTBETY J1aeTCs HE MEHee | akaJeMUYecKoro Jaca.

Ilo wroram »SK3aMEHa BBICTABIIETCS OJHA M3 OLEHOK: «OTIIMYHO», «XOpPOLIOY,
«YAOBIIETBOPUTEIBHO» UJIU «HEYIOBIETBOPUTEILHOY.

Ouenka «OTJMYHO» BBICTABISETCS CTYIEHTY, KOTOPBIM JAEMOHCTpUPYET IIIyOOKOe U
IIOJIHOE BJIAJICHUE COJEpKAHUEM MaTepuaja W MOHATUMHBIM annapaToM KpUITOTrpapuuyecKUx
MIPOTOKOJIOB; YMEET CBA3BIBATH TEOPUIO C MPAKTHKON. CTyIEeHT JaeT pa3BepHYyThIE, IOJIHBIE U
YETKUE OTBETHI HA BOIPOCHI 3K3aMEHAI[MOHHOTO OWJIETa U JIONOJHUTENIbHBIE BOIPOCHL, COOIIOAAET
JIOTUYECKYI0  IOCJIEN0BATEIbHOCTh IpPU  M3J0KEHUHM Marepuana. ['paMOTHO HCHONb3YET
TEPMHHOJIOTHUIO.

Ounenka «Xopomo» BBICTaBISETCS CTYIEHTY, OTBET KOTOPOIrO Ha 3K3aMEHE B LIEJIOM
COOTBETCTBYIOT YKa3aHHBIM BBILIE KPUTEPUSM, HO OTJIMYAETCS MEHBIIEH OOCTOATENbHOCTHIO,
rIyOMHON, OOOCHOBAaHHOCTHIO U TONHOTOH. B OTBeTe MMEIT MECTO OTIENbHbIE HETOYHOCTH
(HecyIeCTBEHHbIE OMMOKH), KOTOPbIE UCIPABIISAIOTCA CAMUM CTYAEHTOM IOCJIE IOIOJHUTENBHBIX U
(MnM) YTOYHSIIOLIUX BOIIPOCOB SK3aMeHATOpa.

Onenka «Y/10BJIETBOPUTEJbHO» BbICTABIISAETCS CTYJIEHTY, KOTOPBIM JaeT HEIOCTATOYHO
MOJIHBIE ¥ TIOCTIEIOBATEIbHBIE OTBETHI HA BOMPOCH! SK3aMEHAIIMOHHOTO OUJIeTa U JOTIOJHUTEIbHbIC
BOIIPOCHI, HO MPH ITOM JIEMOHCTPUPYET YMEHHE BBIIEIUTH CYLIECTBEHHbIE M HECYIIECTBEHHbIE
IIPU3HAKU U YCTAaHOBUTH NPUYMHHO-CIEJCTBEHHBIE CBSI3U. OTBETHI M3/1araloTCsl C UCIOJIb30BAHUEM
TEPMHHOB KPUNTOTpahUUYECKUX MPOTOKOJIOB, HO IIPH ATOM JIOMYCKAIOTCS OLIMOKHU B OINpeIEICHUIX
HEKOTOPBIX OCHOBHBIX MOHATUH, (OPMYIMPOBKAX MOJOXKEHUH, KOTOpbIE CTYACHT 3aTpyIdHsETCs
UCIPAaBUTh camocTosTeNbHO. [Ipy aprymeHTanuu OTBETa CTYJEHT HE OOOCHOBBIBAa€T CBOU
cyxneHus. Ha yacTb JOIOJIHUTENBHBIX BONPOCOB CTYACHT 3aTPYAHSETCS JaThb OTBET WJIM JAeT
HEBEPHbIE OTBETHI.

Onenka «HeynoB/1eTBOPHUTENBbHO» BBICTABISAETCS CTYAEHTY, KOTOPBIA JAEMOHCTPUPYET
pa3po3HEHHbIE, OECCHCTEMHbIE 3HAHUS;, OECIOpPSIOYHO M HEYBEPEHHO H3JaraeT Marepual; He
YMEET BBIIEIATH INIABHOE U BTOPOCTENIEHHOE, HE YMEET COECIUHATH TEOPETUYECKUE IOJIOKEHHUS C
MPAKTUKOM; JOMyCKaeT rpyOble OLIMOKU IpU OMPEIENIEHUU CYIIHOCTU PACKPHIBAEMBIX MOHSTHUMH,
BCJIC/ICTBUE HEMOHMMAaHMsI MX CYIIECTBEHHBIX M HECYIECTBEHHBIX INPU3HAKOB W CBS3€H; JAET
HEIOJIHbIE OTBETHI, JIOTHKA U MOCJIE0BATEIbHOCTD U3JI0KEHUSI KOTOPhIX UMEIOT CYLIECTBEHHBIE U
IPUHLMIIAAIbHBIE HAPYIIECHHUS, B OTBETaX OTCYTCTBYIOT BBIBOJIbI. [IONIONIHUTENBHBIE U YTOUHSIOIINE
BOIPOCHl IK3aMEHAaTOpa HE MPHUBOJAAT K KOPPEKLUU OTBETOB cTyAeHTa. Ha oCHOBHyIO uacTh
JIOTIOJTHUTEIIBHBIX BOIIPOCOB CTYAECHT 3aTPyIHSAETCS 1aTh OTBET UJIU J1a€T HEBEPHBIE OTBETHI.

Onenka «HeynoBneTBOpUTENbHO» BBICTABISIETCS TaKXKe CTYAEHTY, KOTOPBIM B3sUI
9K3aMEHAIlMOHHBIN OMIIEeT, HO OTKa3aJCs J1aTh Ha HETO OTBET.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«Kpunrorpadpuyeckue npoToxkoJabD»

MeToauuyecKue YKa3aHuA IJI CTYACHTOB 110 OCBOCHUIO TUCIHUIIJINHBI

Y4eOHBIM IUIAHOM Ha HU3y4YeHHE IUCHHUIUTMHBI «Kpunrorpaguueckue MHTpOTOKOIIBD)
OTBOJUTCS OJIUH ceMecTp. B KOHIE cemecTpa B KaueCTBE MTOTOBOTO KOHTPOJIS IPELyCMOTPEH
’K3aMeH. B mpouecce M3ydeHMs IUCHUIUIMHBI IPOBOAMUTCA OJHA KOHTpPOJIbHAas paboTta u
BBINOJIHAETCSL CeMb JoMallHuX 3ajgaHuil. KoHTponbHas paloTa 3alulaHupoBaHa IocCie
3aBepIIeHUs U3y4yeHus 1/3 MaTepuanoB TUCIHUILTUHEI 10 TEMaM, U3Y4€HHBIM K 3TOMY BPEMEHH.

OcHoBHOW ~ QopmMOH  u3yueHuss  ydyeOHOro  Marepuaga IO  JAUCHUIUIMHE
«Kpuntorpapudeckue npoTOKOIB» SBISIOTCS MPAKTUYECKHE 3aHATHSA. JTO CBSA3aHO C TEM, YTO
OCHOBHOM 3a/1ayeil B paMKax AWUCLUIUIMHBI SBJIAETCS MOJIydeHHE OOydaroUMMcs NPaKTUYECKUX
HaBBIKOB PabOTHl C OCOOBIM MAaTEMaTHUYECKUM aIlllapaToM, MPUMEHSIEMbIM Uil MOCTPOCHHS U
aHaIu3a KpUITorpaduyeckux MpoTOKOJIOB.

JInst ycremHoro OCBOEHMS JHMCHMIUIMHBI OYEHb BAa)KHA IIPAKTHYECKas NpOrpaMMHas
peanu3zanysi OOJIBIIOrO KOJMYECTBA KPHUNTOrpauyecKux MPOTOKOJIOB M MaTeMaTHYECKUX
00BEKTOB M CTPYKTYp, JIeKalMX B MX ocHoBe. [Ipumepbl kpunrorpauyeckux MPOTOKOJIOB
pa3buparoTcs Ha JIEKIMOHHBIX M IpPAKTUYECKUX 3aHATUAX. OCHOBHas Iiellb IPOrpaMMHOM
peanu3anMy — IIOMOYb YCBOWTH OCHOBHBIE IIOHSATHSA, [JaTh BO3MOYHOCTb «IIOMIPATh»
IPAaKTUYECKH PEaTM30BAHHBIMU TEOPETHUECKUMH OOBEKTaMM U CTpYKTypamu. s ycrenrHoi
IIPOrpaMMHOM peanu3alnuy HeoOX0AMMO 3HaTh U MOHUMATh JIEKUMOHHBIN Marepuall. [loaTomy B
IIPOLIECCE M3YYEHUs IUCLUIUIMHBI PEKOMEHAYETCS PEryJsipHOE IOBTOPEHHE IPONIECHHOTO
JEKLIMOHHOIO MaTepuaia. MaTtepuai, 3aKOHCIIEKTUPOBAaHHBIA Ha JIEKLIMAX, HEOOXOAUMO J0Ma
eme pa3 npopadarbiBaTh M IpU HEOOXOAMMOCTU JOIMOJHATh MH(pOpMaLuMel, MoinyuyeHHOH Ha
KOHCYJIbTAIHSIX, IPAKTHUECKUX 3aHATHIX WM U3 YIeOHOH JINTepaTyphl.

JIONOJTHUTENBHYIO POJIb MPU CBA3M TEOPUHU U MPAKTUKU MIPAIOT JOMallHHE padoTel. B
Ka4yecTBE 3aJaHuil U1 CaMOCTOSTENbHOM paboThl JoMa OOydaromuMcs IIPEeAIararTcs
MaTE€MaTUYeCKUE 3a1a4d, KOTOPBIE IOJIKHBI MO3BOJIUTH CTYACHTY NEPEOCMBICIUTL U3Y4YCHHBIE
Ha JIGKIUAX TIOHATHS M METOAbl, NPUMEHUTh HUX Ul pElIEHUs THUIOBBIX 331ad W3
COOTBETCTBYIOIIMX pa3JIeJIOB TUCHMIIMHBL. PemieHus 3anad J0JKHBI OBITh MOATOTOBIIEHBI,
0 OopMIIEHBI B MIMCbMEHHOM BUJE U MIPEJICTABICHBI B YCTAHOBIIEHHBIE CPOKH.

JUis TpOBEPKM M KOHTPOJISI YCBOCHMS TEOPETUYECKOTO MaTepualia, MpHOOpPETEeHHBIX
MPAKTUYECKUX HaBBIKOB pabOThl € MaTeMaTUYeCKUM amnmnapaToM, MPUMEHSEMbIM s
IOCTPOCHMUS M aHallM3a KpUNTOrpaduyecKux MPOTOKOJIOB, B T€UEHHE OOYUEHHUs MPOBOAATCS
MEpONpPUATHS TEKyIleW arrecTalMd B BUJE KOHTPOJbHOM paboTel. Takxke NpoBOIATCS
KOHCYJIbTAllMM (IIpH HEOOXOMMOCTH) MO paz0bopy 3aJaHMil 1J1s1 KOHTPOJIBbHOM paboThl, KOTOpHIE
BBI3BAJIN 3aTPYAHECHUS.

Ilo 3aBepmieHMM W3y4eHMS [IUCLUUIUIMHBI CTYJIEHTBl CHAKOT DJK3aMEH. OK3aMEH
IPUHUMAETCS MO SK3aMEHAIlMOHHBIM OumiieraM, Kaxabli U3 KOTOpBIX BKJIIOYaeT B cels JBa
TEOpEeTUYECKUX Bompoca. Ha caMoCTOsATENbHYIO IOATOTOBKY K dK3aMEHY BBIAEIAETCS 3 IHSA, BO
BpeMs ITOATOTOBKH K 3K3aMEHY ITPEAYCMOTPEHA IPYNIOBasi KOHCYJIbTALIMSL.

OnbIT npenofaBaHus AUCHUIUIMHBL «Kpunrorpapuueckue MNPOTOKOJBI» TOBOPUT O
CJIIO)KHOCTU €€ CaMOCTOSITEJIbHOTO M3Yy4eHMs M 00ydarollerocs, HECMOTpsi Ha Halu4due
JIOCTAaTOYHO KAueCTBEHHBIX Y4eOHbIX mocobui. OOywaromuecs, BCTaBIIME HAa MYTh
CaMONIOJITOTOBKM, YacTO HEBEPHO pPACCTABISAIOT IPUOPUTETHI IIPU W3YYEHUU JITaHHOU
JUCLHUIIIMHBI, YTO HE IO3BOJISIET UM HA BBICOKOM YPOBHE OBJIAJIETh U3Yy4acMbIM MATEPUAIIOM.
OTO CBSI3aHO C HACHIIIEHHOCTHIO M3Y4aeMOIro Marepuaia M OOJbIIMM YHCIOM MPaKTHUYECKUX
3aHATUH, HEOOXOAMMBIX s NPUOOPETEHHs] HABBIKOB IPAKTHUYECKOTO HCIOJIb30BAHUS
M3Yy4aeMbIX MaTeMaTHYECKHX CTPYKTyp U 00bekTOB. [lo3ToMy mocemieHne BcexX ayIuTOPHBIX
3aHATUH SBIIAETCS HACTOSATEIBHO PEKOMEHAYEMBIM.
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