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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Henbro qucuumumHbl «OCHOBBI IIOCTPOCHUS 3AIIUIIEHHBIX 0a3 JaHHBIX) SBIISAETCS 00ydYeHue
CTYIEHTOB NpHUHIMIAM oOecreueHusi 0Oe30macHOCTH HMHGPOpMAIMM B aBTOMATHU3HPOBAHHBIX
uHpopmannonubix cucremax (AMC), ocHOBY KOTOpBIX cOCTaBisiOT 0a3bl naHHbIX (B/l), HaBbIKamM
paboThI CO BCTPOCHHBIMH B CUCTEMBI yrpaBieHus 6azamu nanueix (CYBJl) cpencTtBaMu 3aiiuThl.

3ana4uu JUCUUIUIMHBIL

- MPUOOPETEHHE CUCTEMHOTO MOX0/a K mpobieme 3amuThl nHpopmanmu B CYB/;

- U3y4yeHue Mozeneil 1 Mmexanu3MoB 3auTsl B CYB/];

- IpUOOpETeHNEe MPAKTUUECKHUX HABBIKOB OpraHu3auu 3amuthl b/1.

JlaHHBIN Kypc, MO3BOJSET IYTEM H3YYEHHUS YSI3BUMOCTEH HH(POPMAIIMOHHBIX CHCTEM H
oco0eHHOoCTel obecrieueHnst 0€30MacHOCTH 0a3 TaHHBIX, BHIPA0OTATh Y CTYJIEHTOB YOEKIEHHOCTh B
HEOOXOIMMOCTH MPHHATHUS aIeKBATHBIX yrpo3aM 0€30MacHOCTH MEp 3alUThl POCCUICKIX 00bEKTOB
nH(pOpMaTU3alUY, IPEJOCTABISAET JOCTATOUHbIE 3HAHUS U HAaBBIKU, TpeOyeMble ISl 3TOTO.

2. MecTO AMCUUIIUHBI B CTPYKTYpe 00pa30BaTe/ibHON NPOrpaMMbI

Jucturnnmaa «OCHOBBI TOCTPOEHUS 3aITUIICHHBIX 0a3 JaHHBIX» OTHOCUTCSI K BapUATUBHOMN
JacTH 00pa30BaTEIbLHON MPOrPaMMBl.

JIisi yCHEmHOro YCBOCHHS JAaHHOW AUCIUIUIMHBI HEOOXOIMMO, YTOOBI CTYIEHT BJIaJIEN
3HAHUSAMHU, YMEHUSMHU U HaBbIKAaMH, C(OOPMUPOBAHHBIMU B TPOIIECCE N3YUECHUS] TUCIUTLINH!

«Hpopmaruka - paboTa ¢ MpOrpaMMHBIMU CPEJICTBAMU OOIIETO Ha3HAUCHUS;

«SI3BIKH TIpOrpaMMHUPOBAHUS» - 3HAHWE OJTHOTO M3 SI3IKOB MPOrPAMMHMPOBAHUS BBICOKOTO
YPOBHS;

«OcHOBBI HMH(OPMALIMOHHOW 0€30MacHOCTH» - 3HAHME OCHOBHBIX Yrpo3 0e30MacHOCTH
uH(pOpMaAIIUK U MOJICNIA HAPYIIUTENS B KOMIIBIOTEPHOU CUCTEME;

«TeopeTnveckne OCHOBBI KOMIIBIOTEPHON 0€301aCHOCTH» - 3HaHHE (OPMATBHBIX MoOJeeH
0€30MacHOCTH; TMOJMTHK O€30MacHOCTH; 3HAHUE KPUTEPUN M KIIACCOB 3aAIUIICHHOCTU CPEICTB
BBIUMCIUTENFHON TEXHUKH U aBTOMATU3UPOBAHHBIX HH(POPMAIIMOHHBIX CUCTEM; 3HAHUE CTaHapPTOB
M0 OIIEHKE 3aIIUIIECHHBIX CUCTEM; YMEHUE MCCIIEIOBAHUS KOPPEKTHOCTA CUCTEM 3aIUTHI;, BIIAJIETh
METOI0NIOTHEH 00CIeTOBaHMS U TPOSKTUPOBAHHS 3aIIIUTHI,

«Kpunrorpaduyeckue METOAbI 3alIUTHl HHOOPMAIIMN) - 3HAHUE MPUHIIUAIIOB TTOCTPOCHUS
KpUNTOrpauueckux airopuTMOB C CHMMETPUYHBIMH ¥  HECUMMETPHUYHBIMH  KIIOYaMU;
MporpamMMHBIE peanu3anuu mupoB; 3HAHUE KpUnrorpapuueckux MIPOTOKOJIOB;
Kpuntorpaguueckux Xem-QyHKIUN, 3JIEKTPOHHON IUGPOBON MOANUCH; KPUNTOTpadUUIecKUX
CTaHJapTOB;

«OCHOBBI TOCTPOCHHUS 3AUIUIICHHBIX KOMIIBIOTEPHBIX CETEH» - 3HAHWE MPUHLUIIOB U
OCOOEHHOCTEH OpraHM3aluy  3allUThl HWHQPOPMAIMOHHBIX CHCTEM CpEJACTBAMH  CETEBOMU
0e30IMacHOCTH;

«3amnmTa B OMeparMoOHHbIX CUCTEMax» - 3HAaHUE MPUHIIMIIOB U OCOOEHHOCTEW OpraHu3aIuu
3aMUTHl MHOOPMAIIMOHHBIX CUCTEM CPEJICTBAMH 3aIIUTHI ONIEPALIMOHHBIX CHCTEM;

«CucreMbl ympaBieHus: 0a3aMu JTaHHBIX» - 3HAHUE OOIIMX MPUHIIMIIOB MOCTpOeHUs 0a3
JAaHHBIX; 3HAHWE OCOOCHHOCTEN CPENICTB yIpaBleHus B peanu3anusx pensunoHHeix CYB/], 3Hanue
mpoOJIeM ONTUMHU3AINH JTOCTYTIa K 0a3aM JTaHHBIX;

Jucuummuaa «OCHOBBI TOCTPOSHUS 3alUINEHHBIX 0a3 TaHHBIX» UCTIOIB3YIOTCS CTYACHTaMU
npu pa3zpaboTKe KypCOBBIX U IUIIJIOMHBIX paloT.

3. Ilnanupyemble pe3yJbTaTbl 00y4eHHUs MO AUCHMILINHE, COOTHECEHHbIE ¢ IUIAHMPYEeMbIMH
pe3yJbTaTaMU OCBOEHHs 00pPa30BaTeIbHOI NPOrpaMMbl



[Ipouiecc n3yueHus: AUCUUILIMHBI HATIPaBIieH Ha (OpPMHUPOBAHHUE CIEAYIOITUX KOMITETEHITHIA
B cootBeTcTBUU ¢ PI'OC BO, OOII BO u npuobperenune caeayommux 3HaHNH, YMEHUA, HABBIKOB H
(unm) onbITa AESITENILHOCTHU:

dopmupyemas Ilepeyenn
KOMIIETCHIUS IJIAHUPYEMBbIX Pe3y/1bTaTOB 00y4eHHs
(ko u popMyanpoBKa)
ITpodeccnonaJbHbIE KOMIIETEHIIUT

K-6 3HaTh:

O06iramaer CnocoOHOCTHIO - IepeYeHb YTUIIAT, HeOOXOMUMBIN Aiis ipoBeaeHus aHanuza ANUC Ha

y4acTBOBaTh B pazpaboTke MpeIMET BBISBICHHUS YSI3BUMOCTEH.

MIPOEKTHOU U TEXHUYECKOU Ymersn:

JOKYMEHTAIHH - MO3TAITHO MPOBOANTH TecTupoBanne AVIC Ha mpeIMeT BBISBICHHS
YSA3BUMOCTEH.

Biagers HaBBIKAMM:

- pacrio3HaBaHuUs ysa3BUMocTel u ci1adbix mect B AMIC 1o ntoram
IIPOBEIEHHOIO TECTHUPOBAHMS.

MK-7 3HaTh:

O6nanaet ciocoOOHOCTHIO - ”HPOPMALIMOHHBIE PECYPCHI, HA KOTOPBIX MTyONHUKYIOTCS aKTyaJIbHbIE
MIPOBOIMTH aHAIIN3 MPOEKTHBIX | CBEACHUS 00 M3BECTHBIX YA3BUMOCTAX pasnuvHbix CYB/I.
peleHuid 1o 00ecIeueHHIo YmeTh:

3alIUILCHHOCTH - mpoBoauTh aHanu3 AVC Ha npeaMeT BBISIBICHUS YI3BUMOCTEH.
KOMITBIOTEPHBIX CUCTEM Baaners HaBbIKAMU:

- pa3pabOTKH MIPOEKTOB HOPMATHBHBIX IPABOBBIX AKTOB U
METOAMYECKUX MaTepHalioB, periIaMEHTHPYIOMIUX padoTy 1O
oOecrneueHu 0 HHPOPMAIIMOHHON 0€30MaCHOCTH KOMITbIOTEPHBIX

CHCTEM.
K-8 3HaTh:
Oo6nanaer criocoOHOCThIO - TEOPETUYECKHE OCHOBBI MOCTPOCHUS 3aIHIIEHHBIX B/l
y4acTBOBaTh B pa3paboOTKe YMmern:
MOJICHCTEMBI - TTOJIb30BATKLCS CPEJICTBAMHU SI3BIKOB MTPOTPAMMHUPOBAHUS JUTSI
WHPOPMAITUOHHON peanu3alny COXpaHEHUs NEIOCTHOCTH JaHHBIX B B/I.
0€30MMacCHOCTH KOMITBIOTEPHON | 3HATH:
CHUCTEMBI - TEOPETUYECKUE OCHOBBI IOCTPOCHUS 3alUIIEHHBIX B/T.

Ymers:

- mosib3oBatkes cpeactamu CYB/] ans peanusanmu MexaHnuzMa
pasrpaHUYeHus IOCTYIA K JAHHBIM, a TaKkKe 00ecIieYeHIs BRICOKON
crerneHu 0e3oTkazHocTu b/I.

4. O0beM, CTPYKTYpPA U cofiep:KaHHe U CHUIIHHbI

OO61as TpyA0eMKOCTh TUCHHUIUIHHBI COCTaBIsIeT 4 3a4eTHhIX equHuIl, 144 akaj. 4acoB.

Ne Tembl (pa3nenbl) Buapl yueOHBIX 3aHSITHIA, DopMBbI TEKYILIET0
n/n AMCHUIIMHBI, ~ BKJII0YAsl CAMOCTOATE/IbHYIO KOHTPOJISl YCIIEBAEMOCTH
HUX CO/iepKaHue § padoTy CTyAeHTOB,
= U UX TPYA0EMKOCTh DopMa NPOMeKYTOUHOI
&) (B akazeMnYecKHX 4acax) aTTecTAlNHU
KonTakTHasi paGoTa | (no cemecmpam)
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TeopeTnyeckrie OCHOBBI

1 9 8 1 4
oe3omacHocty B CYB/]

2 MexaHu3MBI 00eCIIeUeHUS 9 7 4 1 14 Ormpoc 110 3aJaHusAM IJIS
nenoctHoctd CYBJI CaMOCTOSITETILHON paboThI
MexaHu3MBbI 00eCTICUCHHUS ONpOC 110 3aTARMM TS

3 |KoH(pHIACHIMATBLHOCTH B 9 10 8 2 10 P N

CaMOCTOSITETILHOM paboThI
CYB/]
Mexanusmsl, Omnpoc 1o 3agaHusIM 111

4 |moJyiep’KUBAOIIUE BEICOKYO | 9 5 2 1 10 p ARV L

CaMOCTOSITETIbHOM paboThI
TOTOBHOCTh

5 3ammura JaHHBIX B 9 6 4 1 10 Ormpoc 10 3a7aHusIM JJ1s

pacnpe/ieIieHHBIX CUCTEMax CaMOCTOSITEIILHOM PabOTHI
0,5 | 33,5 |9k3amen
UTOIro 36 | 18 8 |05 815

Conep:kaHue pa3aesioB TUCHUTIHHBI:

Tema 1. Teoperuueckue ocHOBbI 0e3onacHocTu B CYB/]

1.1. Yrpo3sl Ge3zonacHocty BJ/[: obmue u crnenuduynsie. [lonstue GezomacHoctu BJI.
Tpe6osanwms 6e3onacHoctu b/, Ilenoctaocts BJ[. Aynut.

1.2. CpenctBa obecnedenus 3amuthl uHGopmauuu B CYBJ] u MHOroypoBHeBas 3alluTa.
Tunsl KOHTpoJIEH OE30MACHOCTH: TIOTOKOBBIN, KOHTPOJIb BBIBOIA, KOHTPOJIb IOCTYIIA.

1.3. Ionutuka 6e3onacHoctu B CYDBJ/I. Ilonstne momutuku OGe3onacHOCTH. CyIIHOCTh
noauTuku 6e3onacHoctu. Llenu gopmanuszanuu nonutuku Oe3onacHocTu. [IpuHIMIBI TOCTpOEHUS
3alMIIeHHbIX cucteM. Mognenu 6e3onmacHocty B CYBJI. JluckpeunonHas (u3buparenbHas) U
MaHAaTHas (MOJIHOMOYHas) Mojenu Oe3omacHocTu. Kitaccupukanms wmogeneid.  AcCHEKTbI
uccnenoBaHus Mojeneit 6ezonacHocTH. OCOOEHHOCTH TNPUMEHEHUs Mojeield 0e30MacHOCTH B
CYBI. Monenu RBAC. Mannatueie mozenu: BellLaPadula, Biba. CYBJl ¢ mHOroypoBHeBoit
cekpeTHOoCcThIO (MLS).

1.4. Ponp nonosxeHuil HallMOHAIBHBIX CTaHAAPTOB ceMelcTBa «O0mIMe KpUTepun 10Bepus 1
6e3omacHoctr uHpopmanuonHsix cucrem» ('OCT P MCO/MOK 15408-2012-1, TOCT P
NCO/M3K 15408-2013-2, TOCT P UICO/M3K 15408-2013-3) u 'OCTa P UICO/MDBK 18045-2012
«MeTon00rus OLEHKH 0e30MacHOCTH MH(POPMALMOHHBIX TEXHOJIOTUI JJIsl aHAJIM3a MPOEKTHBIX
penieHuit moacucTeM HHPOPMaIMOHHOM 6€30MacHOCTH 0a3 JaHHBIX U 00€CTIeUeHHUS 3alUIIIEHHOCTH
KOMIIBIOTEPHBIX CHCTEM B LIEJIOM.

Tema 2. Mexanusmbl odecniedeHus neaoctTHoctu CYB/]

2.1. Yrpossl nenoctHoctu CYBJ/[. OcHOBHBIE BUABI M NPUYMHBI BO3HUKHOBEHHUS YIpO3
nenoctHocTd. CriocoObl MPOTUBOACHCTBHSL.

2.2. llonstme Ttpan3akuuu. Ouxcanma TpaHzakuuu. [IpokpyTku BHepex W Hasan.
KontponbHass Touka. Ortkar. TpaH3akuuu Kak CpEACTBO M30JMPOBAHHOCTH IIOJb30BATEIICH.
Cepuanuzamusi TpaH3akiuid. MeTonpl cepualu3alud TpaH3akuui. baokupoBku. Pexumbl
6noxupoBanus. [IpaBuia cornacoBanus 010KkupoBOK. JIByX(a3HbIi MPOTOKOJI CHHXPOHHU3AIMOHHBIX
OJIOKHPOBOK.

2.3. TynukoBble CUTyalluu, UX paclio3HaBaHuE W paspyuieHue. CchbUIOYHAs LENOCTHOCTb.
JlexnapaTuBHas U polieypHasi CChIJIOUHBIE 1IeT0CTHOCTH. BHemnui kimou. CriocoOsl moaaep kanus



CChUIOYHOM 1enoctHOCTH. [IpaBuina (Tpurrepsr). Llenu ncnonbs3zoanus npasuil. CriocoObl 3a1aHus,
MOMEHTHI BbINTOJIHEHUs. COOBITHITHAS pean3aiys MpaBuil 0€301aCHOCTH.

Tema 3. Mexanusmsl o0ecnieueHusi KOHpuaeHnuaabHocTH B CYB/]

3.1. Knmaccudukanus yrpo3 konpuaeHiumaibHoctd CYBJl. IlpuumHbl, BUABI, OCHOBHBIC
METO/bl HApYIICHUS KOH(PHICHIMATBHOCTH. THUIBI yTeUKH KOH(UACHIMATBHON HMH(pOpMAUU U3
CYB/l, uvactuuHoe pasrnameHne. COOTHOUIEHHE 3AIMIIEHHOCTH W JOCTYINHOCTH JAHHBIX.
[TonydyeHne HECAHKIMOHMPOBAHHOTO JOCTyNa K KOH(QHUACHIMATBHOH HWHPOPMALUU IyTeM
JIOTUYECKHUX BBIBOJIOB. MeTO/IbI MPOTUBOICHCTBUSI.

3.2. Ponb monoxenwnii HanmoHaNbHBIX cTanaapToB [OCT P MCO/M3K 56545-2015 «3ammura
uHpopmanuu. YsI3BUMOCTh HHPOPMAIIMOHHBIX cucTeM. [IpaBuina onucanus yszsumoctein», [OCT P
NCO/M3BK 56546-2015 «3ammura wuHpOpManuu. YI3BUMOCTh HWH(POPMALMOHHBIX CHCTEM.
Knaccudukanus ysazBumocteld nHOOPMALMOHHBIX cUCTeM» U (heaepanbHOro 0aHKa JaHHBIX YIpo3
OesomacHocT, Bemyumierocss Ha caiite @CTOK Poccunm B pasmene «TexHuueckas 3amura
undopmarnumy» (https://bdu.fstec.ru) B maentuduxanum yrpo3 0€30MacHOCTH HH(POPMAIIMOHHBIX
CUCTEM.

3.3. CpenctBa wuzaeHTudukaruu W ayreHTHukanuu. OOmume cBeneHus. MeToabl
ayreHTu(ukanun nons3oBareneid CYBJ]. CoBMecTHOE MpUMEHEHHE CPEACTB HICHTH(UKAIUU U
ayrentu¢ukanuu, BcrpoeHHbIX B CYB/[ u B OC. [IpeumyiiectBa 1 HeTOCTaTKH BCTPOSHHBIX CPEICTB
ayTeHTH(QUKanuK. BHemHss u ckBo3Hast ayreHTudukanus. TexHonorus Single-Sign-On (SSO).

3.4. CpenctBa ynpapneHusi 10cTyrnoM. OCHOBHBIE MOHSITHS: CYOBEKThI U OOBEKTHI, TPYIIIbI
[0JIb30BaTENe, NPUBWIEIMM, pPOJIM U NPEACTaBICHUA. Buabsl NpUBWIETHM: NPUBUIETUU
Oe3omacHOCTH U JocTyma. Vcmonb3oBaHue pojeil u mpuBWiIeruil mojb3oBateneil. CoOTHOIIEHUE
npaB aocryna, onpenensieMbix OC u CYB/l. Metku 6e3onacHoctu. Mcnonp3oBanue nmpeacTaBIeHHMN
st obecrieueHus: KoHuaeHuuaabHoctu uHbopMmaimu B CYBJ[. MexaHu3Mbl THIATEIBHOTO
KOHTPOJISI 1OCTYTIA.

3.5. Aymut u nonoTdeTHOCTh. [1oA0TYeTHOCTh ACMCTBUIA MOIB30BATENS U AYAUT CBSI3aHHBIX
c Oe3omacHOCTbIO CcOObITUH. Perucrpauusi nedCTBUH MOJb30BaTeNd. YIpaBieHUE HaOOpoM
PETUCTPUPYEMBIX COOBITHI. AHATN3 PETUCTPALIMOHHON MH(POPMAIIH.

3.6. Kpunrorpadpuueckue MeToapl 3ammThl 0a3 maHHBIX. OCOOCHHOCTH NPUMEHCHUS
kpunrorpaguueckux MetonoB. IIpozpauHoe mmdpoBaHue u MmUdpoBaHHE MO TPeOOBAHUIO.
OcoOenHoCTH XpaHeHus KiIro4eBor nHpopmaiuu B b/1.

3.7. Ponp monoxenuit HaumoHanmbHbIX crangaptoB ['OCT P MCO/M3K 53113-1-2008
«MH(popMalMOHHBIE TEXHOJIOTUH. 3aliUTa HH(HOPMALMOHHBIX TEXHOJIOTUN U aBTOMATU3UPOBAHHBIX
CHCTEM OT Yrpo3 MH(OpMAIMOHHON 0€30IacHOCTH, pealu3yeMbIX C MOMOIIBIO CKPBITHIX KaHAJIOB.
Yacts 1. O6mue nonoxerus», [OCT P UCO/MOBK 53113-2-2009 «HpOpManInOHHBIE TEXHOIOTHH.
3ammra MHQOPMALMOHHBIX  TEXHOJIOTMH M AaBTOMAaTHU3UPOBAaHHBIX CHCTEM OT  YIpo3
MH(OPMaLlMOHHON O0€30IaCHOCTH, peaM3yeMbIX C IOMOIIBIO CKPBITHIX KaHaioB. Yactp 2.
PexomeHnanuu mno 3amure MHPOpMALUU, HHHOPMALMOHHBIX TEXHOJIOTUN U aBTOMAaTU3MPOBAHHBIX
CUCTEM OT yrpo3 HH(OPMALIMOHHON 0€30M1aCHOCTH, PEAU3yEMBIX C TOMOIIBIO CKPBITHIX KaHAJIOB» U
PyxoBogsamero noxkymenra @CTOK Poccum «3ammra OT HECAHKIIMOHMPOBAHHOIO JOCTYyNa K
uHpopmanuu Yacts 1. [IporpammHoe obecrieueHne cpeicTB 3amuThl nHGopMmauu. Knaccudukanus
[0 YPOBHIO KOHTpOJII OTCYTCTBUS HE JEKJIApHUPOBAHHBIX BO3MOXKHOCTEH» i obecreueHus
3alMIIEHHOCTH KOMITbIOTEPHBIX CUCTEM € 0a3aMH JIaHHBIX OT HECAaHKLIMOHUPOBAHHOIO JOCTYIIA.

Tema 4. MexaHu3MBbI, NOJAEPKUBAIONINE BHICOKYIO TOTOBHOCTH

4.1. CpenctBa, MOIJIEPKUBAIOIINE BBICOKYIO TOTOBHOCTh. AmNMNapaTHas W MporpaMMHast
noguepxku. KnacrepHas opraHmsanusi cepBepoB 0a3 nanHbIX. [lapamerpwr Hactpoiiku CYB/IL.
Coxpanenne n BoccraHoBieHHe bJ/[. OmepatnBHOE agMUHUCTPUPOBAHME. 3aJa4yd, CPEACTBA H
PEKHUMBI aIMUHUCTPUPOBAHMSL.

4.2. Mounutopunr cepepoB CYDB/[. ®ynkimonansHass HackimeHHOCTs CYBJI. ®opmer
U30BITOYHOCTH.  AmnmapaTHas  W30BITOYHOCTh.  M30BITOUHOCTH,  AaHHBIX.  [Iporpammuoe
3epKajupoBaHue. TupaxxupoBaHHue JaHHbBIX.

Tema 5. 3amuTa JaHHBIX B pacnpeaeaeHHbIX CHCTeMax



5.1. PacnipeienieHHbIe BRIUMCIUTENBHBIE cpeibl. Pacipenenennas o6paboTka HHPOPMAIIUH B
cpene KiueHT-cepBep. Pacmpenenennsie 6a3bl gaHHBIX B ceTsix OBM. Yrpossl 6e3omacHocTH
pacupeneneHabix CYBJl. Yrpo3sl JOCTYIMHOCTH, LEIOCTHOCTH W KOH(PUACHIUATHLHOCTH JTaHHBIX.
MexaHu3Mbl TPOTUBOIEHCTBHUS.

5.2. Pacnipenienennas o0pabotka nanueix. [lonsTue pacnpeneneHHol TpaH3akuu. Mojaenb
00paboTkH TpaH3akuui. MOHUTOPEl 00pabOTKM TpaH3akuui. [IpoToKobl UKCALMM TPAH3AKLIUK.
TupaxupoBanue naHHbX. O030p CpeACTB THPAKUPOBAHUS (PEIIMKAINK) JTaHHBIX. J((EeKTUBHBIC
QITOPUTMBI TUpaXHpoBaHus. CpaBHEHHE MMOIXO00B K THpaxupoBaHuto b/I.

5.3. INonoxenus HanmoHanbHOro crangaptra [OCT P MCO/MDK 51583-2014 «Ilopsaok
CO3/IaHUsl ABTOMATU3MPOBAHHBIX CHUCTEM B 3ALIUIIEHHOM MCIOIHEHUNY», PErJIaMEHTHPYIOLIEro
MOCTPOCHHE 3AIMIICHHBIX HH(POPMAITMOHHBIX CUCTEM Ha OCHOBE 3aIIMIICHHBIX 0a3 JaHHBIX.

5. Odpa3oBaTe/ibHbIe TEXHOJIOTHM, B TOM YHCJIe TEXHOJOIHMH 3JEKTPOHHOIO0 O0y4YeHUS] M
AUCTAHIMOHHBIE 00pa30BaTe/IbHbIE TEXHOJOTHH, WCHOJb3yeMble NPH OCYIIEeCTBICHUH
00pa3oBaTeIbLHOIO Mpolecca Mo TUCIUNIHHE

B nporecce 00ydueHus: UCTIONB3YIOTCS clelytolue 00pa3oBaTeIbHbIe TEXHOJIOTHU:

AxajeMuyecKasi JEKIUs € JeMEHTAMH JIeKIUH-0ecelbl — I0CIIEA0BAaTEIbHOE U3JI0-
JKEHUE MaTepuaia, OCYIIECTBISEMOE IMPEUMYIIECTBEHHO B BHJE MOHOJIOra IPENOJaBaTels.
DeMeHTHI JIeKIMU-0ece1bl 00eCcTIeYrBa0T KOHTAKT MPENOAaBaTeNs C ayIMTOPHEH, YTO TTO3BOJISAET
IpUBJIEKaTh BHUMaHUE CTY/ICHTOB K HauboJee BaKHbIM TeMaM JUCLUIUIMHBL, aKTUBHO BOBJIEKATh UX
B y4eOHBII MpOIecC, KOHTPOJIUPOBATH TEMII M3JIOKEHHUSI y4eOHOro Marepuaia B 3aBUCHMOCTH OT
YPOBHS €TI0 BOCIIPUSATHS.

IIpakTHYeckoe 3aHSATHE — 3aHATUE, ITOCBSIICHHOEC OCBOCHHMIO KOHKPETHBIX YMEHHMU U
HABBIKOB U 3aKPEIUICHUIO IIOJyYEHHBIX Ha JIEKIIUY 3HAHUU.

Koncyabrauum — BHJ Y4eOHBIX 3aHSATHH, SBISAIOMUICS OXHOW M3 (QOPM KOHTPOISL
CaMOCTOSITENIbHON paboThl CTyJeHTOB. Ha KOHCyJIbTalsX 110 Ipoch0e CTYJEHTOB pacCMaTpUBAOTCS
HauboJee CI0KHBIE MOMEHTHI IPY OCBOEHUU MaTepualla JUCUMILIMHBL, IPENo1aBaTelb OTBEYAeT Ha
BOIIPOCHI CTYZICHTOB, KOTOPBIE BOZHUKAIOT Y HUX B MPOIIECCE CAMOCTOSITEIbHON paboThI.

6. IlepeyeHb JMUEH3MOHHOTO W (MJIM) CBOOOJHO PACHPOCTPAHIEMOIr0 MPOrPaMMHOIO
o0ecreyeHusi, HCNOJB3YeMOr0 MPH OCYHIECTBJICHHMH 00pa30BaTeIbHOr0 mpormecca 1o
AUCHHUILIMHE

B nporiecce ocymiecTBieHust 00pa3oBaTeIbHOTO MPOIECca O AUCHUTUINHE UCTIOIB3YIOTCS:

st GOpPMHUPOBAHUST MATEPHAJIOB JJISI TEKYIIETO KOHTPOJS YCIEBAEMOCTH W TPOBEIACHUS
IPOMEKYTOYHOU aTTeCTAIMH, IS (OPMUPOBAHUS METOIUUYESCKAX MATEPHUAIIOB 110 TUCIUILIHHE:

- nporpammbl Microsoft Office;

- u3gareabckasa cucteMa LaTex;

- Adobe Acrobat Reader;

- Virtual Box (cBoboano pacmnpoctpansemoe 110);

- Ubuntu (cBo60oaHO pacmnpoctpansiemoe [10);

- Oracle Express 11g (cBo6oaH0 pacmpoctpansemoe [10);

- Kali Linux (cBo60oHO pacnpoctpansiemoe [10).

7. TIlepeyeHb cOBpeMeHHBIX MNpodecCHOHANBHBIX 043 JAHHBIX H HH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX NPH OCYIIECTBJCHHH 00pa30BaTeJbLHOIO Ipouecca Ino
AUCHHIIMHE (MPU HEO0X0IMMOCTH)



B nporiecce ocymiecTBiaeHust 00pa3zoBaTeNIbHOTO MpoIecca MO AUCHUIUINHE UCTOIB3YIOTCS:
- ABTomaTu3upoBaHHas oubmoredHo-uHpopMannonHas cucrema «kbYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHas oubnmnoreunas cucreMa «Jlanpy https://e.lanbook.com

- DnekrpoHHas OubnroTeunas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHas OubnuoTeyHas cucreMa «KoHCYIbTaHT CTyIeHTa
https://www.studentlibrary.ru

8. IlepeyeHb OCHOBHOII ¥ 10TOJIHUTEJILHOM Yy4eOHOIi JTUTEPATYPHI, pecypcoB HH(OPMAIIMOHHO-
TeJIeKOMMYHUKAIMOHHOH ceTH «UHTepHeT» (IpM HEOOXOAUMOCTH), PEKOMEHAYEeMbIX [JIfl
OCBOEHMS THCIUIIHHBI

a) OCHOBHAS JIUTEepaTypa

1. TTonsixkoB A. M. BesonacHocth Oracle rmazamu ayauropa: HamajeHue U 3amuTa - MockBa:
JIMK TIlpecc, 2014. https://www.studentlibrary.ru/book/ISBN9785970600580.html

2. CkpomuukoB A. B., Pogurn C. B., Ilepmunos I. B., YepusmioBa E. B.
besomacHocth cuctem 0a3 gaHHbBIX: yueO. mocobue - Bopomex: BI'YUT, 2015.
https://www.studentlibrary.ru/book/ISBN9785000321225.html

3. bapanumkoB A. W., bapanumkoB II. A., Ilemekun A. H. Anroputmbel u Mojaenu
orpanuueHust gocryna k 3anucsaiM b/l - Mocksa: T'opsuas nunus - Tenexkom, 2011.
https://www.studentlibrary.ru/book/ISBN9785991202039.html

4. TOCT P UCO/MDBK 51583 - 2014 rona, «Ilopsgok co3maHuss aBTOMaTH3UPOBAHHBIX
CUCTEM B 3alIMLICHHOM UCHONHEHUN», dDenepanbHOE AareHTCTBO 10 TEXHUYECKOMY
peryJaupoBaHUIO u METPOJIOTHH («Poccrannapt»), M.: 2014.
https://ohranatruda.ru/upload/iblock/44b/4293772843.pdf

0) 10MOJTHUTEILHAS JIUTEpaTypa

1. TOCT P HCO/M3BK 15408 «OOmue KpuTepuud JOBepusi U 0€30MaCHOCTH
nH(POPMAIMOHHEIX crcTeM», PoccTtanmapt Poccun.

Yacts 1 - 2012r:
https://ohranatruda.ru/upload/iblock/857/4293781374.pdf?ysclid=1j48m4r0xz335393767
Yacts 2 — 2013r: http://data.1000gost.ru/catalog/Data/554/55439.pdf

Yacrts 3 - 2013r: http://gost.gtsever.ru/Data/554/55440.pdf?ysclid=1j48qz60cw360426998

2. Ilpockypun B. T'. Bamura nporpaMMm u AaHHBIX: ydeOHOe mocoOue i By30B. - M.:
Axanemus, 2012.

3. BnacoBa O.B. Cuctemsl ynpaBieHus 0a3aMM JAaHHBIX: JJAOOPATOPHBIA MPAKTUKYM —
Spocnasine: Spl'Y, 2010. http://www.lib.uniyar.ac.ru/edocs/iuni/20100201.pdf

4. Bnacosa O.B. SQL: Yuebnoe noco6ue — SIpocnasns: SApl'Y, 2011.
http://www.lib.uniyar.ac.ru/edocs/iuni/20110206.pdf

5. TlpxusnkoBckuii B. B. BBenenune B Oracle SQL: yue6. mocobue anst By30oB. / B. B.
[pxusankoBckuit; Hannonansueii OTkpsiTeid YHUBepcuter "MHTYUT" - M.: BUHOM.
JlaGopatopus 3Hanuii, 2012. - 319 c.: nin.

6. JleBanun, I1. H. Mozaenu 0e30macHOCTH KOMITBIOTEPHBIX CUCTEM. YTIPaBIE€HUE JOCTYIIOM
1 MH(QOPMAIIMOHHBIMU IOTOKaMK : yueOHoe nocobue it By3oB / lessaun I1. H. - 2-e uzn.
, ICTIP. ¥ I011. - MockBa : ["'opsiaas muams - Tenexkom, 2013. - 338 ¢. - ISBN 978-5-9912-0328-
9. - Tekcr : onextponsslii / O3BC "Koncymbrant crynenta" : [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991203289.html

7. PykoBomsmuii gokymeHT DPCTOK Poccum (6pBm. ['ocTexkomuccusi) «3ammra OT
HECaHKLUMOHUPOBaHHOTO noctyna K uHpopmanuu Yacts 1. IIporpammuoe oOecnedeHue
cpeactB 3aumThl MHpopmanuu. Kiaccupukanuss Mo ypoBHIO KOHTPOJS OTCYTCTBHS HE
JIEKJIapUPOBAHHBIX BO3MOYKHOCTEN». (YTB. pemieHneM [ocyaapcTBEHHOM TeXHUYECKOM
komuccuu nipu [Ipesuaente PO ot 4 urons 1999 r., Ne 114). https://fstec.ru/dokumenty/vse-
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dokumenty/spetsialnye-normativnye-dokumenty/rukovodyashchij-dokument-ot-4-iyunya-
1999-g-n-114?ysclid=1j48ywrh6a506906471

B) pecypchl ceTtd «IHTepHEeT» (MPH HEOOXOTUMOCTH)
1. HoBoctu B cdepe yrpo3 0€30MacHOCTH M 3aIIMThl KOMIBIOTEPHOW HHGOpMAIUH
poccuiickux xypHana «Xakep»: https://xakep.ru/tag/news u xxypHana «MHpopmannonHas
Oe3omacHOCThY: http://itsec.ru/main.php.
2. Hogeiimue ganneie 00 yrpo3ax paboThl ¢ MOAKIIOUYEHHEM K ceTd VHTepHeT poccuiicKoit
kommanuu «Jlaboparopus Kaciepckoroy»: http://www.kaspersky.ru/internet-security-center.
3. Marepuainsl exxerogaoro (¢ 27 mo 30 nexabpsi) BCeMHUPHOTO KOHrpecca xakepoB «Chaos
Communication Congress» (CCC) B 'amOypre, r/1e pacCKa3bplBaeTCsi O HOBBIX BBISBJICHHBIX
ySI3BUMOCTSIX B amlapaTHBIX PEHICHUSX W MPOrPAMMHOM OOECTeueHUU (Ha aHTIHHCKOM
s3bike):  https://events.ccc.de/congress/2015/wiki/Static:Main Page, BuaeomaTtepuaibl ¢
cyorutpamu kourpecca CCC: https://www.youtube.com/user/CCCen/videos.
4. MWuarepaktuBubie yueOHmku 1o SQL: (http://www.sql-tutorial.ru/), SQL.RU -
(http:/www.sql.ru/).
5. IlopTan pa3pabOTYNKOB KIMEHT-CEPBEPHBIX IpriiokeHud Microsoft Developer Network
(MSDN) - (https://msdn.microsoft.com/ru-ru/).
6. denepanbHblii OAHK TaHHBIX yrpo3 0€30MacHOCTH, BEAYIIMKCs B pazaene «TexHudeckas
3amuTa uHGopmarmmy odunuansHoro caiita ®CTOK Poccun (https://bdu.fstec.ru).

9. MartepuanbHo-TexHU4YecKasi 0a3a, HeoOXoaAUMAasl I OCYLIECTBJIEHUSI 00Pa30BATEIHLHOIO
npoiuecca no AMCUMIINHE

MarepuanbHO-TeXHHUECKass 0a3a, HEOOXOoIuMas Ui OCYHIECTBICHHS OOpa30BaTEIbHOTO
npoiiecca 1o AUCLUILIMHE BKIIOYAET B CBOM COCTaB CHEIMAIbHbIC TOMELCHHS:

- yueOHbIe ayIUTOPHH I TPOBENCHHS 3aHATUH JIEKIMOHHOTO THIIA, O0OpYHIOBaHHAS

NIEPCOHAJIBHON KOMITBIOTEPHOM TEXHUKOH C YCTAaHOBJICHHBIMHM CPEJICTBAMM BHU3yallM3alluU

tekctoB B popmare DOC/DOCX, PDF, F2B, ¢aiinoB n3obpaxenuii, mpe3eHTanuii, BUae0 U

IPYTUX MYJIbTUMEAUNHHBIX (DaiiioB, a TakKe - BUACOMPOECKTOPOM U JKaTIO3U HA OKHAX, WU

KOMITBIOTEPHOUW TEXHUKOW U MHTEPAKTUBHOW KOMIIBIOTEPHOU JTOCKOM;

- yueOHble ayaUTOPUM M TPOBEACHMS NPAKTUYECKUX 3aHATUH: J1abopaTopuH

WH(GOPMAIMOHHBIX TEXHOJOTHH W MPOTPaMMHO-alNapaTHBIX CPEICTB  oOecredeHus

undopmarronHoi o6eszonacHoctu (Virtual Box, oneparronnsie cucremsr Microsoft Windows

u Kali Linux, CYBJ] Microsoft SQL Server une nmxke Bepcun 2010, CYBJI Oracle Bepcuu He

Huxe 11g);

- yueOHbIe ayTMTOPHH ISl IPOBEIECHUS TPYIIIOBBIX ¥ WHAWBHYAIbHBIX KOHCYJIbTAIIHA,

- yueOHbIe ayJTUTOPUH JJIs TPOBEACHUS TEKYIIEr0 KOHTPOJIS U MPOMEXYTOUHOM aTTecTalui;

- MOMEUICHHUS JJIsl CAMOCTOSITENTHON pabOThI;

- TMIOMELIEHU Ul XpaHEHHUs U MPO(PMIAKTUYECKOTO 00CITYKUBaHHUS TEXHUYECKHX CPEICTB

oOy4eHus.

ITomemienuss A CaMOCTOATENBHOW pabOThl OOYYAIOLIMXCS OCHAIEHbl KOMIBbIOTEPHOMH
TEXHUKOM C BO3MOYKHOCTBIO TOAKIIOUEHHS K ceTH «VHTepHeT» W o0ecrleyeHneM J0CTyna B
AIIEKTPOHHYIO HHPOPMALMOHHO-00pa30BaTENbHYIO Cpely OpraHU3alllu.

ABTOpP(BI):

Houent xadenpst Kb u MMOU Ko3ssipes H.
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IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«OCHOBBI MOCTPOEHNS 3AIMIIEHHBIX 023 TaHHBIX)

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U NIPOMEKYTOYHOM aTTeCTAIMHN CTYAE€HTOB
N0 JUCIHUILIHHE

1. TunoBble KOHTPOJILHbIE 32IaHUSI M HHbIE MaTEePHAJIbI,
HCMOJIb3yeMble B Mpollecce TeKYIero KOHTPOJIs YCIeBaeMOCTH

Ilepeyennb 3agaHnil 17151 CAMOCTOSITEJIbHOM PA0OTHI CTYIEHTOB:

1. Ha ocHoBe comocTaBieHHs TMOJIOKEHUH MEXAYHApOAHBIX M POCCUHUCKHUX CTaHIIApPTOB
0€30MacHOCTH U3 MEpPeYHs OCHOBHOM M JIOMOJIHUTEIBHOW JIUTEpaTyphl pabouell MporpaMmbl
JTUCIUIUIMHBL CPOPMYIUPYITE 4YeM OTIMYAIOTCS 3apyOeKHbIE U POCCUICKHE OMpeieNieHus u
NOHATHUS YTpo3 Oe3omacHocTH? OOOCHYHTE OTBET.

2. Ha ocHoBe 3HaKoMcTBa C HalMOHAIBHBIMH cTaHmapramu no ys3Bumoctsm (I'OCT P
NCO/M3K 56545-2015 «3amura nHGopManuu. Y a3BUMOCTh HHPOPMAITMOHHBIX cucTeM. [IpaBuiia
ormucanus ysazsumoctein» u FOCT P UICO/MDK 56546-2015 «3amura nndopmanuu. Y a3BUMOCTh
uHpopMannoHHbIX cucteM. Knaccupukanus ys3BuMocTeld HHPOPMAITMOHHBIX CUCTEM») U OaHKa
JTaHHBIX yrpo3 Oe3omacHocTH, Beaymerocs Ha caiite @PCTOK Poccun (https:/fstec.ru) B pazmene
«Texundeckas 3amura uHpopMmarum» (https://bdu.fstec.ru) orGepute yrpo3sl, MpeaCTABIISIONIAC
HauOOJIBIIIYIO OMACHOCTD JIsI HHPOPMAIIMOHHBIX CHCTEM Ha OCHOBE 0a3 naHHbIX. OOOCHYHTE OTBET.

3. B dgem 3axmrouaercs cyts u HazHaueHue nakera DBMS CRYPTO nmns mmdposanus B B/I.
Ob6ocHyiiTe OTBET.

4. Ha ocHoBe yueOHOIl nuTepaTypbl BBIICHUTE IPEMMYIIECTBA M HEIOCTAaTKU CPEACTB
ayreHTH(uKanuu, BcrpoeHHbIX B CYBJ] Oracle. O6ocHyiite oTBeT.

S. Ha ocHoBe yueOHOI nuTepaTyphl BBIICHUTE CXOACTBO M Pa3IMuUs B POJISIX U MPUBHIIETHSIX
nosab3oBarenei CYB/] u onepannonssix cucreM. O60CHYHTE OTBET.

6. Ha ocHoBe y4ueOHOU nuTEepaTyphl BBISICHUTE M OXapaKTEPU3YHTE CUCTEMHBIC U OOBHEKTHBIC
BUJIOB npuBUieruit ans nonszoBateneid CYB/[. ObocHyliTe oTBeT.

7. Ha ocHoBe yueOHOIl muTepaTyphl BBIICHUTE W OXapaKTepU3yHTE HCIOJIb30BAHUE

npescTaBiIeHuit A YpasieHue qoctynom k b/l u obecnieuenus koHpuaeHIMATBHOCTH HHPOpMa-
uu B CYB/I. O6ocHyiiTe OTBET.

8. Ha ocHoBe y4yeOHOW nuTepaTypbl BBIACHUTE U OXapaKTEpU3yWTE METOJbl MOJAEp KaHUS
JeKJIapaTUBHOM U mipouieaypHoit rienoctHoctd B CYBJl. OGocHyiiTe OTBET.

9. Ha ocHoBe yueOHOH muTEpaTyphl BBISCHUTE B YE€M COCTOSIT OCOOEHHOCTH CCBHIIOYHOM
uenoctHocty B CYB/] u ee nonnepxkanus. OOOCHyHTE OTBET.

10. Ha ocHoBe ydeOHOH nUTEpaTypbl BBLICHUTE B YEM 3aKJIIOYAIOTCS LU HMCIOJIb30BaHUS
TPUITEPOB U UEM OHU OTIUYAIOTCS OT XpaHUMBIX npoueayp? ObocHyHTe OTBET.

11. Ha ocHoBe yueOHOH IuTepaTypbl BBIICHHUTE M O0O0OCHYiTe (yHIaMEHTaIbHBIN JUIs
6e3omacHocT B/l cMbIcT MOHATHSA TpaH3aKIUH U KOHTPOJIbHBIX ToYeK. OOOCHYITE OTBET.

12. KakoBbl pojb ¥ BO3MOXKHOCTH METOABI CEpUAIM3AalMU TPAH3aKIMHA Kak CpeJcTBa
M30JUPOBaHHOCTH TToNTb30BaTeneit bJl. O6ocHyiiTe OTBET.

13. Ha ocHoBe y4eOHOI IuTepaTyphl BBISICHUTE U 000CHYITe 3HadeHue A OezomacHocty b1
pexxuMoB Os10KupoBaHusa. OO0CHYHTE OTBET.

14.  Ha ocHoBe y4eOHOW nUTEpaTyphl BBIACHUTE M OXapaKTepU3yiTe MpaBHiia COTIACOBAHMS
6110kMpoBOK. OOOCHYMTE OTBET.



15. B ueM cocTouT MeTOA0JIOrMYECKas POJIb IOJOKECHUN HALIMOHAJIBHBIX CTAHIaPTOB CEMENCTBA
«Oobmue xkputepuu noBepus u O6ezonacHoctr mHpopmarmoHHbex cuctem» (TOCT P MCO/MBK
15408-2012-1, TOCT P HMCO/MBK 15408-2013-2, TOCT P HMCO/M3K 15408-2013-3) B
pa3paboTke moacucTeMbl HHGOPMAIMOHHON Oe3omacHOCTH 0a3 JaHHBIX M paMKax CO3JaHUA
0e30macHOi HHPOPMAITMOHHON CUCTEMBI HA X OCHOBE?

16. B 1yem coctout ponb mosioxkeHui cemeiictBa HannoHanbHBIX ctanaapToB 'OCT P UCO/MOK
53113-1-2008, TOCT P MUCO/MDBK 53113-2-2009 u pyxoBogsmiero nokymenta ®CTOK Poccun
«3ammra oT HECAaHKIIMOHUPOBAHHOTO ocTyna kK nuHopmanuu Yacts 1. [Iporpammuoe obecrnieueHue
cpeactB 3amuThl uHpopMmanuu. Kiaccupukamus 10O YpOBHIO KOHTPOJS OTCYTCTBHS He
JEKJIapUPOBAHHBIX BO3MOXKHOCTE» i1 00ecredyeHus 3allUIIeHHOCTH KOMITbIOTEPHBIX CHUCTEM C
0a3aMu JaHHBIX OT HECAaHKLIMOHUPOBAHHOTO JocTyna? OOOCHYITE OTBET.

17.  HaocHoBe yueOHOI IUTEpaTyphl BHISICHUTE Pa3HUILY U O0LIME YepThI ayuTa B 0a3axX JaHHBIX
U ONEPAlMOHHBIX cucTeMax. OOOCHYITE OTBET.
18. Ha ocHoBe yueOHOU JuTEepaTypbl HAIMOHATIBHBIX CTAHIAPTOB OE30MACHOCTH BBIICHUTE U

chopMynHupyiTE MpaBUIiIa pe3epBUPOBAHMS M BOCCTAHOBJICHUS 0a3 JaHHBIX MTOCIIE COOEB, HEIITATHBIX
PEKUMOB PabOTHI U APYIMX MHUUACHTOB Oe30macHOCTH. OGOCHYITE OTBET.

19.  HaocHoBe yueOHOI1 InTepaTypbl HAIIMOHABHBIX CTAHAAPTOB 0€30MMaCHOCTH CPOPMYIHUPYITE
coJepkKaHue W dTanbl (HOPMUPOBAHMS 33haHUS O O€30HAaCHOCTH U NpO(UIS 3alMTHl MPU
npoektupoBanuu b/l

20. Ha ocHoBe yueOHOW auTepaTypsl M MOJIOKEHUH HanuoHanbHoro cranjpapra ['OCT P
NCO/M3BK 51583-2014 «Ilopsimok co3maHus aBTOMATH3MPOBAHHBIX CHUCTEM B 3alIHIICHHOM
UCIIOJIHEHUM», 0000muTe U chHOpMyIUpyHTe MNOPSAOK W ATalbl IMOCTPOEHUS 3AIIUIICHHBIX
MH(POPMALMOHHBIX CHCTEM Ha OCHOBE 3alIMIICHHBIX 0a3 TaHHBIX.

Hepeqeﬂb BOITPOCOB IUIA OIIPOCA HA MPAKTUYCCKUX 3AHATUAX:

1. Chopmynupyiite 1 000CHYHTE MOHATHS yrpo3 Oe3onacHocTu b/l - obuue u crienupuaHbIe.
2. Ha ocHoBe yueOHOI nuTEepaTyphl BBIICHUTE B YEM COCTOMUT IOHSTHE, CYIIHOCTh M IIeNU
nosmtuku 6e3onacHoct bJI. O6ocHyiiTe OTBET.

3. Ha ocHoBe yueOHON nuTepaTypbl HAIMOHAIBHBIX CTaHIAPTOB OE30MACHOCTH CEeMEeWCTBa

I'OCT P UCO/M3BK 15408-2012-2013 o0606mmte ¢ (opMyaupyldTe TPUHIMIBI TTOCTPOCHUS
3alIMIIEHHBIX TH()OPMAIMOHHBIX CHCTeM Ha ocHoBe B /1.

4. Ha ocHoBe yueOHO# snuTEpaTypbl BBISICHUTE B UYeM 3aKIIOYACTCA pa3HHUIA MEXKIY
TUCKPEIIMOHHBIMU U MaHAATHBIMH MozensiMu 6e3omacHocTr CYBJI. O6ocHyiiTe OTBET.
S. Ha ocnoBe yueOHOI nuTepaTyphl BBISICHUTE B Y€M 3aKJIIOYAETCS pa3HHUIA MEXTY METKaMu

NOJIb30BaTENs, CIEUUAIbHBIMA TpUBMWIETHsIMUA JnocTyna B BJl u Mapkepamu 06e30mMacHOCTH U
npaBamu U npusmierusmu pgocryna B OC. O0ocHyHTe OTBET.

6. Ha ocHoBe yueGHOH 1uTepaTyphl BHIICHUTE HA3HAUEHUE M COCTAB CJIOBAPS AAHHBIX IS LesIei
obecneuenus 6ezonacHocT B BJ[. O6ocHyiiTe OTBET.

7. Ha ocHoBe yueOHON mnuTepaTypbl BBIACHUTE 3HAYEHHE IPEACTABICHUN cCloBaps aJs
obecrieueHus 1eTOCTH TaHHBIX U pasrpannyeHus gocryna B BJ[. O6ochyiiTe oTBET.

8. Ha ocHoBe yueOHOI uTepaTypbl BBISICHUTE 3HAUEHUE TPaH3aKLUUHM /Ui Leneld obecredeHus
6e3omacHoctH B BJ[. O60cHyliTe OTBET.

9. Ha ocHoBe yueOGHOI JuTepaTypbl BBISICHUTE 3HaUeHUe i obecrnieueHus 6e3onacHocTu bJ]

PEXKUMOB OJIOKMPOBAaHUS M MPaBUJ COTJIACOBAHUSA OJIOKMPOBOK, a TaK)K€ B3aUMOOJIOKHMPOBOK, MX
pacro3HaBaHUsI U Pa3pyLICHHUS.

10. B uem coCTOMT LEHHOCTH IUIsl Lenel obecriedenus O6e3onmacHocTH B bJl Oracle yTuimuThr
WRAP? OGocHyiiTe OTBET.
11. B ueM coctouT meHHOCTH s 1ene oOecmedenus Oe3omacHocth B BJ[ mpumeHeHus

texHosnorun FLASHBACK nns mosnydenus perpocnekTuBHbIX coctosHuit BJ[ (Query, Version
Query, Transaction Query, Table, Drop, Database). O6ocHyiiTe OTBeT.



12. KakoBbI poiib U BO3MOXHOCTH HallMOHAJBHBIX cTaHaapToB cemeiicta 'OCT P UCO/M3K
53113-1-2008, TOCT P UCO/MDK 53113-2-2009 u pykopomsmero nokymenra ®CTIOK Poccun
«3amuTa 0T HeCaHKLIIMOHUPOBAHHOTO tocTymna K nHpopmaru Yacts 1. [IporpammHoe obecrieuenue
cpenctB  3amuThl  uHbopManuu. Kraccudukanus 1O YpPOBHIO KOHTPOJISI OTCYTCTBHUSI HE
JIEKJIapUPOBAHHBIX BO3MOXKHOCTEN» AJ11 00ecnedyeHHsl 3alllUIIEHHOCTH KOMIIBIOTEPHBIX CHUCTEM C
0a3aMu JaHHBIX OT HECAaHKLIMOHUPOBAHHOTO JOCTyma?

13. B uem cocrout poisib nonoxeHui HauoHnanbHoro crangapra 'OCTa P MCO/MDK 18045-
2012 «Meromonorus OIEHKH 0€30MacHOCTH HWH(OPMAIMOHHBIX TEXHOJOTHUI» JJIs aHaIu3a
MPOEKTHBIX PENICHUN MOACUCTEM WH(MOPMAIMOHHONW 0e30macHOCTH 0a3 JaHHBIX M OOeCIeUeHUS
3aIUIIEHHOCTH KOMITBIOTEPHBIX CHCTEM B LIETIOM.

14.  Ha ocHoBe HammoHanbHbIX cTangaptoB cemeiictea ['OCT P NCO/M3BK 15408-2012-2013
«O0me Kputepuu JaoBepuss W 0€30MacHOCTH HMH(POPMALMOHHBIX CHUCTEM» CHOPMYIUPYHTE
colepaHue W OTanbl (HOPMUPOBAHMS 33JaHUS MO OE30HMAaCHOCTH M MPO(UIS 3alMTHI TPU
npoexktupoBanuu b1,

15. Ha ocHoBe HamumoHanbHbBIX cTangaproB cemeidictea I'OCT P MCO/M3K 53113-1-2008
«MHopMalioHHbIe TEXHOJIOTUH. 3alIiTa UH(POPMALIMOHHBIX TEXHOJIOTUN U aBTOMATU3UPOBAHHBIX
CUCTEM OT Yrpo3 MH(GOPMAIIMOHHON 0€30I1aCHOCTH, PEaTU3yeMbIX C IIOMOILIBIO CKPBITHIX KaHAJIOB.
Yacte 1. O6mme mnonoxenuss» u ['OCT P MCO/MDBK 53113-2-2009 «HMuHpopManmoHHbIE
TEXHOJIOTUH. 3amuTa MHOOPMAIIMOHHBIX TEXHOJIIOTUH M aBTOMATHU3MPOBAHHBIX CHCTEM OT yrpo3
nH(GOPMALIMOHHONW 0€30MacHOCTH, peau3yeMbIX C IOMOINBIO CKPBITHIX KaHaoB. Yacte 2.
Pexomennaruu o 3amute uHGOpMaK, HHHOPMAITUOHHBIX TEXHOJIOTHH W aBTOMATU3HPOBAHHBIX
CUCTEM OT yrpo3 UHGOPMAIMOHHON 0€30MacHOCTH, PEaIu3yeMbIX C TIOMOIIBIO CKPBITHIX KaHATIOB)»
0000mEeHHO  CHOPMYITUPYHTE TPHHIMIBI  Pa3pabOTKU  IMOJCHUCTEMBI  OE30MaCHOCTH  OT
HecaHKIMoHupoBaHHOro nocrymna Kk MC Ha ocHose b/1.

16. Ha ocHOBe NOJOXEHHWH HAIMOHAIBHBIX cTaHmapToB Oe3onmacHoct HWC BBIICHHUTE |
chopMynupyiTe MpaBuiia pe3epBUPOBAHUS U BOCCTAHOBIIEHUS 0a3 JaHHBIX MOCie cO0eB, HEIITATHBIX
PEKUMOB PaOOTHI M APYTUX MHIUICHTOB OE30MIACHOCTH, KX MECTO H POJIb B OJUTHKE O€30MaCHOCTH
UH(OPMALIMOHHON CUCTEMBI.

IIpumepsl 3agaHui 1JIs1 CAMOCTOATEIBLHOM NPAKTHYECKON PadoThI CTYCHTOB

1. CocTaBUTh M IPE3EHTOBATH J0KJA] O HEITABHO 3aKPBITOM ySI3BUMOCTH B 110001 B/,

Kputepun BbINOIHEHUS 3a1aHUS:

— TEOPETUYECKOE OIMCAHUE YSI3BUMOCTH C YKa3aHHEM KOHKpeTHbIX Bepcuid CY B/, aiis KoTopsIX OHa
BOCIPOU3BOUTCS;

— OIMCaHUE PEaTN30BaHHBIX METOA0B 3aAIIUTHI OT ITOU YSI3BUMOCTH;

— MPaKTUYECKOE MPEACTAaBICHUE MEXAHW3MOB aTakKu M 3alluThl (BO3MOXHOCTH JE€MOHCTpAlUH
OHJIAMH Iperno1aBaTeio).

2. Hanucats nporpammy asns 3aumutsel CYB/I.

ITporpaMMma n0JKHA YMETh CIIEIUTH 3a TEKYLIUM COCTOSHUEM 3alUIIEHHOCTH CUCTEMBI (HAIIpUMED,
C IMOMOIIBIO JKYpHAJIOB JIOTUPOBaHMS W aynauTa). B cimyuae oOHapykeHUs BBIIIOJIHEHHOM aTaku
HEOO0XO/IMMO BHEAPUTH MEpbl, OOECleUMBAIOLINE 3allUTy OT MOJOOHBIX aTak B OyaylieM u
rocTrapaTrbCcsli HEWTpaJin30BaTh HAHECEHHBIM ymiepOd, MNpu 3TOM 005A3aTeIbHO OIMOBECTUTH
aMMHHCTpaTOpa O IPUMEHEHHBIX Mepax. Hampumep, eciny nosiBUIIOCH MPEIIIONIOKEHUE O Kpaxe
naposisi, HE00X0AMMO PUMEHUTh HACTPOMKY ISl 3aIMTHI OT KOHKPETHOW aTaku, MOMEHSTh [1apojib
U COOOIIUTH 00 3TUX AEHCTBHSIX MOIb30BATEIIO.

Kputepun BbInOTHEHUS 3a/1aHUs:

— peanun3oBaHa 3alllUTa KaK MUHUMYM OT TPEX pa3jNyYHbIX aTak;

— Iporpamma JI0JKHa yMETh Paclio3HaBaTh MMEHHO aTaky, a HE BHEJIPSTh PEBEHTUBHbIE MEPHI IS
YCTpaHEHHS BO3MOKHBIX YIpO3;

— IpOBeeHa JEMOHCTpAIMs aTak (MOKHO BPYUHYIO, a MOKHO aBTOMAaTU3UPOBATh U 3TY YacTh);

— MpOBEJCHA JeMOHCTpalus paboThl TPOrpaMMBbl;
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— MpOBeJIcHa JEMOHCTpaIHs KOja mporpaMMbl (MoHO Ha github.com).

2. Cnmcok BONPOCOB U (MJIH) 3aaHU /1JIs1 MPOBeIeHUs MPOMEKYTOUHOM aTTecTaluu
Cnucok BONPOCOB K IK3aMEHY:

1. Yrpo3ssl 6e3onacHoctu bJ1, o6mue u cienuduyHbIe.

2. [Mapamurma 6e3onacHoctu b1 (UC) B coorBercTBru ¢ 'OCT P UCO/MDBK 15408-2012-2013.

3. 3amuTa oT HecaHKIIMOHUpoBaHHOTO nocTymna. Knaccudpukamus AC (bl) u peGoBanus 1o 3amuTe
UH(OPMALIUU B COOTBETCTBHH C JIEHCTBYIOMMMU pyKoBoasmumu qokymeHTaMmu @CTOK Poccun.
4. TunoBble MOJIETN OTPAaHUYECHHSI TOCTYTIA.

5. CnocoObl OpraHu3anuy pa3rpaHUYCHHs JOCTYIIA.

6. Orpanu4eHue 10CTyma K 3anucsm tadmaui b/I.

7. I3meHeHue 1ocryna K 3aucu.

8. OrpanuueHue A0CTyIa IPU UCIOJIB30BaHUU KIAaCTEPU3ALIMOHHON MOJIETIH.

9. Orpanu4enue TOCTyIA MPU UCIOJIH30BAHUU MAaHJATHON MOJIEIH.

10. Vi3meHeHus B 1OYEPHUX OTHOLICHHSIX JOCTYIIA.

11. Orpanuuenue 10CcTyIa Ipyu UCIOJIb30BaHUU AUCKPELIMOHHO-POJIEBON MOJIEIH JIOCTYIIA.

12. XpaneHue NpuBUIIETHI B 3allIMIIIAEMOM OTHOIICHHUU.

13. XpaneHnue npuBUIIETUNA B OTJAEIHHOM OTHOIICHUH.

14. Orpanuuenue 10cTymna npu QyHKIIMOHATHEHOM MOJIETH I0CTyIa

15. MackupoBka aTpuOyTOB U OpraHHU3AIMS HX XPAHCHHSI.

16. Peanuzanus npenukara onpesesieHus U UCIOIb30BaHUe TOOUTHOM KapThI.

17. Haznauenue, CTpyKTypa U cocTaB ciioBaps qaHHbIX B/I.

18. Tpanzakuuu TpeboBanus Kk HuUM. Oukcanus Tpanzakiuuu B b/l. KouTponbHble TOUKH.

19. Tpurreps!.

20. IToHATHE ENIOCTHOCTH IaHHBIX, A€KJIapaTHUBHAs U MPOLIEypHAas CCbUIOYHbIE 1IeTOCTHOCTH B /1.
21. CcputouHble onepanuy 00ecneueHns CChIJIOYHOM 1IETOCTHOCTH.

22. TpurrepHble MpoLeaypbl B 00€CTIEYeHUN CChbUIOYHOM 1IE€IIOCTHOCTH.

23. OGecnieyeHue 1EIOCTHOCTH 0a3bl TaHHBIX Ha puMepe Oracle.

24. CcputouHBIE OTPAaHUYEHUS U PEISUUOHHBIE orpaHndeHus DB2

25. Opranmsanus B3aumozeiicteus CYB/] (na nmpumepe Oracle) u 6a3oBoit OC.

26. CootHomenue npas goctyna, onpeaenseMbix OC u CYB/] (na npumepe Oracle), coBMecTHOE
UCIIOJIb30BaHue (ailyioB ¢ IpYyrUMH YCTaHOBKaMH, HacTpoiika Macku (umask).

27. Mogenb nonHoMounit Ha (aiinsl ot Oracle.

28. AnbTepHaTHBHBIE MOJEIM IOJTHOMOYMH Ha (aibl, 0€30MacCHOCTh HCXOJHBIX YCTPOWCTB,
Hcnonb3oBanue Oe3zomacHOro BpeMmeHHoro kartaiora. @aitnel Oracle ¢ ycTaHOBJIEHHBIM OMTOM
SUID.

29. CyObeKThl U 0OOBEKTHI, TPYIIBI OJIb30BaTeeH, IPUBUIIETHH, POJIU U ITPECTABICHHUS.

30. Buapl npuBuneruii: npuBwieruu Oe3onmacHocTd M jgocryna. KoHuenuus u  peanusanus
MEXaHHU3Ma pOoJIen.

31. Pacnio3HaBaHue U pa3pylieHne TYMUKOBBIX cuTyaluii B BJ] myTem 6110KupoBOK, KiIaccuduxaius
OJIOKHPOBOK.

32. BIOKHMPOBKH U PEXUMBI JOCTYIA K TaHHBIM B B/[.

33. YpoBuu uzonsanuu B SQL.

34. bnokuporku B Oracle.

35. biokuposku B MySQL

36. YA3BUMOCTH, KaK yCJIOBHsI CYLIECTBEHHO OOJierdaroniyue HapyuieHus KOHGUICHIMATbHOCTH B
B

37. ®a3wl npoexktupoBanus 0e3onacHbix bJl. [IpenBapuTenpHbIi aHAIN3.

38. Ponb oGecnieuenust BbICOKOM roToBHOCTH B/l B CTpyKTYype oOecnieueHust UX 0€30MacHOCTH.
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39. TlonyueHne HECAaHKIIMOHUPOBAHHOT'O AOCTYNA K KOH(pHISHIIMAIbHON nHpopmanuu B b/ mytem
JIOTUYECKHUX BBIBOJIOB.

40. Metoabl IPOTUBOACUCTBHUSI HECAHKIIMOHUPOBAHHOMY JocTymy. Metku Oe3zomacHoctd B B/I.
Hcrnonp3oBanue npeacTaBiaeHui 11 ooecnieueHus KoHpuaeHunaasHocTy nHdopmamyu B CYB/I.
41. IomOoTYETHOCTD IEHCTBUIA MOJIB30BATENS U AyAUT CBA3AHHBIX C 0€30MacHOCTBIO cOOBITHH B BJ]
Oracle (onmuu ayauTa, BKJIIOYEHHE U BBIKJIIOUEHHUE OMLUN, paboTa C KypHaJIOM ayauTa, ayJIuT C
MOMOIIIBbIO TPUTTEPOB U 3AILUTA KYpPHATIA).

42. Metonpl ayTeHTH(UKAIMY 1ToJIb30Bareneii B Oracle.

43. Mogenu 6e3omacHoctu BJl (menmu 6e30macHOCTH, POJIb MOJAETH O€30MacHOCTH B IOJIUTUKE
0e30MacHOCTH, MpocTeias MoJieNb 0e30MmacHoCcTH 0a3 TaHHBIX, TPOBEPKA MOJIHOMOYHI, IPOBEpKa
MOJIMHHOCTH).

44. TuckpennoHHble (M30MparTenbHbie) Mojenu 6e3omacHoct b/, muckpennonHas MmoIuTHKA.

45. Mannarabie (MOJTHOMOYHBIE) Mojienu 6e3omnacHoctu b/I.

46. MHoroypoBHeBbIe Mojienu O6e3omacHoctu bJI. Moaens benna-Jlananymna.

47. Ucnionp3zoBanue SQL-UHBEKIMIA I HEIITATHOTO UCIOIB30BAHUS POLUEAYp U QYHKIIUH.

48. MetananHble U coBapb JaHHbIX BJI.

49. TynukoBble CUTyallUM, UX pAaClIO3HABAHUE U Pa3pylLICHUE.

50. Tlomstue bnokupoBku. Pexumbl OnokupoBok. IIpaBmiia corjacoBaHus OJIOKHMPOBOK.
JIByx(a3Hblil IPOTOKOJ CHHXPOHU3ALUOHHBIX OJOKHPOBOK.

51. Ponp mosjokeHWil HallMOHAIBHBIX CTaHAAPTOB ceMelcTBa «OOIIMEe KpUTEPUH JOBEpUS U
oe3omacHoctrn mHMopMmanuoHHBIX cucrem» (FOCT P MCO/MDBK 15408-2012-1, TOCT P
NCO/MDBK 15408-2013-2, TOCT P UCO/MBK 15408-2013-3) u 'OCTa P UCO/MDK 18045-2012
«Metooyiorusi OIICHKU 0€30MacHOCTH MH()OPMAIMOHHBIX TEXHOJOTHI» I aHAJIM3a MPOSKTHBIX
pelieHuit moacucTeM nHGOpMalMOHHON 6e30MmacHOCTH 0a3 TaHHBIX U 00ecTIeYeHHs 3aIUIEHHOCTH
KOMITBIOTEPHBIX CUCTEM B I[EJIOM.

52. Ponp monoxxenuii HamuoHanbHBIX cTaHAapToB ['OCT P MCO/MDBK 56545-2015 «3amura
uHpopManuu. Ya3BUMOCTh HHPOpMaMOHHbIX cucTeM. [IpaBuna onucanus ys3sumocteit», OCT P
NCO/MDK 56546-2015 «3amurta uHGOpManuU. YA3BUMOCTh HH(POPMAIIMOHHBIX CHCTEM.
Knaccudukanus ys3BuMocTeid HHOOPMAIMOHHBIX CHCTEM» U (heepanbHOro 0aHka JaHHBIX YTPo3
Oe3omacHocTH, Bemymierocss Ha caiite @CTOK Poccunm B pasmene «TexHuueckas 3ammra
undopmanum» (https://bdu.fstec.ru) B maentuduxanum yrpo3 0€30MacHOCTH HH(POPMAIMOHHBIX
CHUCTEM.

53. Ponp monoxkenuit HarmoHanbHBIX cTaHgaptoB ['OCT P MCO/MOBK 53113-1-2008, TOCT P
NCO/MDBK  53113-2-2009 wu pykoBomsmiero paokymeHta @OCTOK Poccunm «3amura ot
HECaHKIIMOHMPOBaHHOTro AocTyna K mHpopmauuu Yacts 1. IIporpammuHoe obecrnieueHne cpeacTB
3amuTel MHGopMarmu. Knaccudukaius mo ypoBHIO KOHTPOIS OTCYTCTBUS HE JCKIAPUPOBAHHBIX
BO3MOKHOCTE» I 00ecreueHns 3alUIEeHHOCTH KOMITBIOTEPHBIX CUCTEM C 0a3aMH JaHHBIX OT
HECAaHKI[MOHUPOBAHHOIO JJOCTYIIA.

54. Tlonoxxenust HanmoHansHOTO cTanaapra 'OCT P UCO/MDK 51583-2014 «Ilopsimok co3zmanus
ABTOMATU3UPOBAHHBIX CHUCTEM B 3aUIUIIEHHOM HCIOJHEHHH», PETJIAMEHTUPYIOIIETO MOCTPOCHUE
3alIUIIEHHBIX HH(OPMAIIMOHHBIX CHCTEM Ha OCHOBE 3aIIUIIIEHHBIX 0a3 TaHHBIX.

3. IlpaBuia BbICTaBJIeHHUs OLIECHKH HA FK3aMeHe.
B sK3aMeHannoHHbIe OMJIET BKJIIOYAETCS JIBa TEOPETHUECKHUX Bompoca. Ha moAarotoBky k
OTBETY JlaeTcs He MeHee | Jaca.
Ilo wrToram »5K3aMeHa BBICTABISIETCA OJHA U3 OLEHOK: «OTJIIMYHO», «XOpOILIOY,

«YOOBJICTBOPUTEIBHO» WJIN «HCYJOBJIICTBOPUTCIILHO)).

Ounenka «OTIMYHO» BBICTABISETCS CTYIACHTY, KOTOPBINA IEMOHCTPUPYET TITyOOKOE U ITOJTHOE
BIIQJICHUE COJEpKAaHUEM Marepuara U IOHATUHHBIM annaparoM AMCLUIUIMHBI, OCYILECTBIISET
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MEXIPEAMETHBIE CBSI3U; YMEET CBA3BIBATH TEOPUIO C NPaKTUKOW. CTyIEHT HaeT pa3BEpPHYTHIE,
MOJIHbIE M YETKHE OTBETHl Ha BOMPOCHI SK3aMEHAIIMOHHOTO OujieTa M JOMOJHUTEIbHbIE BOIPOCHI,
coOJII0aeT JIOTMUECKYIO T0CIIEI0BAaTEIbHOCTD MIPU U3JI0KEHUH MaTepuana. ' paMOTHO HCIIOJIb3YyeT
TEPMHUHOJIOTHIO JUCHIUTLINHBIL.

Ouenka «Xopomo» BBICTaBISETCS CTYJIEHTY, OTBET KOTOPOTO Ha JK3aMEHE B IIEJIOM
COOTBETCTBYIOT YKa3aHHBIM BBIIIE KPUTEPUSM, HO OTIMYAETCS MEHBIICH OOCTOATEIbHOCTHIO,
rIyOMHON, OOOCHOBAaHHOCTHIO W TIONHOTOH. B OTBeTEe HMMEIOT MECTO OT/AEIbHBIE HETOYHOCTH
(HecylecTBEHHbIE OIIMOKH), KOTOPbIE UCIPABISIOTCS CAMUM CTYACHTOM MOCJe TOMOIHUTEIBHBIX U
(WIK) YyTOYHSIOIMX BOIIPOCOB AK3aMEHATOPA.

OneHka «Y/10BJIETBOPUTEIbHO» BBICTABIISETCS CTYIEHTY, KOTOPBIA TaeT HEIOCTaTOYHO
IMOJIHBIC U MOCJICAOBATCIBHBIC OTBETHI HA BOIIPOCHI 5K3aMCHAIIMOHHOI'O 61/1neTa U OJOIIOJIHUTCIIBHBIC
BONPOCHI, HO MPH ATOM JIEMOHCTPUPYET YMEHHE BBIICIUTH CYIIECTBEHHbIE M HECYIICCTBEHHbIC
MNPpU3HAKK W YCTAHOBHUTH MNPUYUHHO-CICACTBCHHBLIC CBA3H. OTBeTHl H3JIaracTCs B TCPMHHAX
JTUCIUIUIMHBI, HO MpPH 3TOM JOMYCKAIOTCS OIIMOKHA B OINpENEIeHUH U PACKPBITUA HEKOTOPBIX
OCHOBHBIX TOHATHH, (POPMYIHUPOBKE NOJOKEHUH, KOTOpBIE CTYICHT 3aTPYIAHSETCS MCIPABHUTH
camocrosTenbHo. [Ipu aprymeHTanuu oTBeTa CTyIGHT He 000CHOBBIBAET CBOM CyxaeHus. Ha yactb
JOIMMOJIHUTCIIbHBIX BOIIPOCOB CTYACHT 3aTPYAHACTCA AATh OTBCT WJIM JAa€T HEBCPHBIC OTBCTHI.

Ounenka «HeynoBJIETBOPUTEJIBbHO» BbBICTABISICTCA CTYAEHTY, KOTOPBIM JEMOHCTPUPYET
pa3po3HEeHHbIE, OECCUCTEMHBIC 3HAHUS; OECTIOPSI0YHO M HEYBEPEHHO M3JIaraeT MaTepualr; He yMeeT
BBIICTISITh TJIABHOE W BTOPOCTENIEHHOE, HE YMEET COEIUHATh TEOPETHUYECKHUE IOJIOKEHUs C
NPaKTUKOH, HE YyCTAaHABIMBACT MEXIPEAMETHBIC CBS3M; JIOMyCKaeT TIpyOble OIMMOKH TIpU
OTIpEICNICHUU CYIIHOCTH PACKPHIBAEMBIX TOHSATUHN, SBICHUH, BCIEACTBUE HEMOHUMAHUS HUX
CYIICCTBCHHBIX W HCCYHICCTBCHHLIX ITPU3HAKOB U CB$I3€I>'I; Ja€T HCEIIOJHBIC OTBETHI, JIOTHUKA H
MOCIIEA0BATEIHHOCTh U3JI0KEHHS KOTOPBIX UMEIOT CYIIECTBEHHbIE U TPUHIIUIINATIbHBIC HAPYILICHUS,
B OTBCTAaxX OTCYTCTBYIOT BBIBOJBI. I[OHOJIHI/ITGJIBHI)IG U YTOUHAIOHIMEC BOIIPOCHI 3K3aMCHATOpa HC
NPUBOJAT K KOPPEKIHMHU OTBETOB CTyAeHTa. Ha OCHOBHYIO 4YacTh JOMOJHHUTEIBHBIX BOIPOCOB
CTYACHT 3aTpyAHACTCA JaThb OTBCT UJIM AACT HCBCPHBIC OTBCTHI.

Ounenka «HeynoB/ieTBOPUTEJIBHO» BBICTABISETCA TaKKe CTYIAEHTY, KOTOPBIM B3l
3K3aMeHaHHOHHBIﬁ 6I/IJIGT, HO OTB€YaTh OTKa3aJjcCsi.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«OCHOBBI MOCTPOCHUSA 3AMMIIEHHBIX 023 JAHHBIX»

MeToauuyecKue YKa3aHuA IJI CTYACHTOB 110 OCBOCHHUIO JTHCIUIIJINHBI

OcHoBHOW (opMOIl U3NOXKEHHUS Y4eOHOTO MaTepuana Mo aucuuIuimHe «OCHOBBI
MOCTPOCHHUS 3AIMUIIEHHBIX 0a3 JaHHBIX» SBIAIOTCS JIEKLMH, YTO CBSI3aHO, MPEXKIE BCEro, C
HOBM3HOH Marepuana /i oOydatomuxcs. [1o OOIbIIMHCTBY TEM MPeTyCMOTPEHBI PAKTUIECKUE
3aHATHUSA, LENbI0 KOTOPBIX SIBJISETCS 3aKPEIUICHHE JIEKIIMOHHOIO Marepuaja IyTeM peuieHUus
CHenraIbHBIM 00pa30oM MOJ00paHHBIX MPAKTUYECKHX 3a/1a4.

Jnsg  ycrnemHoOro OCBOEHMS JUCHUIUIMHBI BaKHO CaMOCTOATEIBHOE U3Y4YEHHUE
TEOPETUYECKOI0 MaTepuajga M pELIEHUE MPAaKTUYECKUX 3a]ad, KaKk B ayJIuTOpUHU, TaK U
CaMOCTOSITENIbHO B KaYECTBE CAaMOCTOSITENIbHOM paboThl. [Ipumeps! perienus 3aaay pa3douparorcs
Ha JIEKIUSAX M TPAKTHUYECKUX 3aHATUSAX, MPHU HEOOXOAMMOCTH IO Hauboiee TPYAHBIM TeMam
MIPOBOJATCS JOMOJHUTENbHBIE KOHCYIbTAIMU. OCHOBHAS LI€JIb PELICHUs TPAKTUYECKHUX 3a1a4 —
BBIPA00TaTh HABBIKH MIOCTPOCHHUS 3AIUIIEHHBIX 0a3 TaHHBIX, a TAK)KE aHATTN3a WH(OPMAIIMOHHBIX
CUCTEM Ha MpeaMEeT ca0bIX MECT U ySA3BUMOCTEH, CBA3aHHBIX C CHCTEMaMU yIpaBleHUs OazaMu
naHHbIX. Jlyig pemeHus 3ajad HEOOXOIMMO HE TOJNBKO 3HATh, HO M NOHMMATh JIEKLIMOHHBIN
matepuai. [loaToMy B mporiecce n3ydeHus TUCHUIUIMHBI PEKOMEHYeTCsl peryisipHas padora ¢
KOHCIIEKTaMU JIEKIIUH U PEKOMEHOBAaHHOMW JIUTEPATYPOU.

Bonbiioe BHMMaHuE AODKHO OBITH YIEIEHO CaMOCTOSTENbHOW pabore. B kauecTBe
3a/laHuil JJI1 CaMOCTOSITENIbHOM padOoThI J0Ma CTYAEHTAaM IPEAaraoTcs 3ajaud, aHaJOTUYHbIE
pa30o0paHHBIM Ha JIGKIMSIX U MPAKTUYECKUX 3aHATHIX UIH CXOXKUE C HUMHU.

JUis mpoBEepKH M KOHTPOJS YCBOEHHSI TEOPETUYECKOrOo MaTepuasna, NPUOOPETEeHHBIX
MPAKTUYECKUX HABBIKOB PA0OTHI ¢ OCHOBHBIMH TOHATHUSMHU B TE€UEHHE OOYUYEHUS MPOBOISATCS
MEPONPUATHS TEKYyILeH aTTecTaluy B BUJE TECTUPOBaHUU. Takyke MPOBOJATCS KOHCYJIbTALUU
(mpu HEOOXOJUMOCTH) MO JICKIIMOHHOMY MaTrepHally W pa30opy HEKOTOPHIX 3adaHHUi IS
CaMOCTOSITENIbHOM pabOThI.

B koHIe M3y4yeHUS AMCUMILIMHBI CTYIEHTHI CHAIOT 3K3aMEH. DK3aMEH IPUHHUMAETCS 110
HK3aMEHALIMOHHBIM OUJIeTaM, KaX bl U3 KOTOPBIX BKJIIOYAET B c€0s1 IBa TEOPETUUYECKUX BOIIPOCa
Y OZIHY ITPaKTUYECKYI0 3a1auy. Ha camocToATenpHY0 IOATOTOBKY K 9K3aMEHY BbIAEIAETCS 3 THA,
B 9TO BpeMsl IPEAYyCMOTPEHA U TPYIIIOBasi KOHCYJIbTAIIMSL.
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