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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Hucuummna "Kpuntorpaguueckue wmeroabl 3amuthl uHopMammu" obecrieuuBaet
npuodpereHue (QpyHAAMEHTAIBHBIX M MPO(ECcCCHOHANBHBIX 3HAHUN, YMEHHIl U HABBIKOB B
coorBercTBUM ¢ DenepasbHBIM TOCYIapCTBEHHBIM 00pa30BaTENbHBIM  CTaHIAPTOM  TI0
crenuansHoctd  "10.05.01-KomnbroTepnast ~ Ge3omacHOCTh"  (YPOBEHB  CHCIHAIHMTETA),
coneiicTByeT (yHIAaMEHTAIM3aUuU O00pa3oBaHUs, pPAa3BUTHIO JIOTHUECKOT'O MBIIUICHUS U
(GbOopMUPOBAHHIO MATEeMAaTUYECKOTO U OOIIEHAyYHOro MHUpPOBO33peHus. Llenbio u3ydeHus
JTUCUMIUIMHBL ~ SIBJISIETCS  OBJIQZICHWE 0a30BBIMH MOHATUSMH M METOAaMU B  OOJIACTH
Kpuntorpauueckoil 3amuThl HMH(QOpPMAlMM, OBJAJCHHE COBPEMEHHBIM MAaTeMaTUYECKUM
amnmapaTtoM, HCIONB3YeMbIM B KpunrTorpadguu s JaJbHEHIIEr0 HCIOJNb30BaHUS B
MPUIIOKEHUSX.

2. MecTO AMCHUILIUHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl

Hucnummaa  "Kpunrorpadguueckne MeToapl 3amuThl WHGOpPMANUU" OTHOCHTCA K
0a30Boii yacTu 0OpazoBaTeNbHON MporpaMmbl. OHA UTPAET MCKIIIOUUTENBHO BAXKHYIO POJIb JJIS
pohecCuOHANBHON MOArOTOBKM crienuanucra. [Ipu ee u3ydyeHuH CylecTBEHHO HCIONb3YIOTCS
3HAHUS, MOJYYCHHbIE IPU U3YUYEHUU MaTeMaTH4eCcKuX aucuuiuinH "Anredpa", "Teopus uucen",
"Iluckpernass wmarematuka', "WHpopmatmka" wu "MaremaTnueckas JIOTMKAa W TEOPHSA
anropuTMoB". 3HaAHUS, YMEHUS U HAaBBIKM, IOJYYECHHbIE NPU HU3YYCHUH JAUCIUIUIMHbI
"Kpunrorpaguueckue MeTOAbl 3alIUTHl WHPOpPMALUHU'", HCIOIB3YIOTCS OO0y4aeMbIMH TIpU
M3Y4YEeHUU MTPO(EeCCHOHANBHBIX U CTIEUATbHBIX IUCIUILIHH.

3. [lnanupyeMble  pe3yJbTaTbhl OOy4YeHHS] 1O  JUCHUIJIHHE, COOTHECEHHbIE C
IUIAHUPYEMBIMH Pe3yJIbTATAMH 0CBOEHHUSI 00Pa30BaTe/JbLHOMH MPOrpaMMbl

[Iponiecc u3yyeHUs: TUCHUIUIMHBI HAMpaBlieH Ha (JOPMUPOBAHKE CIEIYIOUINX 3JIEMEHTOB
komreteHmii B cootBerctBur ¢ ®I'OC BO, OOII BO u npuoOGpeTeHus ciaeayrommux 3HaHUuH,
YMEHH, HAaBBIKOB U (MJIM) OTIBITA JIEATEIbHOCTH:

dopMupyemasi Ilepeuenn
KOMINeTeHIUs IUIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus
(kox M popMyJIHpPOBKA)
IIpodeccnonanbHble KOMIIETEHIUH
IIK-5 3uamo:
Obnanaet ciocoOHOCTHIO - OCHOBHBI€ MTOHATHSA, NMPUHIUIHAILHBIE PE3YIbTAaThl U METO/IbI
y4acTBOBATh B pa3pabOTKe U | KpUNITOrpapuuecKoi 3auuTel HHpOpMaun
KOH(UTYPUPOBAHUN - TpeOOBaHU K MTapaMeTpaM aCCUMETPUIHBIX KPUIITOCUCTEM U METOJIBI
MpOrpaMMHO-aNnapaTHBIX WX TeHepaluu
CPE/ICTB 3aILUTHI Ymems:
nH(pOpMAIUH, BKITFOYas - TEHEpPUPOBATh MAPAMETPhl ACCUMETPUYHBIX KPUIITOCUCTEM
3aIUIICHHbIE - pemaTh 3aJa49M, CBSI3aHHbBIE C AHAIN30M CTOHKOCTH aITOPUTMOB
OTIepaIlIOHHBIE CUCTEMBI, KpUnrorpaduieckoi 3amTsl HHGopMarmm
CUCTEMBI YIIPABICHUS - ctpouTts JIPII MmakcumansHOro nepuoaa;
0azamu TaHHBIX, - BBIYHCIIATH JTUHEHHYIO CII0KHOCTB ITOCIIEI0BATEIbHOCTH.
KOMIIBIOTEPHBIE CETH, Bnaoemo nasvikamu:
CUCTEMBI AHTUBUPYCHOU - 000CHOBaHUS CTOMKOCTH B paMKaX pa3iIMYHBIX TOAXOJ0B K
3alUTHI, CPEACTBA OINpPEAETIECHUIO CTOMKOCTH
KpunTorpapudeckon - pa3paboTKH U MPOrpaMMHON peau3aliy aIrOPUTMOB
3alIUTHl UHPOPMALTUH KpUNTorpaduieckoi 3amuTsl HHGopMauu
- HCTOJIb30BaHMsI CUCTEM KOMIBIOTEPHOH anreOpbl Ui TeHepaliu




MapaMeTpOB aCCUMETPUYHBIX KPUIITOCUCTEM;
- pa3pabOTKH U MIPOTPAaMMHON peaTn3alliy alrOPUTMOB aHAIM3a
KPUNTOrpa)uIecKu CTOMKHUX S-OJIOKOB.

4. O0beM, CTPYKTYPA U co/iepKaHue THCHUTITHHbI

OO0mmas TpyA0€MKOCTh JUCITUIUIMHBI COCTABIISIET / 3a4E€THBIX CIMHMII, 252 aKkaJl. 4acoB.

Ne Tembl (pa3meJibl) Bunbl yueOHBIX 3aHATHI, DopMbl TEKYLIET0
n/n AUCUUTLTMHBI, BKJIIOYASI CAMOCTOSITEJILHYI0 | KOHTPOJISI yCIIeBAeMOCTH
UX cojep:KaHue paboTy CTy/1eHTOB,
U HX TPYA0E€MKOCTh ®opma NpoMeKYTOIHOI
(B akaJleMHYeCKHX Yacax) aTTecTaluu
o KounrTakTnasi paéora (no cemecmpam)
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Boanas nexiust. OCHOBHBIE
1 |noHsATHS ¥ 3aa4K 7 2 YcTHBIH ompoc
Kpunrorpaduu.
3anaHus aus
5 IIpocreiimne ucropuyeckue v 4 6 1 6 CaMOCTOSITETIbHOM paboThL,
mHdpPBI ¥ KX KPUNTOAHATUS. YCTHBIN OTpoC,
npakTuieckas padbora Nel
SagaHus i
3 |CroiikocTh UG poOB. 7 |10 | 10 3 6 |camocTosTENHHON PabOTHI,
YCTHBIH onIpoc
[orounsle muUdpsr U 3ananus s
reHepanus CaMOCTOATENHHON paboThI
4 patt 7 |10 10 3 10 PHOT PABOTRL,
MCEBIOCTYYaNHBIX YCTHBIN OIpPOC,
[IOCJIEI0BATENBHOCTEN. npakTuieckas pabora Ne2
3ananus A
CaMOCTOSITENTLHOM paboThI
5 |brmodnbie mHQpHI. 7 8 8 3 6 . P ’
YCTHBIN OMpoc,
npakTuieckas padora Ne3
0,3 | 1,7 [3auer
HToro 3a 7 cemect
P 34 | 34 10 | 03 | 29,7
108 akan. yacoB
3amanus ans
6 |Xenr-¢yHKIHH. 8 4 4 6 |camocTosTEeNHHOM PabOTHI,
YCTHBIH 0npoc.
3amanus ans
7 AcummeTrpuyHas 8 | 6 6 1 8 CaMOCTOSITENIbHOM padoTHI,
Kpunrorpadusi. YCTHBII OIpoC,
npakTHaeckas pabora Nod
8 |YmpaBneHue Kirtouam. 8 2 2 YerHbIit onpoc.




SamaHus I
CaMOCTOSITEITEHOM paboTHI,
YCTHBII OIIPOC,
npakTuueckas padora Ne5

9 |Onementsl kpunroanammza. | 8 | 10 | 14 1 14

HexoTopble coBpeMeHHbIE
3aganus amus

10 |MAnPaBJICHI 8 |12 | 8 1 11 |camocTosTenbHOM paboTHL,
KpUNTOrpadhuaecKux .
9 YCTHBIH OTpoc
HCCIICI0OBaHUH.
2 | 05| 335 |Dx3amen
Bcero 3a 8 cemecTp 32 | 32 51051 745
144 akap. yaca

HUTOI'O 66 | 66 15 [ 0,8 | 104,2

Conep:xanue pa3/iesioB IUCHUIIIHHBI:

1. Beoanas jexkuusi. OCHOBHbIE IIOHATHS U 3aJa4U Kpunrorpaguu.

Kparkas wuctopus kpunrorpadguu. 3amaun B oOnactu obecriedeHuss HH(GOpMAIMOHHON
0€30MacCHOCTH W MeTOHIbl 3amuThl uHpopMmanmu. Kpunrorpadpudeckne MeETOAbI 3allUTHI
uHpopMaLnu, UX 0COOeHHOCTb. Mojenb cucteM nepenaun uHpopmanuu. CUMMETpUYHBIE U
acCMMMeTpUYHbIe Kpunrocuctembl. Kpunroanammus3 u kpunrocunte3. Ilpunnum Kepkroddea.
Tumnbl atak Ha Kpunrtocuctremy. @opmanbHble Mojenu mugppoB. Kinaccudukanus mudppos mno
pa3IUYHbBIM NpU3HaKaM. Mosieau OTKPBIThIX TeKCTOB. OlLIeHKa YMCIIa OCMBICIIEHHBIX TEKCTOB.

2. Ipocreiimme ucropuvyeckne MMUPPHI 1 HX KPUNTOAHAIHN3.

Iudp Uesaps, ahdunasiii mmdp, mmdp npocroii 3amensl, mmdp Xwuuia, mudp nepecTaHOBKH,
mudp Buwxunepa, mmdp rammupoBanus. X kpuroanaius.

3. Croiikoctb mmdpos.

Anrebpanueckas U BEpOATHOCTHas Mojenb mudpa. Teopernueckas CTOMKOCTh IH(POB MO
[ennony. Teopema lllennona. ludgp Beprama u ero coBepiieHHass CTOWKOCTh. DHTPOIHUS U €€
cBoiictBa. M30bITOuHOCTH s3biKa. OlEHKa 4YuUCla JIOKHBIX KIIOYeH M paccTosHue
€AMHCTBEHHOCTH. Jlpyrue mnoaxoibl K OINpeAeNeHUI0 CTOMKOCTH mudpa. OIHOCTOPOHHUE
GyHKIMHM W OAHOCTOPOHHME (YHKIMM C «iazeikoi». CemaHTHYecKass CTOHKOCTb H
MOJIMHOMMAJIbHASL CTOUKOCTD.

4. TlorouyHble IHM(PbI U TeHePALHs NCEBI0CTYYANHBIX MOCTe10BATEILHOCTEH.

[Torounsle mumppel n npuHuunel ux nocrpoenus. 'eneparopst IICII. Kpunrtorpaduuecku
croiikue ITICII. JluneliHble pekyppeHTHBIE mociuenoBarenpHocTH. OueHka nepuoxa JIPIL
Munumaneabiii MHOrowieH JIPIL. JIuHelHas CIIO)KHOCTh MOCIIENOBATENBHOCTU. AJITOPUTM
bepnexamna-Meccu. Metonsl  ycnoxHenus JIPII:  uibTpyromme u  KOMOMHUpYROIIUE
rereparopsl. [Ipumepst motounsix mmppos: A5, RC4, CSS (Content Scramble System).

5. BaoyHble mu@psbI.

bnounsle mmdpsr 1 npuHmMnsel uX nocrpoeHusd. Cerbp @eifcrens. Anroputm DES u ero
Bapuantsl (3DES, DESX). Anroputm «Marmay» (I'OCT 28147-89). SP-cetb. Anroputm AES.
Aunroput™ «Ky3ueunk» (TOCT 34.12-2015). Pesxxumbl HCIOTBb30BaHMs OJ0YHBIX HTH(POB.

6. Xem-pyHkuum.

beckitoueBble U KitoueBble Xenl-pyHKIUU. MeTonbl noctpoeHus xem-pyHkuuid. [Ipumenenne
xemr-¢pynkuuit. [Ipumepsr xem-¢pynknmii: «Ctpudor» (FOCT P 34.11-2012), MDS5, SHA,
HMAC, ¢pyHkium Ha ocHOBE OJIOUHBIX IU(POB.

7. AcuMMeTpHUYHAas Kpunrorpagpus.

BrruncnutensHo ciaokHbIe 3amaun MaTeMaTuKU. Cxema RSA u ee anamns. Cxema Dib-I"amais.
Cxema Mepkisa-Xemnmana. ['ubpunnas cxema mmumdpoBanus. udposas moanuce. Cxembl
nudposoit moamucu Ha ocHoBe RSA. Cxema mudpooit noanucu Inb-I'amans: 'OCT 34.10-
2012, ECDSA. Cxewmsl crenoii noanucu. CepTudukaTsl 1 HHOPACTPYKTYpa OTKPBITHIX KIIOUEH.
8. YnpagJieHue KJII0YAMH.

KmtoueBas cucrema. XKuznenustit nuki kmoueil. [Tousatue kpuntorpaduueckoro mpoTokoia.



[TpoTokonbl BeIpaboTkK oOmiero kitoya. [IpoTokonsl nmepemaun kmoueil. CxeMbl pa3feneHHs
CeKperTa.

9. DJ1leMeHThI KPUNITOAHAIU3A.

Kpunrorpadudueckue cpoiictBa oroopakenuii. Henunelinbie OyneBsl GpyHknuu. beHT QyHKINH,
KOPPENSIUOHHO-UMMYHHBIE U anreOpandyecku-uMMyHHbIe (yHKiuu. uddepenunansho-
paBHOMepHbIe (YHKIMM ©u UX cBoicTBa. APN orToOpaxeHus. AHanM3 W IMOCTPOCHHE
KpUNTOrpaguuecKk CTOMKUX S-070KkOB OsouHBIX ImK(ppoB. OOIME METOAbl KPUIITOAHAIN3A
m@poB. MeTosbl KOMIIPOMHCCA BPEMEHU U THaMSITH: METOJ BCTPEYH IMOCEpEAHHE, METO
Xemnmana. llpuMeHenue mnapagokca JHEW poxAcHHS. AnreOpanueckue METOIbl aHalu3a
muppoB. Meton nuneapusanuu. CTaTHCTHYECKHE METOJABI aHainu3a mudpoB. JIMHEHHBIH U
g depeHanbHbI KpunToaHanu3. KoppensnnoHHble aTaKu Ha TOTOYHBIE MIU(PHI.

10. HexkoTopble cOoBpeMeHHbIe HANIPABJIEHUSI KPUNITOrPauUeCKUX UCC/Ie[0BAHMI.
KBanroBbie  Bbluncienus. KBantoBoe pacnpenenenue  kmoueid.  AnroputMm  Iopa.
[ToctkBanTOBast kpunrorpadus. Kpunrorpadus, 6asupyromascs Ha pemeTkax. Kpunrocucrembl
GGH u NTRU. OO6yuenue c ommbkamu (LWE). Hcnonp3oBanue TeopuM KOAWPOBAHUS B
kpunrorpaduu. Koxer I'onmel. Kpuntocucrema McEliece. Kpuntorpadus, 6a3zupyromiascs Ha
rpymmnax. Kpunrorpaduueckue mpoTokobsl Ha 6a3e KOMOWHATOPHOM TeopHH TpyIil. [ pymmbl Koc
U TIPOTOKOJIBI HA X OcHOBE. Kpunrorpadus Ha OCHOBE SJUIMINITUYECKUX KPUBBIX.

5. 06p330BaTeJ'[bele TEXHOJOI'MH, B TOM YHCJI€ TEXHOJOIHHU IJIEKTPOHHOI0 06yqe}mﬂ u
AUCTAHIHUOHHbIC 06p330BaTeJIbele TEXHOJOI'nd, MCIHOJb3YEMbIC INPH OCYINECCTBJICHUU
06p330BaTeJ'[bHOFO npouecca mo TMCHUIJINHE

B miporiecce o0yueHuUst UCTIONB3YIOTCS CIISAYIOINE 00pa30oBaTeIbHBIC TEXHOJIOTHH:

BBoaHasi JieknMs — 1a€T TMEpPBOE 1IEJIOCTHOE TNPEACTaBICHHE O AUCHUIUIMHE U
OPUEHTHPYET CTYJEHTAa B CUCTEME M3Yy4YCHUs NAHHOW TUCHUIUIMHBI. CTYIEHTHI 3HAKOMSTCS C
Ha3HAYCHHEM U 3aJjayaMU Kypca, €ro poJibl0 U MECTOM B CHUCTEME Y4YeOHBIX TUCIMILIUH U B
CUCTEME IOATOTOBKHM B menioM. JlaeTcs KpaTkuii 0030p Kypca, MCTOPHUS PA3BHTUS HAYKH H
MPAKTUKH, TOCTIKEHUS B 3TOU cdepe, MMeHa U3BECTHBIX YUEHBIX, N3NIAraloTCs MEPCIeKTUBHBIC
HampaBJieHUs ucciaenoBaHud. Ha 3Toil  JeKuM  BBICKA3bIBAIOTCS  METOAMYECKHE U
OpTraHU3aIlMOHHBIE OCOOCHHOCTH paboThl B pamMKax NaHHOW AWCHUIUIMHBI, a TakXe JaeTcs
aHaJIN3 PEKOMEHIyeMOi y4eOHO-METOAMUECKOU TUTEPATYPHI.

AKaneMmndeckas JEeKIHS ¢ 3JeMeHTaMH JIeKIHH-0eceabl — IT0C/Ie0BaTeILHOE H3JI0-
JKEHHE MaTepuaia, OCYLIECTBIISIEMOE NMPEUMYIIECTBEHHO B BHJIE MOHOJOTA IMPENoJiaBaTes.
DneMeHThl JIeKIIMU-0ece bl O00eCHeurnBalOT KOHTAaKT TMPENojaBaTeNs C ayauTOpued, uTo
MO3BOJISIET TPHUBJICKATh BHUMAaHUE CTYJEHTOB K HauOOJIe€ BaXKHBIM TeMaM JUCIUTUIMHBI,
AKTUBHO BOBJIEKAaTh HMX B Y4YEOHBIN MpOIECC, KOHTPOJIHPOBATH TEMI H3JIOKEHUS Y4eOHOTO
MaTepHualia B 3aBUCUMOCTH OT YPOBHS €TI0 BOCIIPUSITUSA.

IIpakTuyeckoe 3aHATHE — 3aHIATUE, TOCBALICHHOE OCBOCHHMIO KOHKPETHBIX YMEHHUU U
HAaBBIKOB I10 3aKPETUICHUIO MOJYYEHHBIX Ha JICKIUHA 3HAHHM.

Koncynbranum — BHUJ y4eOHBIX 3aHSTUN, SBIAIOMUNACA OAHOW U3 (GOPM KOHTPOISL
CaMOCTOSITEIbHOW ~ paboThl  cTyAeHTOB. Ha KOHCymbTanusx 1O TMPOCKOE CTYIEHTOB
paccMaTpuBaIOTCs HauOollee CIIOXKHBIE MOMEHTBHI MPU OCBOCHHM Marepuana JUCIHILTHHBI,
MpPENoJaBaTesib OTBEYAeT Ha BOMPOCHI CTYJIEHTOB, KOTOPBHIE BO3HUKAIOT y HUX B MPOIECCE
CaMOCTOSITENILHOM paOOTHI.

6. IlepeueHb JIMIIEH3MOHHOT0 M (MJIU) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPaAMMHOIO
ol0ecreyeHusi, HMCNOJb3YyeMOr0 IPH OCYLIECTBJICHHH O00pPa30BaTeJBHOI0 Ipomecca Iio
AUCHUIIJINHE



B mpomecce ocymectBieHuss 00pa3oBaTeNBpHOTO  Mpolecca MO  JUCIUIUIMHE
UCIIOJIBb3YIOTCS:

i (hopMHUPOBAHUS MATEPHAIIOB JIJISl TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH M IPOBEICHUS
IIPOMEXKYTOYHOM aTTeCTaI|H, U1 HOPMHUPOBAHUS METOAMUYCCKUX MATEPUAIIOB 10 JTUCIUILIMHE:

- nporpammel Microsoft Office;

- n3narenbckas cucrema LaTex;

- Adobe Acrobat Reader;

JUTSL IPOBEJICHUS IPAKTHYCCKUX 3aHATHI:

-cucTeMa KOMITbIoTepHO# anredpsl SageMath

7. IlepeyeHb COBpPeMEHHBIX MNPO(PecCHOHAIBHBIX 0a3 JAHHBIX H HH(OPMAIMOHHBIX
CIPABOYHBIX CHCTEM, UCIIO0JIb3yeMbIX NIPH OCYIIEeCTBIEHNH 00Pa30BaTeJILHOI0 MpoLecca mno
AUCUUIJIMHE (TPH HEOOXOAMMOCTH)

B npomecce ocymectBieHHs ~—00pa3oBaTENBHOIO — Tpolecca MO  JAUCHUIUIMHE
UCIIOJIB3YETCSL:

- ABToMaTH3upoBaHHas OuOmoTedHo-uHpopMannonHas cucrema «kbYKU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DrnekTpoHHas OubaroTeyHas cucteMa «Jlaup» https://e.lanbook.com

- DnekrpoHHas OubroTeunas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHas oubnnoTeuHas cucreMa «KOHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru

- O6mepoccuiickuii mopran Math-Net.Ru _http://www.mathnet.ru/

8. [lepeyeHb OCHOBHOI ¥  [ONMOJHUTEJBHOH Yy4eOHOWH JHMTepaTypbl, PpecypcoB
HHG(POPMALMOHHO-TEJIEKOMMYHUMKANMOHHO ceTn «HMHTepHeT» (IIpM HEOOXOAUMOCTH),
peKoMeHyeMbIX JJIsl OCBOEHUS TUCUMILINHBI

a) OCHOBHAasl JIUTepaTypa
1. A. b. Jlocs, A. 1O. Hecrepenko, M. U. PoxkoB. Kpunrorpapuueckne meTojsl
3aluThl MHGOPMALMU NIl M3Y4alOIIMX KOMIBIOTEPHYIO O€3011aCHOCTb: YYEOHMK s
By30B — MockBa: UznarensctBo FOpaiir, 2022. https://urait.ru/bcode/489242
2. B.T. lypues, O. B. 3eTtknaa MeTo1b1 KOMOMHATOPHOW TEOPHH TPYII B COBPEMEHHOMN
Kpunrorpadguu: yued.-meto. nmocobue - Spocnasis, Apl'Y, 2017
3. B. M. ®omunuéB, I. A. MenbpaukoB Kpunrorpapuueckue MeETOIBI 3allUTHI
uHpopmanuu B 2 4. Yacts 1. MaremaTnueckue acliekThl: y4eOHUK AJ1s By30B — MoOCKBa:
WznarensctBo FOpaiit, 2022. https://urait.ru/bcode/489745

0) AOMOJIHUTEIbHAS JTUTEpPaTypa
1. A. II. Andepos, A. 1O. 3yb6oB, A. C. Ky3pmun, A. B. Uepemymkun. OCHOBBI
Kpunrorpaduu. VYuebHoe nocoodue. - M.: I'ennoc APB, 2002.
https://djvu.online/file/BleH6b3nL9cCn?ysclid=Irglzcl2kt883688064
2.0. A. JloraueB, A. A. CanpuukoB, B. B. Smenko byneBsl (QyHKUIUU B Teopuu
KOJMPOBaHUS " KPUITOJIOTHH. - M.: MITHMO, 2004.
https://djvu.online/file/RArKCI6ATrvgV?ysclid=lrgm1wOw8t74709265

B) pecypcsbl cetu « MHTEpHET)
1. https://cryptography.ru/ - npeacraBnsier co00il cailT, MOCBSIIICHHBIH MaTeMaTHYECKOM
kpuntorpadguu. CoIepKUT cJIoBapb KPUNTOTpapUUECKUX TEPMHUHOB, CIIPABOYHYIO
uHpOpMALMIO 10 MaTeMaTU4YeCKON Kpumrorpaguu, a Takxke ydeOHble MaTepHalbl,
pEeKOMeHIyeMble Jii 3HAKOMCTBAa C OCHOBHBIMH HaIlPaBJICHUSIMM HCCIIEJOBAaHUNA B
00J1aCTH MaTeMaTUYEeCKON KpUnTorpaduu.



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://urait.ru/bcode/489242
https://urait.ru/bcode/489745
https://djvu.online/file/BIeH6b3hL9cCn?ysclid=lrglzcl2kt883688064
https://djvu.online/file/RArKCJ6ATrvgV?ysclid=lrgm1w9w8t74709265
https://cryptography.ru/

2. https://cryptobook.us — mpencrasisier co0oii caiiT, Ha KOTOPOM BBIKJIA/bIBACTCS
MMOCTOSIHHO OOHOBJIsIOIIasAcs dekTponHas kuumra «A Graduate Course in Applied
Cryptography» oT u3BecTHBIX UccienoBaresiel B odnactu kpuntorpadguu Dan Boneh u
Victor Shoup.

9. MaTepuajbHO-TeXHHYecKas 0a3a, He0OX0AMMasl VISl OCYIIeCTBJIEHUsS] 00Pa30BaTeIbLHOI0
npoiecca no JMCUMUIINHE

MartepuanbHo-TeXHUYEeCKasi 06a3a, HeoOXoauMas IJsl OCYILECTBICHHSI 00pa30BaTEIbHOIO
rpolecca 1o AUCLUIUIMHE BKIIOYAET B CBOM COCTAB CIELUAIbHBIE IIOMELICHUS:

- yueOHbIE ayIUTOPUU AJIsl IPOBEICHHUS 3aHATHI JIEKIIMOHHOTO TUIIA;

- y4eOHBIC ayIUTOPUH JJIs1 IPOBEICHUS MPAKTUYCCKUX 3aHITHIA (CEMHHAPOB);

- yueOHBIE ayIUTOPUU AJIsl IPOBECHUS TPYIIIOBBIX M UHAUBUYaTbHBIX KOHCYJIbTALIUM;

- y4eOHBIC ayJAUTOPUH JUISI TIPOBEACHHUS TEKYIIET0 KOHTPOJS U MPOMEKYTOUHON
aTTeCTaluu;

- IOMEIIEHHUS Il CAaMOCTOSATENbHON paboThI;

- IOMEIICHUs IS XpaHEHUsT M MPOPUIAKTUYECKOTO OOCITYKUBAHUS TEXHHUUECKUX
CpeACTB O0yUYECHHS.

[TomemieHust AJis CaMOCTOSITENIBHON pabOThl OOYYArOMIMXCS OCHAIEHBI KOMITBIOTEPHON
TEXHUKOW C BO3MOXKHOCTBIO TMOJKIIOUEHHS K ceTu «MHTepHeT» M oOecredeHreM JoCTyra K
3eKTPOHHON MH(pOpMalIMOHHO-00pa3oBaTenbHoi cpene Apl'Y.

ABTOp(BI):

Accucrent kadenpst KbuMMOU A. P. benos
Houent xadenpst KbuMMOU,
KaH[. pu3.-MaT. HayK 1. M. Mypun


https://cryptobook.us/

IIpunoxenne Ne 1 k paGoueii nporpaMme M CUMIIIMHBI
«Kpunrtorpadpuyeckue MeToabl 3alIUTHI HH(OPMATHN

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH
U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB
10 JMCIHUIIHHE

1. TunoBbie KOHTPOJIbHBIE 32JaHUSI U UHBbIE€ MATEPHUAJIBI,
HCHOJIb3yeMble B MPoliecce TEKYIero KOHTPOJIs YCIeBaeMOCTH

IIpakTuyeckas padora Ne 1
(nposepra cipopmuposannocmu I1K-5)

IIpumeps! 3aganmii:
Bapuanr 1

1. Pacumdpyiite mmdprekct, 3ammdpoBaHHbINA TH(POM IMPOCTOM 3aMEHBI:
HMaeJTHOHBOPEUNbATPOUTCPEHTTIIAMIIAKBI003baICOPIH30IOBKIUIHBIDKCTIPPHMAEATHO
KJTH30yaBalHTJIMKCTTPOYBaMaIanHHTOOCPACcTCPIDK(pHIOKecaKkeCHIHATIHI003baIcopOeca
KYOTCBOSIHKYBEPHJICKJIOSHIHAT010pbPOMEHOLICHIOTPOYTCPPbPOMI CTI MBIISIHAHTCHUHMbA
TPOUYTCPECAOBAKBIICECAOBHIPTOPOAITYHOTCHO3BEOIaCKECAaKECHHAT IIKKOMAIBIHTTJIAMIT
aKo0s1003ba/ICECEHKO3BE00KYaBPOUEHENbINOHTIOOMTHOYBOTCBEUTCPAaUMbIOHIOJTHIATCD
auMbIOTOOCHOXAaMHUYKECAKECH 1€y Ol eac301aae3TCBECHbaTOOCHOXaUHIHOIIITanHA10C
OBBIOCE/IIIArPIIracTTyBAMKaCOKTOPBaKaMMOYKECAKECHJTHCBEMHYHOMUOKECAKECH 1EMaTH
CTTUECA0BACHUATAIDKPDYOIU K PIDKISUII3INHbYEHEeTHOPUIICBHKECAKeCHIAT THIOTCBIIJIC
NBHYBHJIEMHUIDKYBaMOTCEPIITK(IKTPOHKOMAITHMBIITHKMETIEKHHUIIAHABUbKMHTIH YT
HUEKYBHIKHaJ0COBbaHOMHIOOEMHKEKCYOSIBEHHIMOATKECAKECHJ0UyOIOIIanHAPHETCHO
TCHIIIOBKEJIBIMETIIOAHIEKOIIACBETTKECBHPECHITIHAEC AN ETCHIIHIOTOLITIHIOUEI TH I e
TChIKECAKECHUATIHIOMETIIKat0eUH ICHIITHOH ICHKECaKeCH I€HUIIIOBKECH1ETIOKYbIKCABHb
acaroMOJIOSIHHHENIIOBHCKHEOCHOTI CTI 1€ IHNIIIaHaBHHCEIH IKECAKECHUAT THKAEI IEKH
CMPJIHCABECIBA3bJI0yBAMIIONIANOKHNOSI0BEOIHIMBIO0OYBaMaIanHYKECAKECHIH

2. Pacum¢pyyiite mudprekct, 3amudppoBanHbii mmdpom Bruxuaepa:
X Y.IIOMHDBIO.100 MIIUPEOYBIFOC3 IKMT
NCIIFOIOANIONEIA3C3UACTIIKCOA I TIATBOKIE, SIM,JIISBId(HED) .. )KIONIL (B
CBILLPIIIOIOTKPII 3/FOBKONKICOAE JKCIXCH ITIO b.03a9MOMAO0(D
.CIIIDKBICTT, MBI PCENMCX IO DT CIKCIKIL K, IPCIBBIB , IO B SYIIITMBKTIIIACE3
MOHIEBCOCHIAIKIIIIMAMHKHEIMUM/DK. K, PIOebEAPHCHANUILAHCOB. EAITIOL
IIHBM.,CK,BBIL. .M, ITMEKIICM. () HIOIHK I CKY. CCOECA DU MY TCUTITHID TN E35KICFOOTIIIIL,
CUBDK.KMBJI(TIL0.TICIICHIal O ryHCHAKBBUCHK, ITATITH. al0n0Ka’I31aed, bl ,I' b10ad3,
ckau Gurr
byChIrAIABIbCX QHIATTITIO. OLIIKIICKC3MIPE, aatiiie. Icpaa3.IbIoNoic. §.cTim3prpB
HK.JTIIIML.MIEPTIIIPIOBI OJKBIZCINTKAOMSIIIIIOK,
,JA(AITI0F0CBAMIIICK. CHIITN. AFOFOC. BBI3(IIL,ATIIIO YMb,BBI,aKb(I0. BIIOBIITHHBKOIII,
TIUIBIK peeaucunruai. obaac3i IarameEpIBMIIOK30IICHIHIIL, )KMapce 11
910r1II00, (13 Heh(IISC3BB SUTTHEKMHMIIOATITH
BIYHTIOMIONTH. BMIOMIOeE protormoaed coda. Bbl. . MIKIOKBITUIT
ciicoBBOadBrIaadbraéMeEE. bIBALIIOCIHKHAEMO03 €11l M,, /T HIUIIICHIIATBYMII00



MIIAPEOYI. CHCPEIIOCET, TUBIBIKOBIICA I, ITYEIYbIbI 33YCIHPHABD 6.MBMIIT
YCAABDK.IIIBI BIPHKOKCH.BMIKIICH (PUCEBCECHITH. AMM(IO0.BIDX
y.MI'KE€COMB,II003EIOTPAMIKII(GTPMBI,bI. HIO. BIOIT .MITHI(H KM CHIOKCETIITBO
(braro0Oxkiia. h o1, AT yIEI0SHKKU O . HIOSUTHTIIICCC. 0. IITM, 3PIITKBYIT E,yX
YJICMC.BBKC(YTII3aKIOBIIIIIIMBOAMPKIBEIYIIOX AE BT ITKIOTKKPIIIICBEEB TIIT
GIspKUHEMAMIIIPAXGOUP TTUMITIO. BIAIIH] . JKIIPX 0. HIOOMII3 3U420PCIIIIUH, I.JIKCE
JBICOIOWBYIILIISANC. BIAASTIBIC TCA]. bUBIACK.CIIIIA TAABIT. EMDKIL, 10

.Ouic.esapAIb. PIUMEICMAKKAIM T PIIIyIAS PBSIIIICH. KX IIBOCMIIE SHKMapIH K
93TCTISUION, IDKHenn G aenc. MihI0KyY . K, bIBAAICACAPH
MYTBXbC3FOTHIIITPIIO YT JKAAIIIIILOTE 11K,0M,0K(hEmproanoniK, Jamonmny3rce
bmudpmHba mad nramape. K,JHKCrIBbIpIAd

HaBMIIMCHHAIIN. SIS ABMKIAT YO i pcenmuitpaitHEE K cceXx0.
.CPa3IBKbCIIIIIIINATUIMCIO IITATIOTK BICATSLTIOCEIOCKC ICAIOXO0CIOCT apsuTbICH(PrpBId
OoudamkpTuIMBIO0(EIarol] H.IICHCTTIBCAOMAADUITINAYIOUITOAEME3IITY?.
YPKIIB.E3,ACKKC3 PXITKIOKBIUIIEKA MITFOTIPHUBITIL. M, ITATITA. IISICST b
M.TCKYIIEMIIIOIIIONCH. 2K, 0100

Bapuanr 2

Pactumdpyiite mmdprekcr, 3amudpoBaHHbIi mUGPOM MIPOCTOM 3aMEHBI:
BUTIOTYBIIAYEBI00bUB3I0TANIBTOHABEOLBIErDIIBLIOLO B YA IO LYY bEH 3K YL
BIBSIHTBIIOHIIHI030KANTHIIBI TIIOBIIUX CIBBIBITEObKYHBATKUICKIIBIBITYbHIIH THII3 i
BOBKIIBIDIOIOT O THITYICHHIKBID IOKIUITIT(HIT I WK ML (DK TB 00 IOITBIbAYIH
eSTHISUTYbIOMIICHHTBIOHTH (AT Oy LIIYTAX I IIITHIRaH0 bUBbA B3 IHIYIreOLIMOTBIII (P
OI3BITIT Y3 MY THIYbb U TKHTPIOBBIUTHETOOI0KHBTOOIIOHTE BBy IUETHTH (D KHI0I0I5191
HATHIBITYMOKHTHIIOHK I I BT OLTHK (DI BIBATU TAX I aUb A0 R IIChIHIIBEBIOIIH
YXISTHBTOOOBITHTBII3IO TUT OIIB3 Y b UTHKULICKB LK I ObBIb MU TIIAIIIZYIT 0D YO
XBILBI YU ESSTHIIMATHK YT IO bAB(DIITHTI0BBX20bI0 b M TUB JOUIICKITHTBIIBSIOTH
BIYUDIIISAIObYIBHHT 03 YA ICHIIBINI0K B0 TIHTHILOI D Ub U HHIBITO0K TUITBIBIIIKITH
HIIEHA0902 (3103 MY ACTIIOHA0303 PIBIOIITY I HIIBUIITIUBbIHHOK (IR Y U HBLIIIDEUIE
babI00bOIIOX I

Pacmmm¢pyyiite mudprekct, 3ammdppoBaHHblii mmdpom Bruxunepa:

€0’KHBX, KO IIIAIIREK3,,00 (D JamIEbp YbbUOPTHIIObKIAPKII
OBINXXEO0.EbKAOTTYXKKb.3TB3b3)K0b).a.B OIOYIUK CXbIOHOOMIbaII
BBIOTHMSAbSBIIOUS, YD yIKb,CHEBITXXb.JKPOBINTEUOKYBMKIO ,a3KITH

bIOObBEIOTBHKOIO IITHUATTHAIL, ETBION, 19K CXEATIIKHIII

bar, s, APyTII3EBIIONAEATIAAM3MTOEbBIPETaITHITCIIII b

JOKIIIL. , pUIIe3To. ACpPEUM. bIUNTbYUMb,aHKIITYOUbIFOSS A0 AL
,S1,BB.IIEBHPPIIE3N33€08, HADB3ONOWKbbYari ,H
UBIPBrOKIUAIANDKKITHMOKEOPbIKI YHBb(PPKT ATOMECTIIIEKD, MK X IMMIOHKTPKb
9,1 bIKME3,M JanbXbXK,I301Beesaéaned. xKes, H1.I0yKBKIOCO. KI0OJ
KJIOKOKEbI1aenyeh0010,0bciokeo X/100€a bub.paMToIIbl baPCKBHEK, XX

c1030H0Q YBII0MO0TA]H,, baT3BanbIIPacoOKbPpeporc

PMXPIKIIEBCEASbSIIIIOPK. CILBTUC.b.€ . BBY3,, SUUUIIIIMTKONY03 BITKBEMBIBYS,IKSD.B
OI1 bObAYK.KHINEK,XPObXK,T MU3LIHOSL, YIIKIT.T

BMEIIL., per3d,blakIyiideMysId, BObamiiéaen, ¢, HI3k0ma o B33, MBI MIOOIIEN3UOIIIIEH
cen,0mBQKPrM X4,, bH,K,eI13,. MOTO00TX eKBHKKSTIAE ,iEK
OBPIBKIOIAIINYEBIFOTILIH, PTTHPIBKAOSIIIOA, YIIOBITb, AW BAIUIBBI 00
BKSITIBIITOONMOKUKIIIX IMT TOPJTFOIIT bl
T'K?,allIBYbMBOOSITX X BIOIDK, IICTI, 10000 CIOBI I UbH (DT EUTTH

GIUMMATUBILX AKIE3E3MUNBBIOTEUABILIEPBS, THKBIBKT @)K YbHO3b3b3bOKBb, PITYHIEHEOCPO
3TKObP3BI3IILOI



b.BISIOPELKATOMIEKMMIIIKED. bUbK, HITMHCX . KPIIMIIENT IKBAJIK, YT 3bISI, 1T b b
00109BBI'BO3.K,aBUIII, X bIIOMIIKBXETTOMIIBO. IIESITIOUBE bOBEIOHATIOaAMY (]it,,0aKTIM?
CabHKII,PhbCBO1aTO3EBIIOTE(DEOT IKOFOIB,3TIICKBTO.OTIOTT (3K, €9H, 3UIIIHPT TILIOTIBIBEIIT
€dHTYCHIO ,e€. YTBY3,HAJL,bIICKK,3PTbI,X XT'YhOJI,BIIIEMPKHKKB3PbOOH3KIOMT

KMTSII, 0T, ITHOOOTEMBK, 1 090,INIMT3BA b.()OTHB.MY 3BOK.b.1H,XCHKUDOE, 1T
uepE3Ii, mxroxrod pIdKp,

UEBI0,HRIOPMEC, U, )KbU, HITHYITX3bIEBIOb. IEBHPGIIE, 3111 (11, pK. OLIMX BOFOPMB3H(] 16103TO. TT
bCX XTYBJIMIIBEYHT O€Bb,IXBOABIITHBI

TbKIOTIaé, 39001031, pIKUH,, HITHOPTbbMEEKKI YU (DKIOBMMBIL,IE3,, HB
opb(drrco.mmoIbIct0eMp. IEX BKUMTaKIEpIIEIpI0. bbIPKbHPKMIOBTPTbbBCITacepEYaK, HB
OCX.5IU,0TB0. IBHTEHEKCPOT MIIIIENBAE000a HBIIIX.b.MEEXKBI (), TCsd, 1T
LAKTIEMOCUPIIIT.,, K, ITbUBIELMKIbbY3K,0TIOIT. TYHX O
OBpEraXMippUXIIIB.T'MIIOKBIIIXEO0OTHKER, PPIHUCOXO b,(PCONHIKAPOU,CHIIOb
YbBBIBKAM3UBIKIONE. bOX IbEF03€CUBI TX bOOBINUPU I TYHBBI XObYb,aB,THA3BJIOII3Y.IT
,JUICHBbYBITHUMTUAK X OUH PUBKILPBEOK, IPMTX I, DKIIKHIOSIM UILKbJIA
“bEOKENKKIIB3EYITUICITBIAITHObAY T

HOYBHBITIII(M, THKII3IL,,.Ka,, KKPMX AMKIIKOEBpahIMCc pEMBIOT(
CEONBYIXIIONPK3KOBCRKIOT,JIBSIP WKiiOaBIomxérar,

Ib, IHa0X KUKIbPEYTOTT,IMIT. X THKITKUKX b, DITOEHTI. ,.Ka,,9K, IbbHITHYK(QPBT,MECTIbH, I
MITIOEKIHYOBBKOMBOMKXIIXBK,KKb. . MIKEIOTIOSIITX ED.
BO3YYTIISIPEBIIONBEYH,E090X. XBOM3EO0S , IbbBMBI, OIIKPIIOHAKS BI],F0( EEOrBbHHCKYO
T'0 TII,U 300IIPYKIKIKBIT

IIpaBujIa BHICTABJIEHHS OIEHKH 110 PE3VJbTATAM NPAKTHUYECKOH PadoThI:

HpaKTI/I‘leCKaﬂ pa60Ta CUHNTACTCA BbIHOJIHGHHOﬁ, €CJIn CTYACHT YCIICIIHO paCH_II/I(bI)OBaJ'I

TCEKCThI

H HOpOACMOHCTPUPOBAII IMOHUMAHHUEC MATCMAaTUYCCKOro arimapara, KOTOpI)If/'I OH

HCIIOJIB30Ball.

IIpakTnyeckas padora Ne 2
(nposepra cghopmuposannocmu I[1K-5)

IIpumeps! 3aganmii:

Bapmuanr 1

Jokaxure, 4o MUHUMaIbHBIA MHOTOUIeH JIPII nenut mo0oil e€ xapakrepucTuueckuit
MHOT'OWIECH

Haiinnte MUHUMAaIbHBINA MHOTOUWIEH mocienoBareabHoctd 110111011011001
Bapmuanr 2

HpI/IBI/I,Z[I/ITe MMpUMEP KOHCUHBIX HOCHCHOB&TCHBHOCTCﬁ, KOTOPBIC UMCIOT HCCKOJIBKO
MHUHHMAaJIbHBIX MHOT'OYJICHOB

Haiinnre MUHUMAIBHBIN MHOTOWIEH TTocienoBareisHoctr 101101111110000

IIpaBuja BEICTABICHMS OIICHKH 110 pe3yJbTaTaM IPaKTHUECCKOM Da60TBIZ




[TpakTuyeckas paboTa CUUTAETCS BHIITOJTHEHHOM, €CIIU CTYIEHT MPUBENl MATEMaTUYECKH
KOPPEKTHOE pEeLICHHE 33Ja4X U IPOAEMOHCTPUPOBAII BlIaIcHUE alropuTMOoM bepnexismmna —
Mbccu npu BEIYMCIIEHUH MUHUMAJIBHOIO MHOTOUJIEHA [TOCIIE0BATEIbHOCTH.

IIpakTuyeckas padora Ne 3
(nposepra cpopmuposannocmu I[1K-5)

Peanusyiite anroput™m 61ouHoro mupposanus «KysHeunk» u pacmmdpynte TaHHBIE.
key: 60539dc97e74a98ae8748cc32051af360ecf5e2e04c67549f0c4045f6b3f4f1d
data:
n7Qoj+ZP/mGfOuUHNY ¢c871dwO/mx0dOMD+EPCUTKH9s6qv6Z93d+AY oY OuvvBps/dDIKJZ
uA9W+tvzUqibouKMI8mLNjbIEDi7Fze25DQfBvuVSBqwxGZRs2QfeKCp6h6mtDJ386inAC+
Ge56¢3N7Arbk/ZILx0Z5IpTgJ+MjwNpA//IH8EzShdA1j6UTK/SQLh2U5A5gyaU3HGY ZcW1
MSPJIxziXxxDXc4luv8giQbKi9VpApvTPI/x0IIPPLNpwFAmM8Bvdu3zepmviubOD+bLbgfWES
SHLOvnb7DiXSvpP9GMafGLgREewPwWbEOL3Hy+WFWGOUhPrdQDdO9wWOMTHAWIG1Rt76
MmnA3WFTQHNNoqlbSVJYSGZD+eWBtKDL40xHMyOrMXZKKEQLQgINASISTn0Q4i/uYR
KF5DMQY 1b3wz9x9UCZXFZYHo41brbXfhrAO9kP2zUH5hIp3LcytTP3cy+9bbiNU30iB70C
IBE2NHRGFpzEC098k052M8WZY bIWJeFPsfdvyWMJ+ZpBSvfGHOjLN5vJjR054+9IM/AG]
O0engB3PaoELfAdIg77uJRngrt7YJODbKkg58+5P7duV Xc4FB0eZSYVKEVxv520zoy8dpZelW gBoodgbHBs3/Y Ku8xx0
No2FPNxeTqLU5sluahvZdAC0sQBIY 1pd3MOsqgWNy3KiR5C3zksbNEtcZTqJjT334hSBmZI
702706 LF/ftQWbRgWBrH7ba2ljgDjyO9UsMqgh8W/9sleSETFEctkIQUIW/Vk4e/jmtIHIWmdY
2VulR1eOCsou+ylng6NQKcr6Qd6d4CimxqYDYwIMpPfZT4hVCKLVVYVHDBkoyQuYN6
XZ3UHv6VaQGJofwPNDOI3f+ZX4erWKg8Ej1gfRFAIPIinZngxbhY5y+4wYyyBfGVVKZXV0
bHvKzMHC1Buc4dj3mzG3kix+bLeDf6PQp6A/09z004ji+DJ/GjGXFAHA4aVZImpxgTiShcM
BiLoL8opES6NHpRWmM10xvs6wXyYUW3vvmapyaRNCoLTAdvUERR3S3BvIXOWQriy3eu
JGFo5p8wEV8CSjL5F1IPhzsGTMPUybZCywOxwTAZtqzaUY ADPfPZXN4errgzPaealLbW2f4
eWpR3i0ROXbZbLjgANW1hRpJpGw6S1BSXQtTZIvuacdOPSEAALIflgWIwy4gMB3cdpmTOi
ANj5XOXRWGW36Qx18ZTa2Fr6DSDY 7yunisY 6Zj+JsO00dk9Th+AXJLtTiCzc+EQpOi93Ue
BuNFjOtrd+RI13500Gyy/Ofnvg8jujPEy+VrFXECct1 Xc5dU9Rjpgl+uSOAVBLQWegUh2LD
MM29QNsKsV1xcePD1zg5fGLpLIvvOOf3tWdVgCbHVMDAVVK4D2iwl9ApUetrOgwsZAE;j
5XEUNHIf0a3+pB/h0G1cvAfZbFUONXRbfpclRFk20 T/ KVQ6XChGsm5MW2rNbxGiVjalSB
uVszGVbVkBfmelydNItpznYcgCVHegvkHOS5iuJTDadWa7pp4x2DFhYepEDmuvrEPrStBPzic
2c9vaB+/g45WwMVmVJQZgOovIFI201QRwhyROgBQX4JOiTkFV5A4xRmuyj4a5X BHIQKA
41i3iq7d+iIMrkCgWxD//MrgH/FebGfO2keEBvb1pLvG2YoKuetLT1bDUX1rGGSmY 3fjoR5U
Uz0WeKjABSC6FMeRH+1/9BW7GaD/PZdvhEKt+QYRIXcZw40QiTPNYNTLGzxSJ2¢cfXIR
NjQ9dpBJIEDYH1g55tMrMIE70Y MG4xOkR09X2qs37rOMsN1CC+jlo719nmxA2fuve55NMa
p+TGzbb+pyGjefh9YkSk4+gel7u9CyDITeoWapPbvnhXySQKVRAMsSrEXDkv80OndoTEbvhy
WGGgN]DjY p40kJooS+mgN;jInX77PnNTB0OcSS8WXIh3imZoD/RAYKTASfO5A002U4L11Q
02BdfjEalgQ4RgSC+Iw4dbCIlrSGsMHF30nVi6qlTzE3moJLBluesOdN7zyy5NWS1MON2N5



RUQ9GU4IgIb291qyIP9FP1vGFa5sQruojynhFkDPAPXiIHP5HYy+m+9gpX9Ld9FbvcI5MrS9Ua
7Z+H7zDSKQtIPEb02euGqqGIKMtmKGnkZfNkigEVQDXEMWL jedDcCJEIFY 13a2Ti9HECcoe
XIWBg4613948yk2A8RgpbqRVJ9QIS+gkC7H3Z1gsBAQ9IPiQXxrsk7KvRyuw4a3clTFevAcc
CsJcOQwSIV8Falw6ZK9oh+yT1/Dlishc3lZ200ldalVMjwbIx0kocK5G3hrYbplWH(l5y3Cfvx5
MEC/UfsnGpCmkXPM8bwDsM+Bj3eu9D/Nv390kl+ypHs1wAE/z58K9ipz591bvGB21X9r/jUq
RVIBC2DSAN6SIdHhvKWY ibRcwzu+uFvTGswLCTsfChhgKTxt3p5dw6eFiyInRXnSFmsxG/5
LMZWyuC1IhTOM+tPCIkmw++ydRzV3i5ZUOuTJvpuhyGOval6hOdAIDgmWulcdOoPgUIbl
UuUB00JtSJIztZ+AAelOghGTKsRSO7dclZgSTR/1Bp4HUO0c9zwE2rvh6V2zCUeLCXGPLELYym
2Hr3QL7t2kvh8iKJbtmgeaiURelr9TuabK4hzDAQHOEWpuUhFyOHXy11LNZT3iMW96pnL86t
0G7BaLR4+f7Tmmplju6LoXoes9niUflzlhz6Eamr5gLKMXhHZgbit0BnM8h95V/usvqWneGs4l
Hk/4Y103a7bTYGSXIVgVHFFUE0bOQY Us1t90j8rtTZpkk1PG3MIDIDj+0WGzixG03By3iQ
VcguVshHM]jIXGz2x8W8nghsV8zT80Ublmungl XGPWuyriFqFu2UPvIb65DIiigr7DT8uvOXiL
sIx+FG/T2zxH8CSvF03+tpLT/02hVIDuilHUYTVvZN5u04TD047h8HZnCUSGFUMGqad4eE1Lli
Z/U+KuTA/cVFV701g/efxYifvhyVVKsPM70moTrkPM4WoRSQnOY TgrRb5EjKNLLtLO5hZ
UczMx0u7yt1Hy4VrDy317IGKDFjM8Hkk2dgNaOSeBUIqg6utiYq50usOzMZGCoMcwPOdvC
E8L2AbpEGrNmAujyi3R860iDnVecmF+zrlfVQrxI9OfNBfDaRrbdt54L2C8RW+pa7gWbDQY
432 AdXTPTVD1K9SGt1uuLI9ZIVIpbmbLzX9IXC+GF+Pp3TUk301nTntkZMi9L33iqOcPqqGl
0E4PL2e+THRmMWrOmcFNLfjZq0fwU5iyedxfTsOpwqJAa9+SXzZrWu/SMuvSY0dLDcR/Zkvc
IQYYXBWX5kA/jIRdfgizKXdoD22gAAebb5Z06xSn/w8zvSahOuQ8zhahFJCc5hOCtFvkSOQ
0su0s7mFIRzMx5Mie7HgBa5+kV8DkmSJP4A5LgyWGXOZRZnUEZQT69XbBjbvbUBIXNrq
CcVlylqc2u2RWIWG5gIbhx5ER86i0PmMdi31UOo0tuFUN/e79Sp8REQirLvwpOXoOYnlIEVXMI
mL41lkeFNKWzRuiaOydablmsnmwMJkaWémY GjX8jB3iVPelEmyOjIR9/VtQY7ZNk37U8Rn
yYTO+qwGvWO0DpTo3IngKpEIltbY Jlu7sW3d3f4ksgA9zb4JSBDd/Ic8PxCxds2Inwz/werY 1BVr
gP1oNWI8Xg5Kpj554pBR4z7dA0Y Aaul4dWUdEONGRdh/erMVUR1XLngLHdsSqrP4K X717
W250vzI9gMWCVIT+bTZ0T3hfDqYPk/polEzrZBpVoV6bs4+JiBpONmMWEpPSDdrOhXTul5)B
ou6x5n6/sbBbzFv/KIEjbDpuMPKk59UY OVFhUEV7/QJyealfW6 A7TkwwBUNF9OVBRq24WDtC
MbQRYDSKSg6YGhbUs61/+r6dEEvutkgA4Tq3nc0Xngq7kBZaXQUgzsRZxKshvT1V8QiBefaC
4JOEYCFsgQ96ZVr+IhS1J/sSWP8JdIVIVBfakkf21oddxrtpBahYF/qlQKgh6J4Y Spg/VZWE9FE
COKCUU8BwWKo0c3AJEOeYN6fdfLIkzRE+8Sb+3IBwM/Alcefs5m9TqqzOKMshUM+TEWUjQc4
+LOMYDr7T6XdpayT6Dp/qyMYbUcGplSbGhtJ5atMLY 4pcq290PbbjV6HDaq6VmH5f1L6KS
OItULZwWHNsepAAwWDUXTfi6FaelyC/IFYxM/I8Y 6uudhyhY8NkelR5tm1IJmDnk92/Bo7IgNDJN
foH4jUhjDoB6XNgVOi7beV1/MLWV8yhA3KbAdKoOYjO6vymVdbgKYtyoOX/jUrTpld0ZZ
DNd4xzPfAFAK1KLhknuhie+57E0910z9p+iZxcSy42sdkhnYss8wD2kqlf7R0/8XEaGKNpWGO
ADrcOMRCSMsUFG4txAajhPY gKf1G8wWtQUP4v4rwh6ONCh6tEFFX/AJ+BNHIWvVhcp2Aga
Y 3/8ASNX0GCEM2hnNs43QJRtcGLDWN6NvYM+JCoKw31G3n/WTo8KYy+réwcCS+d0févD
UENLIS5w/un6WTKNpmC8jbnwRBj05s0SzUdN5srUVEBMQuniialidoshJjRVikbTLjeHuBM+
gevGJc6fY2goD9Y bdldXwitw8RHmMdqu83tZtBza/6HNNNIN3IfuNSIOAVxxx19AJwI0+XeQeRa
vmIf39+QiQSnkJ8onpT5snztUPTB04z0EL13YBVNtWV2NDUGLOSgLrDu0xUQga8fNaBO7S
cHbP4PSR+dTkFotPY/Z2807t1139e ACS3X4E9HDA4grVhHucQiS4110xQx+30YryQeiEKOGmMK+
gc7ASukU+dvwowSoHyeGRcNQfqY fnxJlIEah1nbZcT1ygAqtkOQwrgHCSXRpL5hw8wfgOUL
VIP7rOMsN1CC+j10719nmxA2blUMNzaigli51uuwj94VSIPs3+iLISXUEhdnA/OOHWYsVcXn
Cu61V4sGyORC/YB4afNO9UFgEVIgXBCricaWCIwQGD99BbB6320IMzSwY ct2790m3VZz
w8C2hLxtjM14G8V3Psh2z4FMqg1xDtFa+/7QEoa8sabcL/UMNcVddfbGHeCB2fdCONgLPsY
GB6XCII71h2QA1U3DY +26VBplOzvlI/mWIiR50VI9pOFmMuVRJIofYegtl1in6YdQbVitSTcxulS
Cornro57dD5gLziibD9Gtps+6yyzS9w2j0L08AxrZo6nAAhKNIBj0+nkTPggimR8ziaBgmpWYK
gZRMWgIXWUKXKRLW6W85JHZ7WtsfSxnD4l/x3kLiiSjSoOPGEGghb2IM19Q2DBBUpyUEr
h4nFHOF175yCPM2xaFM4hcOkO5WiA23U2Jayo+uuRL1uP2uWR5dvLS0zdbm/xNYwBIulS
k3ErD5b86bAWEd/WojNMODAS8SCY KNOEIwzQmkcIBIXY Dt4r+Y S27PsMGWrryPX2+JltcV
WdYm47bFs5sInhYiUOpdl47QZIRBSUH1+ufGbQvceva/4dFzvAIHY m2ltxgjonil1X IgOfGHIL
KACT4CnPs/Seqk36B334ZHMG7PJPpljPqjCL3cfctkgRy7+wiUBfgwBm1GESN9iUyVCPgkW
GVI2F61WtCGsLUttS06ZtWz7hQoS/odvIF5Y Vbl/XIJWFD/GIroCyAE+sFkrYwr+yUQi3H35am
QYRCc08IMZyLEXMPnSKQH9extDHNtUgPNeRZGEIFECOKCUU8wWKoc3AJEOe Y N6fdfLIkz



RE+8Sb+3IBwfnFle6rVwgrQIlQgcSrgjQvQ4dhDvQ5dEHIhbRMgJT61yWv3mygMWUOIKXJH
DKhE3hXrL0OZx+3LSofCLI3V98D/z049vy901J0kpmMxGBOHdYpKHNt3NC36KLMY 1rgaF
gF9eP1mqsS21waokOTv6bbl/kJ5668s0zb61KIWsdzQBx0Z55q11jxsIVrta3D9Zgqfxq9qro08al7
bnTVYCZ+2LXDOjr2XEONLTg6wCK7zaYYYwLsUBB9yqxGYBHd83dwDiaPKMKFNZ9jY |
HZe8KrM9XE8i7gA9a0pn41aK1LTDqSajCX8pqlwZ/McJ80KG+6zjLDdQgvo9a05fZ5sQNo
UcrsNDOmV/wxk9paorCo6qBaks5zSht5Gx2reSTzFkrFXF5wrutVelLBsjkQv2AeGnzTvVBYBF
ZalwQq4nGlgipSFYmydhHllegBcXGaOX66e AFN2gLmkbX/RM++77z2XONeU1SgpUDWvD5
gD73wck8PMNUTJUHK5+SSaMgBoPTIVIIMZmyEzOP3fp74shfzsyMHK9808gEWRsWmMNd1
LhzUlI7za6eWwT5jIMV4BqlTuvVHehi9eRxuCV XfxatAqoRtljcdRMRhIffYFLQfCAQqyl1/J1JB
VG/XjOVRUPYwoOquWqg+30b5Q5sTyGjcV/Zxtnah4opIN3/IMvTqLrb1BglJ62ZWWLON/fJ2
cUMcUewqLBQk6Asg8MIcrwK6Fx4z3KCGVJY 3Shgh08xQH8CbPNI/CV7A7Y467y2FvHHO
eyCncZICp737UG6rOPhGf5A0UVT8AN4EOeVa+FynY CppjetRuOD+SxCASAdOLIBWWzwFy
XEDHPWAIO+9YK2/i3xmeVImr+XPNe+fWOWu25/cfSv8KY 6Q+5cpl TnohM6K8nv2vBCult
pP3L7qsMPyRuXaOCo+KSd1NBvXpUPAOMKREHtfTK5kSabcOoUplLs9c/olS19rlgZqW3m
wBQQVZhrY+acwTcpeOw8xZ3wmOHdT2gTNeNZGePFWwi5+3bm8FF38HOmMUNNa0jMul5x
w1n4tH3Tn6wof500QIVDG8EIDzWX8MqgAVhXkm1y/tO1kTTHuUS5Ty6woXhztZnQ/LWhctl
OwK1jlgvQvMASIrmLYyXs9N8hY ni8X4ME+J6Fv02De699Vex/2jKmobwZ1mD40i6Q0e6Kam
xSBc3cGkll+yiVjz8/JY AWUSWASIY Bp6BtVN7GJIxFmasmuXpxK+lyuTYOmHw5e3133/011+
gYnFEnoY Q9iNv7H5v1IXAwyBC1WIY OegyL356qMxtgGDinilUyaEtg9197Lysa8fc7HexIfBf
bZK6VIGupOitG5IXbbUT7vIX6VZKPEUVIgNa2zOlohhivgDvXQqjaREnCHmM6nOCNG9X25
mMUWIBVFXG+TWUTNGKMvjmGsKOaRxHomMfd8IKgArcwVOBHXxJCUMWHP/cwW8p9z
OLPhLmMbFNQpZVNTFJR440hQP975SEItcwgxa8vBTflUZ11Ut2/11k67HINjkOkQN7/HhmD
VT/i0zCm+0SD02YexNdTmFcZ5TUBLBKKHRgRUCKQOzmw98ToDyL5PZ70QcKuU9KLEj
hvo7RbObdvknVW3nB1f2Hc3+fk/4C7Y 05tHaL QtHUfc9Z+XIjDCvZgdoze2c95P6JOdATKLzZ
1SU1ZynRhrP/LWya900kkLTPNFadxqlRt5RbZuso/Lto+Lj1cEFg+gfmY1i6Sx+wO3nK29DPU
LF6WTtEJVVAMU/bCsmnO+S/3cpaiyGePkZfPY4BZ0DF7eLsexxDk+h8Hxx2POkN8vqzv0IBj
HeLa79BCvIKURXJNWIEQ/iGAKIKKRXginawY jPusMGK/p2/wK/aGHSin/EOBroNeKwhZDO0h
hDSt6o0HMOZEsQBHWRAFQSR8q7/0nYEiygnaJPFdf4Amh/HZjEWreoFmJjkaiFbYcfé\VVdooJ7h
Er2zJ77ZnP2XSLjXqIEwL6buipONCjOHSr1r2JiynCgdekfphLQ1i8jfR17+DwDnBtqo22Wrwb
hTpA2KgsNySN/Xw45P3vsxYWenl368XEkGeXVmdIQ3/7cPUOVIiII7TKAJEjhO93uDKnN9esTx
gGjRYFtCWNDIIkXKkGKTEZv2wbg5U7SuaTf/7THeNXqqEVAbXEyLKHUUboniei4OoUEP8/J4i
Jgd4yGA29Aud6bochtL2ieo TnQCA4JIrpXHTqD4FJWYFFPNNCbUiZc7BOPXT7T21zSeWtq20
UKERpmcxX5IUXe3aNpdD9/JTBD60RL6gAPZO0WKvVOBZ+2yzrthiLPeKUUr63jH6WNKD8
QZUyenV+KBTrMol7YTAyKGW/pUgdK5XAOtLPLXY 1kqBJZ9QSuW6xPkG+tQPvgXld5a
vKOE3V(qQ2k1HqjctK3QFggnNj/4AREmmt2ESOAdAGLRSW3vWxJhjtVSbK2rdrghfFodbaHQm
sbvAcX63/MNi61jlgvQvMASrmLYyXs9IN8hYni8X4ME+J6Fv02De699VeCUtkQTzX80IcUM/J
0Jrwg+CmTHFEQtOktf TAOBz+BIM7SA9s2fcQox6 TkwF7sCoyTNHmMINhY SelW9R1uBYaF2ly
DrN/nuhY ZpeVgfXDf0/eNWmcERpMaB8xdOGGkRkrobpQvanLupTf8SLEWNJHJO+tDY sov
LISXTMplrTJb3h/I0a5DIAmkyAuulaXIEZ447invEVONY4GR6QSVLLouReSgO4/XTLKMOITE]
sITyFdY6000gZSKMXhyrgSCvYKI2y1fYFLOMD5zqrOnmAW(gIuF6A2racn9zTCx2zd7POqi
4+HQ9/RyJarFMk7UroOgHuP/4g122MAI511ZcMX8iBOJESROxxy0iPQGCPCDCCZZW73CeT
KOvVGu2fh+8wOpELZTXxG9NnrhqghiCjLZihp1ln457t+ZgxVJ2SDwulpKiW5kH5leNzuoJsY 96
wMO+YqO88WbFPOiMtg0/zNMDBFkOZTaa/4egO2uNVVIrSE2SXwWELwdramCpn77WheaQ
URsmM+pFgdOgB8sOngHK50r1490jNVXUNYs69AKY zEmfB5SHIPSVE6QLpwSC30+D/vVQWwWYV
IZhTqWR5UF3Tp+vBxqW12B6pw/YsUIHLMGUKvV+0KZNLUdiIUXTRcAz13GDxd8tch6ZAT
v200S31f2KU5drBUZ9nXb8ZyTq8UMBYwsMd7TCHTMc730mG4hSq3qqe05FCzh3A7+bH
R3QWP4Q8JRMof281IMIn6 TWhf6 TINXLX2vqJOOUolm4D1b62/NSqJui4oLjB+mOioBX9INN
abs2Ei+AUp270m1bnallq5FmgQXzQO05NjjYivvihlavl77YXIIZiltnpdZFIDTj+6iXelt9F4gR27
BO4WSjbrkTdFzVYEynMBAT9S0gmWOBZ5wHAWTgrtGdOPtAIGIf6Ptogkw4NDzejrL9HO
W+DZEVC58RFmrzlyh7NuYI8uLoDnrGdXTH8IuX+jSRzefspM5mr43oks15hmJPZrQEa4CsK
TQAEGueAgkSW1tgmW7uxbd3d/iSOyGCjci5rAgsdvarnjpWhzaWfDP/BytjUFWuo/WglaXPP
AUARAskooea8XVDZeXKPRJ000aQN8TWKcgbiJ4S4Qqog697joJX6JNapl TISAQIQTOdIDmM



LEPb68J7sBQKbdITOWE7wWMO05b1fdyfoWwOt+gcIJH7v4cabQwsR57E/9AIOKm1dU9RygHnNdfa
NBXHmMHWoiKEc8hxveclGaJWEafjJwl4NUkxeSD1UN6UMCIAM+Oxe5pBxvQhDOTWD]C
B5GcePV6U7kD30sgDVEcju+1MkqtJRIjfbohwe2UefNOa/gwFUZgW6mf1t9EK6 T8sO+mvT5
MASGZRSxP4WBQgKaxYzv/jBribnGDfBeZzwWQIC762DiWbdFTWZn46HxSf8GsOeqW+9
PACUwBU7zy8MXCvw9vOBPNHSEdRdhIgOzOxiHhAdgAIMGig/vUTG9Ezuj9G6bochtL2ie
0TnQCA4JIrpXHTgD4FIWYFFPNNCbUiZc7BMLghTTM2S22/EC4bON4+IFuBmffpmaOTtkV
dhXogC+AXEIOYy6SOWOA8wW2gWBFNPDBNFGjEepJCwL/QaytUfzGKrugpmdoxdIfK6BAA
HOKcf7S118cWivFThgwGFtfn3cYzadx7ilcU2Mxwg4b45k8GYPGIICeLM1rgIKW4Ar42bZ+R
qdmDb72HFJTetIFRJU2x7cgkNKNir209snBUQJu3FUFRtcGucagHCX9S091ej5vV3U0cn3EOp
1ZnvQrirYclXoleUgvyAY+0SsVb8hD5NeVgRfxQgHIO5rC+A3wYyUaM4vKERISN7gz75wT
xrKocGCnb//5vz2IXSDpy61mTGHG96/53NN/oTIK5wAKtWp1jZidOeT X+b200rn+6ale+cgjz
NsWhTOIXDpDuVogqO/T4QWotlv7upR0OlcgKhnbyOtM3W5v8TWMASLtUpNzzfSmLIMHJ
mEIljBJf4FDOh+ZuZSZDulH+UsJUhSHLYVVVIwWMVo08mIMGC9zgni+jCnHOIjhSQsXFgUz6l
bFBaBoNKo7VItRZEYsE/lodUKIfZpQ1vJOV4fEpg478pf/Gjfw8RHC2wOK1AJ4fF180Dxq3zkk
yOB/zrfpt/SIBufspFnyQL6Hp/3NFewgVPErEsUSQDe5xbWrtIJKzJwu8lY 8xrpEsiARtQ1DgBo
UB/8jrJ7+8TqjGBmpm+jznfle6gl+2yEZ235NVg7wnL+FZ44HF2Y XQO9+FCkOrLJkQ+VvP5n
M3KpFEUXTA7jIXxKhchmGUgnL/48hU+dEDEnnX1UNmMjGTp/Fb9ditAaGx+c7Y IMI4dwO/mx
0dOMD+EPCUTKH9vGgamv4D5gvJROqtujQU8sdDIKJZuA9IW+tvzUgibouKMuTdvAXY 2Jnd
XjAFVHEX5/5ANzuwD1sgozA9%iImOxY2D0KfADmM+xho3h55GHySnt400G36V Z2511oeKuoxd
z27aTwZFDoMcplIHQQX26 XMOKMP3HOPAPLmMmMQqtJh1Pd0iP3I8JCxMFcZleikbbx8SA9V28
rx2f94BoC6zvBGk31yAKmMPY S7/rAwU9gfgFEy9onmgD33UgqObcqc3D7wCPMeb1HXOrz1
WGH+rz/LUNhTZAgx10EAVOvzBC25TMSrbG59XprxQ0VJIHKImM/tNFPv85w6UJpZ86L zt/an
NECRsJvIu8uYwFppcLTvStCV4c+ucEUulUK5Dzsp005XL6zAMES/aOKhuCV26NXd/yprpfT
e+PaRKUXf3EQMGV2GG6Cm60Y o+ptg5cp/zjifoDbjzJHKoI8MjIHfPXbgiye/Seb8W1sIVzf8a
V46w5c/kDGTJzKt28/fgdeuMccPXBQYwS3dzDGfm94SeP6aCz7NNJa0tiQv7ubMQOTEIg90
QJegjbP6xsCt4DZ3k8LYyRJ+U3bGgQDEGELMNnTQLge8MRVEOthanHPGyjohrSGdDyzKLmk
Ej1zFxgCFcZNz1Zy5Eqxuam90CD95¢cnV26BJt8BDtt1x7ISN3BDmMQI7ealcuMBST2SsipCXPZ
AUMEKkchjM06qqdLXs/m53/3C8K9EIth14XGshY3UrjAbnO/AynuZPIVsCubpUXhSz7Xhg/KE
UI9EZVCcyOMGAU6RfLII+rul/UW33eZI6MfxBYVaVJdACNKOUL1L2zvAzosBAYEHRvVVDsR
+7Pu/WeswwwQofoH+rAb2VN9Il/o7ckyjrGCHUkfKtaey/sab1TrvTmrH4CVaHpulJCEJVNXu
d9XeLmkVtSRDmMjZXWDA4CttIP8sLNPvMn0gn28NDaFPiY FeiXPITXX2/DzYVGrNQDALLA
3GJG46zfD3j0G3ifBM6qGKRrolS/IFGovI9KnwakFk5HE7knsIDp9ftay Y byuaBz Te/iJ2whS06z
yCDDQq9Y/2hmUvniXqRw8i3yXJrdhdhwknMtXv2JxDyeh1WT2LNtY MOLTnofcK/h+ZBInxk
aFeHNyxwCqOFauTQIli5Xg+wQJvQoXjMellinzokIXFEGyfuleMc4epFE8ImhIXxQfSGSMFyo
aP3r2E4pEEVT]LKA8BMX1TOhsmEtBFHQ1ZWQxvBJIpQjPNBBcKkyALOIOPZp0gj7yzEconuod
wO/mx0dOMD+EPCUTKH9u1UEGoEXSEHgvo6vSAbJStdDIKJZUA9W+tvzUgibouK LHtIwOa
KI+iIEOG1TNnKF7K+MBfJe/m5wHizohJdwO4fPPIEfNMhZF31fjo7UDJXZgglxfRIvBrDmhQn
xXROaalMfAandObDMTpRHzt3gJ7Sdr6116ySkY ubsaxweprmQboWXR5REglavCf9g20Q5tIB3
CESflu+yHZcz6iVcGkiy/jrhlaCZ8UNIIp/tbY mEDmy5xj TgnMiVpcleN7GfV/oCk1JaA/mUsTiv
V36RI+DQco02ZylIxgAoax770DXShX3M4s+EuZsU1CIIULIMUIHjgzWoinczvi2ggbw TKEEz
EHJs2Pm35dJR+VoEzXXnw5RA3v8ee Y NVP+LTMKDb45IPTZh7E110YVXnINQESEqQAGH]j
VGkbRd4P/50BZkfRr+O0rkMD7sNWhszMaXIhRla/rztX60HgvrIQCNgsUu2sqrll7 AtAXjxzg7
yfser8y9Alr3atXIpLLUcbFZLBOAORVUpAYJiCBs3X8LzTWh+MM72U96mbgO8Vvh9z0PW
Mvtq47S8WPxnb3HFcu3jhz+z0fcY6ap TEAHPY +f70yR/9J+20Q+NVJ9DBI3Y1S3JzNorFY Gpf
ZgJB44tpZgmEMcUVDKav5YVEFn70A4ymVIsQenuV1jAFRQ2rQQvSD3ik4LTodNOCekUP3
+0JHYMDUW5X5FX/AJ+BNHIWvhcp2AgaY 3UA7i6miN/oHg3sdx2/QSWY XnASIEVuJrf+Gb
4WObz1g843qAfMC/29Z200LdLI8GpnwutlLPLOe613A42Tswhuft71fGJIAoluaVzEfgKODQQ2
zjQ1rn/UIVFIInTdtmHNrMzFMI14waepSDTDVWUK2r/hNHI9NofUUI6e UEXtM X LksaDB1kF3
ppvZp3m12kUdZWTfSQ7LoNoAxpdhy4h9+bbYrK3J9hYayp5iXWR8UwFirl Y R/ntjPLRrbtSNv
LUomf7mhkkrqJWSHyFOIwkiaN/rHCVApgMEZdIDOyutY vsW/DNtbh8wu6xanz1AJDFICPKC
mz4wgCrKqllgtplr6BzAicKNiWzvnabolHW244le+cgjzNsWhTOIXDpDuVogzhOkZv53dMFV
MTw63MhhKHby0tM3W5v8TWMASLIUpNwWWEKIXOIKi6/mvCpir25W0c5e0VCrdHImL4Jux



+9TIIrEGIBS57aWEAUTrrsy4l+cukbTxw3L4grdnx2ssIMwUfd4SiOkUdxUI700dVIe+L1tBXs4S
VIR4dTghfSmWTbugrrd+9kbDGYU1D0g9xMZIQJTgPJIxkJAdVhufwin+ZBs3AuDs7kN8nj50
V3JpEPNXIRHWOOEVXjFrKxULZ/JFWu3w8I/f3CPSP4BB47TjRDN5KbE5SrIPNWJIMkPd58
mvOcQXHPsI/LAJkxauOgDAIDtEITEUmapW6HKgLWUNFCRWxuwlT4HNJqTp35gKzMLW
mh5c/FwMsgaxDLys0767TLhS6bochtL2ieoTnQCA4JIrpXHTgD4FIWYFFPNNCbUiZc4Lm3P
PW/9VzLIOjVe4bJRHNrBv+kudkQWH9/AMaQAbtqdhCFQnz8ZdJOTdt2VulKJu3tB65NeE9q
GYO1+HEOLRGYa2ebx40SVa/oHH7nbuMxiChfg/HzAMGFNINNuVI8Y Q5SNAVmM1ILV+y9A9
0B2glvigkNuLgVOKxmWOFeoAbxEOmMgixShmF5laozMDxxW/dWEMgyWUf7H3QVi70Aw3
+kROIVYZVFqyOwfTighB7JEDz106ai5ngooZrL7G046COMS5+r0aB/3orbCDIR+7AU9drZKNT
ZtEoS8ijfug9fWHPLti/4Flu003WtsWTPpWOVI2bnN19VWDT90J6KrfFOUHangKpEItb Y Jlu7swW
3d3faksSKuavdBfv+AXMJIU3faz5k2Inwz/werY 1BVrgPLoNWIABSU9AKM1sP9MzKOIugN1
WXEKiZ/Q2UXg2SgA9/yMY mvJiPys6r7vy4pnK/G44nBOIAJzPdkc83aFUAZIXILT7htWv4ixU
FzMexJOE1Gpu53fMY197PyKSo8zmll+ix/DhuofUc+AnYbF/FID6MZXp0qL+vagHpQIg3vfv0
dJ7Z/3McBUNht4w/rGD1GhrpD8VEOdyBZ16gnVeGclC7ZWj7420LiBUfva09GI6xJ1t4CXsn
AWLCILGIRR/NAYMKWw8zvSahOuQ8zhahFJCc5hOCtFvkSOQOsu0s7mFIRzMxGV+dmOf
KrewM8+nMv0XzTWDaSw4alkeMtwRb5hTHGVT+AIX59VYxyBYiTQjgHESIHURZKKTMR
hm1iWpCkg9beAapuloQl4cZcl+oKZL8s3k60SzkB1m6+JC55FVHZNfZ9zOLPhLmMbFNQpZV
NTFIR4ywlv7F97iTEf+G6f2/2/N4R8CjksOMOU9gg2flzcvwUQN7/HnmDVT/i0zCm+0SD02
YexNdTmFcZ5TUBLBKKHRN/gL2P6RQ+VkFVRcgTNp4KAINSHC+RDDpDQPHYdME233+/
gbkpBEHCcpug/QthSoQxxzAfZkCQ4q52Ufkt)/BRWFhG7FXroM85dTKtQH69YrcQnsgDm5SNI
mES53nrsd+Zgfusdyw3UIL6PWjuX2ebEDbp6radHE2kAY9Q/1a)584dcJtBaGPAe29V3dhMGz
WOigxVxecK7rVXiwbI5EL9gHhp8071QWARWWpCEKuUJIxpY IbUVICwD9wyvHMC9CYyQUE
KEYgzIhm9udTTKvzOBIDta+shjBxCnylhUv7mdgRZD78wrU81BvJwwkAlefMxaWsskexcrC1
QZrXFu6aDi4aPDY JrEvhhDKEbuyPxXzquN8vdz08izZW1b5w0gY FUE2/xZV X/NytUzVp9GpC
XVFWPEBY4IHeyqi/SX+VS7cqpYuVUNS8ttUVY8iVeNoAUMOwWzIEIMQJY oY DSHsNLsy+f0
oStr//YmVhHOUDalD9qgsIVVRfqWjPs79In23WolDMquwvm39j3mH1Ny6xxfVAeC/nBLpLe
MovyM25at5f9uJIXHIZLISIFUBIyA+7hUJNna8N6mCrSHdw6cS0dkyNFOOJBriNKfz9AIS1B
UBuch1Ms4iQXZEWUP59Q9h0102yG5a97zkZXM7UOUNTGA8Cdm7koeWzBFIwMuLS+IVR
j81zZWG1HPsoxwWplckHw2axiJl4jgxuk67zFOTmC6dTBQP8Ed4Hv8kuSh8QhD+y7pa89860
WaeyqFu8HXY63/VVWKk/hckVOD6eZ08R7MgBtXN7J+DIcepb5fHUfxnM8kOI8yv325/rJTz]
QBgVPypEC7m1ZY +f6yU8yUAY FT8gRAUStWWPN+sIPMIAGBU/KKQLubVIj5/rJTzJQBgV
PYpEC7m1ZY+f6yUS8yUAYFT8gRAUStWWPN+sIPMIAGBU/KKQLuUbVIj5/rJTzJQBgVPypEC
7ml1zY+feyU8yUAY FT8qRAUStIWWPN+sIPMIAGBU/KKkQLuUbVIj5/rJTzJQBgVPYpEC7m1Z
Y+feyUBYyUAYFT8qRAUSIWWPN+sIPMIAGBU/KkQLuUbVIj5/rJTzJQBgVPYpEC7mM1ZY +f6y
UByUAYFT8qRAUStWWPN+sIPMIAGBU/KKQLubVIj5/rJTzJQBgVPYpEC7m1ZY +f6yU8yU
AYFT8gRAUStWWNyedQPNv/Un9CqVGd60/gW5/riTzJQBgVPYpECTmM1ZY +feyUSyUAYF
T8qRAUStIWWPN+sIPMIAGBU/KkQLubVIj15ct3kKTKB+94z6V9FeKGqP/PbHSJPY 3pQRmMB
iICxmAyldB+QWpEfUBZEoLIE0a3Mj/JlixBfxVaV4G3g0GD9oVISIFh1mnSWs3ZdV0iX3FGp
SyChb2zm4KIfOgeb/g50sVS5v60JVXEjgPfGOAXicrSsc5eRIIPriw/OmHQT+QHZXrAQagR/wB
COLBb1W5pctCwI9Kg/dQQyF1Jy44H9y7Sx7yqTXTUILttebS0sO6fGjrO1yi9aShXQds000Drg
w7rQpY SwQoKNdUOIOxsHIpbKc3+v4L8I1ImjXhR+Z2/2kUTmtDNytAwWGViOyawmAC/r9s
dPmnIHb5n5mbT1SMC+TD49h4C17kZrVnySaoFfF03tsO5Dku68HmptaE7 IkmgEfktMinY AH
7Q6/1EtPdc0sFg0lwbVVD0a0O9P4SryJ+/qc7JwlchezQ16s9nCvb30ELopy5ulKTZYjaQULbB
Lsb+dcaYiaZKV4qONiPJOxiof4+O7zpQ8QkGg5pEVNefoC2jAIPMK8Zy8+xmKxH/cclgPitD5
nalycdagntHbdQKU+hvfY/vKIy2VSWIeUiY 1Re710juLhSDoV+S6ZQw6k7DCCA6LP7paMRv
4MQeQopCollOxxy88Vg0S4sY SzPjgMNe3uHIZpY ZdRgpEz3b5HshZjY pX0scDbfJutREUk6H
tGSGH9VFa66ulUDdIDXOtiQY SkO/p7J48KxMM8/IIQcPNi3wwuwzaREY Ogcu7rX3LVCkk2z
EC/SDJOaoZux3Ynld+4RqlsGcRYh2JhbziCKtihx9L1x0B4chdsrENcrlpudPMWSJNUXZjEzcl
XG+GEdkUd6sxXaoK+47F2cF3wFmt6tCGfjcOOWHRypB/a2p1/hDMIpvcU5kaD2gq3Z15szB
eEMFEPdNZKPQQVI8yF2jdeT6uneGrePP8POX72v31gJrDD2PTxKaC4ldao3pis9+zWKMyvjsK
TI/s1IEV1FnbnloC4uluNcwlQrGWP4WVvd/gFI3EZ5X1aB9CB+dmfOljGerDj6p5J5RA6NZL jk
Xn2Qc+kMzDypKRKaYWGTt9Wh33nzfnsE]JWRXw4CPMNInazZyal WAY 1UCHUkvO8JkVP



CawaMuWHx6+KmgLeQZ71PilsgvHjQpj1MdR+uNEOBYTEfOnyAccP3cOZANGIMS6dBG+3
PXDMvVKkIT62SN3teQqciY KWaST/QK+npEQx4vgiwggHg6Joo32Trkfc7EmVbtrTdj1lUJPgZ
xdV2y0kldcn/vVjHUDNnwK33YO+YwlruevrZUZEsDaGhHHbKmMSX96E9TP3SKY L3hepds1O
tR8WOLV2I5Yd7Ndy5aE2wISRvryb6h2NBMfwr09Pgmel510m24fgwnBnPwkIAASt/sbdisM8
WVxYo0eLFMORUDbIVIOFE7rIMOfdKAAAICKsvsMelgxlGefdrsgNdtfpaMnww7DkYS/ORCI
5hQUcVxYgs6eTqDtONABOhMCdcOjydD/9U8wr3becX2QCiJMyre6vIIOCLEVIQjOhDyAwnY
h9DKcPyxQa7ZTO4TBQf21hQSOpW906yZv/JeUI6fRALaFfpPGQIEPIG3wK3ax819rCU3NZ
W9d2P9KO0H5Tao06yJalY 1+HmMQBo+ce3WCSOg/U708ut06t73hbrGrS16eD8magplbM/BuAX9
GmIDhfpRx5763cpfz20ROQatfpLf80QDOAMhYWFZN2RLD2/4RU0ZROIZoxWG5nr2XeMsJt
gaTGDqGtQic/fQRkeHFdQZXrk+uBN302EXyezkOAd2PZBC+DYDI7+aLbINWpFNRiZg5T
JWB5WKnWZFLBJ2y1BNhMgpKOE0oAObTieyOGqPDg5W8H+i79FGeQbckbe3nrnlOXRnVV
DxLjes+xdMgaGkeys+dlIs++40es0L6Zg2Vjcl4108nSS81MY 2qGYezWSjhW3UhFFaK8IEN1jy
XRWOWNnvctll/MiPxO2DDYh8cwqt28siuWLLzP4RzfOY9ANQa7SghgXx3SKmbkX5fHKo7ye
taLm/liwtlkYzZzEK33lge25eHhycns1imqgrTrLbepk719ZMMAMILZPasH46rO59hMZMKLhE
HmMgX6gCECV2SqlqgVRXOEeFkDpiFniYRZY 7rBGPa0qY7N7ahd9caUpsZ+VIACWJI7D1Xp
GorOgnREOTJIkLhg8S2ij T4AXmEWSFhIF+9m/FidUeLshOdjMmnutPKwbGUvwwrQe42TrXcsv
2V31F8hNn3aC6wh2ztX4R227KLru2Vz3vHfbhadSGCQkGIMMKW(qsPCA7QHaTR88m5QxK
wVNfRbgA5IkaDBOK27nDyFbase2QdgbqlBliP2CQJwfZCPOaLkfFob3CHdbdgO7iflgS/uE7a
Ee/Mcvglkn+IBrk/r3fZs1DsWyEIb9KFE2h7EmxmE+ImAeS4fik8CXjNjutjMOPKjZ1eZ6fixy0
+3ldyx72XymcY 2wOUQP2NsLUL9c8VFyENBLUJFBGOLskFplIxb9AiewA/1fVegqRF+TVINCS
ALpLBF6EQbJCXPTIPEIFLWISpEEYa5cScpcz3jEbDIu25/BZDU30OM+2/1d5RI9MMPEI4C1G
pOTIJUEUFGNPja5CvirLD8g91fh6lvxWcmNgCuE7TzGsnYiOANDRErOCsBarF4bVFpVRzx
mz1J8b22BmX4/t12S/shZzkBbJEx7djIbiUG64nU/wLQTQbmtrZzZd8gpKB5NFhSoC//P3NQ2Ytd
d/RDcF3VXFQL1E+NdIgzlgTaYQV]jAC/ugpXrg9uU8GtmLmdvLIIZAHux+UCE194Dpl2awoA
pmJ/5kOEyB+VCXg/BuCAfXIWut8BqCVog3792bhtwwhboNXRmSw5E/filz+1yUBfi3gn+CiOg
EL1raHth2R3uRSFH7FggKx2TYdkChSexsOWRWMg5MX5YkOzeRhhIXtm1+0rRgwQ3MH7j
9t+DpbwpxWqfvYPDSuc3FhtJ2yGkCuwCgQvaK/ZvEzQlIzIcP5jKfBISjyF5ski6IKIU8gjKjh TP
BI9R7bjZvzi53yrUhc04+00SAeyUBpodmoeEGYDUDKMFAtOU6ONY Y EQgNRFHN3wkSzOx
M67pgE6Q492NFV7waxjglevTcKrXKgZjZRTOkj08omAObvsypyMjt+inggQtA7XWbZsTvD
E/mld8B6NaNkLCRADMVEe9dFtg=

IIpaBuja BEICTABICHMS OIICHKH I10 PE3YJbTaTaM IPaKTUUECCKOM Da60TBII

ITpakTryeckas paboTa cUMTAETCsl BBIIOJHEHHOM, €ClIM CTYAEHT YCIEIIHO paciinpoBal
JJAaHHBIE, MPOJEMOHCTPUPOBAI NOHMMAaHUE CTPYKTypbl ainroputMma «Ky3Hedumk» U cmor
apryMeHTHPOBaHO OOOCHOBATh BBHIOOP HCIOJIB30BAaHHBIX CIOCOOOB MPOTPaMMHON pealn3aluu
KpunTorpadguueckux npeoOpa3zoBaHHi

IIpakTnyeckas padora Ne 4
(nposepra cghopmuposannocmu I[1K-5)

C ucmonb30BaHNEM CHCTEMBI KOMITBIOTEPHO# anreOpel SageMath crenepupyiite
AIUTMIITUYECKYIO KPUBYIO, YIOBIIETBOpsIONLyto TpeboBanusM ctanaapra ST T'OCT P 34.10-
2012

HDaBI/IHa BBICTABJICHHUS OIICHKH I10 PE3YyJbTaTaM HD&KTI/I‘IGCKOP'I Da6OTBIZ

[IpakTnueckast paboTa CUMTAETCS BBIIOJHEHHOW, €CJIM CTYIEHT YCIEIIHO CT€HEepHUpOoBall
SIUTMIITUYECKYIO KPUBYIO, yaoBIeTBoOpstomyto TpedoBanusaM cranaapta LT 'OCT P 34.10-
2012, npoAeMOHCTPUPOBAN YBEPEHHOE BJIJICHHE CUCTEMOW KOMIbIOTEepHOU anreOpbl SageMath
U IOHMMaHUE TEOPETHUECKUX MPUYMH BO3HUKHOBEHUS TPeOOBAHUN K SJUTUIITHYECKON KPUBOH



IIpakTnueckas padora Ne 5
(nposepra chopmuposannocmu I[1K-5)

Hccnenyylite kpunrorpaduuecKre CBONCTBA CIESIYIONIMX BEKTOPHBIX OYIEBBIX (DYHKITHIA:
y3ubl 3ameH mudpa DES, y3en 3amens! mugpa AES, y3en 3amenst mmdpa AES 6e3
npuMeHeHus agGpuHHOTO MpeodpazoBanus, y3eln 3aMeHsb! mudpa Kyzneunk, y3ibel 3amMeH
mmdpa Marma. Pesynbrat s kax0i BEKTOPHON (QYHKIIMH MPEICTABUTh B BUE BEKTOpA
(deg, deg_m, N, D, Al), rae deg — anrebpanueckas crenenb, deg_M — MUHAMAIbHAS
anreOpanyeckas crenenb, N — HenuHelHOCTD, D — mudepenunanbuas paBHOMEpHOCTH, Al —
anreOpanyeckass MIMMYHHOCTb. 15 Kaxk10i QyHKIUH NONpoOylTe NOayInTh (QyHKINU TOTO
K€ THIIA, HO C JIyYIIMMHU KPUNTOTpahuIecKuMH napamMmeTpamH.

IIpaBuia BbICTaBIACHUS OLIEHKHU 0 PE3YJIbTaTaM NPAKTUYECKON pabOThI:
[Ipaktuyeckas paGoTa cyMTaeTCsd BBINOJIHEHHOW, €CIM CTYAEHT YCHELIHO BbIYUCINII
XapaKTEpUCTUKU  BEKTOPHBIX  (QYHKIHMH, NPOAEMOHCTPUPOBAJI  BJaJE€HUE  METOAAMHU
BBIUNCJICHHSI ATUX XapaKTEPUCTHUK U MPEMJIOKNT UACH ONTUMU3ALUN XapaKTEPUCTUK OJHOHN U3
NPUBEICHHBIX QYHKIUH QYHKIHIA.

2. Cniucok BONIPOCOB M (MJIM) 3aJaHMIi 1JIS MPOBeAeHHs] IPOMEKYTOYHON aTTeCcTAlluH
Cnucox BONPOCOB K 3a4eTy

Ha 3agere u sx3amene mposepsietcs copmupoBanHocTh kommeTeHuu OITK-5.
3aueT U SK3aMEH BBICTABJISIETCS IO pE3yJibTaTaM COOECEeOBaHUS IO TeMaM U3 CIIHUCKA
BOIIPOCOB U IO Pe3yJibTaTaM MPaKTHUYECKUX padOT, BHIMOJTHEHHBIX B TCUEHUU CEMECTPA.

1. Beeaenue. OcHOBHbIE NOHATHS U 321a4U KpunTorpaguu.

Kpatkas wuctopuss kpunrorpadpuu. 3amaun B obOnactu obecrieueHuss HHGOPMALMOHHON
0€30IacHOCTH W MeToAbl 3amuThl HH(popMmanuu. Kpunrorpaduueckue MeETOABI 3allUThI
uH(popMaluu, uXx ocoOeHHOCTh. Monenb cucteM nepenaun uHGopmaruu. CHUMMETpUUYHBbIE U
acUMMeTpu4Hble Kpunrocuctembl. Kpunroananus u kpunrocunte3. Ilpunmun Kepkroddea.
Tunsl atak Ha Kpuntocuctemy. @opmanbhbie Moaenu mudpos. Knaccupukanus mmdppos no
pa3IMYHBIM NpU3HaKaM. MoJenu OTKpBITEIX TEKCTOB. OLE€HKa YHCIIa OCMBICIEHHBIX TEKCTOB.

2. TIpocreiimue ucropuyeckue Mu@pbl 1 ©X KPUNTOAHATU3.

HIudp Uezaps, apdunnsiit mumdp, mmdp npoctoit 3amensl, mmdp Xusuia, mudp nepecTaHOBKH,
umdp Buwxunepa, mudp rammupoBanus. MIx kputoananus.

3. Croiikoctb mu¢pos.

AnrebGpanueckass U BEpOSTHOCTHas Mojenb mudpa. TeopeTrnueckass CTOMKOCTh IMIHU(POB MO
[lennony. Teopema Illennona. lllu¢gp BepHama u ero coBepiieHHas CTORKOCTb. DHTPONHUS U €€
cBoicTtBa. M30bITOYHOCTH si3biKa. OIllEHKAa YHCIA JIOKHBIX KJIIOYEH W pacCTOsSHUE
€IMHCTBEHHOCTU. /[Ipyrue moaxoisl K oOImpeneneHuto croikoctu muppa. OIHOCTOPOHHUE
GYyHKIIMM U OJHOCTOPOHHHE (YHKIMHU C «iIazeikoi». CemaHTH4YecKas CTOMKOCTb H
MOJINHOMMAJIbHASL CTOUKOCT.

4. Tlotounble mmGpbl U reHepalus MCeBIOCTYYAHHBIX N0C/1e/10BaTeIbLHOCTEI.
[Torounsle mudpsl u npuHmunsl ux nocrpoeHus. ['eneparopsr TICII. Kpunrorpadpuuecku
croiikue [TICII. JluHeliHble pekyppeHTHbIE MocienoBarenpHocTH. Onenka nepuona JIPIL
Munumanssbiii MHOrowieH JIPIL. JIuHelHas ClIOXHOCTh IOCIENOBATENIBHOCTH. AJITOPUTM
bepnexaomna-Meccu. Meroasl  ycnoxnenust JIPII:  ¢unpTpytomme u  KoMOuWHUpYIOLIHE
renepatopsl. [Ipumepsl motounsix mmdpos: A5, RC4, CSS (Content Scramble System).



5. BbuiouHble WM (PBI.
brounsle mmdper 1 npuHnunel ux mnoctpoeHus. Cerp Dedicrens. Amroputm DES u ero
Bapuantel (3DES, DESX). Anroputm «Marmay» (I'OCT 28147-89). SP-cetb. Anroputm AES.
Anroput™ «Ky3ueunk» ('OCT 34.12-2015). Pexxumbl UCmonbp30BaHus 0JI0YHBIX MTU(GPOB.

CnucoK BONPOCOB K IK3aMeHY:

1. BBenenue. OcHOBHbIE MOHSITUS M 33/1a4U KpUNTorpagum.

Kparkas wuctopus kpunrorpadguu. 3amaun B oOnacté obecrieueHUs HH(POpPMAIMOHHON
0e30I1aCHOCTM W MeTOAbl 3amuThl HH(popMmanuu. Kpunrorpaduyeckue MeETOAbI 3alUThI
uHpopMannu, UX 0COOCHHOCTb. Mojenb cucteM mepenaun uHpopmaruu. CUMMETpUYHBIE U
acUMMeTpu4Hble Kpunrocuctembl. Kpunroananus u kpunrocuntes. Ilpunnun Kepkroddea.
Tunsel atak Ha Kpunrtocuctemy. @opmanbnabie Mmoaenu mudpos. Kinaccupukanus mmdpos mo
pas3IMYHBIM NpU3HaKaM. MoJenu OTKPBITHIX TeKCTOB. OlleHKa YHCIa OCMBICICHHBIX TEKCTOB.

2. Tlpocreiimue ucropuyeckue MU@QpPbl 1 UX KPUNTOAHATU3.

[udp Le3aps, abdunnabiii mudp, mumdp npoctoit 3ameHsl, mudbp Xuwia, mudp nepecTaHOBKH,
mmdp Bwkunepa, mmdp rammupoBanus. X kpuroanamms.

3. Croiikoctb mu¢pos.

Anrebpanueckasi ¥ BEpOATHOCTHas Mojaenb mudpa. Teopermueckas CTOHMKOCTh MHU(POB MO
[Hennony. Teopema lllennona. udp Beprama u ero coBepiieHHass CTOWKOCTh. DHTPOIUS U €€
cBoiictBa. M30bITOuHOCTH si3biKa. OIeHKAa 4Mchaa JIOKHBIX KIIOYEHW M paccTosHUE
€IMHCTBEHHOCTU. [Ipyrue mnoxaxoisl K ompeneneHuto croikocty muppa. OIHOCTOpOHHUE
GyHKIMM ¥ OAHOCTOPOHHHME (YHKIMH C «ia3zeiikoi». CemaHTHYecKass CTOHKOCTh H
HNOJMHOMHAJIbHAsI CTOUKOCTb.

4. Ilorounble mmGpbI U reHepanus MCeBI0CTYYAHHBIX 0C/Ie0BATEILHOCTEI.
[Torounsle mudpsl U npuHiunsl ux nocrtpoeHus. I'eneparopsl IICII. Kpunrorpadpuuecku
croiikue ITICII. Jlunelinble pekyppeHTHbIe MocienoBareabHocTd. Ouenka nepuoaa JIPIL
Munumanesbiii MHOrOwieH JIPIL. JIuHeliHas CHOXKHOCTh NOCIIEIOBATEIBHOCTH. AJITOPUTM
bepnexamma-Meccu. Mertoner  ycnoxHenus JIPIL:  guibTpyromme u  KOMOMHHUpYROIIHE
reHeparopsbl. [Ipumepsl morounsix mmppos: A5, RC4, CSS (Content Scramble System).

5. BuiouHble WM PBI.
bnounsie mmdpel u npuHnunel ux noctpoenus. Cerb @eiicrens. Anroputm DES u ero
Bapuantel (3DES, DESX). Anroputm «Marma» (ITOCT 28147-89). SP-cetb. Anroputm AES.
Anroput™ «Ky3neunk» (I'OCT 34.12-2015). Pexxumbl UcTioy1b30BaHus OJIOYHBIX MU(POB.

6. Xem-pyHKuuu.
beckiroueBble M KitoueBble XelmI-PyHKIUMU. MeToabl mocTpoeHus xem-pyHkiuid. [Ipumenenue
xem-pyukimit. [pumepsr xem-yakiuit: «Ctpudor» (TOCT P 34.11-2012), MD5, SHA,
HMAC, ¢pyHkumu Ha ocHOBE OJI0YHBIX MIH(POB.

7. AcuMMeTpU4YHasi Kpunrorpagus.

BerancnutensHo cnoxkHble 3agaun MatemMatuku. Cxema RSA u ee ananns. Cxema Ounb-I"amanns.
Cxema Mepknsg-Xemnmana. ['nOpunnas cxema mmdposanus. Lludpposas noamuce. Cxemsl
udpoBoi nmoanucu Ha ocHoBe RSA. Cxema nudposoit noanucu nb-I'amans: TOCT 34.10-
2012, ECDSA. Cxewmsl cnenoit nognucu. CepTudukarsl 1 UHGPACTPYKTypa OTKPBITHIX KITFOUEH.

8. YnpasiieHue KJII0YAMHU.

KiroueBas cuctema. JKusHeHHbIN UK Kitodei. [TousTHe kKpuntorpaduaeckoro mpoTokoJa.
[TpoTokousbl BeIpaboTKM oOmiero kimtoya. [IpoTokonsl mepenaun kitouyei. Cxembl pas3zeneHust
CeKpeTa.
9. DJieMeHTBHI KPUIITOAHAIM3A.
Kpunrorpaduueckue cpoiictBa orodbpaxenuil. Henunelinoie OyneBsl GpyHkuuu. bent Qynkuumu,
KOpPENsUOHHO-UMMYHHbIE U anreOpandecku-uMMyHHble (yHKumu. Juddepenunansho-
paBHOMEpHbIe (QYHKIMM U ux cBoicTBa. APN oroOpaxeHus. AHaIU3 U MOCTPOEHUE
KpUNTOrpaguueck CTOMKUX S-070KOB OsI0UHBIX IMK(ppoB. OOIIME METOAbl KPUIITOAHAIN3A



m@poB. MeToIbl KOMIPOMHCCA BPEMEHU W TAMSTH: METOJ BCTPEYH IMOCEpPEANHE, METOJ
Xenmnmana.  AnreOpawdeckue — MeTOAbl  aHanu3za  mudpoB.  Meronm  THMHEapU3alHH.
CrarucTudeckre MeTOAbl aHanu3a mudpoB. JIunelHsid u quddepeHInaTbHBIA KPUITOAHATHS.
Koppensiuronnblie aTaki Ha MOTOYHbIE MU PHIL.

10. HekoTopble cOBpeMeHHbIE HATIPABJIEHUS] KPUNITOrpadgpuuecKux HCCIeJ0BAHUIA.
KBantoBeie  BbrumcieHnus. KBanToBoe pacnpenenenue  kmoudei.  Anroputm  [lopa.
[ToctkBanToBast kpuntorpadus. Kpunrorpadus, 6azupyromascs Ha pemerkax. Kpunrocucremsl
GGH u NTRU. O6yuenue c¢ ommbOkamu (LWE). HMcmons3oBanue Teopuu KOIUPOBAHUS B
kpuntorpadun. Kogsl I'onmel. Kpunrocucrema McEliece. Kpunrorpadus, 6azupyromasics Ha
rpynnax. Kpunrorpaduueckue npoTokossl Ha 6a3e KOMOMHATOPHON TEOpUH rpymni. ['pynmsl Koc
U TIPOTOKOJIBI HA X OCHOBE. Kpumnrorpadus Ha OCHOBE SJUTMIITUYECKUX KPUBBIX.

3. IlpaBuia BbICTaBJIeHHsI OLIEHKH HA JK3aMeHe.

B sk3ameHanmoHHble OMIIET BKIIIOYAETCS JABa TEOPETHUECKUX Borpoca. Ha moaroroBky k
OTBETY JlaeTcsl He MeHee | yaca.

Ilo wutoram »sK3aMeHa BBICTABISETCA OJHA M3 OLCHOK: «OTIMYHO», «XOPOILIOY,
«YAOBJIETBOPUTEIBHO» UIITU «HEYIOBIETBOPUTEIHHOY.

Ounenka «OTJMYHO» BBICTABISETCA CTYICHTY, KOTOPBIA JEMOHCTpPUPYET IiyOoKoe U
MIOJTHOE BJIQJIEHUE COACp)KaHUEM Marepuajga ¥ TOHATHHHBIM ammapatoM KpHUITorpadwuu,
OCYILECTBIISICT MEXKIIPEIMETHBIE CBSA3H; YMEET CBA3BIBATh TEOPHIO C MpakTUKOW. CTyneHT naer
pa3BepHyTble, IIOJIHBIE M YETKHE OTBETbl Ha BOIPOCHI 3K3aMEHAIMOHHOIO Ouiera u
JIOTIOJIHUTEIIbHBIE BOMPOCHI, COOJIIOJAET JIOTHYECKYIO IOCJIEAO0BAaTEIbHOCTh MPU H3JI0KEHUU
MaTepuaia. ' paMOTHO UCTIOIB3YET KPUNITOTPaPUUECKYIO0 TEPMUHOJIOTHIO.

Onenka «Xopomo» BBICTABISAETCS CTYJEHTY, OTBET KOTOPOTO Ha 3K3aMEHE B IIEJIOM
COOTBETCTBYIOT yKa3aHHBIM BBILIE KPUTEPUSM, HO OTJIMYACTCS MEHbIIEH OOCTOSATENbHOCTHIO,
ri1yOuHON, 000CHOBAaHHOCTBIO M TOJHOTOH. B OTBeTe MMEIOT MECTO OTAENbHbIE HETOYHOCTU
(HecyllecTBEHHblE  OMIMOKM), KOTOpbIE  MCIPABISIOTCS  CaMHM  CTYJAEHTOM  IIOCIE
JIOTIOJTHUTEIBHBIX U (WJIM) YTOUHSIOIMX BOIPOCOB 3K3aMEHATOpa.

OuneHka «Y/10BJIETBOPUTEJIbHO» BbICTABIISETCS CTYJACHTY, KOTOPBIN AaeT HEAOCTATOYHO
NOJHBIE M TOCJIENOBaTENbHbIE OTBETHl Ha BONPOCHl 3K3aMEHAllMOHHOIO Ouiera U
JIOTIOJTHUTEIIbHBIE BOIPOCHI, HO MPH 3TOM JEMOHCTPUPYET YMEHME BBILACIUTH CYLIECTBEHHBIE U
HECYLIECTBEHHBIE TPU3HAKN U YCTAHOBUTH NIPUYMHHO-CIIECTBEHHBIE CBA3U. OTBETHI U3JIaraercs
C HCIOJIb30BAaHUEM TEPMHUHOJIOTHM TMPUHATOW B KpUOTOrpaduu, HO MPH ITOM JOIMYCKAIOTCS
OWIMOKM B ONpPEIENCHUM W PACKPBITUM HEKOTOPBIX OCHOBHBIX NOHATHH, (opMymupoBke
MOJIO’KEHUH, KOTOpBIE€ CTYJIEHT 3aTPYyAHSETCS MCIPaBUTh caMOCTOsTeNbHO. [lpyu aprymenranun
OTBETa CTYACHT HE OOOCHOBBIBAET CBOM CYXJeHHMs. Ha uYacTb JOMOJHUTENBHBIX BOMPOCOB
CTYJEHT 3aTpyAHSETCS JaTh OTBET WK JaeT HEBEPHBIE OTBETHI.

Onenka «HeynoBieTBOPHTEIBLHO» BBICTABIISAETCS CTYIAEHTY, KOTOPBIA JEMOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHBIE 3HAHUS; OECHOPSINIOYHO U HEYBEPEHHO H3JaracT MaTepuall; He
YMEET BBIIEIATH INIABHOE U BTOPOCTENIEHHOE, HE YMEET COEAUHATh TEOPETUUECKUE TIOJIOKEHUS C
MPAKTHUKOM, HE YCTAHABIMBAET MEXIIPEIMETHbIE CBS3M; JOMYCKaeT TrpyOble OLIMOKH IpHU
ONpEACIICHUN CYIIHOCTH PAcCKpbIBAEMBIX IOHATHM, SBJICHWM, BCJIEICTBUE HEMOHUMAHUSA HX
CYILIECTBEHHBIX M HECYIIECTBEHHBIX NPU3HAKOB W CBA3EH; /JaeT HENOJHbIE OTBETHI, JIOTMKA U
MIOCJIE0BATENBHOCTD H3JIOKEHUSI KOTOPBIX HMEIOT CYIIECTBEHHBIE M NPHUHLUIHUAIbHbBIE
HapyIICHHs, B OTBETaX OTCYTCTBYIOT BBIBOJbI. J[ONMOJHUTENbHbIE W YTOYHSIOIIUE BOIPOCHI
JK3aMEHATOpa HE TMPUBOAAT K KOPPEKLUMH OTBETOB CTylAeHTa. Ha OCHOBHyrO 4acTb
JIOTIOTHUTEIbHBIX BOIIPOCOB CTYECHT 3aTPYyIHSAETCS AaTh OTBET UJIU J1a€T HEBEPHbIE OTBETHI.

Onenka «HeynoBIeTBOPUTENBHO» BBICTABISAECTCA TAaKXKE CTYAEHTY, KOTODPBIA B3
HK3aMEHALlMOHHBIA OUIIET, HO OTBEYATh OTKAa3aJCs.



IIpunoxkenne Ne 2 k paGoueii mporpaMme M CUMIIIMHBI
«Kpunrtorpadpuyeckue MeToabl 3alUTHl UHGOPMALUMN

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOW  Qopmoii  HW3JTOXKEHUS  ydeOHOro  maTepuana 1O  JAWCIHUILTAHE
«Kpunrorpadudeckne MeTob! 3alIUTHl HH(POPMALIMKUY SBISIOTCA JEKIHH, YTO CBS3aHO, IIPEXK/IE
BCEr0, C HOBHM3HOM Martepuana Uit oOy4yaeMmbiX. [lo OOJBIIMHCTBY TEM MpPEIyCMOTPEHBI
IPAaKTUYECKHUE 3aHATHS, LEJIbI0 KOTOPBIX SBJSETCS 3aKpeIICHUE JIEKIIMOHHOTO MaTepuana myremMm
peLIeHHs CIeIMaIbHBIM 00pa3oM MoI00PAaHHBIX 3a/1a4 U YIPAKHEHUH.

JUis  yCHEUIHOrO OCBOEHHUS JUCLHMIUIMHBI Ba)XHO CAMOCTOSITENIbHOE M3Yy4EHUe
TEOPETUYECKOT0 MaTepHaja, pelIeHHe JOCTaTOYHO OONBIIOro Habopa XOpOoIIo MOA0O0paHHBIX
3ajjay, KaKk B ayJUTOPUHU, TaK U CAMOCTOATEJIIHO B KauecTBE JOMAIIHMX 3aaaHui. IIpumepsl
peleHns 3a1a4 pa3ouparoTcs Ha JISKIUSAX U NPAKTUYECKUX 3aHATUAX, IPU HEOOXOAUMOCTH TI0
HauOoyiee TPYIHBIM TEMaM IPOBOAATCS JONOJHUTEIbHbIE KOHCYJAbTalMU. OCHOBHas IEllb
perieHus 3a1ad — NIOMOYb YCBOUTH (DYHIIaMEHTAIbHBIE TIOHATHS ¥ OCHOBBI KPUNITOTpadHUIECKUX
METOI0B o0ecrneueHus HH(OpMaIMOHHON Oe3onmacHocTU. Jlis perieHus 3agady HEOOXOIUMO He
TOJIbKO 3HaTb, HO WU IOHUMAaTh JEKUUOHHBbIM Marepuan. [loaToMy B mpoiecce H3ydEHUS
JUCLUIUIMHBI PEKOMEHIYeTCsl peryisipHas paboTa ¢ KOHCIIEKTaMH JICKIUI U peKOMEHJ0BaHHOU
JIUTEPATYpPOl.

bosipioe  BHMMaHUE JOJKHO OBITh YIEJNEHO BBINOJIHEHUIO JOMallHed paboTsl. B
Ka4yecTBE 3aJaHUi i CaMOCTOATENBHOM pPabOTHI J0OMa CTYyACHTaM MpPEeUIaraloTcs 3aladd,
aHAJIOTUYHBIE PAa300paHHBIM Ha JEKIHUSIX M MPaKTHUECKUX 3aHATUSAX WIM HEMHOro Ooiee
CJIOKHBIE, KOTOPbIE SIBJISIIOTCS PE3Y/IbTATOM OOBEINHEHUS HECKOJIBKUX 0a30BbIX 3a/1a4.

JUis MpOBEPKHM M KOHTPOJISL YCBOCHMS TEOPETUYECKOTr0 MaTepuala, MpHOOPETEHHBIX
NPAaKTUYECKUX HABBIKOB PabOTHI ¢ OCHOBHBIMH TMOHSATHSAMU B TeUCHHE OOYUYCHHs MPOBOMAATCS
MEpONpPUATHS TEKYLIEH aTTecTaliy B BHUJE YCTHOTO ONpPOCAa HAa MPAKTUYECKUX 3aHATHUAX U
KOHTpOJIbHOM paboTbl. Taxke MNpoBOAATCS KOHCYIbTaUMM (IIPM HEOOXOAMMOCTH) IO
JEKIIMOHHOMY MaTepHally U pa300py HEKOTOPBIX 3a/laHUil ISl CAMOCTOSATEIbHOM paboThI.

B koH1e mepBoro cemectpa M3y4eHHUs AMCLUMILIMHBI CTYJEHTHI CHAAIOT 3a4€T, B KOHLE
BCEr0 Kypca — 9K3aMeH. 3a4eT BBICTaBIISETCS HA OCHOBAaHMU BBIMOJIHEHHS JOMAIIHUX 3aJlaHHM,
KOHTPOJIbHBIX paboT M cobeceoBaHMs MO TeMaM M3 CIHMCKa BOIPOCOB K 3a4eTy, KOTOPBIN
OXBaTBIBAET MEPBYIO YAaCTh MPOTrPAMMbI JUCLHUIUINHBL.

B xoH11e BTOporo cemectpa U3yuyeHus: TUCUUIUIMHBI CTYJEHTBI CIAl0T IK3aMEH. DK3aMeH
NPUHUMAETCS MO 3K3aMEHALMOHHBIM OMJIeTaM, KaXJbli M3 KOTOPHIX BKJIOYaeT B ceds JBa
TeopeTu4ecKuXx Borpoca. Ha camocTosiTenbHyI0 MOATOTOBKY K 3K3aMEHY BbIIENseTCS 3 JHS, B
3TO BpeMs MPeAyCMOTpPEHa U IPYINoBas KOHCY/IbTAIUS.



