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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Lenbto nzydyeHust 1uCUUIUIMHBL «OCHOBBI IOCTPOEHUS 3aLUIIEHHBIX KOMIIBIOTEPHBIX CeE-
TEei» ABJISIETCS TEOPETUUECKas M MPAKTHUECKas OATOTOBKA CIIELUAINCTOB K A€ TeIbHOCTH, CBSI-
3aHHOW C TIOCTPOCHMEM 3AIIMIICHHBIX CETEBBIX aBTOMATH3MPOBAHHBIX CHCTEM, a TaKxe oOyue-
HUE NIPUHLUIIAM U METO/1aM 3aIlUThl UHPOPMALIUU B KOMIIBIOTEPHBIX CETAX.

3ajauu TUCHUTIIUHBIL:

— HW3y4Y€HHE TUIIOBBIX YIpo3 0€30IaCHOCTU B KOMIIBIOTEPHBIX CETSX;

— W3yYeHHUE KPHUNTOTPaPHUECKUX M MPOrpaMMHO-ANMNApaTHBIX METOAOB OOeCIeYeHUs
MH(POPMALMOHHOM 0€30M1aCHOCTH B KOMIIBIOTEPHBIX CETSIX;

— mpuoOpeTeHre HABBIKOB HACTPOWKM M IKCIUTyaTallUU CPEICTB oOecriedeHus Oe3omnac-
HOCTHU B KOMIIBIOTEPHBIX CETSX;

— OBJAJICHUE CPEACTBAMHU M METOJAMU IPOEKTUPOBAHMS U IOCTPOCHUS 3alllUIICHHBIX
CETEBbIX aBTOMAaTHU3UPOBAHHbBIX CUCTEM;

— OBJAJIEHUE CPEJICTBAMU U METO/AAMH BBIABIICHUS U HEUTPAIU3aLlUY MTOIBITOK Hapylle-
HUs 0€30M1aCHOCTH B KOMIIBIOTEPHBIX CETSX.

JlaHHBIN Kypc MO3BOJISET MYTEM U3Y4YEHHUS YIpo3 O0€30MaCHOCTH B KOMIIBIOTEPHBIX CETSIX,
METO/IOB CETEBbIX aTaK M BTOPKEHHH, a TakkKe YyA3BUMOCTEH HH(OPMALMOHHBIX CUCTEM,
BBIPA0O0TATh y CTYIEHTOB YOEKIEHHOCTh B HEOOXOIUMOCTH PUHSATHS aJIeKBATHBIX MEpP 3aIlUTHI
pOCCHMCKMX OO0BEKTOB MH(OpMaTH3alMK, NPEAOCTABISET JOCTATOYHBIE 3HAHUS M HaBBIKH,
TpeOyemble AJis ITOTrO.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOI POrpaMMbl

JucuumuimHa « OCHOBBI OCTPOCHMSI 3aLIUILEHHBIX KOMIIBIOTEPHBIX CETEH» OTHOCUTCS K
BapHaTUBHON YacTH 00pa30BaTeNbHOM NPOrpaMMBl.

JUis yCHemHOro yCBOGHUSI JaHHOM JUCLUIUIMHBI HEOOXOJUMO, YTOOBI CTYJEHT BIaJel
3HaHUSIMU, YMEHUSIMU U HaBbIKaMU, C(POPMUPOBAHHBIMU B ITPOLIECCE U3YyUEHUS AUCLIUILINH:

«MH(popmaTHKay - 3HAHUE OCHOBHBIX MOHATUN MH()OPMATHKY;

«OcHOBBI UHGOPMALIMOHHON 0€30IaCHOCTU» - 3HAHHWE OCHOBHBIX CPEJICTB M CHOCOOOB
oOecrieyeHHss HHPOPMALMOHHOM 0€30MacHOCTH, MPUHIUIIOB MOCTPOCHUS CHCTEM 3allluThl MH-
dbopmarnu, BiageHue MpodeccuoHaIbHON TEPMHUHOJIOTHEH B 00JacTH MH(MOpPMAIMOHHON O€e30-
MIaCHOCTH;

«KoMIploTepHbIE€ CETU» - 3HaHWE ATATIOHHONW MOJIEIM B3aUMOJIEUCTBUS OTKPBITHIX CHC-
TEM, THUIIOBBIX CTPYKTYp M IPHHIMIIOB OpraHU3alMy KOMIBIOTEPHBIX CETE€H, OCHOB MHTEepHET-
TEXHOJIOT U1, BlIaZieHHe HaBbIKaMU KOH(QUTYPUPOBAHUS JIOKAJIbHBIX KOMIIBIOTEPHBIX CETEH U pea-
JIN3aLUU CETEBBIX MPOTOKOJIOB C IIOMOILBIO POrPAMMHBIX CPEACTB;

«Kpunrorpapuueckue MeToabl 3alIUThl UHPOPMAILIMU» - 3HAHWE OCHOBHBIX BHUJOB CUM-
METPUYHBIX 1 ACUMMETPHUHBIX KpUNTOrpadUUeCcKUX aIrOpuTMOB, CPEICTB U METOJIOB XPaHEHHS
ayTeHTU(UKAIIMOHHON NH(OpMaluH, BiaJleHue KpUnTorpadguyeckoi TepMUHOIOTHEH.

3HaHMS M HABBIKH, MOJIyYEHHBIE B XOJ€ M3y4EHHUS JUCUUIUIMHBI «OCHOBBI OCTPOCHHUS
3allMIIEHHBIX KOMITBIOTEPHBIX CETEM», MOI'yT HEMOCPEACTBEHHO UCIOIb30BaThCs MpU paboTe 1o
CIEIUAIBHOCTH.

3. [lnanupyemble  pe3yJbTaTbl  O0y4YeHHs] MO HCHUILUIMHE, COOTHECEHHbIE C
IVIAHNPYEMbIMH Pe3yJIbTATAMH 0CBOCHHUSI 00Pa30BaTeIbHOM MPOIrPaMMbl

IIporecc u3ydyeHus: AUCLUILIMHBI HAalpaBjieH Ha (JOPMHUPOBAHUE CIETYIOIUX HJIEMEHTOB
komneTeHmi B cootBercTBUU ¢ ®I'OC BO, OOII BO u npuoOpeTteHust cieayomux 3HaHuM,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1A TELHOCTH:



®opmupyemasi KOMIIETEHIMS
(ko u popMyaMpoBKa)

Ilepeuennb
IUVIAHUPYEMBIX Pe3yJIbTATOB 00y4eHHs

IIpodeccnonabHble KOMIIETEHIIUH

NnK-1

Ob6magaer cnocoOHOCTBHIO
OCYIIECTBIIATH MOA00p,
n3ydeHue u 006001eHne
Hay4YHO-TEXHUYECKOU
UHGPOPMAITUH, METOTUICCKUX
MaTepHajoB OTEUYECTBEHHOTO U
3apy0exHOT0 OIBITA IO
npobieMaM KOMIBIOTEPHOM
0€e30MMacHOCTH, a TAKKE
HOPMATUBHBIX IPABOBBIX aKTOB
B c(pepe mpodeccroHaTbLHOM
JICSATEIIbHOCTH

3HaTh:

- OCHOBHBIE OTJIMYHS OIEPALIMOHHBIX CHCTEM;

- ocHOBBI agMuHUCTpUpoBanus Windows/Linux — MeTo/ b1 3amuThl
OTICPAIUOHHBIX CHCTEM OT PA3IUYHBIX THUIIOB YIPO3

YMeTh:

- OCYIICCTBIISATH MOA00P HAYYHO-TEXHUYECKOH HH(pOpManuuy,
METOJIMYCCKUX MaTePHAJIOB OTEUESCTBEHHOTO U 3apyOeKHOI0 OIBITA I10
po0bieMaM KOMIIBIOTEPHOM 0€30IMaCHOCTH, a TAKYKE HOPMATHBHBIX
MIPaBOBBIX aKTOB B cpepe nmpodeccnoHanbHON ASSITETBHOCTH

Baagers HaBbIKAMM:

- I3y4eHHs U 00O00IIeHNS HAYIYHO-TEXHUYECKOH nH(popManuu,
METOJMYECKHX MAaTepHalIOB OTEYECTBEHHOTO U 3apYOEIKHOTO OIBITA IO
po0JyieMaM KOMITBIOTEPHON 0€30MIaCHOCTH, a TAKKE HOPMATHUBHBIX
MIPaBOBBIX AKTOB B cepe MpodecCHOHATLHON IS TEIBHOCTH

IK-2

O0mazaeT CrnocoOHOCTRIO
Y4aCTBOBAaTh B TEOPETHUECKUX H
IKCTIEPUMEHTAIILHBIX HAYYHO-
HCCIIEIOBATENBCKUX PaboTax 1Mo
OIIEHKE 3aLUIIIEHHOCTH
HHPOPMAITUH B KOMITBIOTEPHBIX
CUCTEMaX, COCTABJIATh HAyJHbIE
OTYETHI, 0030pHI TIO
pe3ysbTaTaM BITOTHCHHUS

3HaTh:

- IPUHIIMITBI 00ECTICYCHHS OE30MaCHOCTH CETH;

- THIIBI CETEBBIX aTaK U METObI OOPHOBI C HUMH;

- TEXHOJIOTHH KOMMYTaIlNH;

- IPUHIIAIIBI TTOAIEPKKH JOCTYITHBIX M HAJEKHBIX CETEH C IIOMOIIHIO
JUHAMHYECKOM ajJjpecaliiy U MPOTOKOJIOB Pe3ePBUPOBAHUS IEPBOTO
nepexojia

Baagers HaBBIKAMM:

- CO37aHMS MOJICETEH U HACTPOMKHK OOMEHA JTaHHBIMH;

- YCTaHOBKH W HACTPOUKH CETEBBIX YCTPOMCTB: CETEBBIX ILIAT,

WCCIIEIOBAHAN MapIIpyTHU3aTOPOB, KOMMYTaTOPOB H Jp.;
- HCIIOJIb30BaHUs OCHOBHBIX KOMaH/ JJIsI OTCIEKUBAHUS CETEBBIX
IIaKeToB, napamerpos IP- agpecanuu

MK-3 YMers:

O06aaeT crioCOOHOCTBIO
MIPOBOJIUTH aHAJIU3
0e30MmacHOCTH KOMIIBIOTEPHBIX
CHCTEM Ha COOTBETCTBUE
OTEYECTBCHHBIM U 3apyOCIKHBIM
CcTaHJapTaM B 00JIacTH
KOMITBIOTEPHOM 0€30MacHOCTH

- ONHCHIBATh YTPO3bI OE30MMACHOCTH, C KOTOPBIMU CTAIIKUBAIOTCS
COBpPEMEHHbIE CETEBbIC HMH(PACTPYKTYPHI;

- BBISIBJISITH U YCTPAHSTH YTPO3bI

0€3011acHOCTH JIOKATHHON KOMITBIOTEPHOH CETH;

- 3aIUIIATh CETEBYIO HHPPACTPYKTYPY;

- HAXOJWTh U YCTPAHSITH HETIONAIKH, BBISBIATD U YCTPAHATH YTPO3BI
oe3onacHoctd LAN

BuageTrh HaBBIKAMM:

- aHaJIM3a CeTEBOro TpaduKa ¥ HaBBIKAMH PEIICHHUS IPO0JIeM MpU
ucnojib3oBanuu pusuueckoro obopynosanus u Cisco Packet Tracer;
- BHeApeHusa AAA Ha MapIIpyTU3aTOpax;

- YCTpaHEeHH YTPO3 JUTsl MapUIPYTU3aTOPOB U CETEH C TIOMOIIBIO
CIUCKOB ynpasieHus foctynom (ACL);

- BHeApeHusa VPN tuma «ceTb-ceThy;

- BHeApeHus VPN c¢ yaaneHHbIM TOCTYIIOM;

- MPOEKTUPOBAHUS, BHEAPEHUS U TIOIIEPIKKU Mep 0€30TTaCHOCTH ISt
oOecrniedeHus 3alUThI U [IEIOCTHOCTH CETEBBIX YCTPOWCTB

4. O0beM, CTPYKTYpPA U cOiepKaHue THCHUTITHHBI

OO6m1ast TpyI0€MKOCTh TUCIUIUIMHBI COCTABIISIET 4 3a4eTHBIX enunuil, 144 akas. 4acosB.




Ne Tembl (pa3aeinbl) Buabl yueOHBIX 3aHSITHIA, DopMbI TEKYLLIETO
n/n AUCHMILIMHBI, BKJIIOYAS] CAMOCTOSITEIbHYIO | KOHTPOJISI yClIeBaeMOCTH
HX CO/Iep:KaHHe padoTy CTy1€eHTOB,
H UX TPYI0€MKOCTh dopMa POMEKYTOTHOI
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Conep:xanue pa3iesioB IUCHUIIHHBI:

Tema 1. O6ecnieuenne 0€301aCHOCTH CETEM.

1.1. 3anmuTa cereii.

1.1.1. Beenenue. 3asBieHne o0 ATHUYECKOM B3inoMme. Tekyiee moyokenue nen. CeTm — 3To
uenu. [Ipuunnel ceteBoii 6e3onacHocTH. BekTopsl ceTeBbix aTak. [loTepu qaHHBIX.

1.1.2. O630p tomonoruu ceru. Ceru kammyca. Cetu manmoro oduca M JOMaliHero odguca.
I'mobGanbHble cetn. Cetu 1HEHTPOB 0OpaOOTKM naHHBIX. OOayHble CETH W BHUPTYyaIU3alUs.
PasBuBaromuecs cereBble rpaHUIIbL.

1.2. CeteBble Yrpo3bl.



1.2.1. Ko arakyer Hamry ceTb? Yrpo3a, yI3BUMOCTb U PUCK. XaKep MPOTUB 3JI0yMBIIUICHHUKA.
DBommonus cyobekToB yrpo3. Kubepnpectynmauku. 3amaun kubepOezonacHocTu. MHamKaTops
knbepyrpo3. OOMeH yrpo3aMu ¥ MOBBIIIEHHE OCBEIOMIIEHHOCTH 0 KHOepOe30macHOCTH.

1.2.2. UnctpymeHTBl CyOBEKTa yrpo3. BBeaeHuWe HMHCTPYMEHTOB aTakd.  ODBOJIIOIUS
MHCTPYMEHTOB Oe3onacHoctu. Kateropuu artax.

1.2.3. Bpenonocnoe I1O. Tumbl BpeOHOCHBIX Tporpamm. Bupycel. TposHCkne konu. YUeprwu.
Komnonents! yepss. I[Iporpammsi-BeiMoratenu. [pyroe BpenonocHoe [10. Pacnpoctpanennoe
HIOBEJICHUE BPEJOHOCHBIX IIPOTPAMM.

1.2.4. PactipocTpaHeHHBIE CETEBbIEC aTaKH — PA3BENIKa, JOCTYI U COLUAIbHAS HHXKEHEpHs. THUIIbI
ceTeBbIX aTak. Pa3BeplBaTeNbHbIE aTaku. ATaku AOCTyHa. ATakd COLMAIbHON HMHKEHEPHH.
VYxpemenue camoro ciaadoro 3BeHa.

1.2.5. CereBbie aTaku — OTKa3 B 00CIy)XKMBaHUH, MepenoaHeHue Oydepa u ykimoHenue. DoS- u
DDoS-araku. Kommonentst DDoS-arak. boraer Mirai. Ataka Ha mepenoiHeHHEe Oydepa.
MeTobl YKIOHEHHUS], UCTIOJIb3YEMbIE 3JI0YMBIIIUIEHHUKAMH.

1.3. CHuxeHUE YTPO3.

1.3.1. 3anmra cetn. CriemuanucTel 0 ceTteBoi Oe3omacHocTd. CoollIecTBa CETEBOTO aHaAIN3a.
Ceprudukarsl ceTeBoit 6e3onacHocTd. KoMmmyHUKanoHHasi 0€301macHOCTb.

1.3.2. Ilonmutuku ceTeBol Oe3omacHOCTH. JJOMEeHBI ceTeBOM Oe30macHOCTH. JleltoBas MOJIUTHKA.
[Tonutuka Ge3omacHoctH. [lomutrkn BYOD. CooTBeTcTBHE HOPMAaTHBHBIM TpPeOOBaHUAM U
CTaHJapTaM.

1.3.3. Uactpymentsl  Ge3omacHocTH, Iuiatdopmbl u  cepBuchl. "JIyk" ©Oe3omacHOCTH W
"Aptumok" 6e3omacHoctH. MHCTpymMeHThl TectupoBaHusi Oe3zomacHoctu. [Inmatdopmsr
6e3omacHocTH JaHHbIX. neMoHcTpamms Cisco SecureX. OXpaHHBIE YCITYTH.

1.3.4. IlpoTuBOAEHCTBIE pPACHIPOCTPAHEHHBIM CETEBBIM aTakaM. 3aluTa CeTH. 3aliura OT
BpENOHOCHBIX IporpamMm. bops0a ¢ yepBsimu. CMArdeHue pa3BeablBaTeNIbHbIX aTak. CMsaryeHue
atak foctymna. Cmsaruenne DoS-arak.

1.3.5. Ilnatpopma 3amuter  Cisco Network Foundation. Crpykrypa. 3ammra ypoBHS
ylpaBjieHus. 3alUuTa YpOBHs JaHHbIX.

1.4. Be3onacHblii J0CTYNl K YCTPOiiCTBaM.

1.4.1. 3ammTa NOrpaHUYHOrO MapuIpyTH3aTopa. 3almrTa ceTeBoil HHPpacTpykTypshl. [loaxos! k
o0ecnieyeHn0 0€30MaCHOCTH MOTPAHUYHBIX MapLIpyTH3aTOpoB. Tpu obiactu 0Ge30macHOCTH
MapupyTu3aropa. be3omacHslli aIMUHUCTPATUBHBIM JOCTyN. be30nacHbI JOKalIbHBIA U
YAAJIECHHBIN JOCTYII.

1.4.2. Hactpoiika  0e3o0macHOro ajMHMHUCTpaTHBHOro jgoctyna. Ilapomu. Hactpoiika.
[udposanue. [lononHuTenbHas 3auTa napoyieM. AJITOPUTMBI CEKPETHOTO MTApOJIsL.

1.4.3. Hacrpoiika ycwieHHOW 0e30macHOCTH AJIsi BUPTYalbHbIX BX0A0B. HacTpoiika (yHKImii
pacimupeHus Bxoza. YiaydmieHus Bxoja. KypHaia HeyAauHbIX HOMBITOK BXO/a.

1.4.4. Bxmouenne SSH. IloBeimenue Oe3omacHoctn Bxoma no SSH. SSH  mexnay
Mapupyruzaropamu. SSH xocT-mapiipyrusarop.

1.5. Ha3navyeHue aAMMHUCTPATHBHBIX POJIei.

1.5.1. Hactpoiika ypoBHel mnpuBmieruii. OrpaHudeHue OOCTyMHOCTH Komana. Hacrtpoiika u
Ha3Ha4y€HHE ypoBHEN npuBUieruid. OrpaHu4eHns ypoBHEN NIPUBUIIETH.

1.5.2. loctyn k nHTepdeiicy KoMaHAHOM CTPOKM Ha OCHOBE poJjeil. [IpexcraBienus Ha OCHOBeE
pozeii. Hactpoiika npeacraBienuii Ha ocHoBe posieit. Hactpoiika cynepsusopoB CLI Ha ocHoBe
poneii. [Ipoepka npencrasnenuii CLI Ha ocHOBe postei.

Tema 2. MOHUTOPHMHTI U yIIPABJIeHHE YCTPOHCTBAMH.

2.1. MOHUTOPHHT H YNpaBJIeHHE YCTPOiiCTBAMMU.

2.1.1. bezonacusiii o6pa3z Cisco 10S u ¢aiinsl koHpuUryparmu. OyHKINS OTKA30yCTOHUMBOM
koH(purypamuu Cisco 10S. Brmouenne ¢yaknuu ycroitunBoctr obpasa [0S. O6pa3 ocHOBHOTO
3arpy3ouHoro HabOopa. Hactpoiika Oe3zomacHoro komupoBaHus. BoccraHoBneHue mnaposis
MapIIpyTU3aTopa.



2.1.2. bnokupoBka MapupyTusaropa ¢ nomouibio AutoSecure. IIporokonsr oOHapyxenust CDP
u LLDP. Hacrpoitku npotokosioB u ciyx0. Aprozammra Cisco. Cuntakcuc xkomauasl Cisco
AutoSecure. [Ipumep koupurypamuu Cisco AutoSecure.

2.1.3. Ayrentudukauus  OpoTokosa  Mapumipytuzanuu.  IIpoToxonel  AMHaMUYECKOi
Mmapuipytusanud. llogMeHa TpoTOKosia MapumpyTU3auud. AyTeHTU(UKAUsS IPOTOKOJIA
mapmpytuzanun OSPF MDS5. Ayrentudukanus nporokona mapuipytuzanuu OSPF SHA.

2.1.4. be3onacHoe ympaBieHHE M OTYETHOCTh. THIIBI TOCTyIa K yrpaBieHUI0. BHEMOMOCHbINH 1
BHYTPUIIOJIOCHBIH JOCTYII.

2.1.5. Beenenue B cuUCTeMHBIH KXypHai. Onepanuu cucTeMHOro xypHaia. @opmat cooOmieHui
cucreMHoro xypHana. CpencTBa CHUCTEMHOro »kypHana. HacTpoiika BpeMEHHBIX METOK
CHCTEMHOTO0 )XypHana. CHCTeMbI CUCTEMHOT0 XypHaia. KoHpurypamus cucTeMHOro )ypHaa.
2.1.6. Cityx0b1 Bpemenu u kanenaaps. Onepamuu NTP. Hactpoiika u mpoBepka NTP.

2.1.7. Beenenne B SNMP. SNMP-onepanuu. baza ymnpasnendeckoit uadopmammu (MIB).
Bepcun SNMP. SNMP-ys3Bumoctu. SNMPv3. Kondurypanus Oe3omacnoctu SNMPv3.
ITpoBepka SNMPvV3.

2.2. AytenTu(puKanusi, apTopusanus 1 yuetr (AAA).

2.2.1. Ayrentuduxamus 6e3 AAA. Kommonentst AAA. Pexumpl ayTeHTH(DHUKAIHH.
ABTopuzanus. YUer.

2.2.2. Hactpoiika nokanpHOW ayreHTH(QHUKanmnu AAA. AyreHTudukanus aaiMUHUCTPATHBHOTO
noctyna. Meroapl ayTeHTUGUKAIMKA. MeTobl 10 YMOJTYaHUIO U UIMEHOBaHHbIE MeTO/Ibl. TOHKas
HACTPOWKa KOH(PUTypaluu ayTeHTU(HUKAITUH.

2.2.3. CpaBHeHHE JIOKABHBIX M  CepBEpHbIX peanuszauuidi AAA. MexaHusm cinyxo0
uaeHtuukamuun  Cisco  (ISE). IIporokonst TACACS+ wu RADIUS. TACACS+
Aytrentuduxanus. RADIUS-ayrenTHQUKaLNA.

2.2.4. JletictBust 1o HacTpoiike ayreHTHuKanuu AAA Ha ocHOBe cepBepa. Hacrpoiika
ceppepoB  TACACS+. Hactpoiika cepBepoB RADIUS. AyreHtudukanus st KOMaHJ
KoHpurypamnuu cepepa AAA.

2.2.5. Beegenne B cepBepHyo aBropusanuio AAA. Kondurypauus asropuzanuu AAA.
Beenenue B cepBepuslii yuer AAA. Kongurypamus yuera AAA.

Tema 3. ACL n 6panamayispsl.

3.1. Cniucku koutpoas nocryna (ACL).

3.1.1.Yto Ttakoe ACL? Ilakernas ¢unbrpauuss. HymepoBanneie u umeHoBaHHble ACL.
Omneparust co CTUCKOM KOHTPOJIS TOCTYTIA.

3.1.2. O630p moCTaHOBOYHOM (0O0paTHOIT) Macku. THIBI OJCTAHOBOYHBIX MacoK. Beruncienue
MOJICTAHOBOYHOM Mackh. Macka MoJICTaHOBOYHBIX 3HAKOB: KirtoueBsie ciioBa.

3.1.3. Co3nanue cnucka koHTpossa aocryna (ACL). HymepoBaHHBIH CTaHAAPTHBIN CHHTAaKCHUC
ACL IPv4. NmenoBannbiii cranmaptHbiii cuntakcuc ACL IPv4. CuHTakcuc HyMepOBaHHOTO
pacuMpeHHOro crnmcka kKoHTpoissi goctyna IPv4. Ilpotokosnsr u Homepa moprtoB. [Ipumeps
HACTPOMKHU IpOTOKOJI0B U HOMepoB nopToB. TCP - yctanoBka pacmmpennoro ACL.

3.1.4. JIa merona usmenenuss ACL. Meroa TekcToBOro pemakropa. MeToa MOPSIKOBOTO
HOMepa.

3.1.5. Pexomennarnuu no Hactpoiike ACL-criuckoB. [Ipumenenne ACL. I'ne pasmeniate ACL.
Cranpapthbiil npumep pasmerenus ACL. [Ipumep pasmeienus pacumpenHoro ACL.

3.1.6. Cwmsaruenue arak ¢ nomombio ACL. Cwmsrdyenue cmy(uHTOBBIX aTak. PasperneHue
HeoOxoaumoro Tpaduka uepe3 opanamaysp. Cmsruenne ICMP-atak. Cmsaraenne SNMP-atak.
3.1.7. O630p cnucka xoutpons goctyna IPv6. Cunrakcuc ACL IPv6. Hactpoiika crnmckoB
KOHTpoJIa foctymna [Pvé6.

3.2. TexHOJIOTHH MEKCeTEBBIX IKPAHOB.

3.2.1. bpannmayspel. Tunsl OpannMayspoB. [IpenmmymiecTBa W OrpaHWYeHHs OpaHAMay’pa C
¢wibTpanueit makeroB. IlpenmyiecTBa W orpaHudeHus: OpaHIMay’pa C OTCIEKHBAHHEM
COCTOSTHUSI.

3.2.2. O6ume apXuTeKTyphl Oe30macHoCcTH. MHOTOypOBHEBasl 3aIlIUTA.



3.3. MeikceTeBbIe 3KPaHbI HA OCHOBE NMOJIUTHK 30H (ZPF).

3.3.1. lIpeumymectBa ZPF. [Ipoextupoanue ZPF.

3.3.2. HetictBus ZPF. IlpaBuna TpaH3uTHOro nBwxeHus. [IpaBuina npoxXoxaeHUs B
COOCTBEHHYIO 30HY.

3.3.3. Hacrpoiika ZPF. [IpoBepka kon¢purypamun ZPF. Pexomennanuu no kongpurypamuu ZPF.
Tema 4. [IpenorBpanienue BTOP:KeHMI.

4.1. IPS-TexHoJiorum.

4.1.1. Araku wnHyneBoro nHs. OTclIeXuBaHHE arak. YCTPOMCTBAa TMPEAOTBpALIEHUS U
oOHapyxenus Brop>keHuid (IDS u IPS). [IpeumymiectBa u nHenocratku IDS u IPS.

4.1.2. Tumst IPS. Ceresie IPS. CiocoObI pa3BepThHIBaHUS.

4.1.3. IPS na Cisco ISR. Komnonentsi IPS. IPS-cuctema Cisco 10S. Snort IPS. Onepariuu Snort
IPS. Oco6ennoctu Snort IPS. Cucremusie TpeboBanus Snort.

4.1.4. Metonel monuTopuHra cetu. CereBoie oTBeTBUTENM (Network Taps). 3epkamupoBanue
tpaduka 1 SPAN. Hacrpoiika SPAN Cisco.

4.2. Jkcnnyaranus u BHeaApeHue IPS.

4.2.1. Atpubyrel cur"atyp IPS. Tumer curnaryp. Curnarypuele tpeBoru IPS. JleiicTBus
curHaryp IPS. Ouenka npeaynpexaeHuil.

4.2.2. Cisco Snort IPS. Bapuantsl ciyx0b1 IPS. NGIPS. Snort IPS. KoMnoHeHTs U mpaBuia
Snort. Ilpunoxxenusi-konteitnepel ISR. ABapuiinbie curnansl npasui Snort IPS. JlelicTBus
npasuia Snort IPS. [Tapamerps! mpaBun 3arosioBka Snort IPS. JleiictBust Snort IPS.

4.2.3. Hactpoiika Snort IPS.

Tema 5. YpoBeHb 2 1 0€30I1aCHOCTh KOHEYHBIX YCTPOICTB.

5.1. O630p 0e30MaACHOCTH KOHEYHBIX YCTPOMCTB.

5.1.1. be3onacHOCTb 3J€MEHTOB JIOKAJIbHOM ceTH. TpaJullMOHHAs 3aIIUTa KOHEYHBIX YCTPOMCTB.
Cetb 0e3 rpanuil. be3omacHOCTh KOHEYHBIX YCTPOKMCTB B ceTu 0e3 rpanmil. CereBas 3amura OT
BPEIOHOCHBIX MpOrpaMM. ATNMNapaTHOE W NPOrpaMMHOE MIM(POBaHUE JIOKAJIbHBIX JaHHBIX.
KonTpons nocryna k ceru. @ynkunuu NAC.

5.1.2. be3omacHOCTh C WCHIONB30BaHUEM ayTeHTH(UKaMKU Ha oOcHOBe moptoB 802.1X.
VYnpasnenue cocrosiuuem apropuzanuu 802.1X. Kondurypamus 802.1X.

5.2. Bonpocsl 6e301aCHOCTH YPOBHS 2.

5.2.1. Onmcanune ys3sumoctr ypoBHs 2 mojaenu OSI. [TepekiroueHne KaTeropuii arak.

5.2.2. Ataku mo Ttabmune MAC-ampecoB. OcHOBBI paboThl kKoMmmyTaTopa. KommyraTop:
oOyueHue u nepeaapecanus. @uiabTpanus Kagpos. 3anoaHeHue Tadauisl MAC-aapecos.

5.2.3. bezonacHocTh Heucnoiab3yeMbIx moprtoB. IIpoTuBoaeiicTBue arakam Ha Tabiauny MAC-
anapecoB. Bxmrouenue Oe3omacHoctu mopta. Orpanuuenue u  usydenne MAC-aapecos.
YcrapeBaHnue 0e30macHOCTH MOPTOB. Pexxumbl HapymieHuss Oe3omacHOCTH mopToB. IlopTel B
OTKJIFOYEHHOM COCTOSIHMM H3-3a omuOku. IIpoBepka OGe3zomacHOCTH mopTa. YBEIOMIIEHHE O
MAC-anpece mo SNMP

5.2.4. Cmsaruenne atak VLAN. Ataku VLAN Hopping. Ataka ¢ HCHOJIB30BaHHEM JIBOMHOTO
terupoBanusi VLAN. CMmsrueHue arak ¢ HCHOJIb30BaHMEM JBOWHOTO TerupoBaHusi. YacTHble
BupTyanbHble JokainbHble ceTh (PVLAN). Ilorpanuunsie ¢ynkuuun PVLAN. Hacrtpoiika
rpannuHoro PVLAN (PVLAN Edge).

5.25. DHCP-araku. 3ammra ot DHCP-arak. Illaru mo peamuzamun DHCP  Snooping
(Orcnexusanne DHCP). ITpumep nactpoiiku otrcnexuBanus DHCP.

5.2.6. ARP-araku. Crnypuar ARP. /lumamundeckas npoBepka ARP (DAI). PykoBoactBo mo
BHepernio DAL Ipumep kondurypamuu DAL

5.2.7. Anpecupie cnydunroBeie ataku. I[IpotmBoxelicTBue atake ¢ moameHoit MAC-aapeca.
Hacrpoiika 3amutset [P (IP Source Guard).

5.2.8. Tporokon ces3yromero nepea (STP). Ilepecwer STP. Iwmkmer. Pomun mopra STP.
Kopnesoii moct STP. Croumocts iyt STP. Bei6op kopHEBOro MocTa.

5.2.9. STP-araka. Cmsruenne STP-atak. Hacrpoiika PortFast. Hacrpoiika 3ammurer BPDU.
Hactpoiika kopreBoii 3anuthl (Root Guard). Hactpoiika 3amutsl ot nierens (STP Loop Guard).



Tema 6. Kpunrorpadus

6.1. Cayx0b1 kpunTorpadgum.

6.1.1. Ayrentudukanus. LlenoctHoCTh naHHbIX. KOHPUACHIINATHHOCTD JaHHBIX.

6.1.2. Kpunrorpadus. Cozmanue 3ammdpoBanHoro Ttekcra. Iludper nepecTraHOBKH.
[ToncranoBounsle mu¢psl. bonee crnoxueld mudp 3amensl. Lugpsl ¢  oaHOPa30BBIM
OJIOKHOTOM.

6.1.3. Kpunroananus. Metosl B3ioma kona. [Ipumep B3inoma Koa.

6.1.4. Kpunronorus. Co3nanue u B3JIOM CEKpEeTHBIX KOAOB. Kpunroanamutuku. CEeKpeTHOCTb
KIIFOYEH.

6.2. BazoBas HeJIOCTHOCTH M MOAJIUHHOCTD.

6.2.1. bezonacnas cBs3b. Kpunrorpaduueckue xem-¢ynkuuu. Kpunrorpaduueckas Xoii-
onepanusi. MD5S nu SHA. AyrenTudukaius npoucxoxacHHs.

6.2.2. XapakTepuCTHKH yrpaBjicHHs KiIro4aMu. [JIMHA KI0oYa U MPOCTPAHCTBO KITHOYCH. THIIBI
Kpuntorpaduueckux kiarouend. Beibop kpunrorpaguueckux Kiro4e.

6.2.3. KondunenumanbHocts naHHBIX. CHUMMeTpuyHOe mH(poBaHUE. ACHMMETPUYHOE
mdpoBanue. AcUMMETpUYHOEe IH(poBaHHE — KOHOUACHIHUAIBLHOCTh, ayTeHTU(UKALINSA,
nenoctHocTh. Juddu-Xemmman.

6.3. Kpunrorpadus ¢ OTKpPbITHIM KJII0OYOM.

6.3.1. O630p udposoit moanucu. [{udpossie moanucy ais noanucu koaa. Lludpossie noamucu
JUTSL ITU(POBBIX CEPTUHUKATOB.

6.3.2. VYmpaBrneHue OTKpBITHIM KitodoM. MH]pacTpykrypa OTKpbBITEIX Kimrouei. Cucrema
noaHomounit PKI. Cucrtema nosepusi PKI. CoBmecTUMOCTh pa3ziuuHbIX MocTaBIMKOB PKI.
Perucrpanus ceprudukara, ayTeHTU(UKAIUSA U OT3BIB.

6.3.3. PKI-mpunoxenus. 3ammdpoBanusie cereBble TpaH3zakiuu. LllndpoBanne 1 MOHUTOPUHT
0€30MacHOCTH.

Tema 7. VPN.

7.1. VPN.

7.1.1. BupryanbsHsle yactHble ceTu. [IpenmymiecrBa VPN.

7.1.2. Tononorun VPN. VPN ¢ ynanennsim goctynom. SSL VPN. Cetb-cets IPsec VPN (Site-
to-Site IPsec VPN).

7.13. O0630p IPsec. Texnonmoruu  IPsec.  Unkancynsuus  mporokoma  [Psec.
Kondunenmmansaocts. LlenoctHocTs. AyTreHTu¢ukanus. be3omacHslii 0OMeH KiO4aMu C
ucnoip3oBaHueM npotokona Hudpou-Xennmmana (DH). TpaHncropTHBIN U TYHHEJIBHBIN PEXUMBI
IPsec.

7.1.4. O630p mnporokoma IPsec. 3aromoBok ayrentudukanuu. I[IpoTokon Oe3omacHOCTH
unkancynsauuu (ESP). ESP mm¢poBanue n ayrentudukanus. TpaHCHOPTHBIM U TyHHEIbHBIN
PEKUMBIL.

7.1.5. O6men kimrouamu uepes Mutepner. [Iporokon IKE.

7.2. Buenapenue Site-to-Site IPsec VPN.

7.2.1. IPsec-cornacoBanue. Tomomnorus Site-to-Site IPsec VPN. 3amaun nactpoiiku IPsec VPN.
CymectBytomue kondurypauu ACL. O6paboTka MIMPOKOBEMIATEILHOTO U MHOT0JPECHOTO
Tpaduka.

7.2.2. Tlomutukn ISAKMP mno ymomuanuto. CHUHTAaKCHC s HACTPOWKH HOBOW TIOJHTHKH
ISAKMP. Kondurypamus npeaBapuTeI»HOr0 00IIEro Kiroya.

7.2.3. Tomutukm IPsec. Ompenenenne wuHTEpecyromero tpaduka. Hacrpoiika Habopa
npeoOpaszoBanuii [Psec.

7.2.4. CuHTaKcuC Ui HACTpoWKH Kpunrorpaduueckorr kaptel (Crypto Map). Kondwuryparus
Kkpunrorpaduueckoit kaptel. [IpuMeHeHne u nposepka KpunTorpahuieckoil KapThl.

7.2.5. IPsec VPN. Otnpaeka unTepecyromero tpaduka. [Iposepka tyrneneii ISAKMP u [Psec.
Tema 8. Cisco ACA

8.1. BBenenne B ACA.



8.1.1. Mogenu Opanamay’poB ASA. MexcereBble dKpaHbl HOBoro mnokosneHusi Cisco ASA.
Pacmupennsie pynkmuun Opanmmayspa ASA. O0630p OpaHamMayd>poB B CETEBOM JU3aliHE.
Pexwumebl pabotel Opanamayspa ASA. Jlunienzuonusie TpeboBanus ASA.

8.1.2. O630p ASA 5506-X. Yposuu 6e3omacHoctu ASA. Cuenapuu pasBeptbiBanus ASA 5506-
X.

8.2. Kondurypanusi 6panagmayspa ASA.

8.2.1. OcuoBubie Hactpoiiku ASA. Koudurypamuss ASA mno ymomyanuo. Macrtep
WHUIMATIU3al[Md HHTEPAKTUBHON yCTaHOBKH ASA.

8.2.2. Hacrpoiika mapaMeTpoB yHpaBieHUs H CiIyx0. Bxog B pexum riobambHOR
koH(purypanuu. Hacrtpoiika ocHOBHBIX mapameTpoB. Hactpoiika wunTepdeiicoB. Hactpoiika
CTaTHYECKOTO MapiipyTa mo ymondanuto. Hactpoiika cnyx0 yganeHHoro moctymna. Hacrpoiika
CITy»0 mpoToKoa cereBoro Bpemenu. Hacrpoiika cimy:x6 DHCP.

8.2.3. BBenenue B 00beKTHl W Tpynnbl 00bekToB. Hactpolika cereBbix 00bekToB. HacTpoiika
CEpBHUCHBIX 00bEKTOB. ['pyrmibl 00bekTOB. HacTpoiika o0mux rpymmn 00beKTOB.

8.24. ACL ASA. Tunsl ¢unsrpanmu crnuckoB ASA ACL. Tumsr cnimckoB ASA ACL.
Cuntakcuc jisi Hactpoilku ACL ASA. CuHTakcuc i NPUMEHEHHUs CIHMCKA YIPaBICHUS
noctyriom ASA. Tlpumepst ACL ASA. ACL u rpynmnsl 00bekToB. ACL ¢ ucnonb3oBanuem
MPUMEPOB IPYII OOHEKTOB.

8.2.5. O630p ASA NAT. Hacrpoiika nuanamudeckoro NAT. Hacrpoiika guaamuyeckoro PAT.
Hacrpoiika ctatuueckoro NAT.

8.2.6. O030p AAA. JlokanpHast 6a3a naHHBIX U cepBepbl. Kondurypanus AAA.

8.2.7. O630p MPF. Hacrpoiika kapt kinaccoB. Onpeenenre U akTUBAIUS TTOTUTHKH.

8.3. TecTupoBaHnue ceTeBoii 6€30MACHOCTH.

8.3.1. OnepannronHas 6e30macHOCTh. TecTHpOBaHHWE M OIICHKA CETeBOM 0e30MMacHOCTH. THITbI
CeTeBbIX TecTOB. [[puMeHeHre pe3ynbTaToOB CETEBOIO TECTUPOBAHMSL.

8.3.2. ucTpyMeHTsI 1l TecTupoBanus ceTi. Nmap/Zenmap. SuperScan. SIEM.

5. 06p330BaTeJ'[bele TEXHOJOI'MH, B TOM YHCJI€ TEXHOJOIHHU IJIEKTPOHHOI0 06yqe}mﬂ u
AUCTAHIIHOHHBIC oﬁpasonaTeanble TEXHOJOIMH, MCHOJb3yEMbI€ IPH OCYIIECTBJICHUUA
06p330BaTeJ'lI)HOFO npouecca mo TMCHUMIJInNHE

B npouiecce o0yueHust HCHOIB3YIOTCS ClleAyole 00pa3oBaTebHbIE TEXHOIOTHH:

AKafieMHYecKas JEKIHs C 3JIeMEHTaMH JeKIHH-0ecebl — I0CIEA0BATEIbHOE H3JI0-
JKEHHE MaTepuasa, OCYIIECTBISEMOE NPEUMYIIECTBEHHO B BHUJIE MOHOJIOra IPENoJaBaTels.
OneMeHThl JieKIMu-Oecenbl 00eCneunBalOT KOHTAKT TNpenojaBareist ¢ ayIuTopued, 4To
MO3BOJIIET TPUBJIEKATh BHUMAHUE CTYJIEHTOB K Haubojiee BaXXKHBIM TeMaM JHUCLUIUIMHBI,
aKTUBHO BOBJEKaTb MX B Y4eOHBIN mpolecc, KOHTPOJIUPOBATh TEMI H3JIOXKEHHUS Y4eOHOro
MaTepuaia B 3aBUCUMOCTH OT YPOBHS €r0 BOCIIPUSTHSI.

IIpakTHyeckoe 3aHsATHE — 3aHATHE, TOCBSIIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH U
HABBIKOB 10 3aKPEIJICHUIO MOTYYEHHbBIX Ha JIEKIIUU 3HAaHUH.

KoncyabTanum — BHJI yueOHBIX 3aHATUH, SBIAOLMICS OAHOH M3 (HOpM KOHTPOJS
CaMOCTOSITENIbHOM ~ paboThl  CTyAeHTOB. Ha KOHCympTanmusix MO Mpock0e CTYJIEHTOB
paccMaTpuBaIOTCST HauboJee CIOXKHBIE MOMEHTHI IpPU OCBOEHHM MaTepuaya JUCHUIUIMHBL,
npenojaBaTesib OTBEYAaeT Ha BONPOCHI CTYIEHTOB, KOTOpbI€ BO3HUKAIOT y HUX B Ipoliecce
CaMOCTOSITENIEHON PaOOTHI.

6. IlepeueHb JIMIIEH3MOHHOTO0 M (MJIH) CBOOOJAHO PACHPOCTPAHSIEMOr0 MPOrPaAMMHOIO
ol0ecreyeHusi, MCNOJIb3YyeMOr0 IPH OCYILIECCTBJICHHM O00pa30oBATEeJBLHOIO Ipouecca Io
AUCHUIIJINHE



B mpomecce ocymectBieHuss  00pa3oBaTENBHOrO — Ipolecca IO AUCHUILIMHE

HCIIOJIB3YIOTCA:

it (opMHUPOBAHUS MATEPUAIIOB I TEKYIIETO KOHTPOJSI YCIIEBAEMOCTH U TPOBEACHUS

HpOMeX(YTOqHOﬁ arrecrauuu, ajad (bOpMI/IpOBaHI/IH MCTOANYCCKHUX MATECPHAJIOB 11O AUCHUILINHE!

- nporpammel Microsoft Office;

- u3garenbekas cucrema LaTex;

- Adobe Acrobat Reader;

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (noctynen 6ecruiaTtHo s yuacTHUKOB ITporpammer CeTeBoii
Axanemunu Cisco);

- Cisco SDM (moctynen OecruiatHo Jyisi y9acTHUKOB [Iporpammel CereBoili AkaneMuu
Cisco);

- Cisco Network Assistant (noctynen 6ecruiatHo s yaacTHHKOB [Iporpammer CeTeBoit
Axanemuu Cisco);

- Cisco Configuration Professional (moctymen OecriaTHO A1 y4acTHUKOB [IporpamMmbl
CereBoii Akagemuu Cisco);

- Wireshark (GNU GPL 2+);

- Snort (GNU GPL);

- Oracle VirtualBox (GNU GPL 2);

- Google Chrome (freeware).

7. IlepeyeHb COBpPeMEHHBIX NPO(PecCHOHAIBLHBIX 0a3 JAaHHBIX H HWH(OPMAIMOHHBIX
CIPABOYHbIX CHCTEM, UCIIO0JIb3yeMbIX PH OCYIIECTBJIEHHH 00Pa30BaTEJIbHOI0 MpoLecca mno
AUCUUINJIMHE (TPH HEOOXOAMMOCTH)

B mpouecce OCYIICCTBJICHUA O6pa3OBaTCJ'ILHOFO Imponecca I10 JUCHUIIIINHE

HCIIOJIB3YIOTCA:

- ABTOMaTu3upoBaHHas 6nbianoTeyHo-uHpopmannonsas cucrema «bYKNU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnexTpoHHas GubnmoTevHas cucrema «Jlanby https://e.lanbook.com

- DnektpoHHas OubroTevyHas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHas 6ubnuoTeyHas cucreMa «KOHCYIbTaHT CTyIeHTa»
https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  [IONOJHHUTEJbHOH Yy4yeOHOW JMTepaTypbl, pecypcoB
NHPOPMALMOHHO-TEJIeKOMMYHUKAIIUOHHOH ceTH «WHTepHeT» (IpM He00XOAMMOCTH),
PEKOMEHYEeMBIX AJIfl OCBOCHUS IMCUHIINHBI

a) OCHOBHAasl JIUTEpPaTypa

1.Yuebno-meroauyeckoe nocooue B LMS NetAcad. Pexxum mgocrymna: cBOOOMHBIN IS
ydactHuKOB [Iporpammer CereBoit Akagemun Cisco (https://www.netacad.com/)

2. Wenyxun O. HW. OOCHapyxeHHE BTOPKEHUH B KOMIBIOTEPHBIC CETH (CETEBBIE
aHOMaJIMM): yuebHoe rmocobue ans By30B - Mocksa : ['opsiuas nunus - Tenexom, 2013.
https://www.studentlibrary.ru/book/ISBN9785991203234.html

3. PynenkoB H. A., Ilponerapckuit A. B., Cmupnosa E. B., CypoBoB A. M.
TexHonoruu 3amuThl ”HGOPMAIIMU B KOMIBIOTEPHBIX ceTsaX - MockBa: HarmonanbHbIl
OTKpBITHIH YHusepcurer "MHTYUT", 2016.
https://www.studentlibrary.ru/book/intuit_384.html

0) AOMOJIHUTEIbHAS JIUTEepaTypa


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://www.studentlibrary.ru/book/ISBN9785991203234.html
https://www.studentlibrary.ru/book/intuit_384.html

1. IInatonoB B.B. IIporpammHo-amnmnapaTHbie cpeacTBa obecrnedeHnss HHPOPMaLOHHOM
0€30MaCHOCTH BBIYMCIIMTEIBHBIX ceTel: yueOHoe rmocobue /st By30B - M.: Akaaemus,
2006. https://djvu.online/file/3HtxghHPox4Wz?ysclid=1k2jhd5zzn902224190

B) pecypchl cetu «HTEpHET»
1. http://netacad.com
2. http://cisco.com
3. http://learningnetwork.cisco.com/

9. MaTepuaibHO-TEXHUYECKAas 0a3a, HEOOXO0AUMAsA [IJIS OCYILIECTBJIEHUs 00Pa30BaTEeIbHOI0
npouecca no JMCUMIINHE

MarepuanbHO-TeXHUUYECKas: 06a3a, HeoOXoquMas Il OCYIIECTBICHHS 00pa30BaTEIbHOTO
nporiecca 1Mo JUCIHUILTAHE BKII0YAaeT B CBOM COCTAB CIEIUAbHBIC TIOMEIICHUS:

- yueOHbIe ayTUTOPHUHU ISl IPOBEICHHS 3aHATUH JICKITUOHHOTO THIIA;

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHHSI TPAKTHYECKHUX 3aHATHI (CEMUHAPOB);

- y4eOHBIC ayTUTOPUH JJIs1 IPOBEICHUS TPYIIOBBIX M HHIUBUYaTbHBIX KOHCYJIBTAIINN;

- KOMIIBIOTEPHBIN Kiacc, obopymoBanubiii [I9BM kimacca ne Hmke Intel 15-7400 , 8gb
RAM, 1Tb HDD c ycranoBieHHbIM mporpamMMHbiM oOecrieuerneM: Windows 7/8/10, Linux,
Packet Tracer 8.0 (u HoBee), Cisco SDM, Cisco Network Assistant, Cisco Configuration
Professional. 113 pacueta oxna [I9BM Ha ogHOTO YenoBeka.

- yueOHbIC ayIUTOPHH JUIS TPOBEACHUS TEKYIIErOo KOHTPOJS M IMPOMEKYTOUYHOM
aTTeCTAIlNH;

- MOMEUICHHUS JJIsl CAMOCTOSITEIIbHON paOOThI;

- MOMEUICHUS ISl XpaHEHWs W TNPO(UIAKTHYECKOTO OOCITYKMUBAHHS TEXHUYECKUX
CpeACTB O0yUCHHSL.

[TomenieHust st CaMOCTOSTENHHON pabOThl 00YYarOIUXCS OCHAIICHBI KOMIBIOTEPHOU
TEXHUKOH C BO3MOXKHOCTBIO TOAKIIIOUCHHS K ceTh «/HTepHEeT» M 00ecledyeHueM J0oCTymna K
AIIEKTPOHHOH HH(pOpMaIoHHO-00pa3oBaTensHOU cpee SAplY.

ABTOp:

Accuctent kadeapsl HETMHEHHON TUHAMUKA O.E. busun


https://djvu.online/file/3HtxghHPox4Wz?ysclid=lk2jhd5zzn902224190

IIpunoxkenne Ne 1 k paGoueil mporpaMme M CUHUIIIMHBI
«OCHOBBI NOCTPOECHMS 3AIMUIIIEHHBIX KOMIILIOTEPHBIX ceTeil»

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH
U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB
10 JMCIHUIIHHE

1. TunosBble KOHTPOJIbHBIC 3aIaHUA U HHBIC MaTEepHUaJibl,
HCII0JIB3YEMBIE B IIPOLECCE TEKYINET0 KOHTPOJIA YCIIEBAEMOCTH

IIpumep 3a1aHus AJ1s1 CAMOCTOATEIbHON MPAKTHYECKOI PadoThI
(Bapnanus pazmemairtca B YK «Komnbrorepusbie cetu» B LMS Moodle u
BBINOJIHAKTCSA B mporpamme 3myJisiiuu cetu «Cisco Packet Tracer (mocTtynen 6ecnjiaTHo
s yayacTHukoB [Iporpammel CereBoii Akagemun Cisco)» )
Bo Bpemsi BbInoJIHEHUsI padOThI CTYIEHT MOKeT BUAETh CBOM MPOrpecc B MPOLEHTHOM
COOTHOIIEHUH. BOIbIIMHCTBO padoT CONPOBOKIATCA METOANYECKMMH MATepHAIaMu.

Tema: MOHUTOPHUHT U yIIpaBJIEHUE YCTPOUCTBAMU

Llenb: Hactpoiite ayrentudukanuo OSPF

Packet Tracer - Configure OSPF Authentication

Addressing Table

Default

Device Interface IP Address Subnet Mask Gateway

Switch Port

R1 GO/0/0 10114 255.255.255.252 NIA N/A
G0/ 192.168.1.1 255.255.255.0 NIA S1F0/5

R2 GDID/D 10112 255255 255252 NIA N/A
G0/0M 10222 255.255.255.252 NIA N/A

R3 Go/0/0 10221 255.255.255.252 NIA N/A

GDI0A 192.168.3.1 255255 2550 NIA

S3 F0/5

PC-A NIC 192.168.15 255255.255.0 192.168.1.1

S1F0/6

PC-B NIC 192.168.1.6 2552552550 192.168.1.1

S2 F0/18

PC-C NIC 19216835 255255 2550 19216831

S3 F0N8

Objectives
» Configure OSPF MD5 authentication

Background / Scenario

In this activity, you will configure OSPF MD5 authentication for secure routing updates
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IIpaBnia mHTEpNIpeTallK Pe3yJIbTATOB BHINOJHEHUSI CAMOCTOATE/ILHOM IPAKTHYCCKOM

padoThI:

HpaKTI/IquKaﬂ pa60Ta CUMTAETCS BBIIOIHEHHOM (3vaI/ITBIBaeTC$I), €CJIM JOCTUTHYTBI BCC

IIOCTABJICHHBIC LICJIN.

IIpumep TecTa 11 caMONIPOBEPKHU
(tect mpoBoauTest B YK «Komnblorepunie cetn» B LMS NetAcad)

B TecTe mpeacrasiieHbl 3a1aHUA HA IPOBEPKY 3HAHUH N0 TeMe «ba3oBas KoHGuUrypanus
KOMMYTaTOPa M OKOHEYHOI'0 ycTpoiicTBa». B Tecre nmo kaxnoii reme B cpeanem 15
BOIIPOCOB.
KosmmyecTBO NONBITOK BHINOJHEHUS HE OTPAHUYEHO.
BpeMms Ha poXoKIeHHe TecTa He OIPAaHUYEeHO.
HTorn npoxoxaeHusi TecTa He OLICHUBAKOTCH.



Bompocs! TecTa:

1. ITpu npumenennn ACL k mHTEepdeiicy MapuipyTuzaTopa Kakoi Tpaduk o0o3HaYaeTCs KaK
UCXOJISIINN?

-Tpaduk, koTopsrit uaer ¢ [P-agpeca Ha3HAYCHUS HA MAPIIPYTH3ATOP

-Tpaduk, KOTOPHIN MOKUIAECT MAPIIPYTU3ATOP U HAMPABISACTCS K Y37y Ha3HAUCHUS

-Tpaduk, A58 KOTOPOro MapIIPyTU3ATOP HE MOKET HAMTH 3amuch B TaOJIUIE MapIIPyTU3AIUT
-Tpaduk, nocrymaromuii ¢ ucxoanoro IP-agpeca Ha mappyruzaTop

2. Kak 6picTpee Bcero ynanuth oaHy 3anuch ACE u3 nmenoBannoro ACL?

-Ckormmpyiite ACL B TekcToBbIid penaktop, ynanure ACE, 3atem ckormpyiite ACL oOpaTHO B
MapLIpyTHU3aTop.

-HMcnonb3yiitTe Kr04yeBoe ¢a0Bo NO u nopsiikoBbiil HoMep ACE, KOTOpBbIi HY)KHO yJaJIUTh.
-Ucnone3yiite komanay NO access-list, utoosr ypanute Becb ACL, a 3arem Boccoznaiite ero
6e3 ACE.

-Co3paiite HOBoIi ACL ¢ apyrum HomepoMm u mnpumenure HoBoli ACL k uHTepdeiicy
MapIuIpyTU3aTopa.

3. Bxoaguue coobuienus ICMP kakoro tvna ciaeayer 0JOKHPOBaTh?
-HenmocTmxuMbIi

-I"amenyie CTOYHHKA

-OX0-0TBET

-0xo0

4. Kakoii clieHapuii npuBeAeT K HenpaBwibHOM HacTporike ACL u 3anpery Bcero tpaduka?
-IIpumenute nmenoBanubli ACL x munuu VTY.

-ITpumenuTte ctangaptHbiii ACL Bo BXoAs1IeM HapaBICHUH.

-IIpumenute cranmaptheiii ACL ¢ moMoIisi0 KoMaH 6! 1P acCcess-group out.

-[Ipumenute ACL, B KOTOpOM ecTh Bce 3anpeujaroujue oneparopsl ACE.

5. CereBoil aJIMHUHHUCTPATOP XOo4YeT co3marh craHmapTHbli ACL, 4T0o0BI IIPEAOTBPATUTH
nepemauy tpadbuka Cet 1 B ceTh WcciaeqoBaHWA M paspaborok. Ha xakoM wuHTEpdelice
MapLIpyTU3aTOpa U B KAKOM HAIIPaBJICHUU CIEIYET OPUMEHATh craHnapTHeiii ACL?

50/0/0
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-R1 S0/0/0 ncxomsrmia
-R2 G0/0 Bxoasammii
-R2 S0/0/0 Bxonamuii
-R1 G0/0 Bxoasammii
-R1 G0/0 ucxonammuii
-R2 G0/0 ucxonsammii

6. Kakme nBa VTBEepKIOECHHUS ONHCHIBAIOT COOTBETCTBVIOIIKME OOIIME PEKOMEHIAIINN II0
Hactporike u npuMeHeHno ACL? (Beibepure aBa.)




-Haubonee cnenuduunsie omeparopst ACL  crenyer BBOAWTH NEPBBIMH  M3-32
MocJaea0BaTeNbHOr0 Xapakrepa cnuckoB ACL cBepXy BHU3.

-Ecn ACL He coepkut pazpeuienuit, Becb TpaQuK MO YMOTIAHUIO 3aIPEIIacTCs.

-K unTepdericy MokHO TprUMEHUTH HECKOIbKO ACL y1st Ka)K0Tr0 MPOTOKOJIa U HAITPaBJICHUS.
-Ecin omun ACL pomkeH HpUMEHSTbCS K HECKOJNBKMM HHTepdeiicam, OH JOJKEH ObITh
HACTPOEH C YHUKAJIbHBIM HOMEPOM I KaKJ0ro UHTepdeiica.

-Crangaptasle crnucku ACL pacnonaraiorcs Onmke BCEro K MCTOYHHKY, TOraa Kak
pacmupennbie ACL pacnionaratoTcst O11ke BCero K MecTy Ha3HauYeHHsI.

7. Kakas oOpaTHas Macka OyJIEeT COOTBETCTBOBAThL ceTaM ¢ 172.16.0.0 mo 172.19.0.0?
-0.0.3.255

-0.3.255.255

-0.252.255.255

-0.0.255.255

8. Kakoi omeparop wmcnojb3yercs B HacTporike ACL I  cONOCTaBICHHS ITAKSTOB
OIIPEJICIICHHOIO IPUJIOKCHUA?

_gt

-established

_eq

-1t

HpaBI/IJ'[beIe OTBCTbI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETa OTBETa
1 2 5 6
2 2 6 1,2
3 4 7 2
4 4 8 3

CamocTtosiTesibHbIEe pa00ThI B BH/I€ TECTOBBIX 3aaHUI.
Tectol npoBoasitest B YK «Komnbrorepusie cetm» B LMS NetAcad
B ka:knom Tecte B cpeHem 30 BONPOCOB 1O NPOiiIeHHBIM TeMaM (2-4).
Konu4yecTBo nONbITOK BbINOJHEHU - S. Bpemst Ha npoxoxkaenune Tecra - 1,5 yaca.
IIpu 3aBepuIeHHH TeCTAa MOKA3BIBAIOTCA OMMOKHM (€C/IU €CTh) M KAKYI0 TeMY M pa3jeli
CMOTPeTh, YTOOBI Pa300paThCst U HCIPABUTHL OINOKY. UTOrH NpoXoKIeHns TecTa
OLIeHUBAKOTCH.
(nposepka cpopmuposannocmu IK-1, ITK-2, ITK-3)

IIpumeps! BONIpocoB:

1. Kakue aBe yactu uHpopManuu TpeOyOTCS NPH CO3AAHUM CTAHAAPTHOIO CHHMCKA
KOHTpoOJA noctyna? (Beidepure nBa.)

-HOMEp crnucKa gocrymna ot 1 g0 99

-UCXOHBIN ajjpec U oOpaTHas Macka

-aJipec Ha3HaYeHUs U MO/ICTAaHOBOYHAs MacKa

-MacKa IOICETH U TIOJICTAHOBOYHAsI MacKa

-HOMep crniucka gocrymna ot 100 mo 199

2. Kakue aBa mara o0ecne4yuBalOT caMblii OBICTPBI cnocod noJsHoro ynajgeHus ACL-
cnucka ¢ Mmapupyrusaropa? (Beidepure nBa.)
-Vnaneune ACE — equHCTBEHHBIN HEOOXOMUMBIH II1ar.



-M3menute Homep ACL, uro6s! oH He coBnanan ¢ ACL, cBsi3aHHBIM ¢ uHTEpdEiicoM.
-Crkommupyiite ACL B TeKCTOBBIM pemakTop, aob6aBbre no mepen kaxnabiMm ACE, 3atem
ckonupyiite ACL 00paTHO B MapIuipyTu3arop.

-V nanute Bxoasmyro/ucxoasmyto ccbuiky Ha ACL u3 unrepdeiica.

-Mcnonp3yiite komManay no access-list st ymanenus scero ACL.

-Mcnonp3yiiTe KIIOYEBOE CIOBO N0 U MOPAAKOBBIM Homep Kaxiaoro ACE B MMeHOBaHHOM
ACL, KOTOpBIi HYKHO YJQJIUTh.

3. Kakme aBa THHA aApecoB cJeayeT 3ampemiaTb BXOASIIMM Ha HHTepdeiic
MapUIpyTH3aTOPa, NoAKII04YeHHbIH K UHTepHeTy? (BbhiOepure aBa.)

-yactHeie [P-aapeca

-mo6oii [P-aapec, HaunHaromuiics ¢ nudpsr 127

-mo6oit [P-anpec, HaunHaromuiics ¢ mudpsr 1

-IP-anmpeca, nepeBenennbie ¢ momMoipio NAT

-o0menocrymubie [P-agpeca

4. KakoBbl 1Ba BO3MOXHBIX OrPpAHMYEHHMS HCIOJb30BaHUsI OpaHaMay3pa B ceTH?
(Bbi0epute aBa.)

-OH obecrnieunBaeT AOCTYN K NPUJIOKECHHUSIM M KOH(DHUICHIMATBHBIM pecypcaM JUlsi BHEIIHUX
HEHAJC)KHBIX I10JIb30BaTeNeH.

-DTO YCIIOKHSIET ympaBieHHe 0e30MacHOCTHIO, TOCKOJIBKY TpeOyeT pasrpy3Ku YHpaBJICHUS
CETEBBIM JIOCTYIIOM K YCTPOUCTBY.

-HenpaBuibHO HaCTpOEHHBIN OpaHAMAY?Ip MOKET CO3/1aTh €AMHYIO TOUKY OTKa3a.
-[Ipon3BOAUTENBHOCTD CETU MOYKET CHU3UTHCSL.

-OH He MOXeT 1e3UHPUIMPOBATH TOTOKU MPOTOKOJIOB.

5. BpanaMay3p Kakoro THIA HCHOJb3yeT MPOKCH-CepBepP /I MOAKJIIYEHUs K
YAAJIeHHBIM cepBepaM 0T HMEHHU KJIUEHTOB?

-MEXKCETEBOM 3KPaH C OTCICHKUBAHUEM COCTOSHUS

-MEKCETEeBO IKpaH 0e3 COXpaHEHUS COCTOSTHUS

-MEXKCETEBOM dKpaH ¢ (PuibTparyen makeToB

-OpaHaMayap IITI03a MPUI0KEHUN

6. Kakme nBa yTBepiKIeHHSI ONHMCHIBAKOT JBe¢ MOJAEIH KOHPUIYPALMM MeKCeTeBbIX
skpanoB Cisco I0OS? (BbiGepure aBa.)

-ZPF nomxeH OBITh BKIIOYEH B KOH(MUIYpallud MapuUIpyTH3aTopa IMepea BKIIOYEHUEM
KJlaccuueckoro 6panamayspa 1OS.

-Knaccuueckuit 6panamayasp 10S u ZPF He MoryT ObITh 00bEAMHEHBI Ha OIHOM UHTEpdeiice.
-Knaccuueckue 6panamayspel 10S u mozenn ZPF MoryT ObITh BKITIOUEHBI HA MapUIpyTH3aTOPE
OJIHOBPEMEHHO.

-O6e mopenu [0S Classic Firewall u ZPF tpebytor ACL g omnpeneneHus MOJUTUK
bunbTpanuu Tpaduka.

-Ilepen BxmoueHuemM ZPF HeoOXonuMmo BKIIOYUTH Kiaccuueckue Opanamayspel [0S B
KOH(UTrypalnuyu MapHpyTu3aTopa.

7. Cnennanuct no 6e3onacHocTu paspadarbiBaeT ACL, 4T00bI 3anpeTUTH 10CTYN K BeO-
cepBepy BceM COTPYAHMKAaM oTAesa mpoaax. IlepcoHany oraena mpoaak HazHauyaeTcst
agpecanuss u3 mnoaceru IPv6 2001:db8:48:2c::/64. BeO-cepBepy Ha3HauaeTcsi ajapec
2001:db8:48:1¢::50/64. Kakue Tpu KoOMaHIbI NOTPedYIOTCH JISI HACTPOMKH CIHHCKA
KoHTpoas pocryna WebFilter na wunrtepgeiice LAN pas ToproBoro mnepconaja?
(Bb10epure Tpu.)

-permit tcp any host 2001:db8:48:1c::50 eq 80



-deny tcp host 2001:db8:48:1c::50 any eq 80
-deny tcp any host 2001:db8:48:1c::50 eq 80
-permit ipv6 any any

-deny ipv6 any any

-ip access-group WebFilter in

-ipv6 traffic-filter WebFilter in

8. KakoBbl 1Ba pa3iuyus Mexay Me:KceTeBbIMU IKPAHAMM € COXPAHEHHEM COCTOSIHUS U
0e3 coxpanenus cocrossuus? (Boidepure nBa.)

-bpannmaysp 6e3 coxpaHeHHUsT COCTOSIHHSI MOXXET (UIbTPOBATh CEAHCHI, MCIIOJb3YIOIINE
JTUHAMHYECKOE COTJIACOBAaHKWE IOPTOB, B TO BpeMs Kak OpaHAMAaydp C OTCICKHBAHHUEM
COCTOSTHUSI HE MOXKET.

-Bpannmaysp 6e3 coxpaHEHUs COCTOSHUS OYIEeT MPOBEPATh KaXKIbI MAKEeT OTACIHHO, B TO
BpeMsl KaK MEKCETEBOH SKpaH C OTCIC)KMBAHMEM COCTOSHHUS HAONIOAAeT 3a COCTOSIHHEM
COEIUHEHMUS.

-bpannmaysp ©0e3 coxpaHeHUs COCTOSHHUSI HpenoctaBisieT Oonblie uHGOpMaLUU IS
KYpPHAJIOB, UeM OpaHaMaydp € OTCIC)KUBAHUEM COCTOSHUS.

-bpannmaysp ¢  OTCIEXHMBaHHMEM COCTOSIHMSI  MPEAOTBPATUT  CHY(UHT, OMpEIeuB,
IPUHAJJIEKAT JIM MaKEeThl CYHIECTBYIOLIEMY COEIMHEHMIO, B TO BpeMsl Kak OpaHamaysp 0Oe3
COXpaHEHHUsI COCTOSIHUS CIIEyeT MPeIBAPUTEILHO HACTPOSHHBIM Ha0opaM MpaBUIL.
-Bpannmaysp 06e3 coxpaHeHusi cocTosHHS oOecreunBaeT Ooyiee CTPOTHid KOHTPOJIb Haj
0€30MacHOCTbHIO, UeM OpaHAMAY3p C OTCICKUBAHUEM COCTOSHUSI.

IIpaBuia BRICTABICHUS OLICHKH IO PE3YyJbTaTaM CaMOCTOSTSIbHOM Da60TBIZ

OrneHka mo pe3yiapTaTaM caMOCTOSATEIbHON PabOThI cCUMTaeTCs B Oajiax mo clieaymeMy
MIPHUHIIMAITY: PABUIHHO BBITIOJTHEHHOE
- 3aanue ¢ 1 BapuanTom oTBeTa — 1 Ga;
- 3a/IaHUE C MHO>KECTBEHHBIM BHIOOpOM — 2 Oaiuia, 1 6ast - eciiv TOIBKO OJIUH OTBET BEPHBIi, ()
0aJJIOB — €CITU HeT MPaBUIIbHBIX OTBETOB MJIM BHIOPAHO OOJIbIIIE BAPUAHTOB, YeM HEOOXOIUMO;
- 3aJIaHKUE C COTIOCTaBJICHUEM — 2 OaJa.

[TonHOCTHIO HEMPABUIIBLHO BHIMOTHEHHOE 3aaHue — () 6ayoB.

HaOpanHoe KOIWYeCTBO OaJIOB WHTEPIPETUPYETCS B IPOICHTHOE COOTHOIICHHE H
onenuBaerca. Ot 70-100% - paGora 3acuntana, meHee 70% — paboTa He 3acuuTaHa (3HaHUS U
YMEHHSI Ha JJAHHOM 3Tare OCBOCHUS TUCITUTUIMHBI He CHOPMUPOBAHBI).

2. Ciucok BONPOCOB M (WJIM) 32/IaHMI /151 TPOBEACHUs TPOMEKYTOYHON aTTecTalluu

Ha MoMeHT mpoBefeHHs NPOMEXYTOYHOH aTTeCTalMM JOJKHO OBbITh BBIOJHEHO U
3acuutaHo He MeHee 70% JomalHux pador.

HpaBn.na BbICTABJICHHUA OLICHKHN HA 3K3aMCHE.

DK3aMeH COCTOUT U3 JBYX YacTeH.

1 yacTs:

BeimonHenue mpaktudeckoi padbotel B mporpamme Cisco Packet Tracer.
Lenu:

Hactpouts Opanamaysp ASA 11 peanuzaiuy MOJIUTUK O€30MacHOCTH.
HactpouTs 6e30macHOCTh YpOBHS 2 Ha KOMMYTATOpE JOKaJIbHOM CETH.
Hacrtpouts mexcaiitoBsiii [Psec VPN.
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Kaxnas menp BriIoyaeT B ceOsl ONpeNeNeHHOE KOJIUYECTBO HACTPOEK, KOTOPBIE
HEO0XO/IMMO BBINOJIHUTG. 33 KaX[yl0 BEPHO BBIIOJHEHHYIO HACTPOWKY HAYMCISIOTCS Oalljbl.
MaxkcumansHOe Komm4ecTBo 0ayuioB — 95. HaOpaHnHbie 0ayuibl HHTEPIPETUPYIOTCS B MPOICHTHI
0T MaKCHUMAaJIbHOT'O KOJIMYECTBa OaJIJIOB.

PaboTa cuntaeTcst BEIIOIHEHHOW eciii cTyneHT BeInoiaHua 70% TpeGoBaHusl.

BpemeHnHoe orpaHnyeHue Ha BBIIOJHEHHE IPAKTHYeCKOoi paboTsl — 90 MUHYT.

[Ipu ycinoBuUM YCHENTHOTO BBIMOJHEHHS pabOTHI CTYIEHT MEPEXOJUT KO BTOPOH YacTh
9K3aMeHa.

2 4acTh:

Hrorosbiii Tect
B tecte mpencraBieHsl 3a/1aHUs Ha MPOBEPKY 3HaHMH 10 Kypcy «OCHOBBI MOCTPOEHUS
3allMIIEHHBIX KOMIIBIOTEPHBIX ceTei». B Tecte B cpeanem 60 BOmpocos.
KonndecTBo MOnbITOK BeIMOJIHEHUS - 1.
Bpewms Ha npoxoxaenue tecta — 90 MUHYT.

IIpumeps! BOpocos:

1. CeTeBoif aAMMHHCTPATOP HACTPAaNBaeT peaju3annio AAA Ha ycTpoiicTBe ASA.

Ha uro ykasbiBaer onuus link3?

ciscoasa® config terminal

ciscoasa(config)# aaa-server TACACS-GRP protocol tacacs+
ciscoasa(config-aaa-gerver—-group) # aaa-server TACACS-GRP (link3) host 192.168.1.10
ciscoasa(config-aaa-gerver—-group) # exit

*  CETEBOE MMs, B KOTOPOM HaxoauTcs cepep AAA

* KOHKpeTHoe uMs cepepa AAA

*  [IOCJIEJIOBATEIBHOCTh CEPBEPOB B IPyIIIE cepBEPOB AAA
* umd uHTepdeiica

2. Yto obecnieunBaeT 6€30MACHYI0 CerMEHTANMIO U 3AIIMTY OT YIPO3 B PellieHUH
Secure Data Center?
» [Iporpammuoe obecnieuenue Cisco Security Manager
= AAA-cepsep
*  AJanTHBHOE yCTPOWCTBO 0€30MacHOCTU
» Cucrema npeAaoTBpaIEHUs] BTOPKEHHUH



3. Uro Oyamer pe3yJbTaTOM HeyAauHbIX MNONBITOK BX0Aa B CHCTEMY, eCJH Ha

MapumpyTu3aTope 0yaeT BBe/leHa CJIeAyoIas KomaHaa?

login block-for 150 attempts 4 within 90

Bce monbiTku Bxona OyayT 3abmokupoBanbl Ha 150 cekyHn, ecinu B TeueHue 90 cekyHa
OyzneT 4 HeyJauHbIX MOMbBITKH.

Bce monbiTku Bxona OyayT 3abmokupoBanbl Ha 90 cexyna, eciu B TedeHue 150 cekyHa
OyzneT 4 HeyJauHbIX MOMbBITKH.

Bce nonbiTkn BXxoaa Oyayt 3abiokupoBaHbl Ha 1,5 yaca npu 4 HEyIayHbIX HOMBITKAX B
teuenue 150 cekyHa.

Bce mombiTku Bxonma OymyT 3abimokupoBaHbl Ha 4 daca, ecnu B TedeHue 150 cekyHn
Oyner 90 HeymauHBIX MMOIBITOK.

4, Kakne AB€ MEPbI 0e30macHOCTH HCIOJIB3YIOTCHA 1JIA 3aIHUThI KOHCYHBIX TOYEK B

cetu 0e3 rpannn? (Boidepure 1Ba.)

denylisting
Snort IPS
DLP

DMZ
rootkit

5. Kakume Ttpu THna Ttpadmka paspemieHbl, Korga OblLIa BBeleHa KOMaH/a

authentication port-control auto, a kiiueHT enle He npoies ayreHTugukanuo? (Boioepure

TPH.)

CDP
802.1Q
IPsec
TACACS+
STP
EAPOL

6. PaCCMOTpl/IM KOMaH1y CHUCKa J0CTyna, INMPUMEHACMYI0 JIdd HMCXO0AAIIEro

Tpaduka Ha NOC/Ie0BaATeJbHOM HHTEp(elice MapLIpyTH3aTopa.

access-list 100 deny icmp 192.168.10.0 0.0.0.255 any echo reply
Kaxkoii 3¢ ekt 0T npuMeHeHNs 3TOI KOMAaHABI CIMCKA JOCTyna?

EnuHCTBeHHBI  3ampemieHHbIi  TpaguK —  3TO  9XO0-OTBETHl U3  CETH
192.168.10.0/24. Bech octanbHO#M TpaduK pa3perieH.

EnuHcTBeHHBIM 3ampemieHHbIM Tpadukom siBisercs Tpaguk Ha ocHoBe ICMP. Bech
OCTAJIbHOU TpauK pa3peleH.

Wcxonsamumii Tpaduk depes nmocieaoBaTeNbHbIH HHTEpQEc 3anperieH.

[Tomp3oBarensm B cetn 192.168.10.0/24 ne paspemaercsi nepenaBath Tpapuk B JIH000E
JIpYroe MeCTO Ha3HA4YEHHUS.

7. Kakue aBe (yHkuum BKJIW4YeHbl B 1poTokoabl  TACACS+ n

RADIUS? (BbibepuTe nBa.)



»  SIP-monnepxka

* mudpoBaHUE MAPOJIS

» noaxepxkka 802.1X

*  OTJEeJbHbIE MPOLECCH AYTEHTU()UKALMHU U aBTOPU3ALUU
*  HCIOJI30BaHUE NMPOTOKOJIOB TPAHCIIOPTHOTO YPOBHS

8. Kakoii BBIBOJA MOKHO caejJaTh M3 BbIBOJAa KoMaHAbl show crypto map,
MOKAa3aHHOI0 HA MmapupyTu3atope R1?

Site 1 Site 2
10.0.1.0/24 172.30.2.1 172.30.2.2 192.168.1.0/24

o
192.168.1.3

10.0.13

R1f show crypto map
Interfaces using crypto map NiStTeStl:

Crypto Map IPv4 "R1-RZ MAP" 10 ipsec—isakmp
Peer = 172.30.2.2
Extended IP access list 101
access-list 101 permit ip 10.0.1.0 0.0.0.255 152.1€8.1.0 0.0.0.255
Current peer: 172.30.2.2
Security association lifetime: 4608000 kilobytes/S00 seconds
Responder-Only (Y/N): N
DFS (Y/N):- Y
DH group: group24
Mixed-mode : Disabled
Transform sets={
R1-R2: { esp-zes esp-sha-hmac 1} ,
}
Interfaces using crypto map R1-RZ MAP:
R1g¢

= Kpunrokapra emie He TpUMEHEeHa K HHTepQeicy.

» Tekymuii [P-anpec ogHopanrosoro ysna jfoykeH Obith 172.30.2.1.

» CyuecTByeT HECOOTBETCTBUE MEX/1y HaOOpaMu peoOpa3oBaHUsL.

* KoHurypanus TyHHENIsS YCTaHOBJIIEHA M MOXET OBITh MPOTECTUPOBAHA C ITOMOIIBIO
pacUIMPEHHBIX IX0-3aMPOCOB.

3K3aMeHaHI/IOHHaﬂ OLCHKA BBICTABJIACTCSH MO UTOraM TECTa MO NMPpaBUJIaM:

B cinydae HEBBINONHEHUS MpaKTHUYECKOM paboThl (dacTh 1 5K3aMeHa) CTYIEHTY
BBICTaBIISIETCS OLIEHKA «HEYAO0BIETBOPUTEIILHOY.

Wtorn nmpoxoxaeHus TecTa OLEHUBAIOTCS CIEIYIOINUM 00pa3oMm:

- 3a7aHue ¢ 1 BapuanTom orBeTa — 1 6asm;

- 3aJJaHUE€ C MHOXECTBEHHBIM BBIOOpOM — 2 Oana, 1 6ami - ecinu TOTbKO OAMH OTBET
BepHbIH, 0 Oa/yIoB — €ciaM HET MpaBWJIbHBIX OTBETOB MJIM BbIOpaHO OOJbIIE BapUAHTOB, YEM
HEOOXOIMMO;

- 3aJJTaHHE C COTIOCTAaBIIEHUEM — 2 Oaia.

[TonHOCTHIO HETMPABUIIBLHO BHIMIOJTHEHHOE 3aaHue — () GayoB.

B cpenneM, MakcuMabHOE KOJIMYECTBO OAIIIOB 110 MToraM (puHamsHOTro Tecta — 100

HabpanHoe konmudecTBO OalIOB WHTEPIPETHUPYETCS B MPOIEHTHOE COOTHOIICHHE U
orneanBaercs. Ot 90-100% cooTBeTcTBYET OICHKE «OTINIHOY, 80-90% — oreHKe «Xoporoy, 70-
80% — oreHKe «yIOBIETBOPUTENBLHO», MeHee 70% — OlleHKa «HEYAOBIETBOPUTENBHOY (3HAHUS
¥ YMEHUS Ha JIAHHOM 3Talle OCBOSHUS JIUCIIUTUIHHBI He C(DOPMHUPOBAHBI).



IIpunoxkenne Ne 2 k paGoueii mporpaMme M CUMIIIMHBI
«OCHOBBI NOCTPOECHMS 3AIHMIIEHHBIX KOMIILIOTEPHBIX ceTeil»

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOW (opMOlt M3NOKEHHST Y4eOHOTO MaTepuana 1o aucuuiuimae «OCHOBBI
MOCTPOCHHUS 3aLIUIIEHHBIX KOMIBIOTEPHBIX CETEW» SBIIAIOTCS JEKIUU U MPAKTHUYECKHE PadOThI,
pUYEM B JOCTATOYHO OOJBIIOM O0BheMe. ITO CBS3aHO C TEM, YTO B OCHOBE Kypca «OCHOBBI
MOCTPOCHHUS 3AIUIICHHBIX KOMIIBIOTEPHBIX CETEil» JieKaT caMble COBPEMEHHbBIE TEOPETUUYECKUE
U TIPAKTUYECKHUE 3HAHKS U HaBBIKU. [10 BceM TeMaM MpeayCMOTPEHBI MPAKTUICCKUE 3aHATHS, Ha
KOTOPBIX MPOUCXOAMUT 3aKperieHue JIEKIIMOHHOTO MaTepuaa IyTeM I[PUMEHEHHUS €ro K
KOHKPETHBIM 337]a4aM U 0TpabOTKa HABBIKOB PAOOTHI C CETEBBIM 000PYIOBAHUEM.

Jljis ycrenHoro OCBOSHUS AUCHUIIMHBI OUYEHb BAXKHO PELIEHUE JTOCTATOYHO OOJIBIIOro
KOJIMYECTBA TEOPETUUECKHUX M MPAKTUYECKUX pa0dOT, KaK B ayJIMTOPUH, TAK U CAMOCTOSITEITLHO B
KayecTBe JOMalIHUX 3afaHuil. [Ipumepsl pemieHus paboT pazOuparoTcss Ha JCKIUSAX U
MPAKTUYECKUX 3aHATUSX, NPH HEOOXOTUMOCTH 1O HamOoIee TPYAHBIM TeMaM IPOBOJISTCS
JOTIOTHUTEJIbHBIE KOHCYNbTalud. OCHOBHAs LElb PELICHUS TEOPETUYECKUX M MPAKTUYECKUX
paboT — MOMOYb YCBOUTH (PYHIAMEHTAIBHBIC TTOHITHS H OCHOBBI KOMITBIOTEPHBIX CETCH.

3amaHus A CaMOCTOSITENIBHOTO pelieHUs] POPMYTUPYIOTCS HA JIGKIHSIX U IPAKTHUECKUX
3aHATUSAX. B KadecTBe 3amaHUil U1 CaMOCTOSTENILHONW PadOThI AOMa CTyJEHTaM IpeaIaraloTcs
3aJja4uM, aHAIOTMYHBIE Pa300paHHBIM Ha JICKIHSIX U MPAKTHUECKUX 3aHATUSX UM HEMHOTO OoJjee
CJIO’KHBIC, KOTOPBIE SIBJISIIOTCS PE3YIbTaTOM OOBEAMHEHHS HECKOIBKIX 0a30BbIX 3a1ad. [TomHbrit
CIIUCOK 3aJJaHuil AJI1 CaMOCTOSATENbHON paboThI 10 TeMaM (pa3zenaMm) IUCHUTUTMHBI IPUBEICH B
OVYK B LMS Moodle «OcHOBBI MOCTpOSHUSI 3allIMIICHHBIX KOMIBIOTEPHBIX ceTei» u DYK B
LMS NetAcad. Bompocsl, BO3HHKAIOIIME B MPOLECCE WM [0 UTOraM PELICHHs JTHUX 3a/1ad,
MOYKHO 3a71aTh Ha KOHCYJIbTalusAX win B popyme (dare) B DYK B LMS Moodle.

Jliia camocTOsITeNbHOM padOThl, B TOM YHKCJE U MOBTOPA, Pa300paHHOTO Ha JIEKIUIX U
MPAKTUYECKHUX 3aHITHIX MaTepuaja IePBOro CeMeCTpa U3ydeHUs TUCITUILTUHBI, PEKOMEHIYCTCS
UCIIOJIb30BaTh yueOHO-MeToauueckoe mocobue B LMS NetAcad. Marepuan kaxaoro pasuena
BKJIIOYAeT B ce0s M3JI0KEHHE TEOPETHYECKOro Marepualia 1o 3aJaHHOM TeMe, KOTOpBIM 3aTeM
WTIOCTPUPYETCS MOAPOOHBIM pelIeHHeM TUIWYHBIX 3a7ad. B 3akitoueHue Kaxaoro pasziena
MIPUBOJIATCS 33JaHUS JIJIST CAMOCTOSITEIIEHOTO PEIICHUS, OTBETHI K ATHM 33JIaHUSIM U YKa3aHUS T10
UX PEIICHUIO MMOKA3bIBAIOTCS MOCIE X BHITTOTHEHHUS.

B koHIIe n3ydeHust AUCIHUILTUHBI CTYICHTHI CAAF0T dK3aMeH.

DK3aMeH MPUHUMAETCS B BHJIE TECTa M MPAKTHUECKON paboThl B mporpamme Cisco Packet
Tracer. IIpoBepsroTcsi 3HaHUS, MOJTYYEHHbIE B XO0J/l€ IMPOXOXACHUS Kypca, HaBbIKU M YMEHUS,
MpPUMEHSIeMbIE Il TOCTPOCHHsSI CeTH M O0ECleueHUs JOCTaTOYHO BBICOKOTO YpPOBHS
0e30MmacHOCTH €€ padoTHI.



