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1. Iesin ocBOEHMA TUCHUTINHBI

HucnummHa «be3onacHoCcTh B COBpeMeHHOW WH(POPMAIMOHHON cpene» obecrednBact
npuobperenue o0yJaroIUMICs 3HaHUI, YMEHUH U HaBbIKOB 1o kommereHnuu OIIK-1.
«Crioco0eH MOHMMATh TNPUHLIHUIBI PabOThl COBPEMEHHBIX HH()OPMALMOHHBIX TEXHOJOTUH M
WCTOJB30BaTh MX Ui pEIIeHUs 3a1ad NpoQecCHOHATbHON esTeabHOCTH» DenepaabHoro
rocy/lapCTBEHHOIO0 00pa30BaTENbHOIO CTaHJAapTa BbICIIEro OOpa3oBaHUS [0 HaNpPaBICHUIO
noaroroBku 39.03.02. ConmansHas paboTa

OCHOBHOH 1LIE€NbI0 W3YYEHHUS JIUCLUUIUIMHBI SIBJISETCS TEOpETHYEcKas U IpaKTHYecKas
MIOATOTOBKA O0YYaIOIINXCS K AESITEIbHOCTH, CB3aHHOM C MPUMEHEHUEM COBPEMEHHBIX CPEICTB
¥ METOJOB 3alIUThl HH(OpPMAIMK B MOBCETHEBHON M MpodeccrHoHanbHON aestenbHocTH. Kype
JaeT MpeACTaBIEHUE O MECTE U POJM MHPOPMAIMOHHON OE30MaCHOCTH B COBPEMEHHOM MUpE.
Ero wusydyenue maer BO3MOKHOCTb CO3HATEJIBHOTO HCIOJB30BaHUs, OOpaOOTKM U 3alUThI
nH(popMaInH.
2. MecTO TUCUHHMILUIMHBI B CTPYKTYpe 00pa30oBaTeIbHOil MPorpaMMsl

JlaHHast TUCIUIUIMHA OTHOCHUTCS K 00s13aTeNIbHOM yacTh 00pa30BaTEIbHOMN MPOrpamMMmBl.

Jucnunnuna «be3onacHOCTh B COBpeMEHHON MH(POPMAIIMOHHON Cpefie» UTPAeT BaXKHYIO
poJth 17151 001IenTpoPeCCHOHATIBHOMN TTOATOTOBKH 00YYarOIIETOCS.

3. [Inanupyemble pe3yabTaThl 00y4YeHUsI MO TUCHHUIIIMHE, COOTHECEHHBIE ¢ MJIAHUPYEMBbIMU
pe3yiabTatamu ocBoenusi OIl dakasaBpuara

[Ipouecc n3yueHuns: IMCUUIUIMHBI HaMpaBjieH Ha (OPMUPOBAHUE CIIETYIONINX KOMIIETEHIIUH B
cootBercTBuU ¢ ®I'OC BO, OOII BO u npuoOperenus caeayomux 3HaHui, YMEHUN, HABBIKOB
1 (MJIH) OTIBITA JIEATETLHOCTH:

dDopMmupye HNuauxartop Ilepeyennb
Mas JOCTHIKECHU S IJIAHUPYEeMBbIX pe3yJ1bTaToB
KOMMeTeHIH s KOMIIETEHLIM U o0yueHHs
(xox u (ko m
¢opmysmmposka ¢opmysmposka)

Ob6menpodeccnoHabHbIe KOMIIETEHIIUU

OIIK-1. Cnocoben | M-OINIK-1_6. CriocobeH pemiath 3name:
[IOHUMAaTh  I[PUHLUIBI | CTAaHAAPTHBIE 3a1a41 OCHOBHBIE IOHATHUS B 001aCTH 00pabOTKH
paboTBl  COBpPEMEHHBIX | MpodecCHOHANBHOMN U 3amuTel  WHbOpMAIMH W WX
HUH(POPMAILTIOHHBIX JEeATEIbHOCTH Ha OCHOBE OIlpeeNeHHUS; MOCJIEA0BATENBHOCTD
TEXHOJIOTUI U | nHQOPMALMOHHOH U BBIMOIHEHUSI ~ pabOT 1Mo 3aluuTe
WCIIONB30BaTh WX Ui | OuOnmorpaduveckoil KyasTypsl ¢ | HHpOpPMAIHK; KITACCH(DIKAITIIO
peleHus 3aj1a4 | IpUMEHEHHEM HapyLmTenen UH(OPMALTLOHHON
npodheccCroHaIbHON “H()OPMAITMOHHO-KOMMYHUKAIHO | O€30MacHOCTH; BHUABl H Ha3HAYCHHUE
JeATebHOCTH HHBIX TEXHOJIOTUH U C y4ETOM CPEACTB 3aILUTHl HH(OPMALIUH.
OCHOBHBIX TpeOOBaHUiIt Ymemy:
nH(pOPMAITMOHHON O€30MaCHOCTH | yCTaHABIMBAThH u OCYILECTBIIATD

MEPBUYHYIO HACTPOWKY OMEPAIlMOHHBIX
CHCTEM, AaHTHBHPYCHBIX CPEICTB H
MEKCETEBBIX SKPAHOB.

Bnaoemv nasvixkamu:

paboTBl  CO  CpeACTBAMH  3aIllUThI
nHOpMaITUH




4. O0beM, CTPYKTYpA U coJepKaHue JUCHUIIMHBI
OO0mast Tpy10eMKOCTh TUCIUTUTMHBI COCTABIISIET 2 3a4eTHBIC €IMHUIIBI, 72 aKaJ. Jaca.

Ne Tembl (pa3aenl) Buabl y4eOHbIX 3aHATHI, D opMbI TEKYILLET0
n/n JUCHMILIAHBI, € BRJIKOYasi CAMOCTOATC/IILHYIO KOHTPOJIA
HX coepiKaHue paﬁoTy CTYACHTOB, ycneBaeMoCcTn
ec U UX TPYA0EMKOCTh
T (B aKageMHYeCKHUX Yacax) dopma
p MPOMEXKYTOYHOM
aTTecTaluu
(no cemecmpam)
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Paznen 1 |IIpaBoBbie u 2 6 3
OpPraHu3alMOHHbIE
OCHOBBI
o0ecnevyeHus
uHGOpPMALMOHH O
0e30macHoOCTH B
Poccuiickoii
Denepanun
Tema 1.1 |IIpaBOBBIE OCHOBBI 2 2 1 |Tect
oOecneyeHus
HH(POPMAITMOHHOM
0€e30I1aCHOCTH
Tema 1.2 |3amura 2 2 1 |Tecr
MEePCOHABHBIX
JTaHHBIX
Tema 1.3 |OpranuzaiuoHHbie 2 2 1 |Tect
OCHOBEBI 00€CIICUCHHUS
MH(GOPMAIMOHHOM
0e30MMacHOCTH
6 mom yucie ¢ 30 u 6 3  |Bugeonexkuumn
J[OT TEKCTOBBIC
Marepuabl
yueOHOTro ocoous,
MIPE3EHTALINH, TECT B




DVYK B

DemidOnline
Pa3nen 2 |ApxuTekTypa
KOMIbIOTEPA
Tema 2.1 |Apxurekrypa Tect
KOMITBIOTEpa
6 mom yucie ¢ 30 u Buneonexnuu
J[OT TEKCTOBBIC
MaTepUabl
y4aeOHOr0 nocoous,
MIPEe3CHTAINH, TECT B
OVK B
DemidOnline
Paznen 3 |OcHoOBBI Tect
uHopManMOHHOM
0€e30IacHOCTH B
OnepPaIHOHHBIX
cucTemMax
Tema 3.1 |BBenenuc B Tect
MH(OPMAITMOHHYIO
0€e30I1aCHOCTh
OTICPAITHOHHBIX
CHUCTEM
Tema 3.2 |MudpopmanrionHas Tect
0e30MacHOCTh
OTIEPAITMOHHBIX
CHCTEM CEMEICTRA
Windows
Tema 3.3 |MudopmanrionHas Tect
0€e30I1aCHOCTD
OTIEPAITMOHHBIX
CHCTEM CEMEHCTBa
Linux
6 mom wucne ¢ 30 u Buneonekmnuun
{OT TEKCTOBBIC
MaTepHuabl
yueOHOro nocoous,
MIPE3CHTAIINH, TECT B
OVK B
DemidOnline
Paznen 4 |OcHoBbI
uHpopMaNOHHOM
0e30macHoOCTH B
JIOKAJIbHBIX
BBbIYHCJIUTEIbHBIX
ceTsax
Tema 4.1 |BBencHue B Tect
APXUTEKTYPY

JTJOKAJIBbHBIX




BBIUHCIIUTEIHHBIX
ceTel
Tema 4.2 [CereBbie yrpo3sl u 2 | 1] 2 4 [Tecr
METO/IbI
MPOTUBOJICHCTBUS UM
Tema 4.3 |MexcereBoie kpanbl| 2 | 1 | 3 3 |Tecr
6 mom yucie ¢ 30 u 31 3 11 |Bungeosexiuu
J[OT TEKCTOBBIC
MaTepUabl
y4aeOHOr0 nocoous,
MIPEe3CHTAINH, TECT B
OVKB
DemidOnline
Pazgen 5 |Kpunrorpapuvecku| 2 | 2 | 2 3
€ MEeTO/IbI 3alUThI
uHpopmanumn
Tema 5.1 |BBenecHue B 2 2 2 3 |Tecr
KpunTorpaguueckue
METO/IBI 3AIIUTEI
nHdopmanuu
6 mom yucie ¢ 90 u 2 1 3  |Buneonexuun
J[OT TEKCTOBBIC
MaTepHuabl
y4eOHOT0 1mocoousl,
MIPE3CHTAIINH, TECT B
OVK B
DemidOnline
2 0,3 ]| 10,7 |3auer
Bcero 3a 2 cemectp 721 16| 16 0,3 | 37,7
Bceero 72| 16| 16 21031 37,7
3aouyHas ¢opma oOydIeHUS
Ne Temsbl (pa3ens) K Bunpl yueOHBIX 3aHATHH, PopMBI TEKYLLIETO
n/n JMCHUTUTHHBL, y BKJTFOYAsi CAMOCTOSTECIIbHYIO KOHTPOJIS
HUX COIAEpKaHUE |Y pa60Ty CTYACHTOB, ycrueBacMoOCTU
c U UX TPYAOEMKOCTh
(B akaJIeMUYECKHX Yacax) dopma
[IPOMEKYTOYHOU
aTTeCTalN1

(no cemecmpam)

KonraktHas pabota |
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1 [IpaBoBbie u 1 (051 1 8 |[Tecr
OpraHW3aIMOHHEIC
OCHOBBI
obecrieueHus
HH(OPMaIMOHHOM
0€301acHOCTH B
Poccutickoit
denepanun
2 ApXUTEKTYypa 1 105 1 9 |Tect
KOMTIbIOTEpa
3 OCHOBBI 11111 1 9 |Tect
WH(POPMAITMOHHOU
0€30MacHOCTH B
OTIePAIIMOHHBIX
crcTeMax
4 OcHOBHI 1 1 1 1 9 |Tect
nH(pOPMAITMOHHOK
0€301acHOCTH B
JOKaJIbHBIX
BBIYUCIIUTEIIbHBIX
CeTsax
5 Kpunrorpapuueckue | 1 11 2 9 [Tecr
METO/IbI 3aIUTHI
nHpopMaruu
1 10 |3auer
Bcero 416 4 54

Coaepikanue pa3aes0B NPOrpaMMbl M CHHUIIIMHBI
«be3onacHOCTL COBpeMeHHOM HH(OPMALMOHHOM cpeae»

Paszgen 1. IlpaBoBble W OpraHM3anMOHHbIC OCHOBBI O0ecnedeHMs MHGPOPMALMOHHON
0e3onacHoctu B Poccmiickoii @egepannu.

Tema 1.1. [IpaBoBbIe OCHOBBI OOecTieueHUs: HHPOPMAITMOHHOHN 0€30MaCHOCTH.
OcHoBHBIE TpaBa TpaxaaH B cdepe 00paboTku u 3amuThl WHGopManuu. OCHOBHBIC

NPUHLUIBI TPABOBOTO pETYIMPOBaHMA B 001acTh 0OpabOTKM M 3alIUTHl  MH(POPMALUH.
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Wudopmanms. OcHOBHBIE CBOWCTBA Oe3omacHOCTH HH(pOpMauu: KOH(QUACHIIUATBEHOCTD,
LEJIOCTHOCTb, JOCTYIIHOCTh. BuIpl MHPOpPMALMU MO MOPSIKY AOCTYyNAa M PaCHpPOCTPAHEHUS.
Orpanmuyenne goctynma K uHpopmammu. Buger Taiin. O6namarens wuHpOpMammw.
Wudopmanmonnsie TexHojoruu. Mupopmanmonnsie cucremsl. Onepatop HWHPOPMALUOHHOM
cucrembl. 3ammuTa nHPopMaruu. OObEKThI 3alIUTHL. BUbI OTBETCTBEHHOCTH B chpepe 00paboTKH
U 32U Thl THOPMALUH.

Tema 1.2. 3anmTa nepcoOHAIBHBIX TaHHBIX.



[lepconanpHBle MaHHBIE W TMPUHIMIBI X O0OpaOOTKU. Buabl TEpCOHANBHBIX JIaHHBIX:
CHenuaibHble, OMOMETPUYECKHE M OOIIeTOCTYHHBIC. YCIOBHS 00pabOTKA TEPCOHATBHBIX
nanablX. Coriiacue Ha 00pa0OTKy TEpCOHANBHBIX JaHHBIX. [paHCTpaHW4YHAs Tepeaaya
MepCOHANBHBIX JaHHBIX. [IpaBa cyOBEKTOB MEpCOHANBHBIX AaHHBIX. OmepaTop MepCOHAIbHBIX
JAaHHBIX M €ero o00s3aHHOCTU. Mephl oOecrieueHHsi O€30MAaCHOCTH TMEPCOHAIBHBIX JIAHHBIX.
KoHTposbs 1 HaJ30p 3a BBIIIOJIHEHUEM MEp 10 00eCTICUeHHI0 Oe30TIaCHOCTH. Y TIOJIHOMOYCHHBIN
Opras 1o 3alIUTe NMPaB CyObEKTOB MEPCOHATLHBIX JTaHHBIX.

Tema 1.3. Opranu3zanoHHbBIC OCHOBBI 0OecTieueHnsT HH()OPMAITMOHHON 0€301TaCHOCTH.

Kakue Bompochl craBuT nHpopMannonHas 6ezonacHocTh? [locnenoBaTenbHOCTh ACHCTBUIN
no 3amure nHopmanuu. BeisBieHue n aHanu3 MHPOPMAIMOHHBIX aKTUBOB. DOpMHpOBaHUE
TpeboBaHui 1o 3amurte uHbopMmanuu. [loaXoapl K MOAETUPOBAHUIO HAPYIIUTEIEH W yrpo3
nHpopmalMOHHONH Oe3omacHOCTH. BpIOOp cpeacTB M METONOB  3aIIUThl  MH(OPMALUU.
BHenpenue cuctemsl 3aIUThl HHPOpMAUHU. DKCIUTyaTalysl CUCTEMbI 3alIUThl THPOPMAIUH.

Pazien 2. ApXxuTeKTypa KOMNBIOTEPA.

Tema 2.1. BBeneHue B apXuTeKTypy KOMITBIOTEPA.

[Ipomeccoprr. OcHoBHast (KdII ©W OTMEpaTWBHas) TMaMsTh. BcrmoMoraTenbpHas MaMsTh.
YcTpoiicTBa BBOJa-BhIBOA (ILIMHBI, MOHUTOPBI, KJIaBUATYPhl U MBIIIH, BeO-KaMephl, IPUHTEPHI).
[TepconanbHBIE KOMIBIOTEPHI U MOOMIIBHBIEC YCTPOWCTBA.

Pa3nen 3. OcHoBbI HH(POPMALIMOHHOI 0€30MACHOCTH B ONIEPALIMOHHBIX CHCTEMAX.

Tewma 3.1. BBenenue B uHGOPMaMOHHYIO O€30TTACHOCTH OTIEPAITMOHHBIX CUCTEM.

O6mmit cnoco6 xpaHeHuss W 00pabOTKM uWHPOpMaAMK B KoMmIbloTepe. [loHsATHsA
omnepanuoHHON u (ainoBoit cucreM. CyObeKkThl, OOBEKTHI, METOJbl W TpaBa JOCTYIIA,
MpPUBWIETHH CcyObekTa JocTyna. JluckpenroHHOe yIpaBieHHE JOCTYIIOM, MaHJATHOE
ynpaBjeHue JocTynoM. Mnentudukanus, ayreHTUGUKALMS U aBTOpU3alusi. AyTeHTU(UKALUs
Ha OCHOBE MapoJiel, Ha OCHOBE BHEIIHUX HOCUTENEH KiIto4a, OMoMeTpriecKas ayTeHTU(UKALINS.

Tema 3.2. Undopmarimonnast 6e30macHOCTh ONEpallMOHHBIX cucTeM cemeiictBa Windows.

VYmpaieHre T0CTYIIOM B OMEPalMOHHBIX chcTeMax cemeiictBa Windows. Mnentudukarusi,
ayTeHTH(UKAIMS ¥ aBTOPU3AIKs B OTIEPAIMOHHBIX cHcTeMax cemeiictBa Windows. Peanusarus
ay/JMTa B ONCPAIMOHHBIX crcTeMax ceMeiictea Windows.

Tema 3.3. UndopmarimonHasi 6e30MacHOCTh ONEPAIIMOHHBIX CHCTEM cemeiicTBa Linux.

VYrpaieHue JOCTYIIOM B ONEPAIIMOHHBIX CHCTeMax cemeiictBa Linux. Maentudukarus,
ayTeHTH(UKAIMsS ¥ aBTOpHU3AIMs B OTEPAlMOHHBIX CHCTeMax cemeiicTBa Linux. Peammsanms

ayJuTa B OIICPpAMOHHBIX CUCTCMAX cemeiictaa Linux.

Pa3znen 4. OcHoBBI HH(POPMALMOHHOH (0€30MACHOCTH B JIOKAJbHBIX BbIYUCINTEIbHBIX
ceTsixX.



Tema 4.1. BBeaeHue B apXUTEKTYpy JOKaJIbHBIX BBIUUCIUTENBHBIX CETEH.

JlokanbHble BbIYMCAHTEIbHBIC ceTH. Mogmenb ISO/OSI.  ApxuTekTypa W OCHOBHBIC
MIPOTOKOJIbI JIOKATBHBIX BEIYHCIUTEILHBIX CETCH.

Tema 4.2. CeTeBbie yrpo3bl U METOJIbI TPOTHUBOACHCTBHS M.

Krnaccudukanuu cereBbIX yrpo3, ysa3BuUMocTed u atak. CeTeBbIe aTaku HA Pa3IMYHBIX
ypoBusix Mozenu ISO/OSI. Knaccudukaims BpeJOHOCHOTO MPOrPAMMHOTO OOCCIICUCHHS.
[Tpu3HaKH IPUCYTCTBUS BPEAOHOCHOTO IMPOTPAaMMHOT0 o0ecriedeHrs. MeTo 1l 00HapYKEeHUSI.

Tema 4.3. MexceTeBbIe IKpaHBI.

MesxcereBbie 3kpanbl (MD). Mecto u posnr MD B obecnieueHnn ceTeBOil 0€30M1aCHOCTH.
Knaccudukanus MD. OcHoBHble Bo3MOxkHOCTH MD. JlocTtomHcTBa M HemocTaTtku MD.
[TocTpoenue nmpasui GuUIbTpaLIUK.

Pa3nen 5. Kpunrorpadguyeckue MeTobl 3a1MThHI HHpOpMaIUH.
Tema 5.1. BBenenue B kpuntorpaduueckue METOIbI 3alUTHl HHPOPMAIUH.

Uctopuueckuii ouepk pa3Butusi kpuntorpaguu. CHMMETpUYHas M acUMMETpPHUYHAs
kpurrorpadgusi. BeraucauTenbHO cioxkHbIe 3anaun MmateMatuku. Kpuntocuctema RSA. [lonsarue
KpunTorpaguueckoro nporokosa. CBoiicTBa MPOTOKOJIOB, XapaKTEPU3YIOIIUE UX O€30TaCHOCTbD.
CxembI 11 (poBOI TOMTUCH.

5. O6pa3oBare/ibHbIEe TEXHOJIOTHH, B TOM YHCJIE TEXHOJIOTMH 3J1eKTPOHHOI0 00y4eHHs U
AUCTAHIMOHHBbIE 00pa3oBaTe/ibHbIE TEXHOJIOTHH, HCI0JIb3yeMble MPU OCYLeCTBIEHUHN
00pa30BaTeIbHOIO NMpolecca Mo JUCHUITUHE

B nporiecce 00yueHus UCIIOIB3YIOTCS CASAYIOMNE 00pa30BaTeIbHBIC TEXHOJIOTHH:

AxageMuyeckas JeKuusi (WM JIEKIKs 00IIero Kypca) — mocieI0BaTelIbHOE U3JI0KEHUE
Marepuaia, OCyIIeCTBIIeMOe MPEUMYIIIECTBEHHO B BUIE MOHOJIOTa MpernoaaBareis. TpedoBaHus
K aKaJIEMUYECKON JICKITUU: COBPEMEHHBIN HAyYHBIN YPOBEHb W HACHINEHHAs HHPOPMATUBHOCTb,
yOenuTenpHas apryMeHTalusi, JOCTYIHAas M IOHATHAs peyb, 4YeTKas CTPYKTypa M JIOTHKa,
HaJIM4Yue SIPKUX MIPUMEPOB, HAYYHBIX JI0Ka3aTeIbCTB, 000CHOBAHUM, (haKTOB.

IIpoGiaemHass Jexknusi — H3IOKEHHE Marepuaia, NpPeanoarampiee MOCTaHOBKY
MpOOJEMHBIX M JUCKYCCHOHHBIX BOIMPOCOB, OCBEIICHHE pa3IMYHbIX HAYYHBIX MOJIXOJOB,
aBTOPCKHE KOMMEHTApHH, CBSI3aHHBIC C PAa3IMYHBIMH MOJEISIMU HHTEPHpPETAlH H3y4aeMoro
Matepuana. [IpobnemHas neKius HaunHaAeTCs C BOIPOCOB, C MOCTAHOBKH MPOOIEMbl, KOTOPYIO B
XO0Jle W3IIOKEHUS MaTepuana HeoOXOAMMO peluTh. B Jekiuu coderarorcs MpoOIeMHBIE H
uHpopmanoHHble Hauyana. [lpu 3TOM mpoiecc MO3HAHUS CTYIACHTOB B COTPYAHHUYECTBE U
JMaNioTe ¢ TperojaBareneM MpUOIMKaeTcsl K TOMCKOBOM, MCCIEI0BATENbCKONU JEeSITETbHOCTH.
Cogmepxanrie TpPOOIEMBbI pPACKpPBIBACTCS MYTEM OpraHu3alydyd TOUCKAa €€ peIIeHHs WIH
CYMMHUPOBAHUS M aHAIHN3a TPAIUIIMOHHBIX K COBPEMEHHBIX TOUEK 3pEHUSI.

IIpakTHYeckoe 3aHATHE — 3aHATHE, TOCBSAIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUH 1
HABBIKOB U 3aKPETICHHUIO MOJTyYEeHHBIX Ha JIEKIIUW 3HAaHUH.



DNeKTpOHHBINH yueOHbIH Kypc «be30nacHOCTh B COBPEMEHHOM MH(POPMALIMOHHOM cpeie» Ha
wiatgopme onnaitH-ooyuenus DemidOnline, B koTopom:

— IPEICTABIJIEHBI BUAEO-JIEKIUH 110 BCEM TEMaM JUCLUIIIMHBI U IPE3EHTALUN K HUM;

— IPEICTABIJIEHBI TEKCTHI JIEKIIMH 110 BCEM TEMaM JUCLUIUIMHBI;

— IPEICTABJICHBI MPaBUJIA IPOXOKACHUS IPOMEKYTOUHOM aTTECTAllUU IO AUCLUILINHE;

— IPEACTaBICHBbl TECTbl MO TEMaM JAUCLUUIUIMHBI JJI CaMOCTOSITENIbHOM paboThl
oOyJaronuxcs;

— mocpenctBoM  ¢GopyMa  OCYIIECTBISICTCS CHHXPOHHOE M (WJIM) aCHHXPOHHOE
B3aUMO/JICHCTBUE MEXJy OO0yJarolMMHCS M TpPENnojaBaTeieM B paMKaX H3Y4EHUs
JUCLUIUINHBIL.

6. [lepeyeHb JHIEH3MOHHOTO W (WJH) CBOOOAHO PACIPOCTPAHSIEMOr0 MPOrPaMMHOIO
o0ecrnevyeHns, MCMOJb3YyeMOro0 NPH OCYIIECTBJEHHMH O0O0pPa30BaTeILHOr0 TMpolecca Mo
AUCUHMIIHHE
B nporiecce ocymiectBieHns 00pa3oBaTebHOTO MPOIECcCa HCIIOIB3YIOTCS:
— TporpaMMHOE oOecredeHue JUIsl CO3[JaHus W JEMOHCTPAllMU  TPE3eHTAINH,
WJUTIOCTpAIUi U Ipyrux y4eOHbIX MaTepUasoB:
Microsoft Windows (B coctase Microsoft Imagine Premium Electronic Software
Delivery);
Microsoft OfficeSTD 2013,;
Virtual Box (cBo6oano pacrpoctpansiemoe I10);
— Ubuntu (cBo6oHO0 pacnpoctpansemoe [10);
— Kali Linux (cBo6oano pactpoctpansemoe [10).
— il ToucKka YydeOHOW nuTepaTypel OuOmmorekun Apl’Y — ABTomaruzmpoBaHHas
ounbnmoteunas napopmanronnas cucrema «bBYKHU-NEXT» (ABUC «byku-Next»);
— TIpU IPOBEJCHUHU JEKIUI UCIIOIB3YIOTCS MYIbTUMEAUMHbIE PE3CHTAIUY;
— TpU OPOBEACHUU JTAOOPATOPHBIX PAOOT UCHOJB3YIOTCS CPEICTBA BBIYUCIUTEIHLHOM
TEXHUKH, MOJIEP>KUBAOIINE IEPEUUCIIEHHOE TPOTPaMMHOE 0OecrieueHue.

7. IlepeyeHb COBpeMEHHBIX NPOdecCHOHANbHBIX 0a3 JaHHBIX W HH(OPMANMOHHBIX
CIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX IIPH OCYLIEeCTBJIEHUHN 00pa30BaTeILHOIO NpoLecca o
AUCHUILINHE

1. DnexTponnbie katanoru Hb SApIl'y

(http://www.lib.uniyar.ac.ru/opac/bk_cat find.php) conepskar 6ubarorpadbuuecKue 3amnucu
BCEX BUJOB JOKYMEHTOB, COCTaBJISIOMINX (POHT OMOIMOTEKH, HA PYyCCKOM M MHOCTPAHHBIX
SI3bIKAX.

2. dnekTpoHHAas1 0ub/IMOTeKa yueOHbIX MaTepuasioB SApl'y

(http://mww.lib.uniyar.ac.ru/opac/bk_cat_find.php) comepsxut 60sree 2500 MOTHBIX TEKCTOB
y4eOHBIX U y4eOHO-METOJAUYECKUX MATEepPHAIOB MO OCHOBHBIM M3y4aeMbIM TUCIUIUIMHAM,
W3JIaHHBIX B yHUBepcUTeTe. JIoCTyI B CeTH YHUBEPCHUTETA, JTUOO 10 JIOTUHY/TIApOIIIO.

3. CnpaBouyHo-nnpaBoBas cucreMa «KoHcyabTaHTILIIOCH

(https:/ /www.consulta nt.ru/) CIIpAaBOYHO-MIPaBOBasl CHUCTEMA IO 3aKOHOAATCIILCTBY
Poccuiickoit @enepanun.

4. CnpaBouyHo-npaBoBasi cuctema «["apant»

(http://www.garant.ru/) cipaBo4HO-TIpaBOBasi CHCTEMa IO 3aKOHOIaTeIbCTBY Poccuiickoit
denepanuu.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

8. IlepeyeHb OCHOBHOW W /IONOJHHUTEJIbHOH Y4YeOHOW JMTEpPaTypbl, pecypcoB
HH(OPMAIMOHHO-TEJIEKOMMYHHKAIIMOHHOI ceTn «MHTepHer» (IpH HEOOXOAMMOCTH),
PeKOMeHAyeMBbIX /ISl 0CBOCHHS I CUMIIIMHBI

a) OCHOBHas JIUTEpaTypa

a) OCHOBHAasI JTUTEepaTypa

1.

BezomacHocTh B coBpeMeHHOM nHpopManmoHHoi cpene. Yacte 1: yauebHoe nocodue.
B.H. Kusazes, .M. Mypun; fApocn. roc. yu-t um. ILI. lemunoBa. - Spocnasiib:
NHJNT O, 2021. — 158 c. [https://e.lanbook.com/book/75150]

Horagun, H. b. Apxutekrypa kommnetorepa : yuebHoe nocobue / H. b. loranun. —
4-e m3n. — Mocksa : Jlaboparopus 3nanuii, 2020. — 274 c.

bysa, M. K. Apxurtektypa kommbioTepoB . ydeOnuk / M. K. By3a. — MuHuck
Bermmiimas mkona, 2015. — 414 c. [https://e.lanbook.com/book/75150]

Cononesuy, A. B. Komnbrotepusie cetu : yuebHuk / A. B. CononeBud. — MuHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

Pakutun, P. FO. Komnbiotepusie cetu : yuebHoe nocodue / P. FO. Pakutun, E. B.
MockaseHko. —  bapnayn : AntI'T1Y, 2019. — 340 C.
[https://e.lanbook.com/book/139182]

Kopxuk, B. K. OcHoBbl kpuntorpaduu : yauedHoe nocodue / B. U. Kopxuk, B. A.
SxomeB. —  Camkr-Ilerepoypr :  HWatepmemms, 2017. — 312 c.
[https://e.lanbook.com/book/161359]

0) 1OMOJIHUTEIbHASA JINTEPATypa

0) 10MOJTHUTEJIbHAS JIUTEepaTypa

1.

Koncturynusa Poccuiickoit ®enepanuu: [OpUHATa BCEHAPOIHBIM T'OJOCOBAHHEM
12.12.1993 ¢ uzmeHeHUsAMH, OJOOPEHHBIMH B XOJIe OOIIEPOCCUHUCKOTO TOJIOCOBAHUS
01.07.2020]. — HocTyn u3 cnpaBOYHO-IIPAaBOBO CUCTEMbI «KOHCYIBTaHTILIIOC). —
TeKCT: 3IeKTPOHHBIN.

VYronoBHbI# Koneke Poccuiickoit denepanun: denepanbHbiii 3akoH ot 13.06.1996
Ne63-®3: [npunst TocymapcrBennoit Jymoit 24.05.1996]: (¢ u3MeHCHHMSAMH U
JOTOTHeHUsIMU ). — J{ocTyn U3 cripaBoOYHO-TIPaBOBOM cucTeMbl «KOHCYIBTaHTILIIOC).
— TeKcT: 3JIeKTPOHHBIM.

Konexc Poccuiickoit @enepanrii 00 aIMUHHCTPATUBHBIX IPaBOHAPYIICHUSIX:
®epnepanphbiii 3ak0H OT 30.12.2001 Nel195-®3: [mpunsar ['ocyaapcrtBenHoit [lymoit
20.12.2001]: (¢ W3MEHEHHSAMH W JOMOJHCHHUsAMH). — JIOCTYyll H3 CIIPaBOYHO-
MpaBoBOM cucTeMbl «KOHCYTBTAHTILIIOCY). — [ €KCT: AIEKTPOHHBIH.

TpynoBoit xoneke Poccuiickoit ®@enepanuu: dDenepanbubiii 3akoH oT 30.12.2001
Ne197-®3: [mpunst T'ocymapcrennoit Jlymoii 21.12.2001]: (¢ u3MeHEHUsIMH H
JOTIOTHEHUsIMU ). — J{oCTyT U3 CripaBOYHO-TIPaBOBOM crcTeMbl «KOHCYTBTaHTILIIOCY.
— TeKcCT: 2IIeKTPOHHBII.

®enepanbHblif 3akoH 0T 27.07.2006 Ne149-D3 «O06 nnpopmanyu, THPOPMALUOHHBIX
TEXHOJOTUSX W O 3ammure uHbopManum»: [npuHaT [ocymapctBenHoit [Iymoit
08.07.2006]: (¢ W3MeHEHHSAMH W JOTOJHEHHUAMH). — JIOCTYyll |3 CHpPaBOYHO-
MpaBoBOM cucTeMbl «KOHCYTBTAHTILIIOCY». — T €KCT: AIEKTPOHHBIM.

®enepanbHblil 3ak0H 0T 27.07.2006 Nel52-D3 «O nepcoHanbHbIX JaHHBIX»: [[IPUHAT
I'ocynapctBennoii Jymoii 08.07.2006]: (c M3MEHEHUSMH U JOTIOJHEHUSMH). —



10.

11.

12.

13.

14.

15.

16.

Hoctynm w3 cnpaBOYHO-IPaBOBOM  cucTteMbl «KOHCYJAbTAaHTIUIIOC». —TEKCT:
JJIEKTPOHHBIH.

[Tonoxxenne o mopsiike obOpaimieHust co CiyxeObHoi MH(popMarueil orpaHUYEeHHOTO
pactipocTpaHeHusi B (elIepalbHbIX ~ OpraHax  HCHOJHUTEIBHON  BIACTH,
YIIOJHOMOYEHHOM OpraHe YIpaBJIEHHUS MCIOJb30BAHUEM AaTOMHOM JHEpruu u
YIOJHOMOYEHHOM OpraHe IO KOCMHYECKOM JESITEIbHOCTH»: [yTBEpXKAECHO
[loctanoBnenuem IlpaBurenscrBa Poccuiickoit ®enepanuun ot 03.11.1994 Nel233]:
(C M3MEHEHHSIMU U JOMOJHEHHsIMHU). — JlOoCTylm M3 CpaBOYHO-NIPABOBON CHUCTEMBI
«KoHCynbTaHTIUIFOCY). — T €KCT: IIEKTPOHHBIN.

TpebGoBanmsi K 3amUTe TEPCOHANBHBIX JaHHBIX TPU WX 00paboTke B
MH(POPMAITMOHHBIX cucTeMax MEPCOHATBHBIX JTAHHBIX: [ yTBEp K I€HBI
[MocranoBnennem IIpaButensctBa Poccuiickoit @enepanuu ot 01.11.2012 Nel119].
— Jloctynn u3 cnpaBoyHO-ipaBoBOM cucTeMbl «KoHcynprantnllmtocy. —TekcT:
JEKTPOHHBIH.

[lepeuenr Mep, HampaBJIEHHbIX Ha OOECHEYEHUE BBINOJHEHUS O00sI3aHHOCTEH,
npeaycMoTpeHnsix  denepanbHbiM  3aKOHOM «O  MEpPCOHAIBHBIX JIAHHBIX» U
NPUHATBIMA B COOTBETCTBMHM C HUM HOPMATHUBHBIMH TIPAaBOBBIMH aKTaMH,
oTiepaTopamu, SBIISIOIIUMHUCS TOCYIapCTBEHHBIMH WJIM MYHHUITUTIATLHBIMU OpTaHaMU:
[yrBepxkaen IlocranoBnenuem IlpaBurensctBa Poccuiickoit ®epepanuu  oT
21.03.2012 Ne211]: (c M3MEHEHHUSIMH W JOTIOJIHEHHUSIMH). — JIOCTYyI W3 CIIPaBOYHO-
npaBoBoi cucteMbl «KoHcynbTanTnl Imtoc». —TeKCeT: 3MeKTpOHHBIN.

[Tonoxenne 00 0coGeHHOCTAX 00PabOTKU MEPCOHATBHBIX JAaHHBIX, OCYILECTBISIEMON
0e3 UCMONB30BaHUS CPEJICTB aBTOMaTu3aluu: [yrBepxiaeHo [loctaHoBineHueM
[IpaBurensctBa Poccuiickoit ®enepammu ot 15.09.2008 Ne687]. — J[octynm wu3
CIIpaBOYHO-TIPaBoBO crucTeMbl «KoHcynbTanTnl Lmroc». —TeKCT: AIeKTPOHHBIN.
TpeGoBanust k MaTepHaabHBIM HOCUTENSIM OMOMETPUUYECKUX MEPCOHATIBHBIX JTaHHBIX
U TEXHOJOTHSM XpaHEHHWs TaKuX JIaHHBIX BHE HMH(POPMAIMOHHBIX CHCTEM
MEepCOHAIBHBIX  JaHHBIX:  [yTBepxkaeHo  [locTtaHoBieHHEM [IpaBuTenscTBa
Poccuiickoit ®eneparuu ot 06.07.2008 Ne512]: (c M3BMEHEHUSIMH U TOTIOJTHCHUSIMHU ).
— Jloctyn u3 cnpaBoyHO-ipaBoBOM cucteMbl «Koncynprantnllmtocy. —TekcT:
3JIEKTPOHHBIMN.

Metouyeckie peKOMEHJAIMK M0 YBETOMJICHUIO YIIOJTHOMOYEHHOTO OpraHa 0 Havase
00pabOTKM TNEepCOHAIBHBIX JAaHHBIX W O BHECEHUU M3MEHEHHIl B paHee
MpEeACTAaBICHHBIC CBEJACHHS: [YTBEpXkKACHBI Nnpuka3zom Pockomuamzopa ot 30.05.2017
Ne94]: (c u3mMeHeHUSIMH U JOMOJHEHUsIMU). — JloCcTynm M3 CHpaBOYHO-TIPABOBOM
cuctembl «Koncynprantnllimtocy. —TeKCT: 37eKTPOHHBIH.

TpeGoBanust 1 MeTOAbl MO OOE3TUYUBAHUIO MEPCOHATBHBIX NAHHBIX: [YTBEP>KICHBI
npukazoM Pockomuamzopa ot 05.09.2013 Ne996]. — Joctynm u3 cHopaBOYHO-
npaBoBoii cuctembl «kKoucynbrantnllmocy. —TeKkeT: AMeKTpOHHBIIA.

CoctaB u coJep)KaHUE OPraHU3AIMOHHBIX U TEXHUYECKHX Mep MO 00eCleyeHHIO
0€30MacHOCTH TEPCOHANBHBIX JaHHBIX MPH UX 00paboTke B HMH(POPMAIMOHHBIX
CUCTEMax TMepCOHAJIbHBIX JaHHBIX: [yTrBepxkaeHbl npukazoM OCTIK Poccum ot
18.02.2013 Ne21]: (c u3MeHEHUAMH U JOTMOJHEHHsMHU). — JlocTynm U3 crpaBOYHO-
npaBoBoii cuctembl «KoHcynpTanTnllmoc». —TeKeT: 37eKTpOHHBIMN.

bazoBas Mozaens yrpo3 6e30mMacHOCTH MEPCOHANBHBIX JaHHBIX MPH UX 00paboTKe B
MH(OPMALIMOHHBIX CHUCTEMaX TMEepPCOHANBHBIX MaHHBIX (Bbimucka): [yTBepikieHa
3amecturenem aupekropa ®CTIK Poccum 15.02.2008]. — loctyn u3 crpaBOYHO-
npaBoBoi cuctembl «KoHcynpTanTnllmocy. —TeKcT: 3J1eKTPOHHBIMN.

MeTtouka ompeneNneHns aKTyadbHBIX yrpo3 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX
mpu uX 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JTAHHBIX:
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[yrBepxkaeHna 3amectuteneM aupexkropa @CTOK Poccun 14.02.2008]. — [octyn u3
crpaBO4HO-1IpaBoBOH cucteMsl «KoHcynpranTillmoc». —TeKeT: 3IeKTpOHHBIN.

17. CoctaB u coaepkaHue OpraHU3AIMOHHBIX M TEXHUYECKHX Mep MO 00eCHeueHHIO
0€30IIaCHOCTH TEPCOHAJBHBIX JAaHHBIX NpU UX 00paboTke B MH(POPMALMOHHBIX
CUCTEMAax IMEPCOHAJIbHBIX JaHHBIX C HCIOJIb30BAHUEM CPEACTB KPUITOIrpaduyecKoit
3amuThl  WHGOpPMAlMK, HEOOXOAMMBIX JUIS  BBINOJHEHHUS  YCTAaHOBJICHHBIX
[IpaButenbctBoM Poccuiickoit denepaunu TpeOOBaHMN K 3alUTE MEPCOHAIBHBIX
JMAHHBIX JJIs KaXIO0TO W3 YPOBHEH 3alIMIIEHHOCTH: [yTBepkIeHbl npukazom OCh
Poccun ot 10.07.2014 Ne378]. — JHocTyn 3 CIPaBOYHO-TIPABOBON CHCTEMBI
«Koncynbsrantnl irocy. —TeKeT: 3JIeKTpOHHBIN.

18. Meroanyeckne peKOMEHIAIMM N0 pa3pabOoTKe HOPMATHUBHBIX IPABOBBIX AaKTOB,
OTIPENENAIONIUX Yrpo3bl 0€30MaCHOCTH IEPCOHAIbHBIX JAHHBIX, aKTyaJlbHbIE IPU
00paboTKe MEPCOHANBHBIX JAaHHBIX B MH(MOPMALMOHHBIX CHUCTEMAaxX IEPCOHATbHBIX
JAHHBIX, OKCIUIyaTUPYEMBIX TIpU OCYIIECTBIEHUU COOTBETCTBYIOUIMX BHJOB
nesaTenbHOCTH: [yTBepxaeHbl pykoBoacTBoM 8 Llentpa ®CB Poccun 31.03.2015
No149/7/2/6-432]. — Hoctym u3 CIIPaBOYHO-TIPABOBOM CHCTEMBI
«Koncynbrantnl Imrocy. —TekeT: 2IeKTpOHHBIN.

19.TOCT P 51275-2006 3amuta uabpopMmarmu. O0bekT uHpOopMaTH3ammu. DakTopsI,
BO3/ICHCTBYOmMHKE Ha wHpopmaruio. O0mniue nojoxenus. — JlocTynm U3 CrpaBOYHO-
npaBoBoii cucteMbl « TEXOKCIIEPT). —TekcT: 351eKTpOHHBII.

20. ®naenos, M.E. Linux rmazamu xakepa. 5-e¢ m3a. / ML.E. ®nenos. — CII6. : BXB-
[etepOypr, 2019. —416 c.

21. JIag, P. Linux. CuctemHoe nporpammupoBanue. 2-¢ u3z. / P. JlaB. — CII6. : ITutep,

2014. — 448 c.
22. Yopn, b. Bayrpennee ycrpoiictBo Linux. / b. Yopa. — CII6. : ITurep, 2016. — 384
c

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnekTpoHHBI
pecypc] — DnekTpoH. TekcToBble AaH. —Ilocinennee obnoBnenue : 16.11.2020. —
Pexum JlocTymna:
https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html.

9. MaTtepuajbHO-TeXHUYeCKas 0a3a, He0OX0AMMAas 1151 OCYIECTBIEHHS
o0pa3oBaTeILHOTO MpoIecca Mo AUCHUIINHE

MarepuanbHO-TeXHUYECKast 0a3a, HeoOX0IUMas T OCYIIECTBICHHS 00pa30BaTEILHOTO
IpoIiecca Mo AUCIMIUIMHE BKIIIOYAET B CBOI COCTaB CHENUAIBHBIC TOMEIICHHS:

-y4eOHBIC ayTUTOPUU ISl TPOBEICHHS 3aHATU JIEKIIMOHHOTO THIIA;

-y4eOHBIC ayIUTOPUU Ul TIPOBEACHUS J1a00PaTOPHBIX PabOT, OCHAIICHHBIE CPEICTBAMH
BBIYMCIIMTENEHON TEXHUKH, IOJACPKUBAIOIIMMU TIPOrpaMMHOE oOecIieueHrne, yKa3aHHOE B
MyHKTE 6;

- yuyeOHbIE ayUTOPUH sl IPOBEACHUS TPYIITOBBIX M MHUBUIYaJIbHBIX KOHCYJIBTALIUI;

- y4eOHbIE ayIUTOPUHU JUIS TPOBEICHUS TEKYLIEr0 KOHTPOJS W TPOMEKYTOUYHOM
aTTeCTaIluH;

- MOMEIICHUS ISl CAMOCTOSITEIbHON pabOTHI;

- TOMEUICHUS Ui XpaHEHUs W TNPO(UIAKTHYECKOTO OOCITY)KHBAHUS TEXHHUUECKHX
CpeAcTB 00y4YeHHUS.
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https://software.intel.com/content/www/us/en/develop/articles/intel-sdm.html

[TomertieHust 111 CaMOCTOSITEILHONW pabOThl OOYYAIOIIUXCSl OCHAIICHBI KOMITBIOTEPHON
TEXHUKOW C BO3MOYKHOCTBIO TOJAKIIOYCHUS K ceTh «MHTepHET» M oOecreueHrueM J0CTyma B
ANEKTPOHHYIO MH()OPMAIIMOHHO-00pa30BATEIBLHYIO CPEly OpPTraHU3aLHH.

Yucno mocajoyHbIX MECT B JICKIIMOHHON ayAMTOpUHU OoJblIe JIMOO PaBHO CHHCOYHOMY
COCTaBy IIOTOKAa, a B ayAUTOPUM Ui NPAKTUYECKUX 3aHATHH (CEMHUHApOB) — CIHCOYHOMY
COCTaBY I'PYIIILI 00YJIAFOIIAXCS.

ABTOP(BI):
Kanz. gus.-Mar. HayK : Mypun JI. M.
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IIpunosxenne Nel k paGoueii nporpamMme JMCIHHILTHHBI
«be3onacHocTb B coBpeMeHHO HHPOPMALMOHHOM cpeae»

D oHI O1LIEHOYHBIX Cpeacrs
AJIS IIPOBEACHU S TeKyIIIeﬁ H HpOMeHCyTO'{HOﬁ aTTeCTaluu CTYA1€HTOB
mo JTuCHUIIJIMHE

1. TunoBble KOHTPOJILHBIE 32JaHUS UM MHbIE MATEePHAJIbI,
Heo0XoAuMBble /U1 OLleHKH 3HAHMI, YMeHH I, HABBIKOB U (IJIM) ONbITA 1eATeJIbHOCTH,
XapaKTepu3ylumuXx 3Tanbl GopMHUPOBaHUS KOMIIETeHIM I

1.1 KOHTpOJ’leLIe 3a/laHUA U HHBIEC MaTepHualbl,
HCII0JB3YEMBIE B IIpOoLECCe TeKleIeﬁ aTreCTalluu

Tect no Teme 1.1 IlpaBoBble 0CHOBBI 00ecnieueHnsi UHGPOPMAMOHHOI 6€30MACHOCTH

Kakue moioxeHus, cBsi3aHHBIE ¢ BolpocaMu oOpaOOTKK MHGOpMaIUK, 3aKperieHbl B
Konctutynun Poccniickoit ®deneparumn?

a) [IpaBo Ha HENTPUKOCHOBEHHOCTH JIMYHON U CEMEHHOMN TalHbI.

6) [IpaBo Ha 06paboTKy J1t000# MHGOPMaIUH JTFOOBIM BO3MOKHBIM CIIOCOOOM.

B) 3ampeT Ha 00paboTKy HH(POPMAIIMU O YaCTHOM )KU3HU JInla 0e3 ero coryiacusi.

r) [IpaBo Ha nony4yeHue rpakJjaHaMH JIOIycKa K TOCyIapCTBEHHOMU TaifHe.

Kakue Buasl mHdopmanmu o0s3aTebHO TpeOyeTcsl 3aliuiiaTh B COOTBETCTBHH C
3akoHo iatenbcTBOM Poccuiickoit denepanyu:

a) Uadopmanust 11 c1y»keOHOTO 1MOIH30BaHMS.

0) I[lepconanbHbIC TaHHBIE.

B) ['ocynapcTBenHas TaiiHa.

r) BpaueGnas TaiiHa.

n) Bce nepeuncnennsle.

B cootBerctBuM ¢ @enepanbHbiM 3akoHOM «O0 nHpopmanyu, UHGOPMATUOHHBIX
TEXHOJIOTUSX U 3aiiuTe nHpopMauum» nHGopMarus — 3To:

a) JIroOble naHHbIe, IpecTaBICHHbIE HA MAaTEPHAILHOM HOCHUTEIIE.

0) Cenenus (CooOIICHHMS, TaHHBIE), HE3aBUCUMO OT (DOPMBI UX MPEICTABICHUS.

B) He sHeprust u He marepusi.

r) CBeneHus, BOCIpUHUMAEMble YEJIOBEKOM M (WJIHM) CIEMAIbHBIMU YCTPOICTBAMU
KaKk oOTpakeHHe (PaKTOB MaTepUaIbHOIO WM JYXOBHOTO MHpa B Ipolecce
KOMMYHHKAIIH.

UTo W3 mepedrcIeHHOro MOXKHO paccMaTpHBaTh Kak 0a3y JaHHBIX B COOTBETCTBUU C
3aKOoHOJIaTeNbCcTBOM Poccuiickoit denepanuu:

a) EXCEL tabnuity ¢ ynopsiioueHHOM U CTPYKTYpUPOBAHHON HHPOPMAIIHEH.

6) daiin popmara DOC, B KOTOpPOM CO3/1aH CITUCOK CITyLIaTeael 3TOH MporpamMmal.

B) Kaproteky peructpaTypbl yupexIeHUs 3{paBOOXPAHEHHUS.

r) Bee nepeuncnennsie.

LenocTHOCTH MHpOPMALIUU — 3TO:

a) OO0si3aTenbHOE Ul BBITOJHEHHS JMLOM, MOJTYYHMBLIIMM JOCTYN K ONpEAETICHHOM
uHpopmanuy, TpeOboBaHME HE IepelaBaTh Takyl0 MHGOpPMAIMIO TPETbUM JuUlaM 0e3
coryacus ee o0nagaresns.

6) CocrosiHue nHpOpMaIUH, IPH KOTOPOM OTCYTCTBYET JII000€ €€ U3MEHEHHUE MO0
M3MEHEHHE OCYLIECTBISETCA TOJIBKO MpEeTHAMEPEHHO CYObEKTaMHu, UMEIOLIMMH Ha HETOo
paBo.
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10.

B) BO3MOXXHOCTBH nOJTydeHust HHPOPMAIIUH U €€ UCTIOIb30BaHusl.
Ha reppuropuu Poccuiickoin denepanuu 3anpeiieHo pacnpocTpaHeHHE:

a) Madopmanuu, KoTopasi HarpaBjeHa Ha IpoNaraH1y BOHHBI.

0) Kommepueckoii TaifHbI.

B) MH(dop™marim, KoTopasi HarpapiieHa Ha pa3kKUT'aHUE PEITMTHO3HON HEHABHUCTH.

r) [lepcoHATBHBIX TAHHBIX.
['paxnaHuH WK IOPUANYECKOE JIMIO, OCYIIECTBISAIONUIUE AEATEIbHOCTD 10 AKCIUTyaTalluu
MH()OPMAMOHHON CHCTEMBI, B TOM YHCIIE TI0 00paboTKe HHPOPMAIIHH, COAepIKAIICHCS B
ee 0a3zax JaHHBIX — 3TO:

a) O6nanarens nHGOPMAITHH.

0) OnepaTop MHPOPMAITMOHHON CHCTEMBI.
Ecnu He onpeneneno MHOTO, onepaTopoM HHPOPMAITMOHHOM CUCTEMBI SIBIISIECTCS

a) O6nagatens nHGOPMAITUH.

06) CoOCTBEHHHMK HCHOJIB3YEMbIX Ui 00paOOTKMU cojaepxkalieiicss B 0azax JaHHBIX
nH(OPMAINN TEXHUICCKUX CPEJICTB.

B) Jlumo, ompexpenstomee 1enu oOpabOTKM HMH(POpMAMU M OCYIIECTBIISIONIEE
00paboTKy HH(pOpPMAITHH.
He mMoxeT ObITh OTpaHUYeH JOCTYII:

a) K nundopmannu o coctossHuu oKkpyxKarouieit cpeasl.

0) K mepcoHaJIbHBIM JJTaHHBIM TOCYIaPCTBEHHBIX TPAKIAHCKUX CITY)KAIUX.

B) K nndopmanuu, xpansiencs B OTKpbITHIX pOHAAX OUOIHOTEK.

r) K cBenennsmM o 30710TOBamOTHEIX 3anacax Poccutickoii deaepanum.
Kaxkyto 0TBETCTBEHHOCTh MOXKET TOBJICYh HapylieHne TpeOoBanmii dDenepaabHbBIX
3aKOHOB:

a) YTOJOBHYIO.

0) HucuunmunapHyto.

B) AIMUHUCTPATHUBHYIO.

r) ['paxk1aHCcKO-TIPaBOBYIO.

1) Bce nepeuncriennsle.

Tect mo Teme 1.2 3ammTa NepcOHAIbLHBIX JAHHBIX

[TepconanpHbIE JaHHBIE — 3TO:

a) CeemeHus o CyOBEKTe NEPCOHAIBHBIX JAaHHBIX HE 3aBUCHMO OT (OPMBI HX
NPEACTaBIICHHS.

0) Jlrobas nHpopManus, OTHOCSIIAsICA K MPSMO WIM KOCBEHHO OTIPENICICHHOMY WIIN
ornpenensieMoMy (GU3NIECKOMY JIUIY (CYOBEKTY NEPCOHANBHBIX JaHHBIX).

B) Jlto0ass mHpOpMamus, OTHOCSINASACS K ONPEACICHHOMY WM OIpEIesieMOMY
¢buznueckomy uIy (CyObeKTY MepCOHAIBHBIX JaHHBIX).

r) JlroGast nHpOpMAIHsL, OTHOCAIIASACS K ONPEACICHHOMY WM ONpEAeIsIeMOMy Ha
OCHOBAaHMHU Takoi MHpopMamu puznyeckoMy JUIY (CYOBEKTY MEPCOHAIBHBIX JaHHBIX),
B TOM 4HcCJie ero (paMuiusi, uMs, OTYECTBO, TOJI, MECSI, 1aTa U MECTO POXKAEHUS, ajpec,
ceMeiiHoe, coLualbHOE, MMYILIECTBEHHOE IOJIOKEHUE, o0Opa3oBaHue, mpodeccus,
JOXO/Ibl, Ipyrasi HHpopMarus.

Ha kakue oTHOLIEHMs HE pacmpocTpaHsercs aeictBue ¢enepanbHoro 3akoHa «O
NEePCOHAIBHBIX JAHHBIX»?

a) Ha 06paboTKy nepcoHaIbHbBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM TOPSJIKE K
CBEJICHUSIM, COCTaBJISIIOIIMM TOCYIapCTBEHHYIO TaiHYy.

6) Ha 06paboTKy nepcoHaIbHBIX JAHHBIX, HEOOXOIUMYIO ISl OCYLIECTBICHHS MIPaB U
3aKOHHBIX HHTEPECOB ONEPaTOPa MM TPETHUX JIHIL.
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B) Ha 00paboTky nepcoHambHBIX JaHHBIX, HEOOXOIUMYIO JJIsl UCTIOJTHEHUS CY1€0HOTO
aKTa.

r) Ha o0pabGoTKy mepcoHalbHBIX AAHHBIX (PU3UYECKUMH JIMIAMH HCKIIOUUTEIHEHO
JUISL JIMYHBIX M CEMEWHBIX HYXKI, €CIIM TPU 3TOM HE HapyIIaloTCs MpaBa CyOBEKTOB
MEPCOHATBHBIX JaHHBIX.

n) Ha o00pabGoTKy mnepcoHaNbHBIX JaHHBIX, MOAJIEKAIIUX ONMYOIMKOBAHUIO WIIU
00513aTeIIbHOMY PaCKpPBITHIO B COOTBETCTBUH C (DeiepaaIbHBIM 3aKOHOM.

e) Ha o00paboTky mnepcOHaJbHBIX [AHHBIX, HEOOXOAMMYIO [UIsl OpTaHU3alUU
XpaHEHHUs, KOMIUIEKTOBAHHs, ydeTa W WCHOJB30BAHUS COJEP)KAIIUX TEPCOHAIBHBIX
JAHHBIX APXMBHBIX TOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEIHCTBOM 00 apXWBHOM
nene B Poccuiickoit @enepanuu.

3. ®enepanbHbIi 3aK0H «O TEPCOHATBHBIX JaHHBIX» PETYIUPYET OTHOIICHUS, CBSI3aHHBIC:

a) MckmounTenbHO ¢ 00paboTKOM MEePCOHANBHBIX JAHHBIX C HCIOJIb30BAaHUEM
CpeACTB aBTOMATH3AIINH.

6) C 006paboTKOI MEePCOHAIBHBIX JAHHBIX, HE3aBUCHUMO OT TOTO 00padaThIBAIOTCS JIU
OHH C UCTIOJIL30BAHUEM CPEJICTB aBTOMATH3AIUH HJIH HET.

B) C  00pabOTKOM TEPCOHANBHBIX JaHHBIX C  HCIOJB30BAaHUEM  CPEACTB

aBTOMATH3AIMH, a TAKXKE C 00pabOTKOM MEPCOHAIBHBIX JaHHBIX 0€3 HCIIOJIh30BAHUS
CpEACTB aBTOMATH3AIlMH, €CIH Takas 0O0pabOTKa COOTBETCTBYET XapakTepy JCHCTBHIA,
COBEPIIAEMBIX C TIEPCOHATBHBIMHA JJAHHBIMHU C UCTIOJIB30BAHUEM CPEJICTB aBTOMATH3AIINH.

r) C o0paboTKOM TEpCOHANBHBIX JaHHBIX 0€3  HCIOJB30BaHMUS  CPEICTB
aBTOMaTH3AIHH.

4. JleWicTBUs, B pe3ylbTaTe KOTOPHIX CTAaHOBHUTCS HEBO3MOXKHBIM 0€3 HCHOJIb30BaHUS
JOTIOTHUTENBHOW MH(QOPMAIMK ONPEAETUTh MPUHAJICKHOCTh NEPCOHATBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY NepCOHAIbHBIX JaHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX JAHHBIX.

0) YHUUTOXCHHUE IEPCOHATBHBIX JAaHHBIX.

B) O0e3nmnunBaHne EPCOHATBHBIX JaHHBIX.

r) [lepeBos nepcoHalbHBIX JAHHBIX HA APXUBHOE XpaHEHHE.

5. JlelicTBus, B pe3ynpTaTe KOTOPBIX 8peMeHHO TpEeKpalaeTcss 00paboTka nepcoHaIbHbIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX JAHHBIX.

0) YHUUTOKEHHE TEPCOHANBHBIX JaHHBIX.

B) O6e3nMunBaHue MePCOHANTbHBIX JAHHBIX.

r) [lepeBoa nepcoHaNbHBIX JAHHBIX HA APXUBHOE XpaHEHHE.

6. Kakue u3 nepeuncieHHbIX JEHCTBUI ¢ TePCOHANIBHBIMU IaHHBIMHU SBIISIIOTCA 00pabOTKOM
MePCOHATBHBIX TaHHBIX:

a) XpaHeHHe MEePCOHATbHBIX TaHHBIX.

0) 3anuch MepcoHaNbHBIX TAHHBIX.

B) O6e3nMunBaHue MePCOHATBHBIX JAHHBIX.

r) YaneHue nepcoHalbHbIX TaHHBIX.

7. C rouku 3penust penepaapbHOro 3aKoHa «O MEepPCOHANBHBIX JAHHBIX)» OMEpPaTop — 3TO:

a) ['ocynapcTBeHHBIN OpraH, MyHUIIUNIATbHBIN OpraH, PUIHYECKOe WK (HU3HUecKoe
JUI0, CaMOCTOSITENIbHO WM COBMECTHO C JPYTMMHU JIMIIAMHU OpPTaHu3ylomue U (UiIH)
ocymecTBsitonue oo6padotky I1/[H, a Takxke ompenenstomue enu odbpadotku [1/1H,
coctaB [1/11, moanexamux o0paboTke, neicTBus (omepaiuu), coBepiiaemsbie ¢ [1/[H.

6) I'paxgaHMH WM IOPUIMYECKOE JIMIO, OCYLIECTBISIONIME JESATEIbHOCTh IO
IKCIUTyaTallul MHQOPMAIIMOHHON CHUCTEMBI, B TOM 4YHCIe 1Mo 00paboTke MH(OpMAIHH,
coJiepxarieiics B ee 0a3ax JaHHBIX.

8. O06paboTka mepcoHANBHBIX JaHHBIX:
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10.

11.

12.

13.

14.

15.

a) He nomyckaercs 6e3 cornacus CyObeKTa MepCOHATbHBIX TAHHBIX.

0) JloikHa OrpaHMYMBATBHCS JTOCTH)KEHHEM KOHKPETHBIX, 3apaHee OMpPEACTICHHBIX U
3aKOHHBIX LIEJICH.

B) He momyckaercst B ciydasix HECOBMECTHMBIX C HEISMU cOOpa IMEpCOHAIBHBIX
JTAHHBIX.

r) Jlo/mKHA OCYIIECTBIATHCS HA 3aKOHHOMU U CIIpaBEAJIMBON OCHOBE.

O06paboTKa MepcoHANbHBIX JAHHBIX JOMYCKACTCS:

a) C cormacusi cyObekTa MepCOHAIBHBIX JAaHHBIX Ha 00pabOTKY €ro mepcoHalbHBIX
JTAHHBIX.

0) B ciyuasx, eciau oHa He0OX01MMa JIJIsl UCTIOJIHEHUS CYAA€OHOTO aKTa.

B) B cayuasx, ecnmu oHa HeoOxoauma Mjisi OCYIIECTBJIEHUS MPOGEeCcCHOHATHHOU
NESITeIbHOCTH JKypHalIMCTa M (MJIM) 3aKOHHOM JEATEIbHOCTH CpEeACTBa MacCOBOM
nHpopmanuu.

r) B caydasx, ecniu Benmercss oOpaOOTKa MEPCOHAIBHBIX MaHHBIX, MOJUIEKAIINX
OTNyOJIMKOBAHUIO B COOTBETCTBHH C 3aKOHOIaTeILCTBOM Poccuiickoit denepanuu.

KTo Hecer OTBETCTBEHHOCTH 3a JCHCTBHS FOPHIMYECKOTO JIMIA, KOTOPOMY IOpydeHa
00paboTKa IepCOHANBHBIX JIaHHBIX, TIEpe] CyObEKTOM TEPCOHAIBHBIX TAHHBIX?

a) Omeparop.

0) FOpuamdeckoe auI0, KOTOPOMY MOPYUUITH 00PabOTKY.

B) Huxro.

r) Pockomuamzop.

B nmopy4yenun o6paboTKu TODKHBI OBITH 00S3aTEIHFHO OTIPEICTICHBI U YKa3aHBbI:

a) [lenmn 06pabOTKM MEPCOHATBHBIX TAHHBIX.

0) CyObeKkThl TEepCOHANBHBIX JaHHBIX, YbH TIEPCOHAIBHBIE JaHHBIE OyIyT
00pabaThIBaTHCS MO TIOPYUYEHHIO.

B) TpeGoBanums K 3anuTe 00padaThIBaeMbIX MEPCOHATBHBIX JaHHBIX.

r) CpencrtBa 3ammThl WH(DOpPMAIMK, KOTOpPhIE HEOOXOJAMMO TMPHUMEHSTH
IOPUANYECKOMY JIUILY, KOTOPOMY MopydeHa o0paboTka NepcoOHAIbHBIX JaHHBIX.

Ha xom nexuT 0043aHHOCTB 0 J0Ka3aTeNbCTBY MOMYYeHHsI corjacus OT cyObeKTa
MePCOHATBHBIX JAaHHBIX?

a) Ha PockomHuamzope.

0) Ha ropuaudyeckoM Jniie, KOTOPOMY MOPYIHITH 00pabOTKY.

B) Hu Ha koM.

r) Ha oneparope.

Cornacue cyObeKTa NepcoOHaIbHBIX IaHHBIX JOJDKHO BKIIOYATh:

a) [lacopTHbie AaHHBIE CYOBEKTa MEPCOHATIBHBIX JAHHBIX MM €r0 3aKOHHOTO
MIPEICTaBUTES.

6) KoHTakTHBIEC TaHHBIE JTUIA, OTBETCTBEHHOTO 33 OPraHU3alni0 00paboTKU
MePCOHATBHBIX JAHHBIX.

B) Azpec omeparopa.

r) ®amunuu, UMeHa 1 OT4eCTBAa (PU3MUECKUX JIUL], KOTOPHIE OCYLIECTBISIOT
00paboTKy NMepCcOHABHBIX JJAHHBIX [0 MOPYYEHUIO Olleparopa.

B ciiyuae cMepTu cyObeKkTa nepcoHalbHBIX JaHHbIX:

a) [lonyuars corimacue Ha 00pabOTKy €ro MepcoHaIbHBIX JAHHBIX TpeOyeTrcs y
HACJIe/IHUKOB CYOBEKTa MEePCOHAIBHBIX TaHHBIX.

6) ITonydats coriacue Ha 006pabOTKY €ro MepcoHaIbHBIX JTAaHHBIX TpeOyeTcs y
Pockomuanzopa.

B) [lommyuats cornacue Ha 00pabOTKY €ro nepcoHaJIbHBIX JAHHBIX HE TpeOyeTcs.

K cniermanbHBIM KaTerOpHsiM MEPCOHANBHBIX JAHHBIX OTHOCSTCS:

a) CBelleHHsI, KacaloIKecs: pacoBOI MPHHAICKHOCTH.
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16.

17.

18.

19.

20.

21.

0) CBeneHus, Kacaroluecs rpaxIaHCTBA.

B) CBeieHus1, Kacaromuecs MOJTUTUYECKUX B3TJISI0B.

r) CBeneHusl, Kacaroluecs MHBAJIUHOCTH.

C touku 3penus ¢penepaabHOro 3akoHa «O MepCOHANBHBIX JAHHBIX» K OMOMETPHUYECKUM
[IEPCOHAIBHBIM JAHHBIM OTHOCSTCS:

a) Bce cBenmenus, KoTopbie XapakTepU3YIOT (U3HOJOTHUYECKHE U OHUOJIOTMYECKUE
0COOEHHOCTH YEJIOBEKA, HA OCHOBAHUHU KOTOPBIX MOKHO YCTAHOBHUTH €T0 TMYHOCTb.

0) CBeneHusi, KOTOpble BHOCATCA B 0a3y OHMOMETPUYECKMX JAaHHBIX TIpakJaH
Poccuiickoit @enepanun.

B) Bce cBeneHusi, KoTopble XapaKTepU3YIOT (PU3UOJOTHYECKUE U OHOJOrHYEcKHe
OCOOEHHOCTH Y€JIOBEKa, HA OCHOBAaHMHM KOTOPBIX MOYKHO YCTAaHOBMTBH €0 JINYHOCTb, U
KOTOPBIE UCIIOJIb3YIOTCS JUIl YCTAHOBJIEHUS €0 IMYHOCTH.

Kto 00s3an yOemuThCcsi B TOM, YTO WHOCTPAaHHBIM TOCYIAapCTBOM, Ha TEPPUTOPHIO
KOTOPOTO  OCYILECTBJISIETCSl Iepefadya IEepPCOHAJIBHBIX JaHHBIX, OO0eCIeynuBaeTCs
aJIeKBaTHAsl 3al[UTa MIPaB CyObEKTOB MEPCOHAIBHBIX JIAHHBIX ?

a) Oneparop.

0) FOpuamdeckoe auI10, KOTOPOMY MOPYUUITH 00PabOTKY.

B) Huxro.

r) Pockomuamzop.

CyObeKT nepcoHalbHBIX JaHHBIX UMEET IPAaBO Ha MOJy4YeHHE Cienyromel nHpopManuu,
Kacatoleicsi 00paboTKH ero nepcoHalIbHbIX JaHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 1€/ 00pabOTKH MEPCOHATBHBIX JAHHBIX.

6) IlouMeHHBI nepeueHb COTPYAHUKOB OIepaTopa, KOTOPhIE UMEIOT JIOCTYH K €ro
MepPCOHAIBHBIM JAHHBIM.

B) CBeneHMs 00 OCYIIECTBICHHON WM O MPEANoaracMol TpaHCTPaHUYHOM
nepenavye JaHHBIX.

r) CBeieHUs 0 IPUMEHSIEMbIX OTIEPAaTOPOM CPENICTBAX 3aIUTHI HH(OPMALIKH.

[IpaBo rpakmanwHa Ha TMOJdydeHUe UWHMOpPMAIMK, Kacaroueincs o0paboTKH ero
MEePCOHAIBHBIX TAHHBIX, MOXKET OBITh OTPAHUYEHO:

a) Ha ocHoBaHuu 3asBIeHUs IPyroro cCyoObeKkTa MepcoHaNbHbIX TAHHBIX.

0) B ciyuasx, ecnmu o0paboTKa MepCOHANBHBIX TAHHBIX OCYIIECTBISETCS B CIydasX,
MPEeyCMOTPEHHBIX 3aKOHOJATeNbcTBOM Poccuiickoit ®enepauri 0 TPaHCIOPTHOM
0€30MacHOCTH.

B) B ciyuasx, ecnu oOpaboTka NMepCOHATBHBIX JAHHBIX OCYILECTBISETCS B LIETSAX
000pPOHBI CTPaHbI, 0€30MACHOCTH TOCYAAPCTBA U OXPaHbI IPABOMIOPSAKA.

r) B caydasx, ecnn oOpaboTka mepcoHanbHBIX JAHHBIX OCYIIECTBIISETCS B paMKax
3aKOHHOM JEATEIbHOCTU CPECTBA MAaCCOBON HH(POPMAIIHH.

KouTpons u Hag3op 3a BBIIOJIHEHHEM Mep M0 OOecheueHuto 0e30macHOCTH
MePCOHATBHBIX JAaHHBIX OCYIIECTBIISIET (OCYIIECTBISIOT):

a) MunakomcBsi3u Poccun.

6) PockomHa30p.

B) @®Cb Poccum.

r) ®CTOK Poccun.

Kakoii opran rocyaapcTBEHHOU BJIaCTH MMEET MPAaBO O3HAKOMJICHUS C MEPCOHAIBHBIMU
JAHHBIMU TIPU OCYIIIECTBICHUN KOHTPOJIbHBIX U MPOBEPOYHBIX MEPOTIPUSTHIL?

a) ®Cb Poccumn.

0) Pockomuamzop.

B) ®CTOIK Poccun.
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22. Jlutia, BHHOBHBIC B HAPYIICHUH IMOJIOKECHUN 3aKOHOIaTeNIbeTBa Poccuiickoit denepanuun
B 00JIaCTH MEpPCOHATBHBIX JAHHBIX MPU 00pabOTKE MEePCOHATBHBIX JAaHHBIX pPAOOTHHKA,
MOTYT OBbITh IPUBJICUYEHBI:

a) K yroyioBHOM OTBETCTBEHHOCTH.

0) K qucuurimHapHO# OTBETCTBEHHOCTH.
B) K anMuHuCTpaTHBHON OTBETCTBEHHOCTH.
r) K marepuasibHO OTBETCTBEHHOCTH.

Tect mo Teme 1.3 Oprann3anuoHHbIe OCHOBBI o0ecniedeHnst HHPOPMAMOHH 0¥
0€301aCHOCTH

1. Pacnosioxxute B mpaBUILHOM MOPSIKE TAIbl padOT MO 00ECTIEUSHUIO OE30TTaCHOCTH
nHpopmanuu.
1) OreHka COOTBETCTBHUS 00BEKTa HHPOPMATH3AITHH.
2) BoisiBiieHue v aHaM3 HHPOPMAIIMOHHBIX aKTHBOB.
3) IIpoekTupoBanue (pa3paboTKa) CHCTEMBI 3aIUTHI HHPOPMAITHH.
4) dopmupoBaHKe TPEOOBAHUIT K 3a1IUTe HHOOPMAITHH.
5) BueapeHue cucteMbl 3aluThl HHPOPMAIIHH.
6) DKcruTyaralys CUCTEMBbI 3alIUThl HH)OPMAITUH.

a)1)2)3)4)5)6).
0)4)2)3)5)1)6).
B)2)4)3)5)6) 1).
r)2)4)3)5)1)6).

2. Ilycts He 00e3TMYEHHbIE MEPCOHATbHBIE JaHHBIE O COCTOSIHUU 3[I0POBBSl BCEX TpakJaH
SApocnaBckoit o6mactu 00pabaThiBalOTCsl B MHOOPMAIMOHHOM CHUCTEME, UISI KOTOPOM
aKTyaJlbHbl YIpO3bl CBSA3aHHBIE C IKCIUTyaTalluel ys3BUMOCTEH B MPUKIATHOM, HO HE B
CHUCTEMHOM IporpaMmmMHOM oOecrnieueHnu. Kakoil ypoBeHb 3aIIUIIEHHOCTH JIOJIKEH OBITh
YCTaHOBJICH JUIsl TAKMX NEPCOHABHBIX JAHHBIX?

a) Y31.
0) V32.
B) V33.
r) V34,

3. IlycTb He 06e3nrueHHbIe TepCOHAIbHbIC JaHHbBIE B TOM uncie GoTorpadusi COTpYAHUKOB
nebonpimoro (o 10 000 corpymHukoB) mpennmpustus 00padaThIBAlOTCA B CHUCTEME
KOHTPOJISI U YIPABIEHUS JOCTYIOM, JUIsl KOTOPOM aKTyallbHbI YrpO3bl HE CBS3aHHBIC C
JKCIUTyaTaIel ya3BUMOCTEH B MPUKIAJAHOM U CUCTEMHOM MPOTPaMMHOM OOeCTIeueHUN.
Kakoif ypoBeHb 3alllMIEHHOCTH JOJDKEH OBITh YCTAHOBJICH ISl TaKUX IMEPCOHATIBHBIX
TAHHBIX?

a) Y31.
0) ¥Y32.
B) V33.
r) Y34.
4. BHenrHue HapyIIUTEIN PeaTn3yloT YTPO3bI:
a) 13 BHenTHuX ceTeil CBA3M OOIIETO MOIh30BAHMUS.
6) HenocpenctBeHHO B MH()OPMAIIMOHHBIX CUCTEMAX.
B) U3 cereit Mexx1yHAPOTHOTO HH(DOPMAIIMOHHOTO OOMEHA.
r) Haxopsce B mpegenax KOHTPOIUPYEMO 30HBI.
5. TlpuMepamu BHEITHUX HAPYIIUTEIEH MOTYT SIBISITHCS:
a) [Tonp3oBarenu MHPOPMAITIOHHON CHCTEMBI.
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10.

11.

12.

13.

0) Konkypupyromiye opraHu3aiuy.

B) HenoOpocoBecTHbIC MapTHEPHI.

r) OOCITY>KUBAIOIIHIA TIEPCOHAT OpPraHU3aIlUH.
[IpuMepamMu BHYTpEHHUX HApyIIUTEIEH MOTYT SIBISATHCA:

a) AIMUHUCTPATOPbI 0€301MaCHOCTH HHPOPMALIMOHHBIX CUCTEM.

0) CroponHue GU3NICCKHEC JTUTIA.

B) Jlnna, obecrieurBaroIiye cConpoBOKICHUE IPOIrPaMMHOT0 00€CIIEUEHMSL.

r) KpuMuHanbHBIE CTPYKTYPHI.
K 00BeKTHBHBIM yrpo3aM OTHOCSTCS:

a) OmmOKM 00CITY)KUBAOIIETO MTEPCOHAA.

0) Hedektbl, cOOM M OTKa3bl, aBAPUU TEXHUYECKUX CPEICTB U CHUCTEM OOBEKTOB
nH(popMaTH3alMHY, a TaK XKe CUCTeM o0ecrieueHus: 00beKTOB MHPOPMATH3ALUH.

B) [IpuponHbie siBneHus, CTUXUIHbBIE O€ACTBHSL.

r) @aKTOphl COLMATBLHO-TIOJIUTUYECKOTO XapaKTepa.
VYrpo3bl yreuku HHPOpMAIMU BO3MOKHBI TOCPEICTBOM:

a) BoszelicTBusl mporpaMMHBIMU CPEICTBAMHU B KOMILIEKCE C IIPeTHAMEPEHHBIM
CHJIOBBIM 3JIEKTPOMAarHUTHBIM BO3AECHCTBHEM.

0) [lepenaun nHGOpPMALIUU TTO OTKPHITHIM KaHAIAM CBSI3H.

B) [lonkiroueHus: K TEXHUYECKUM CpEACTBaM M CUCTeMaM 00beKTa HH(OpMAaTHU3alHH.

r) O6paboTku nHMGOPMAITUK HA HE3ANTUIIIEHHBIX TEXHUYECKUX CPEJICTBAX 00pabOTKH
nHpopManuu.
YTrpo3bl HECAaHKIIMOHUPOBAHHOTO JOCTYIa K HHGOPMAIIUH, pEATU3YIOTCS yTeM:

a) KonupoBanusi unpopManinm Ha He3apEruCTPUPOBAHHBIN HOCUTENh HH(POPMAIIHH.

0) XuImeHns: HOCUTEIS 3aIuiaeMoit HHGQOPMAaIIHH.

B) Hcnonb3oBaHus  mOporpaMMHOro  oOecriedeHHs]  TEXHHUYECKHUX  CpEeACTB
MH(OPMALIMOHHON CUCTEMBI, Yepe3 MPUMEHEHHE BPEAOHOCHOTO IPOTPaMMHOTO KOJIa.

r) CuioBoro 31eKTPOMarHUTHOTO BO3JCHCTBHUS MO MPOBOAHBIM JIMHHSIM CBS3H Ha
MOPTHI BBOIa-BBIBOJIA CUTHAJIOB U TIOPTHI CBSA3H.
Kakwue cpencrBa 3amutel nHGOPMaMU OOBIYHO NMPUMEHSIOTCS A 00ecredeHUs
6e3omacHocT uH(opManuu, 00padaTbiBaeMOi Ha AaBTOHOMHBIX KOMIIBIOTEPAX:

a) CpezcrtBa 3a1iuThl HHGOPMALIMK OT HECAHKIITMOHUPOBAHHOTO JOCTYIIA.

0) MexceTeBbie IKpaHBI.

B) CpenctBa kpuntorpapuieckoi 3auThl HHPOPMALIUU.

r) CpencrBa aHTUBUPYCHOM 3aIlIUTHI.

1) CucteMbl 00HAPYKEHHS BTOPKEHH.
Kakme cpenctBa 3amuTel HHGOpPMAIMH TO3BOJIAIOT 00ECeYuTh OE30MacCHOCTh
uHdopmaluy, TepeAaBaeéMOd IO KaHalaM CBSI3M, BBIXOMAIIUM 334  IPEEIIbI
KOHTPOJUPYEMOU 30HBI:

a) CpeznctBa 3amiuThl HHGOPMALIMK OT HECAHKITMOHUPOBAHHOTO JOCTYIIA.

0) MexceTeBbie SKpaHBI.

B) Cpezacra kpuntorpapuueckoi 3amuTel HHPOPMAIUH.

r) Cuctembl 0OHapYKEHUSI BTOP)KEHUH.
Kakoit Bua cpeictB 3amuTbl MH(GOPMAIMM IO3BOJSET KOHTPOJUPOBATh pa3IUYHbIE
KaHaJbl 1epeiaund HHPOPMALIUU: 3JIEKTPOHHYIO MTOUTY, MECEHIXKEPbI, CheMHbIE HOCUTENN
uHpopmanun?

a) IPS.

6) DLP.

B) IDS.

r) CSP.
Attectanus 00beKTOB HH(POPMATH3ALMU — 3TO:
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14.

15.

16.

a) JlokymeHTanbHOE yIOCTOBEPEHUE COOTBETCTBUSI MPOAYKIIUHU WU UHBIX OOBEKTOB,
IIPOLIECCOB  IIPOEKTUPOBAHUS, IPOU3BOJICTBA, CTPOUTENIBCTBA, MOHTAXKa, HAJAIKH,
SKCIUTyaTalliH, XPaHEHUs, MIEPEBO3KH, PEANN3alUN U YTHIU3AIUH, BBIIOJIHEHUS paboT
WIM OKa3aHWsl yCIayr TpeOOBAHMSM TEXHUUYECKUX PETJaMEHTOB,  IOJIOKEHUSIM
CTaH/IapTOB, CBOJOB IIPABUJI WM YCIOBUSAM JI0TOBOPOB.

0) [IpsiMmoe nu KOCBEHHOE OTpeesICHHE COOI0IeHUs] TPEOOBAHUM, TIPEIbABIIEMBIX
K OOBEKTY 3aIIHTHI.

B) O¢wunmanbHoe NpHU3HAHUE KOMIIETEHTHOCTH (U3WYECKOTO WM IOPHUANYECKOTO
JIMIIA BBITIOJIHATH pabOTHI B ONPEIETICHHOM 00acTy.

r) Kommiekc opraHu3alimoOHHO-TEXHUYECKUX MEpPONPUATUH, B PE3YIbTaTe KOTOPBIX
MIOCPEJCTBOM CHELHAIBHOIO JOKYMEHTa MOJATBEPXKIAAECTCSA, UYTO OOBEKT COOTBETCTBYET
TpeOOBaHUSAM CTAaHJAPTOB WJIM MHBIX HOPMATHUBHO-TEXHUYECKUX JOKYMEHTOB IO
0€30MacHOCTH UH(OPMALIHH.

Kakoii noxyMeHT maer mpaBo o0paOOTKM MHQOpPMAlMM C yKa3aHHbIM B HEM YPOBHEM
KOH(UIEHITNATIBHOCTH?

1) JIutieH3wusl.

2) ATTecTaTr akKKpeIUTaINH.

3) Ceptuduxar.

4) ATTecTat COOTBETCTBHUSL.

Ha wHacrosimuii MOMEHT CpOK JEHCTBHSI aTrTecTaTa COOTBETCTBUS HWH(DOPMAIMOHHON
CUCTEMBI, B KOTOpOi 00pabaTeiBaeTcsi KOH(GUACHIIMaIbHas nH(OpMalus, B ciryyae, ecliu
B XOJI€ €€ IKCIUTyaTalllH, B Hee HE BHOCATCS CYIIECTBEHHbIE U3MEHEHUS, COCTaBIISIET:

a) 3roja.

0) 5 ner.

B) Bech cpok skcmutyaranuu nHGOPMAITMOHHONW CHCTEMBI.

TectupoBanue Ha MPOHUKHOBEHHE — 3TO CKOPEE:

a) AHaJIM3 yA3BUMOCTEH HHPOPMAITMOHHON CUCTEMBI.

6) WcnbiTanusi cucTeMbl 3aUIUThl HHPOPMAIMK IIyTEM OCYLIECTBICHUS MOTMBITOK
HECaHKIIMOHUPOBAHHOIO JOCTYMA (BO3JCHCTBUS) K MHPOPMAIIMOHHOM CUCTEME.

Tect o Teme 2.1 ApxuTeKTypa KOMIbIOTEPa

3a HeMmocpeACTBEHHOE BBIMIOJHEHUE OTIEPaIlUy B TIPOILIECCOPE OTBEUALT:
a) ApuMETHKO-JIOTHIECKOE YCTPOUCTBO.
0) Komr-mamste.
B) briok ynpasnenus.
r) Peructpsr.
Ucnonb3ys 10 6ut ans aapecanuu siaeek mamsaTH pazmepoMm 1 GailT, Mbl cMOXKeM
o0ecnevnTh aapecanuio CiIeIyIero oobeMa namMmsaTH:
a) 10 Gaiir.
0) 80 Oaiir.
B) 1024 GaiiT.
r) 1024 6ur.
Pacrnionoxxure B mopsiike yBenudeHust 00beMa maMsTu.
a) CtpaHnuna.
0) bur.
B) CroBo.
r) bank.
n) Sueiika.
Pacrnonoxxute BUIBI TAMATH B MOPSIKE YBETUYCHUH CKOPOCTH PaOOTHI.
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a) Peructpsl nporueccopa.
0) TBepaoTenbHBIC HAKOTIUTEIH.
B) OcHOBHas (onepaTuBHAsA) NaMSTh.
r) OnTu4ecKue AUCKU.
1) MarHuTHBIC )KeCTKHE JVCKH.
e) Kom-namsrs.
5. Kakas xoHuenuus 00bIYHO peaau3yeTcs B Ipoleccopax BUICOKapT?
a) MHOXEeCTBEHHBIN MOTOK KOMaH/l, MHOXECTBEHHBIN TTOTOK JaHHBIX.
6) OMHOYHBINM TOTOK KOMaHJ[, MHOYKECTBEHHBIN TTOTOK JIAHHBIX.
B) MHOX€CTBEHHBII MOTOK KOMaH/I, OJIMHOYHBIN MOTOK JAaHHBIX.
1) OIUHOYHBINA TOTOK KOMaH]I, OTMHOYHBIA TTOTOK JIAHHBIX.
6. Jls coBpeMEHHBIX MAarHUTHBIX KECTKUX JUCKOB XapaKTEPHO:
a) BosbImast CTOMMOCTH 10 OTHOIICHHIO K TBEPAOTEIILHBIM HAKOITUTEIISIM.
0) [locTenenHoe U3HAIIMBaHUE TPAH3UCTOPOB.
B) Hayimume MexaHMYECKUX 3JICMEHTOB.
r) PacnionoxeHue KOHTpoJsuiepa Ha MaTepUHCKOM TUIaTe.
1) Bonpimii 00beM MaMsATH TI0 CPABHEHHIO ¢ TBEPIOTEILHBIMHA HAKOTTUTEIIIMHU.
7. Kaxas mmHa HanboJiee pacpocTpaHeHa Ha TEKYIIUH MOMEHT B TEPCOHAIBHBIX
KOMITBIOTEpax:
a) ISA.
0) PCIL.
B) PCI Express.
r) SCSIL
8. IlycTh TakTOBas yacTOTa MIMHBI KOMITbIOTEpa cocTtaBisieT S I'T1. 3a OMH TakT MO IMIHUHE
MOXHO niepenaTh 16 6ut. Ouennte cKopocTh nepeaadr HHGOpMaIuy 1o muHe?
a) 80 Meraburt B ceKyHy.
0) 10 'urabaiiT B cekyHy.
B) 80 ['mrabaiiT B CEKyH1y.
r) 21 ['uraGaiT B CEKyHITy.
9. Jlns npoeKIMOHHO-eMKOCTHBIX CEHCOPHBIX KPaHOB XapaKTEPHO:
a) Bricokasi CKOPOCTh OTKIIMKA MTPU KaCaHUU.
0) Bo3MO>XHOCTH yrpaBieHHs pa3TUYHBIMU YCTPOIICTBAMHU.
B) IToanepsxkka multi-touch.
r) HeB03M0OXHOCTb Ompe/ieNieHus: CHIIbI HAKATHUS.
n) [IpoGiiema «aBOSHUSY.
10. DnemeHTaMM KUAKOKPUCTAILITUIECKOTO MOHUTOPA SABIISIOTCS:
a) JlyueBas TpyOka.
0) cTouHuk cBera.
B) JKK-maTpuia.
r) [1I3C-marpuna.
1) DNEKTPOIBI.
11. Kakoii anemMeHT npuHTEpa OTBEYAET 3a (PUKCaIMIo TOHEpa Ha Oymare:
a) dotosar.
6) Tepmonai.
B) Ponnk nepenoca.
r) Ban nogauu Tonepa.
12. HaznaueHuem nasepa B I[BETHOM MIPUHTEPE SIBIISETCS:
a) Hanecenue ToHnepa Ha ¢oToBa.
0) @ukcarus ToHEpa Ha Oymare.
B) Y IasieHHe HECYIIHNX 3apsijl DJIIEMEHTOB ¢ (oTOBaNA.
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r) [lonaga Gymaru B mpuaTEp.

13. DnemenTamu nudpoBoii BeO-KaMephl SIBISIOTCS:

a) DoTorICHKA.
0) OOBbEKTHUB.

B) II3C-marpuuna.
r) ®ukc-pokyc
n) Ipoueccop.

14. JInst KOHIEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:

a) Cirabasi 9yBCTBUTEIIBHOCTb.

0) YcToiuuBOCTb K yJ1apam.

B) BrIcOKast 9yBCTBUTEIBHOCTE.

r) 3aBUCUMOCTb OT [TaPaMETPOB OKPYKAIOIIEH CpeJibl (TeMIEepaTyphl, BIAKHOCTH).
1) [IpuMeHeHne B CTyAMAX 3BYKO3AITUCH.

Tect mo Teme 3.1 BBenenue B l/lH(l)OpMaIII/IOHHle 0€30MacHOCTD onepanmuoOHHbIX CHCTEM

1. Tlycts B OC peann3oBaHO JTUCKPEIIMOHHOE YIIPABJICHUE ITOCTYIIOM CO CIETYIOIIHUMHU

npaBaMu: uyTeHHe(T), 3anuch(w) U ucnoiaHeHue(x). [IpucyrcTByer ¢aitn npunoxeHus
«Kanpkynsarop.exe» co CIeAyIOIUM CriuckoM jgoctyna: (Amuca: rwx), (bopuc: rx).
Bri6epuTe npaBUiIbHBIE YTBEPKACHUS:

a) Anrca MOXET 3alyCTUTh NpuiokeHne «Kanbkymiastop.exem.

6) bopuc He MoskeT 3anmycTuTh npuioxkeHue «KanbKyasTop.exey.

B) Anrica HE MOKET U3MEHUTH coJiepkumMoe (aitna « KambKymsarop.exey.

r) boprc MoxeT u3meHuTh coaepxumoe daitna «KaapkymsiTop.exem.
[Tycts B OC peannzoBaHO TpYNIIOBOE YIPABICHUE AOCTYIIOM CO CIEAYIOIIMMHU MTPaBaMMU:
yteHue(r), 3amucb(w) u ucnonHeHue(x). IlpucyrctByer ¢aitn «Haxmamnas.docx» co
creayromuM cruckoMm gocrtyma: (Byxramrepsr: rw), (Kypwepsr: r), (Ammca: rw). B
CUCTEME 3a/laHbl pPOJHM, B KOTOPBIE BKIKOYEHBI COOTBETCTBYIOIIME IOJb30BATEIIN:
(byxranteper: bopuc, TI'anmua), (Kypwsepsl: Buxrtop). Bsibepure mnpaBuibHbIC
YTBEPXKJICHHUS:

a) bopuc He MoxeT n3MeHUuTh conepxkumoe (aiina «Hakmannas.docx».

0) ['anuHa MoxeT untath conep:kumoe (daiina «Haxmamgnas.docx».

B) Buktop MoxeTr u3mMeHuTh coaepxxkumoe Qaitna «Haxmannas.docx».

r) BukTop Moxet untath coaepxxkumoe daitna «Hakmagnas.docxy.

1) Anrca MO>KeT U3MEHUTH cojiepkuMoe (aiina «Hakmannas.docx».
ITycte B OC peanu3oBaHO MaHAAaTHOE ympaBieHHe AocTynmoM. llpucyrcTByer daiin
«log.txt» ¢ ypoBHeMm cekperHocTH 1. [IpucyTcTByIOT mosib3oBatenu Anuca ¢ ypOBHEM
nomycka 1, bopuc ¢ ypoBaem gomycka 2 u Bukrop ¢ ypoBHem nomycka (. BriGepute
MPaBUJIbHBIE YTBEPKIACHUS:

a) Bukrop MoxkeT m3MeHUTH comepkumoe (aiina «log.txt».

0) BukTop MokeT uuTaTh cojepkumoe (haiina «log.txty.

B) AIrica MOXET U3MEHUTH cofepikiumMoe daitna «log.txt».

r) Anuca MOXeT YuTaTh coepxkumoe daitna «log.txt».

1) Bopuc Moxet u3MeHuTh comepkumoe daiina «log.txt».

¢) Bopuc moxer unrtath cogepkumoe daiina «log.txt».
ITycts B OC peanuzoBaHa Mojienb LenocTHocTu buba. IlpucyrcrByer ¢aitn «log.txt» ¢
ypOoBHEM LienocTHOCTH 1. [IpucyrcTBYyrOT nosib3oBarenu Ajiuca ¢ ypoOBHEM LIEIOCTHOCTH
1, bopuc ¢ ypoHeM 1enoctHocTd 2 U Bukrop ¢ ypoBHeM nenoctHoctH 0. BriGepute
IIPaBUJIbHBIE YTBEPKICHMUS:

a) BukTop MokeT u3MeHHTh conepkumoe daiina «log.txt».

22



0) Arca MOKET U3MEHHTH coJiepkuMoe darina «log.txt».

B) bopuc Moxet u3mMeHnuTh coaepxkumoe daitna «log.txty.

r) Bece Tpoe moryt untathk conepkumoe daiiia «log.txt».

Bribepure npaBuiibHBIE YTBEPKACHUS O ayTeHTU(UKAUU B coBpeMeHHbIX OC:

a) Ilaposn moJsib30BaTeNst XpaHATCA Ha JUCKE, HA KOTOPOM YCTaHOBJIEHA CUCTEMa, B
MEepPBOHAYAIBHOM BHJIE.

0) OTanoHHbIE 3HAYEHMs,, HEOOXOIUMBIE JIsi NIPOXOXKACHUS OHOMETPHUUECKON
ayTeHTU(UKAIIMN, XPAaHATCS B CHCTEME B HEIOCTATOYHOM JJISi BOCCTAHOBIICHHS
M3HAYAJIbHBIX OMOMETPUYECKUX JIAHHBIX 00BEME.

B) TokeH (pu3HuecKr U3rOTOBJICH TAKMM 00Pa30M, YTO CYMTHIBAHHUE C HETO 3aKPBITOTO
KJIFOYa SIBJISIETCS HEBO3MOKHOW HIIM IOPOTOCTOSAIIEH ONEepaIen.

r) Jns ayreHTHGHUKAIMHA C TIOMOIIBI0 TOKEHA B CHCTEME JOJDKEH MPUCYTCTBOBATH
OTKPBITBIN KITFOU TTOJIB30BaTENs, COOTBETCTBYIOIINH 3aKPHITOMY KIIFOUY Ha €ro TOKEHE.
UTo He BXOUT B MeTaJlaHHbIe (aitna (BbIOepUTe OANH BapHaHT)?

a) Bpems co3znanus daiina.

0) Azpec KOpPHEBOW TUPEKTOPUH.

B) Bpems moaudukanuu ¢aiina.

) Azpeca KJIacTepOB COJIEPKUMOTO (aityioB.

n) Uadopmanus o Binagensie daiina.

BriOepure BepHBIC YTBEPKICHUS O YIPABICHUN NaMSThIO B COBpeMeHHBIX OC:

a) CoBpemenHnble OC HCIOJIB3YIOT BUPTYAIbHYIO TAMSATh.

6) Cospemennsie OC He 3alIUIIAIOT aMATh OJHUX MPOLIECCOB OT YTEHUS APYTrUMU
poLeccamu.

B) CoBpeMennbie OC pa3aensoT 0O0IIyr0 MaMsITh MEXK Ty MPOIECCaMU, YacTO B TAKOU
HaMATHA HaXOIATCsI OMOIMOTEKH.

r) CoBpemennbie OC HHUKOT/Ia HE BBITPY)KAIOT YaCTH OTIEPATHBHOM MaMATH Ha JTUCK
BO BpeMs pabOTHI.

n) B coBpemennpix OC mamsTh pa3duTa Ha MajleHbKHE (PparMeHThI, Ha3bIBACMbIC
CTpaHHULIAMHU.

Bri6epute BepHbIE YTBEPKACHUS O TUIAHUPOBIIUKE:

a) IlnaHupoBIIMK BBIAETSET MPOLIECCOPHOE BpEeMs KOPOTKMMU HHTEpBajaMH,
Ha3bIBAEMBIMH KBAaHTaMH.

06) B cinyuae wucCHONHEHHS NTPOLECCOM HHCTPYKIMH, JUIS 3aBEPIICHUs KOTOPOMU
TpeOyeTcs NIUTENbHOE OXKUAAHUE, MJIAHUPOBIIUK MEPEBOIUT MPOLECC B COCTOSIHUE
«3a0JI0KMPOBaH» U He OyJeT BBLACIATH €My MPOIECCOPHOE BpeMs, MOKa COCTOSHUE HE
CMEHUTCS Ha «TOTOBY.

B) Jlisa paboThl MIaHUPOBIIMKA MPOIECCHl AODKHBI CaMH IMepefaBaTh Ha HETO
ylpaBJeHHe, TaK Kak KOMIbIoTepbl He mnpepocraBisitor OC MexaHusma ams
MEPUOIUYECKOTO MTPEPHIBAHMS BBITIOJIHEHUS MOJIb30BaTEIbCKOTO MpoLiecca.

r) B miaHupoBaHMM MO TPUOPUTETAM BCE MPOIECCHl C Pa3HBIMU MPHOPHUTETAMU
MOJTy4at0T IPUMEPHO OJJMHAKOBOE KOJIMYECTBO BPEMEHHU.

Bribepute BepHOE yTBEpKAeHUE (BHIOEPUTE OJJUH BapUAHT):

a) OC peanu3oBaHa amnmapaTHO B IIPOIECCOPE.

6) OC peanu3oBaHa anmnapaTHo B MATEPUHCKOM IuiaTe.

B) OC — mnporpamMmHOe oOecreueHre, KOTOpOe IMpPeJOCTaBiIsIeT MPUIIOKEHUIM
pecypchl anmnapaTtHoro odecreueHusi KOMIIbIOTEpa B BHJIE YJOOHBIX aOCTpakivii, HO He
YIIPaBJISIET 3TUM alIapaTHbIM 00eCTIeYeHUEM.

r) OC — mnporpammHOoe oOecreyeHHe, KOTOpPO€ MpPEJOCTaBIIeT MPUIIOKEHUIM
pecypchl  anmapaTHOro oOecreueHHsi KOMIIbIoTepa B BHJE YIOOHBIX aOCTpakuuii u
YIIPaBJISIET 3TUM alIapaTHbIM 00eCTIeYeHUEM.
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10. BeiGepute BepHOE yTBEepkKAeHUE (BBIOEPUTE OJUH BapUaHT):

a) B OC kommbroTepa ¢ OJHOSAECPHBIM IIPOLECCOPOM B KaXKIbIi MOMEHT BPEMEHU
MOJKET paboTaTh TOIBKO OJUH MPOIECC.

6) B OC xoMmbioTepa ¢ OJTHOSACPHBIM MPOIIECCOPOM Y TPOILIECCOB BCETAa
MPUCYTCTBYET TOJBKO OJIMH MOTOK.

B) B OC kommbroTepa ¢ MHOTOSIEpPHBIM IPOIIECCOPOM B KOHKPETHBI MOMEHT
BPEMEHHU MOTYT BBITIOJHSTCS HECKOJIBKO MOTOKOB OJTHOTO MPOIIecca.

r) B OC komnbroTepa ¢ MHOTOSIZIEPHBIM ITPOLIECCOPOM KOHKPETHBIN IIPOLECC MOKET
HCI0JIb30BATh TOJIKO OJTHO SIJIPO IPOLIECCOpa.

TQCT II10 TEME 3.2 I/IH(I)OpMaIII/IOHHaﬂ 6e3OHaCHOCTL onepaunomu)lx CUCTEM ceMeﬁCTBa
Windows

1. Ha ocHoBe kakux gaHHbIX cyobekta OC WIindows nmpuHUMAaET perieHue o 0cTyre?
a) XeII 3HaYeHHUe TapoJIsl MOJIb30BATEIs, 3aITyCTUBIIIETO MPOIIecC.
0) TokeH mepeBOIIONICHHUS.
B) Unentudukarop nporecca.
r) Token mocryma.
1) ba3oBelii IpHOpHUTET Mpolecca.
2. Ha ocnoBe kakux ganubix 00bekTa OC Windows npuHHMaeT pelieHne o 10CTyme?
a) [IpuBunerun.
6) Token gocryna.
B) Jleckpurnrop 6€30macHOCTH.
r) CUCTEMHBIN CIIHCOK YIPABJICHHS TOCTYIIOM.
1) Crioco0 ayreHTH(DHUKAITAN TTOJTH30BaTEIIS.
3. Kakwue npumuTHBHBIC ITpaBa 00beauHsIET B cebe mpaBo urenus OC Windows?
a) «YUtenue atpulOyToB 0€30MMaACHOCTIY.
0) «YTeHne CUCTEMHBIX aTPUOYTOBY, «UTEHHE aTPHUOYTOB OE30TTACHOCTHY.
B) «UTeHue JTaHHBIXY.
r) «UTeHue cUCTEMHBIX aTpHUOYTOBY», «4T€HHE aTpUOYTOB OE30MACHOCTHY, «UTCHHE
JTAHHBIX).
n) «YUTeHre CUCTEMHBIX aTpHUOYTOBY», «YTEHHE aTpHUOYTOB 0E30MaCHOCTH», «UTEHUE
JAHHBIX», «BBITIOJIHEHUE (ailJIOB» U «IIepeXo] B TUPEKTOPHUION.
4. BpiOepuTe mpaBUIbHBIC YTBEPKISCHUS O MaHAaTHOH nonuThke «He-3amuceiBaTh-BBepx»
OC Windows:
a) ObecnieurBaeT CBOMCTBO LIETOCTHOCTHU JAHHBIX.
0) OGecnieynBaeT CBOKMCTBO KOH(UICHIIMATLHOCTH JIAHHBIX.
B) Mcnonp3yercst B cUCTEME TOJIBKO ISt 00BEKTOB CETEBBIX COKETOB.
r) HesBno ucnonssyercs mis Bcex NTFS-daitnos.
n) Paspemiaer mocTyn Ha 3amuch TOJIBKO CYObEKTaM ¢ YPOBHEM LIETIOCTHOCTU PABHBIM
1M OOJIBIITUM 10 OTHOIIIEHHUIO K YPOBHIO LIEJTOCTHOCTH 00BEKTa AOCTYIIA.
5. Kaxkue u3 nepeuncnennsix nmpaB OC Windows npenocTaBiiser 0 YMOTYaHUIO BIAJCIbILY
¢aiina?
a) Yurtats CCY/I.
0) Yurars ICY .
B) Uutats conepkumoe (aiina.
r) U3mensars JICY .
n) Uamenste CCY 1.
e) U3mensaTs conepxkumoe daiina.
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6. BriOepere mpaBHIbHBIE YTBEPKIACHHUS OTHOCUTEIBHO aJIrOpUTMa  OMpPEaeSICHHS
npaBomepHoctu nocryna OC Windows:

a) IlepBeiM peilicTBHUEM SBISETCS INPOBEPKA COOTBETCTBUS JOCTyNa MaHJaTHOU
MIOJINTHUKE.

0) IIpoBepka COOTBETCTBUSI JOCTYyINla MaHAATHOM IMOJMTUKE OCYIIECTBISETCS MOCIE
ananuza 3anuceit JJCY /.

B) Ecnu npu nocnenosarensHom ananuse 3anuceit JICY /] okas3piBaeTcs, 4To OJHO U3
3anpamiBaeMbIX IIpaB 3allpellaeTcs B TEKYIIEH 3aicH, TO JOCTYII 3alpeniaeTcs.

r) Ecom mpu nocnemoBarensHoMm ananuze 3anmcei JCY]l pazpemaroniue mnpasa
TEKYILEH 3alliCu B CyMME C pa3pellaolliiMHU IIpaBaMH NMPEeAbIAYIINX 3alucell NepeKkpbliIn
BCE 3alpalnirBaeMble MpaBa, TO JOCTYI pa3periaercs.

n) Ecnu B criuckax JICY/] He ObLT0 3ampeliaimx 3anpaiiiBacMble TIpaBa 3anmcen,
U B TO K€ BpEMs BCE€ pa3pelIarolle 3alich He MEepPEeKpbUIM 3alpaliiBaeMble IIpaBa, TO
JOCTYII 3alperiaercs.

7. Kaxkas npusuierus OC Windows no3BosisieT uutaTh J11000H (aiiin BHE 3aBUCUMOCTU OT
3a/IaHHBIX MpPaB?

a) [IpuBuierus co3ganus pe3epBHBIX KOMUH.

6) [TpuBuIerus N3MEHEHUsI CUCTEMHOTO BPEMEHHU.

B) [IpuBuierus 3aBepieHusi pabOThl CUCTEMBI.

r) [IpuBniierus ysenuueHus: pabouyero Habopa.

n) [puBunerus co3nanus ¢aiina noaKayKu.

8. BeiOepute cymHoCTH, HE BXOasIIHe B ToKeH goctyna B OC Windows:

a) SID none3oBatens.

0) ICY I Bcex 00bEKTOB CHCTEMBI.

B) SID-b1 rpymm.

r) CCY ]l Bcex 00bEKTOB CHCTEMBI.

n) [lpuBunerun.

9. BelOepurTe CYIIHOCTH, BXOIAIIHE B AeCKpHUIITOp Oe3omacHoctr oobekra B OC Windows:

a) SID Bnagenpia 00bEKTA.

0) JIMCKpelMOHHBIN CIUCOK YIIPABIEHUS JOCTYIIOM.

B) CHCTEMHBI CITUCOK YIPABIECHUS JOCTYIIOM.

r) Cucok TOKEHOB JIOCTYIa MPOIECCOB, OCYIIECTBISIOUIUX JOCTYI K 0OBEKTY.

1) YPOBEHb LIETOCTHOCTH.

10. Kakye ©3 MYHKTOB MPaBUIBHO OMNHUCHIBalOT (UIBTPOBAHHBIA TOKEH JOCTyIa
anmunuctparopa B OC Windows?

a) YpOBEHb LIEJIOCTHOCTU YCTAHABINBACTCS CPEAHHM.

0) YpoBeHb IENOCTHOCTH YCTAaHABIMBAETCS BHICOKUM.

B) CrnMcoK MPUBWIETHI, KOTOPbIE MOTYT NOMACTh B (PUIBTPOBAHHBIA TOKEH, CUIIHLHO
OTpaHHUYEH.

r) [Ipu ompenenenun npaBoMepHocTH aocTtyna cpeau 3amuceit JICY] ¢ SID
aJIMUHUCTPATUBHBIX TPYNN OyIyT YUTEHBI TOJBKO 3allpelaroiye.

1) Criucky NpUBUIIETHHM OJMHAKOBBI B OOBIYHOM U (PUIBTPOBAHHOM TOKEHE JOCTYIIa
aJIMUHUCTpaTOpAa.

Tect mo Teme 3.2 Undopmanuonnasi 6e30nacHOCTH ONEPANMOHHBIX CHCTEM ceMelicTBa
Linux

1. Ha ocHoBe kakux qaHHbIX cyobekTa OC LIiNUX mpuHUMAaeT petieHue o JocTyme?
a) SUID-6wur.
0) Sticky-owur.
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B) YueTHbIC JaHHBIE.

r) UID npomuecca.

1) DIEeKTPOHHAS MOANUCH IPOTPAMMBI.
Kaxkue npasa npucyrcreytor B OC Linux:

a) cnonuenue.

0) Urenwue i-node.

B) Urenue.

r) Y naneHue.

1) 3aruchk.
Jus gero cayxut SUID-6ut B OC Linux?

a) [lo3BossieT 3amycTUTh TPUIIOKEHUE OT UMEHU BIajieblia ¢ailiia mpuIoKeHusl.

0) Ilo3BoJIsIeT 3aMyCTUTh MPUIIOKEHUE OT UIMEHH CYIIEPIIOJIb30BaTENSI.

B) [lo3BousieT 3amyctuth npuiosxkenue ¢ npusuierueit CAP_SYS_ADMIN.

r) [lo3Bonser 3anmyctuts npunoxenue ¢ UID paBHbIM Hy:IO.

1) 3anpelaer 3amycK NpUIoKEeHHs BCEM M0JIb30BaTENsIM, KPOME CYIEpIO0JIb30BaTersl.
UYro menaeT Macka B CIHCKe yrpaBiieHus goctynoM ¢aiina B OC Linux?

a) 3ajaeT MakcUMaJbHbIE IPaBa, KOTOPHIE MOKHO MOJIYYUTh U3 3aMHCEN I IPYIIIL.

0) 3amaeT MaKCUMaNbHbIE MPaBa, KOTOPbIE MOKHO MOIYYUTh U3 3alIMCH OCTAJIbHBIX.

B) 3ajaeT MakcUMaJbHbIE IIPaBa, KOTOPbIE MOXHO IMOJIYYUTh W3 3aIMCH BIIaJelblia
(aiina.

r) 3ajaeT MakCUMallbHbIE MpaBa, KOTOPbIE MOKHO TMOJIYYUTh U3 3amuced Jyis
M0JIb30BATEIIEH U TPYIIIL.

1) 3a7aeT MakCHMalbHbIE IIPaBa, KOTOPbIE MOXHO IOJYYUTh W3 3aluced A
IIOJIB30BATEIEH.
Yro takoe coib xem-3HaueHus maposst B8 OC Linux?

a) Ctpoka, KOoTopasi BRIOMpAETCsl MPH KKIOW ayTeHTU(DHUKAIIUUA CITydalHO ISt
obecrieuenust 6€30MacCHOCTH TTAPOJIs.

0) CimyJaitHo BbIOpaHHAs MPU CO3JIAHUU TAPOJIS CTPOKA, KOTOPAsi CKICHMBASTCS CXEIlI-
3Ha4YEeHUEM I10CJIE€ BBIYMCICHUS XeUl-(DyHKIIHH.

B) CiryuaiiHO BbIOpaHHas IPU CO3JIaHUM NApOJIs CTPOKA, KOTOPast CKIEUBAETCS C
[1apoJIeM Iepejl BEIYUCIECHUEM Xell-(DyHKIHH.

r) JlnuHa, 10 KOTOpoil ype3aeTcs mapoJib 0Jb30BaTeNs Il KOMIIAKTHOTO XPAaHEHUS B
cucTeMe.
BriGepuTte cymHocT, BXoIsIIKe B y4eTHbIe JaHHbIe npouecca B OC Linux:

a) UID nonp3oBatensi, 3aMyCTUBIIETO MPOIIeCC.

6) ['pymiel mosab30BaTesns, 3ayCTUBIIETO MPOLIECC.

B) [IpuBuieruu.

r) IIpaBa ucnonusemoro (aiina, U3 KOTOporo ObLI 3aMyIIeH MpoLece.

1) diar 3¢phEeKTUBHOCTH TPUBUICTHH.
BeiGepute cymHocTH, BXOIAIIME B aTpuOyThl Oe30macHoctH (aitia B OC Linux:

a) Tpoiika npas JuIst KaXKI0H TPYIIIbI B CUCTEME.

6) IlpuBnierun.

B) Tpoiika npas Biazaenba ¢aiia.

r) Tpoiika mpaB mosb30BaTeNel, HE SABISIOIIMXCS BiajaenbliaMu Qaiia u He
BXO/IAILMX B IPYIY BiaJenbla ¢aiina no yMoI4aHuio.

n) Brnagenern daiina.
BriGepure cymHocTH, BXOas1IMe B aTpuOyThl Oe3onacHoctH daitna B OC Linux:

a) Tpolika npaB A5 KaXaA0M TPyl B CHCTEME.

0) [IpuBunerum.

B) Tpoiika npas Biazaenbia ¢aiiia.
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r) Tpoiika mpaB moib30BaTeNel, HE SBISIOMIMXCS BlajaenblaMu Qaiiia u He
BXO/ISIIUX B TPYIIY BiaJesbla ¢aiiia mo yMoI4aHuio.
n) Brnagenern ¢aiina.
9. Kakue nabops! npusmiieruii ects y gaiina 8 OC Linux:
a) Hacnenyewmsie.
0) Db dexTuBHbBIE.
B) Buemnue.
r) OrpaHn4ymuBaroUIye.
n) Paspemennsie.
10. Kakyro xemi-¢pynkuuio ucrnosbdyer OC LiNUX a1 BEIYUCIICHHUS XEII-3HAYCHUS [1apoJis B
OC Linux?
a) MD-5.
6) SHA-256.
B) SHA-512.
r) SHA-3.
n) @OYHKUMA HECKOJIBKO, OKOJIO XelI-3Hau€HUs TMapoJii XpaHWUTCS HOMEp
WCIO0JIb30BAHHOM XenI-PyHKIUH.
11. Yro nenaet kouseiiep B OC Linux?
a) GUnbTpyeT BBIBOJ KOMaH/IbI.
0) IlepenanpaBinsieT cTaHAAPTHBIN BBIBOJ KOMAH/Ibl C KOHCOJIM CTaHJAPTHBIN Ha BXOJ
JIPYro KOMaHze.
B) [lonHumaer npasa 10 mpaB Cynepnoib30BaTesl.
r) OTK/1abIBaeT BHINOJIHEHNE KOMaH/ bl HA YKa3aHHBIN CPOK.

Tect no Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJIbHBIX BLIYHCINTEIbHBIX ceTeil

1. Kaxkoii mopsimok ypoBHeit moaenmu OS| BepHBIii?
a) Ou3nYecKkuii, KaHAIBHBIN, TPAHCIIOPTHBIN, CETEBOM, CEaHCOBBIH, MPEACTABIICHHS,
MPUKIaAHOM.
0) dusnueckuii, KaHAJIbHBIN, CETEBOH, TPAHCIIOPTHBIN, CEAHCOBBIH, MPEACTABICHUS,
MPUKIaAHOM.
B) ®usnueckuii, KaHAIbHBINA, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIH, MPUKIIATHOM,
MPEACTABJICHHUS.
r) ®usnueckuii, KaHAIbHBINA, TPAHCTIOPTHBIN, CETEBOM, CEaHCOBBIM, MPUKIIATHOM,
MPEACTABJICHHUS.
2. Kaxkue npoTOKOJbl OTHOCSTCS K TpaHCIIOpTHOMY ypoBHIO Moaenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
) TCP.
e) DNS.
x) PPTP.
3. Kaxkoit ypoBeHb ipeiHa3HAYEH I OTIPEACTICHUS MyTH TIepelauu JaHHbBIX ?
a) OuznuecKkuu.
0) CeaHCOBBIN.
B) TpancnopTHbIii.
r) [IpeacraBnenus.
1) KananbHbIH.
e) [IpuxnanHou.
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x) CeTeBoi.

Kakwue dnaru nucnons3yrorcs B mpotokosie TCP s ycTaHOBICHUS COSTUHEHUS ?

a) RST.

6) SYN.

B) FIN.

r) URG.

1) ACK.

e) PSH.

Kakue npeumymectsa ectb y FTTB?

a) Breicokas ckopocth paboTsl IHTEpHET.

0) PaBHas ckopocTh puema u nepegadyu HHGopMaIuu.

B) HesaBucumocTh CKOpPOCTH JOCTyna OT uuclia aOOHEHTOB, MOJKIIOYEHHBIX K
KOMMYTaTopy.

r) OTcyTcTBHE HEOOXO0IMMOCTH pa3MeEIIeHUs KOMMYTaTopa MpoBaiiiepa B 31aHUH.
Kakwue nemocratku ecte y FTTB?

a) Huzkas ckopoctb paboTsl HTEpHET.

0) PazHas ckopocTh npuema u nepegadynd nHGopMaIuu.

B) 3aBHCHMOCTh CKOPOCTH JOCTyla OT 4YHCIa a0OHEHTOB, TMOJKIIOYEHHBIX K
KOMMYTaTopy.

r) HeoO6xoammocTs pasmeniennsi KoMMyTaTopa IIpoBaiifiepa B 3JaHUH.

BriGepuTe BepHBIC YTBEPKICHUS

a) TCP He rapanTupyeT JOCTaBKy JaTarpamm.

6) UDP He rapanTupyeT 10CTaBKy JaTarpamm.

B) UDP rapantupyert 10CTaBKy JaTarpaMm.

r) TCP rapantupyet J0CTaBKy JaTarpamm.

Kakoii anpec oTHOCHUTCS K aipecHOMY ITpocTpaHcTBY [Pv4?

a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kak paboTaet koHmeHTparop (xab)?

a) Ilpu monydyeHuu makera JaHHBIX Xal MepechbUIaeT 3TOT MaKeT Ha BCE OCTAJIbHBIC
CBOM MOPTHI.

6) Ilpu nonydyeHuun makera JaHHBIX Xa0 MepechbulaeT 3TOT MakeT Ha MOPT B
coorBercTBUM ¢ Tabmuneir MAC-agpecoB. Ecimm  cooTBEeTCTBHS HET, MakKeT
oTOpachIBaeTcsl.

B) Ilpu monyyeHun mnakera JaHHBIX Xa0 MepechUIaeT 3TOT MaKeT Ha MOPT B
cooTBeTcTBUU ¢ Tabmuneit MAC-anpecoB. Ecinu cOOTBETCTBUS HET, B CETh OTIPABIIAETCS
ARP-3armpoc.

Kak paboTtaetr kommyTraTop?

a) B cnyuae, ecnu ms otnpasnsemoro MAC-aapeca HET COOTBETCTBUSA, KOMMYTaTOP
pacchlIaeT MaKeThl HA BCE MOPTHI, KPOME NOPTa-TIOJTydaTess.

0) Ilpu monmydyeHuu makeTa JAaHHBIX KOMMYTATOp TEpPEechUIaeT STOT MaKeT Ha BCE
OCTaJIbHbIE€ CBOU TIOPTHI.

B) KommyTatop XpaHuT B maMsiTh TaOIUIly KOMMYTAIlMH, B KOTOPOH yKa3aHO
conoctasienne MAC-aapeca u HoMepa mopra KOMMyTaTopa.

r) Co BpeMeHEeM KOMMYTaTOp CTPOUT Tabnuily /i Bcex akTuBHBIX MAC-anpecos.

1) Tabnua MAC-anpecoB KoMMyTaTopa CTaTUYHA U HACTPAUBAETCS BPYUHYIO.

Tect no Teme 4.2 CeteBble Yrpo3bl H MeTO/bl MPOTHBOACHCTBUS UM
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Kakwue OpIBafOT UCTOYHUKY BO3HUKHOBEHHUS YSI3BUMOCTEH?

a) OmmOKu peanu3anum.

6) OmunoOku 06CTy)KUBaHUS.

B) OmmOKy MPOEKTUPOBAHHSL.

r) Ommb6ku HR-otnena.

Uto HE BXOUT B 0a30BYyIO Tpymiy MeTpuk CVSS?

a) Croco0 moJrydeHus JoCTyIIa.

0) Bnusinue Ha KOHOUACHIINATEHOCTb.

B) Bnusinue Ha nonp3oBarens.

r) [loka3arenb ayTeHTHUPUKALIH.

1) CII0)KHOCTB TOJTy4EeHHUsI IOCTYyTIA.

Kakoii rpynmer metpuk CVSS He cymectByer?

a) KomrnekcHas.

0) Bpemennas.

B) bazosasi.

r) KonTekctHas.

Kewm paszpaborana CVSS?

a) ISO.

0) FIRST.

B) WWW.

r) UCLA.

Yo He sBasiercss meTpukoit B CVSS?

a) CJI0XKHOCTb aTaKH.

0) BiustHue Ha 1OCTYIMHOCTD.

B) JlnmurenbHOCTD aTaku.

r) Crioco0 mosrydeHus A0CTyma.

n) [lokazarens ayreHTHUKAIIIH.

UYro sABIIETCS MTACCUBHOM aTaKOU?

a) IIpociymmBanue tpaduka.

0) OTka3 B 00CITY>)KMBaHUH.

B) ®u3nuecKkoe HamaJAeHUE Ha OOBEKT.

) DKCIulyaTanus ysi3BUMOCTH.

Uto Takoe 3BpUCTUYECKUI aHATU3?

a) Metoj, nmpeAaHa3HAuYEHHBIH Uit OOHAPY)KEHHSI HOBBIX, €Ille HE BBISBICHHBIX
BHUPYCOB.

0) MexaHu3M, HEOOXOMUMBIM MJII OTCICKUBAHHUS HEH3MEHHOCTH (DaJIoB,
JOKYMEHTOB, peecTpa, KoHpUrypauu o00opynoBaHusl.

B) MeTo/1, OCHOBaHHBIN Ha MOCJIEIOBATEILHOM MPOCMOTPE MaMSTH YCTPOMCTBA,
3arpy304HbIX CEKTOPOB, (DalijIOB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

Uro Takoe 63x10p?

a) YacTb BpEAOHOCHOTO MPOTPAMMHOTO OOECIEeUYEeHHs, pPEeaTu30BAaHHOTO s
COKPBITHS TIPUCYTCTBUS STOTO BPEIOHOCHOTO KOJA U €r0 IeHCTBUH.

0) [Ipunoxenue, uCMosib3yeMoe i AalbHEH el 3arpy3Ky 1 3amycka MOJHOLIEHHOTO
BPEIOHOCHOT'O MMPOTPAMMHOT0 00ECTIEYEeHHU .

B) Bpenonocnoe mnporpammHoe obecrieueHue, KOTOpoe, IOMUMO MOJy4EHUs
KOHTPOJISL HaJl 3apaXKCHHBIM YCTPOWCTBOM, MBITAETCS 3aXBAaTUTh TOJ CBOW KOHTPOJb
JPYTUE Y3JIbI CETH.

r) [Ipunosxenue, mO3BOJIAIOIIEE YIPABISATH KOMITBIOTEPOM YIATICHHO.

Yro Takoe pyTKUT?
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a) YacTb BpEAOHOCHOTO IPOrPAMMHOIO OOECIEUEHMs, pPEaJTU30BAHHOIO IS
COKPBITHS IIPUCYTCTBUS 3TOTO BPEAOHOCHOIO KOJA U €ro IeHCTBU.

0) [IpunosxeHue, UCTIOIBL3yEMOE JUIs AaTbHEUIIEH 3arpy3KH U 3aIyCKa MOJTHOICHHOTO
BPEIOHOCHOTO MPOTPAMMHOTO 00ECTICYECHHSI.

B) Bpemonocnoe mporpammHoe oOecrieueHue, KOTOpPO€, IMOMHMO TOJy4YEHUs
KOHTpPOJISL HaJl 3apaKEHHbIM YCTPOMCTBOM, IBITAETCS 3aXBAaTUTh IOJ CBOM KOHTpPOJb
JPYTUE Y3JIbl CETH.

r) [Ipunosxenue, N03BOJIAIOIIEE YIPABIATH KOMIIBIOTEPOM YIAJIEHHO.

Urto cnepyet nenath, 4TOOBI 3aIIUTUTH CE0sI OT BUPYCOB?

a) He 3anmyckaTh npuiokeHus U3 HEJOBEPEHHBIX UCTOYHUKOB.

6) Cremutb 3a UUGPOBBIMU MOJNUCSIMH YCTaHABIMBAEMOIO IPOrPAMMHOIO
o0ecreyeHusl.

B) OTKJIIOYUTH MEXKCETEBOM IKPAH.

r) Beerna oTkpbIBaTh BI0XKEHUSI 2JIEKTPOHHOM MOYTHI ¢ TeMoi «BaxkHo» 1 «CpouHO».

n) CBOEBpPEeMEHHO OOHOBIATH OMNEPAlMOHHYI0 CHCTEMY U  IPOrPaMMHOE
o0ecrieucHue.

e) Ucrnonb30BaTh aHTUBUPYCHOE IPOTPaMMHOE oOecrieueHue.

Tect mo Teme 4.3 MexceTeBble IKPAHBI

Yto Takoe MEKCETEeBOM IKpaH?

a) [IporpaMMHOE WM TIPOTPAMMHO-TEXHHYECKOE CPEJICTBO, peaTu3yromniee (yHKIHH
KOHTPOJISL ¥ QWIIBTPALMK B COOTBETCTBHH C 3a/IaHHBIMU MTPABUJIAMH TIPOXOSIINX Yepe3
HEero HHQOPMAIMOHHBIX TTOTOKOB.

0) VYcrpoiicTBO, mpemHa3HAUYECHHOE JUISI COCOUHEHUS  HECKOJBKHX  Y3JIOB
KOMIIBIOTEPHOH CETH B MpeJieax OJHOTO UM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOHCTBO, KOTOPOE MO3BOJISIET OPraHU30BATh JIOKATBHYIO CETh C BOBMOKHOCTBIO
BBIX0JIa B HHTEPHET LIS JPYTHX YCTPOUCTB.

MeskceTeBble SKpaHbl IUTsS BEO-TTPUIIOKEHUN PacIioararoT:

a) Ilepen 3ammuimaemMpiM BeO-cepBepoM (Tpaduik BHaYaje MepeaacTcsi MEKCETEBOMY
JKpaHy, 3aTeM BeO-cepBepy).

0) ITocne 3amumaemoro BebO-cepBepa (Tpaduk BHauaje repenacTcs BeO-cepBepy,
3aTeM MEXCETEBOMY IKPaHYy).

B) MexceTeBOM 3KpaH W 3alllMIIaeMbIi UM BeO-CEpBEp HAXOISTCS B Pa3HBIX
MOJICETSIX, TPAPHUK MEXTy HUMH 3alpeIieH.

r) BmecTto 3amumiaemoro Be6-ceppepa.

[lepcoHanbHbIC MEKCETEBBIC SKPAHBI [T HACTOJIBHBIX KOMITBIOTEPOB U HOYTOYKOB:

a) O0ecrnieurBalOT TOTIOJIHUTEIBHBIA YPOBEHB 3aIIMTHI OT CETEBBIX aTaK.

0) [ToJHOCTBIO 3aMEHSIOT BCE OCTAJIBHBIC HHCTPYMEHTAIIbHBIC CPEACTBA 00CCIICUCHUS
0€30MacHOCTH.

B) [lomHOCTBIO 3aMEHSIFOT MapIIPyTU3aTOPHI, SABISSACH IUIIO30M MO YMOTYAHUIO JUIS
3alUIIaeMOr0 KOMIBIOTEpa U HOYTOYyKa.

r) IlpemocTaBisitoT Bce HEOOXOIUMBIE CETEBBIE CEPBUCHI AJIS 3AlUIIAEMOTO
KOMITBIOTEpA WM HOYTOYyKa.

[TepcoHanpHbIe MEXKCETEBbIE YKPaHbl JJIs HACTOJIBHBIX KOMIBIOTEPOB U HOYTOYKOB
SIBJISIFOTCSI:

a) AnmapaTHO-TPOTPAMMHBIMU CPEICTBAMHU 3aIIUTHI.

0) Bcerna BctpoerHsiMu B OC, KOTOPYIO OHM 3alIHIIAIOT; HE MOTYT OBIThH
pealln30BaHbl BHEITHUMU TTPOU3BOTUTEISIMHU.

B) McKII0UMTENHHO MPOTrPAMMHBIMH.
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r) VckimounTenbHO BHEIIHMMHU, HEe BCTpoeHHBIMU B OC, KOTOpYIO OHH 3allUIIAIOT;
BCErJla peain30BaHbl BHEITHUMHU MTPOU3BOIUTEISIMH.
[lepcoHanbHBIE MEXCETEBBIE 3KpPaHbI U1 HACTOJIBHBIX KOMIIBIOTEPOB U HOYTOYKOB
YCTaHaBIIMBAIOTCA:

a) Ha xocrtax, KoTOpble OHHU 3aIIMIIAIOT.

0) Ha mapmipyrusaropax, KOTOpble YKa3aHbl HAa XOCTE€ B Ka4e€CTBE IIIK03a I10
YMOJYaHHUIO.

B) Ha oTenbHBIX KOMITBIOTEpAX.

r) Ha xoneunsix Toukax VPN.
Bribepure HecymecTBYIOMIMIA BU TPAHCIISIIIUN CETEBBIX aJPECOB.

a) JluHamuveckasi.

6) Cratnueckasi.

B) C ucnoiap30BaHUEM [TOPTOB.

r) C ucnoap30BaHUEM MOCTOB.
[1I1r03BI YpOBHS MPUIIOKEHHUM ITO3BOJISIOT:

a) McxiounTe npsMoe B3aUMOJIEHCTBHE ABYX Y3JIOB ITyTE€M peaM3alliy poJiv
MOCPETHHKA.

0) BeImonHATE QYHKIIMY MITI03a CEAHCOBOTO YPOBHS.

B) AHaJIM3UPOBATH BCE CYIIECTBYIOIINE B MUPE TIPOTOKOJIBI.

r) AHaIM3WpOBaTh TOJBKO TIOJICPKMBAEMBIE JTUM MEKCETEBBIM  JKPAHOM
MIPOTOKOJIBL.
VYnpasiseMbie KOMMYTaTOPBI MOTYT:

a) OcymiecTBasATh priibTpanuo Ha ocHoBe IP-aapecos.

0) OcymiecTBAATH PHIIBTPALINIO TIO UCTIOJIB3yEMOMY IMTPOTOKOJTY.

B) OcymiecTBisTh GunabTparuio Ha ocHoBe MAC-anpeca.

r) OcymecTBasaTh Guiprparnuto Ha ocHoBe VLAN ID.
Br16epuTe BO3MOXKHOCTH MEKCETEBOTO SKpaHa.

a) Peructpanus coObITUI ¥ TeHEpaIis OTYETOB.

0) ®unsTparus Tpaduka.

B) TpaHcHsIMs CEeTEBBIX apecoB.

r) AyreHTu(UKaIs M0JIb30BaTeIICH.

1) AIMUHUCTPUPOBAHUE.
Kakue yrBepxkaeHust 0 mporpaMMHOM MEXCETEBOM IKpaHE BEPHBI?

a) llomxomuT B ciydasx, KOIJJa YCTPOWCTBO IOJb30BaTelNss IOMEIIAaeTcs B
HEZIOBEPEHHYIO Cpeny.

6) Ilpu ero paboTe WHCHONB3YIOTCS PECYPChl YCTPOWCTBA, HA KOTOPOM OH
(YHKIIMOHUPYET.

B) [loxxoauT 11 3a1a4 CErMEHTUPOBAHUS CETEH.

r) [loaxoauT A7 OTAENEeHUs JOBEPEHHON YaCTU CETH OT BHEIIHHUX YTPO3.

1) Cuutaetcs 6oJiee 0TKa30yCTONYHMBBIM, UEM amMapaTHbIA MEKCETEBOM SKpaH.

Tect no Teme 5.1 BBegenue B kpunrorpaguyeckue MeToAbl 3alUTHI HHGOpPMALIUH

1.

2.

Kaxnpii  mm@poTekcT MoOxeT OBITh TMONy4eH Kak pe3ylbTarT  CJeIyoIero
peoOpa3oBaHMUs:

a) Ex (Dk(p))-

06) Dk(p).

B) Ex(p).

r. Dk (Ex(p))-
Bamudpyiite ¢ noMoIsio mudpa «Ardamn» cioBo «\World».
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. BHepBLIe MCTOJ 4aCTOTHOI'O KpUIITOAHAIN3a BIICPBBIC U3JI0KUII:

a) Jleon bartucra Ans6eptu.

0) ®panuecko CuMoOHeTTA.

B) A0y IOcyd Sky6 anb-Kunau.
r) xuponamo Kapnano.

. I[I/ICK AJ'IL6epTI/I INO3BOJIACT aBTOMAaTU3UPOBATD:

a) ludp npocroii 3amens! (0qHOAI()ABUTHBIN MIUPP).
6) MHuoroasnpaBuTHbIH IUOD.

B) [lIndp nepecraHoBKH.

r) [Totounsit mudp.

asi(haBUTA TPEITOKIIL:
a) Mareo ApKEHTH.
0) bnes ne Buxenep.
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a) Dlrow.
0) Svood.
B) Woild.
r) Dliow.

3. Paccmudpyiite ciaoBo «Xjxob», szamuppoBanHoe ¢ momompio muppa Ias HOmus
Le3aps:
CIDIE|IF|G|H]|I|J]|K|LIM|IN|JO|P|QIRI|S|T
Z|A|B|C|D|E|F|G|H]I|J |K|L|IM|N|O|P]|Q

a) Tgtly.
6) Amare.
B) Crypt.
r) Vivna.

. ammudpyiite cinoBo «Ku3Hb» ¢ TOMOIIBIO TEPECTAHOBKU
11231415
2|15131[1|4

a) Hx3pu.
0) bu3mxk.
B) H3bxu.
) UB3xH.
. Pacmmdpyiite cnoBo «1216312611» ¢ momontsro Tabmwuisl [Tommnbwust:
112]1314]5]6
1/A|B|B|T|A| E
AEESEIA RS
3|JI{M|H| O] IT| P
4Bl E|Y]| D X| L]
S| Y|y b|bI| b
6| D[IO| Al *| *| *
a) benxa.
6) EsBroa.
B) Ctpernka.
r) benok.

. Hcnonp3oBanue nmapoJjid ajgd MHEMOHHNYCCKOTO 3allOMHUHAHUSA MICPECTAHOBKU CHUMBOJIOB




B) /I)xoBannu bartucra bemnaso.
r) bxamOarrucra ([>xoBannn) aemia [opra.
9. Tlomemenue mis nepmtoctpanun nepenucku B XVII — XX Bekax Ha3pIBaIOCh:
a) benblii kaOuHET.
0) Taiinas xomHara.
B) SlHTapHas KOMHaTa.
r) YUepHblii kaOuHeT.
1) Kpacublii kaOuHeT.

10. Iudper, B KOTOPHIX Ka)XIblii CHUMBOJI OTKPBITOIO TEKCTa MPEoOpazyeTcs B CHMBOJ
mu(pPOTEKCTa, B 3aBUCUMOCTH OT CBOETO PACIOJIOXKEHHUS B OTKPBITOM TEKCTE W KIFOYa
Ha3bIBAIOTCA:

a) MHoroangaBuTHEIMU A (pamMu.
6) brounbMu muppamu.
B) [ToTouHbIMU HI(pamMH.
r) PoTopHbiMu mmdpamu.
11. 3ammudpyiite cioBo «CJIOH» 6urpammusiM mudpowm [lnetidepa.

v q (@) b B
XK T 6] H o
1 r JI b IT
M s 11 3 P
C E A bl K
IO Ji| 1 41 X

a) BABU.

0) LITADD.

B) DUIVYBI.

r) bILILI3.

12. Tlycts nepectanoBka T mpecTaBlIeHa CASAYIOMEH TaOIUIIEeH:
11213]...]n-5|n-4|In-3|n-2|n-11|n
516|7]...ln=1] n 1 2 3 |4

13. Kakoii Bu1 uMeeT nepecTaHoBKa oOpaTHas iepecTaHoBKe T 7

a.
11213 n-5|n-4|n-3|n-2|n-1}|n
11213 n-5|n-4|n-3|n-2|n-1}|n
0.
112]13]...]n=-5|n-4|In-3|n-2|n-11|n
41312)...1] 10 9 8 7 6 |5
B.
11213 n—-4|n-3|n-2|n-1|n
41516 n—-1] n 1 2 |3
T.
1 2 3 |4]5]...]n=-3|n-2|n-1| n
n-3|n-2fn-1|n|l1}|...|n-7|n-6|n-5|n-4

14. 3ammdpyiite ¢ moMorpo oTkpbiToro kiroua (8051, 5) kpunrocucremsr RSA coobiieHne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.
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15. Kakoe CBOHCTBO 0€30MacHOCTH TapaHTHPYET, YTO YYAaCTHHKY KPHUITOTPadUuIecKOTro
IIPOTOKOJIA LEJIOCTHOCTH IIOIY4YEHHOIO COOOINEHHS M €ro Co3JaHue [0 MOMEHTa
IIOJIyYEHUSI, HO HE TapaHTUPYET 3aLUTY OT IOBTOPHOU OTIIPaBKU cOOO0IIEeHNA?

a) CBOMCTBO «ayTEHTU(DHUKAIHS CTOPOHY.

0) CBOICTBO «ayTeHTU(UKALINSA HCTOUHUKAY.
B) CBOMCTBO «MHBApPUAHTHOCTh OTIPABUTEIIS.
r) CBOMCTBO «ayTEHTU(DUKAIHS COOOIIECHUS.

16. Kakoe CBOHCTBO 0€30MacHOCTH TapaHTHPYET, YTO YYACTHHKY KPHUITOTPapUIECKOTO
[IPOTOKOJIa, YTO YYACTHHUKH, HAyaBIIME MCIIOJHEHUE NPOTOKOJA, HE HU3MEHWIHCh C
TE€YEHUEM BpEMEHU?

a) CBOMCTBO «ayTeHTU(UKALUS CTOPOH».

0) CBOWCTBO «ayTeHTU(UKALINS UCTOUHUKAY.
B) CBOMCTBO «MHBapUAHTHOCTh OTIPABUTEIIS.
r) CBONCTBO «ayTeHTU(UKALUS COOOILIEHUS».

BepHblil 1 MOJIHBIM OTBET Ha BONPOC TecTa olleHWBaeTca B 1 Oam, Juid MpOXOKICHUS
TecTa HeoOXOIMMO BEPHO M TIOJIHO OTBETHUTH HA HE MeHee YeM 60 mpoIieHTOB BOIPOCOB TECTA.
Tembl NpaKTHYECKUX 3AHATHH

Tema npakTHYeCKOro 3aHATHSI 10 Teme 3.1
BBenenue B MHPOPMAIIMOHHYI0 0€30MIACHOCTH ONEPALMOHHBIX CHCTEM

1. OcHOBBI pabOTHI C TPOIIECCAMHU, BBOIOM-BBIBOIOM 1 (haitmamu B OC Windows u Linux.

Tema npakTU4ecKoro 3aHsiTus mo teme 3.2
HNudopmanunonnasi 6e30macHOCTh ONMEPANMOHHBIX cucTeM ceMeiicTBa Windows.

1. OcHoBbl 00ecnieuenus 0ezomacaoctu B OC Windows.

Tema npakTu4ecKoro 3ausitus no reme 3.3
Nudopmanuonnasi 6e30MacHOCTh ONMEPAIMOHHBIX CHCTEM ceMeiicTBa Linux

1. OcHoBsl o0ecnieuenus 6e3omacaoctu B OC Linux.

Tema npakTH4yeckoro 3aHsiTus no reme 4.1
BBeeHune B apXuTEKTYPY JOKAJIBHBIX BHIYUCIUTEIBHBIX CeTel

[EEN

. CereBoii cauddep Wireshark. 3nakomcTBO ¢ puiibTpamu akeToB.

TeMbl NPAKTHYECKOTr0 3aHATHA 110 Teme 4.2
CeteBble YIpo3bl 1 METOABI IPOTHBOACHCTBHSA UM

1. VuBeHTapu3alus U MOKMCK ysI3BUMOCTeH ¢ ucrons3oBannem Open Vulnerability and
Assessment Language.

2. CereBoit ckanep Zenmap. HMcmonb30BaHHE CETEBOrO CKaHEpa /IS  BBISBICHUS
yA3BUMOCTEH yPOBHSI CETH.

3. Bupychl, uX BBISIBICHHE U YCTPAHCHUE C HCIOJIb30BAHHEM CIICHUATH3UPOBAHHOTO
OpOrpaMMHOTO 00ECTICYCHHSI.
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TeMbl NMPAKTUYECKOI'0 3aHATHUSA 110 TEME 4.3 MexcereBble IKPaHbI

bpanamaysp Windows. Pa3paboTka npaBui MEKCETEBOTO SKPaHUPOBAHUSL.
Bupryansnas undpacrpykrypa Eve-NG.
MeskceTeBol 3KpaH Ha rpaHuile ceTH. HacTpoiika mpaBuiI MeXCETeBOro SKpaHHUPOBAHHUS.

TeMbl NMPAKTHYCCKOI'0 3aHATHA 110 TEME 5.1
BBenenue B KmeTorpa(]mquRne METO/JbI 3allIMTHI mubopMamm

. Uctopuueckue mmdps! mudpoBaHue U pacumppoBaHue.

,}IOHOJ'IHI/ITCJILHBIC 3alaHudA JId CAaMOCTOATEC/IBHOIO PEIICHU S

JonosnuTebHbIE 3a1aHus 110 TeMe 1.1 [IpaBoBble 0CHOBBI 00ecneyeHust
HH(OPMAIHOHHOMH 0€30IaCHOCTH

Kakas wndopmarmus mpexacrasmsier s Bac niennocts? Kakue xapakrepuctuku
nHpopmanoHHOK 6e30macHocTH Bl Ob1 X0TEnM 0b6ecneyuTs it TakoH HHpOpMaIu?
Bri6epete xakoii-nu6o By neHHo A Bac unpopmannu. B kakux ¢popmax MokeT ObITh
MIpe/ICTaBJIeH 3TOT BUJ MHGOpMaAUK?

[Ipoananu3upyiTe: K KaKMM BUJaM TaliH Bbl MokeTe nMeTh TocTyn?

[Ipoananu3upyiite: Kakue CBA3aHHbIE ¢ BaMu 1aHHbIE MOTYT SIBISITHCSA TallHaMU?

JdonmosHuTe/bHBIE 3a1aHus 110 TeMe 1.2 3ammTa nepcoHaAJIbHBIX JAHHBIX

Onumure cxemMy WH(OOPMAIMOHHBIX IMOTOKOB Bammmx TEpCOHATBHBIX JaHHBIX B
YHuBepcurere.

Onumure cxeMy HHGOPMAITMOHHBIX MTOTOKOB Bammx nepcoHaabHbIX JaHHBIX B baHke.
[Ipoananu3upyiite: Bcerma au (Koraa 3To0 HeoOXxoaumo) ¢ Bac B3umaror coriacue Ha
00paboOTKy TEPCOHANBHBIX AaHHBIX? Bcerma M 3TO MPOMCXOTUT B COOTBETCTBHH C
3aKOHOJIATEJILCTBOM?

[Ipoananu3upyiiTe: B Kakux CUTyanusx Bwl maBamu corjacue Ha oOpaboTky Bammmx
cnenuaibHbIX JaHHBIX? He ObU10 JIH 3TO M3IUIIHUM?

[Ipoananuzupyiite: B Kakux CUTyaluusx Bwl ngaBanu corjacue Ha o0paboTky Bammx
OnomeTpHuuecknX MqaHHbIX? He ObLI0 JI1 3TO M3IHITHUM?

JonoaHuTebHbIE 3a1aHus 10 TeMe 1.3 Oprann3aunoHHble OCHOBBI 00ecreYeHus
HH(OPMAIMOHHOI 0€30MACHOCTH

PazpaOoTaiiTe Mosiens HapymuTens Ui Bamiel qomamHeit nHGOpMalMOHHOM CUCTEMBI.
PazpaboTaiiTe MOJIesIb HAPYIIUTEINS A1 KOMIBIOTEPHOI'O KJlacca Y HUBEPCUTETA.
Pa3paboraiite monens yrpo3 st Bameit qomaniael nHGOpMallnOHHON CUCTEMBI.
PazpaboTaiiTe MOJIesIb HAPYIIUTEINS A1 KOMIBIOTEPHOT'O KJlacca Y HUBEPCUTETA.
IIpemnoxxure cpeacTBa 3amuThl MHGOpMaruu a1 Bameit tomamisneit ”HGOpMaLMOHHOM
CUCTEMBI.

[Ipemnoxkure  cpenctBa  3amUThl  WHGOPMAMKU  JUISI  KOMIIBIOTEPHOTO  KJjacca
YHusepcurera.

Jlono/iHMTeIbHBbIE 32a1aHHUA 110 TeMe 2.1 ApXuTeKTypa KOMIIbIOTepa
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1. WU3yunte Bam nepcoHanbHbI KOMIBIOTEP M COBPEMEHHBIE T'aJUKETHI, KOTOPHIMU BbI

noJib3yerech. CpaBHHTE MX XapaKTEPUCTUKU: OBICTpOJeiicTBHE, 00BEM ONEpaTUBHOU H
BCIIOMOTaTENbHON MTaMSTH, CKOPOCTh A0CTyIa B IHTEpHET.

JononHuTeIbHBIE 3a1aHus 0 TeMe 3.1 BBenenne B muH(pOpMaIHOHHYIO 0€30NIACHOCTH

Pwnh e

OnepanMuoOHHBbIX CUCTEM

OC Windiws
Ortkpoiite 6pay3ep Internet Explorer. Haiinute ero naentudukatop mpoiecca, OTKPITHIC
coelMHEeHUs U 0a30BbIil IPUOPUTET.
Ortkpoiite Opay3ep Chrome. Haiinure ero uaeHTUHKATOp MpoIlecca, OTKPBITHIC
coelMHEeHUs U 0a30BbIil IPUOPUTET.
3anycTtute npuioxenue «bnokHot». Haiinure ¢daitnsl oTKpbITEIE MpoiieccoM «bIoKHOT»
¢ noMo1ubto yruiutel Process Explorer.

OC Linux
Haiigure nate cambIx TpeOOBAaTEIBHBIX K TAMSTH MTPOLIECCOB.
OrTkpoiite Opay3ep U HAUUTE OTKPBIThIE COETUHEHUSI.
BeiBequte copepxumMoe aupekropun /etc.
Brisenute comepsxkumoe aupekropuu /etc/schedule.

JonosiHuTeIbHBIE 3a1aHusl 10 TeMe 3.2 UHpopmannoHHasi 6€30MacHOCTh
onepauMoHHbIX cucTeM cemeiictBa Windows

Cospaiite moJsb3oBarenst «Amnucay. Hasznaubte el maposb. Cozmaiite rpynmy
«HenoBepeHHbIE MOJIb30BATEI.

Co3znmaiite aupekTopuio, coaepkamryro ¢aiasl. HazHaubTe Anuce mpaBa J0CTaTOYHBIC
JUI OTOOpa)KeHUs CIIMCKOB (DaiiIoB M MEepexo 0B B AUPEKTOPUU U €€ MOIIUPEKTOPUSIX, a
TaKKe 4YTeHUs (aillioB B JUPEKTOpUU U ee mojgaupexropusx. IIpoBeppTe, uto Ajmca
MO>KET IPOCMAaTPUBATD (PAIIBL.

3anpetute rpymnne «HemoBepeHHble MOIB30BaTENN» OO0 JHOCTYm K CO3AaHHOMN
JTUPEKTOPHH, €€ MOJJIUPEKTOpUsAM, a Takke K (aiiaM BHYTPH AUPEKTOPUH H €€
MOTUPEKTOPHUIA.

JlobGaBbTe Anucy B rpymnny «HenoBepennsie noas3oBatenu». [IpoBepbTe, uro Ammca He
CMOKET MPOCMaTPUBATh (hailiibl B AUPEKTOPHUU.

JonosiHuTeIbHBIE 3a1aHus1 IO TeMe 3.3 UHpopmanmoHHasi 6€30MacHOCTh
ONepanMoOHHbIX cUCTeM ceMmeiicTBa Linux

Coznmanite mnonb3oBatens «Aismca». Hasnaubre e mapons. Cosgaiite rpymnmy
«HenoBepeHHbIE I0IB30BATEIN.

Co3pnaiiTe aupeKkTopuio, cojepxairyto ¢aiipl. HazHaubTe Anuce mpaBa JAOCTaTOYHBIE
JUI OTOOpa)KEeHUs CIIUCKOB (hailyioB M NMEePEX0/I0B B TUPEKTOPUH U €€ MO JIUPEKTOPHUSIX, a
TaKke yTeHus (ailloB B TUPEKTOPUM M ee mojuupekropusx. IIposepbre, uto Anmca
MOJKET YUTATh (ailiIbl.

C nomoupro cmnMcka KOHTPOJS JOCTYNOB 3ampetute rpymne «HenoBepeHHble
M0JIb30BATEIN» JII000M NOCTYyn K BbIOpaHHOMY (aitny BHyTpu aupekropuu. [lomensiite
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BJIaJIeNblia 3TOrO (paiiia Ha CyNeproib30BaTeNs cucTeMbl. Pa3pemmre B 6a30BbIX MpaBax
JOCTYII K BBIOpaHHOMY (haiiny kogom 600.

4. JloGaBeTe Anucy rpynny «HemoBepeHnnsie mospzoBaTenu». IIpoBepbre, uTo Anmca He
CMOXET MPOYUTATh BEIOPAHHBIN (haii.

I[OHOJIHI/ITCJILHBIC 3aJJaHUA 110 TEME 4.1 BBenenue B APXUTEKTYPY JOKAJIBbHBIX
BBIYUCJIUTEIbHbBIX CeTEeH

1. TlpoBepbTe MAOCTYNMHOCTH JIOOOTO HCHOJIB3yeMoro Bamu modtoBoro cepeepa ¢
HCIIOJIb30BAHUEM YTWJIATHI Telnet. Crnenyiite cTaTbhe
https://docs.microsoft.com/ru-ru/exchange/mail-flow/test-smtp-with-telnet?view=exchser
ver-2019 u caMmocTOSTEIIBHO.

2. Hactpoitite moury B moutoBoM kiuente Thunderbird. Crenyiite crathe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;.

3. Paspabotaiite GUIBTPHI 11 TPOCMOTpa ToJIbKo ucxoasanux ICMP-3ampocos. Crenyiite
crarbe https://habr.com/ru/post/211042/.

JonosHuTeIbHBIE 3a1aHusA 10 TeMe 4.2 CeTeBble YTpo3bl H METO/AbI NPOTHBOAEHCTBUSA
UM

1. TIpoBemuTe MOWCK YS3BUMOCTEH Ha CBOEM JOMAIIHEM IEPCOHATBHOM KOMIIBIOTEPE,
O3HAKOMBTECH C OIIMCAHUEM BBISABICHHBIX YﬂSBHMOCTeﬁ, ONpCACIIMTE HACKOJBKO OHH
KpuTU4HbI N0 mkane CVSS, u ycTpaHure ux.

2. Ilpomepwre, yctpaneHa sm ys3Bumoctb CVE-2017-0144 wa BameMm JomariHem
KOMIIBIOTEPE, M YCTaHOBUTE OOHOBJIIEHHE OE30MACHOCTH B Cllyyae, €Clid YA3BUMOCTh
MPUCYTCTBYET. Cnenyiite CcTaTbe
https://support.microsoft.com/ru-ru/help/4023262/how-to-verify-that-ms17-010-is-install
ed.

3. Uzyuure ys3Bumocts CVE-2014-0160, cnemys crateam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.
pdf. TlepBas cTaThs MpeaCTaBISCT COOOM HEOOBIIOW KOMUKC, MOKA3bIBAIOLIUH,
HACKOJIbKO OINacHa U JIETKO HCHOJIb3yeMa 3Ta YA3BUMOCTb. BTopas cTaThs mpeacTaBiisieT
co00i1 moApoOHOE OnMcCaHue YSI3BUMOCTH, MTOCIECTBUS €€ UCIIOIb30BAHUS U PUCKH.

JlonosiHuTeIbHBIE 3a1aHusI 0 TeMe 4.3 MexceTeBble IKPaHbI
1. 3amenute y3nbl Hacker u Victim Ha y3ibl 1OJ yHIpaBJIC€HHEM OIEPALMOHHOM CHUCTEMBI
Windows u ob6paTurech K UX CETEBBIM pecypcaMm 1o npoTtokosry SMB. Crnenyiite crathe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-ho
st-on-the-eve/.

Jlono/iHMTeIbHBbIE 3a1aHusA 110 TeMe 5.1 BBeienne B kpunrorpagpuyeckue MeToIbl
3alMTHI HHPOPMALMHU

1. 3amudpyiite u pacmmudpyiire coodmenue «5 Tebs mobmro!» BceMu U3BECTHHIMU Bam
HUCTOPUYECKUMHU MU Dpamu.

Kpurepun oneHKH NPaKTHYeCKOT0 3aHATHS.
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3a mpakTH4YecKoe 3aJ[aHue BBIMIOJNHIETCS OJHA M3 OLEHOK: «OTJHYHO», «XOPOLIO»,
«yJ0BJIETBOPUTEILHO», KHEYI0BJIETBOPUTEILHO.

OneHka «OTJMYHO» BBICTABJISICTCS, €CIIM CTYACHT aKTUBHO Pa0OTaeT B TEUEHHE BCETO
MPAKTUYECKOTO 3aHATHS, JaeT BEpHbIE W TOJHBIE OTBETHl HA BOMPOCHI MPENOJABATENS H
MOKA3bIBAET TPH ITOM TIIyOOKOE OBJIAJCHHE JICKIIMOHHBIM MaTE€pHalioM, BCE YaCTH 3aJaHHUs
BBITIOJTHEHBl BEPHO (JOMYCKAIOTCS HEOOJbIINE HETOYHOCTH, HE SIBIISIOMIMECS CIIEICTBHEM
HE3HAHWs WM HEMOHMMaHUs ydeOHOro Mmarepuana). Pabora BBINOJHEHAa CaMOCTOSATENBHO.
Pabota cnana ¢ cobmrogenuem Beex cpokoB. CoOmoAeHbI Bee paBuia 0(popMIIeHHUS.

OneHka «XOpoOLIO» BBICTABISIETCS, €CIIM CTYJIEHT aKTUBHO PabOTaeT B TEUEHHE BCETO
MPAaKTUYECKOTO 3aHATHS, JaeT BEpHbIE, HO BO3MOXHO HEIMOJHBIE OTBETHl HA BOIPOCHI
MIPETo/IaBaTellsl U MOKAa3bIBACT MPU STOM CBOOOJHOE BIIAJICHUE JIEKIIMOHHBIM MaTepHajioM, BCe
YacTH 3aJlaHMs BBITOJHEHBI BEPHO (JOMYCKAIOTCS HETOYHOCTH, HE SBIISIONIMECS CIIEICTBHEM
HE3HAHUs WM HEMOHMMaHWs YydyeOHoro wmarepuana). PabGota B 1eI0OM  BBITIOJIHEHA
CaMOCTOSITEIIEHO, BO3MOYKHO C KOHCYJIbTalMel mpernoaasarens. PaboTta cnana ¢ cobmrogeHueM
BCEX CPOKOB. JlomyckaroTcsi He3HaYUTENbHbIE HEJ0UEThl B 0()OPMIIEHHH.

OneHka «yJ10BJIETBOPUTEIBLHO» BBICTABIISICTCS B TOM ClIy4ae, KOTJa CTYJICHT B LIEIOM
OBJIAZICTT CYTHIO BOTIPOCOB IO JTAHHOHM TeMme, OOHApYKMBAaeT 3HAHUE JEKIIMOHHOTO MaTephaa.
[Tpu >TOM Ha 3aHATHH BeleT ce0s MAaCCHBHO, A€T HEMOJHBIE OTBETHI HA BOIMPOCHI, JOMYCKAET
OIIMOKH TP OCBEIIEHUH TEOPETHYECKOTO MaTephalia, He MOKET 00OOIIUTh M CIENaTh YeTKHE
JIOTHYECKHe BbIBOJABI. PaboTa cmana c omo3manueM He Oosiee NBYX 3aHATHH. Jlomyckarorcs
HE3HAYUTENIbHBIC HEJT0UETH B 0(hopMIICHHN.

OneHka «Hey10BJIeTBOPUTEIbHO» BBHICTABISIETCS B CiIydae, KOTJa CTYACHT OOHAPYKHUIT
HECOCTOSITEIBHOCTh OCBETUTH BOIPOCHI UM BOIIPOCHI OCBEIICHBI HEMTPABUIBHO, OECCUCTEMHO, C
rpyObIMH  OmIMOKaMH, OTCYTCTBYIOT TIIOHMMAaHHUSI OCHOBHOW CYTH BOIIPOCOB, BBIBO/JIBI,
00001IeHNs, OOHAPY)KEHO HEYMEHME pemarh ydeOHble 3amadr. OOydaromuiicss HE MOXKET
BBITIOJTHUTH paboTy Oe3 momoIu npenoaaBatens. Pabora caana ¢ HapyeHHEeM CPOKOB (TI031HEe
4yeM uepes JBa 3aHATus). B opopmiieHnn npucyTCTBYIOT 3HaYUTENbHbBIE HEJOYETHI.

1.2 Cnucoxk BONpocoB u (MJIH) 3a1aHUI /IS MPOBeIeHUsI MPOMEKYTOYHOM aTTecTallun

Bomnpocsl k 3a4ety

=

OcHoBHBIE TIpaBa Tpaxaad B cepe 00pabOTKH U 3alUTHl HHPOPMAIIHH.

2. OcCHOBHbIE NMPUHLMUIIBI IPABOBOTO PETyaHpOBaHMs B 001acTH 00pabOTKU U 3alUThI
nHpOpMaIuu.

3. Hudopmanus. OcHOBHBIE CBOMCTBA 0€30MaCHOCTH MH(GOpMaLUU: KOHPUACHIINATBHOCTD,
L[€JIOCTHOCTb, JOCTYITHOCTb.

4. Bunel nHpopManmu N0 HOPSAKY 1OCTYyIA U pacpOCTPAHEHUSL.

5. Orpanuuenue aoctyna k uHpopmanuu. 3ammra uHGopmaru. OOBEKTHI 3aUThl. Bubl

TalH.

WNHubopmalioHHbIE TEXHOJIOTUN U HH(POPMAITMOHHBIE CUCTEMBI.

Ob6nanarens HHGOPMAIIUK U OTIEpaTOp UHPOPMALMOHHONW CUCTEMBI.

OTBeTCcTBEHHOCTH B chepe 00pabOTKM U 3aIUThl HHPOPMALIUH.

[lepcoHanbHbIE TaHHBIE U TPUHIMIIBI X 0OPaOOTKH.

10. Busbl nmepcoHaNIbHBIX TaHHBIX: CHEIMAIbHbIE, OMOMETPUUECKUE U OOLIEIOCTYIHBIE.

11. YcnoBust 00pabOTKU EPCOHATBHBIX JAHHBIX.

12. Cornacue Ha 00pabOTKy NEPCOHATBHBIX JAHHBIX.

13. TpancrpannyHas nepeiadya NepcoOHaIbHbIX TaHHbIX.

14. TIpaBa cyOBEKTOB NEPCOHATIBHBIX TaHHBIX.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

38.
39.
40.

41.
42.
43.
44,
45,
46.
47.
48.
49,
50.
o1.
52.
53.
54,
55.
56.
S7.
58.
59.
60.
61.
62.

Omneparop nepcoHaNbHBIX JAHHBIX U €T0 00S3aHHOCTH.
Mepsl obecrieueHHs 6€30MaCHOCTH MEPCOHATBHBIX JTaHHBIX.
KoHTposs 1 Ha/130p 32 BRIIIOJHEHHEM Mep 110 00ecrieueHII0 0€30IacHOCTH.

Y10JIHOMOYEHHBIN OpraH Mo 3allUTe NPaB CyObEKTOB IEPCOHAIBHBIX JAHHBIX.

[TocnenoBaTenbHOCTH JEHCTBUI 1O 3amUTe HHPOPMALIUH.
BrrsBiienue u aHanmu3 HHQOPMAITMOHHBIX aKTUBOB.
dopmupoBanue TpeOOBaHUH 110 3aIUTEe HHPOPMALIUH.

[Toxoap! K MOJIEIMPOBAHHIO HAPYIIUTENCH HHPOPMAIIMOHHOHN 0€301acHOCTH.

Yrpo3bl THGOPMAITMOHHON 0€301TaCHOCTH.

CpencrBa 3aniuThl HHGOOPMAITHH.

[Ipoueccopsr.

OcHoBHas (K311 U OTIepaTUBHAs) TAMSITh.
BcnomorarenbHas namsTh.

YcTpolicTBa BBO1a-BbIBOA (IIIMHBI, MOHUTOPBI, IPUHTEPHI).

YcTpoiicTBa BBO1a-BbIBOJIA (KJIaBUATYPhl M MBIILH, BEO-KaMepbl, MUKPO(OHBI).

OO6muit cnoco6 xpaHeHust 1 00padOTKHU HH(GOPMALIUU B KOMIIbIOTEPE.
[TonsiTHs onepanoHHOM U (aitIoBOM cUCTEM.

Cy0ObeKTbl, 00bEKThI, METO/IbI U TIpaBa A0CTYIA, IPUBUJIETUN CYOBEKTa JOCTYIIA.

JIMCKpEMOHHOE YIIPaBICHHUE JOCTYIIOM.

MaHaTHO€E yIpaBJIeHHE TOCTYIIOM.

Wnentuduxarms, ayreHTU(GUKALNS U aBTOPU3ALUS.

VYrpasseHue T0CTyIIOM B ONIEPAIIMOHHBIX cucTeMax cemerictsa Windows.
WNnentudukanms, ayreHTHQHUKANHUSA W aBTOPH3AIHMS B  OINEPAUOHHBIX
cemeiictBa Windows.

Peanuzanus aynuTa B ONEepaliMOHHBIX cucTeMax cemerictsa Windows.
VYrpasjeHue I0CTyIIOM B ONEPAIIMOHHBIX CHCTEMax cemericTBa Linux.
WNnentudukanms, ayreHTHQHUKANHUS W aBTOPH3AIHMS B  OINEPAMOHHBIX
cemeiictBa Linux.

Mopens |SO/OSI.

ApXHUTEKTypa ¥ OCHOBHBIE IIPOTOKOJIBI JIOKATbHBIX BRIYACITUTEIIBHBIX CETCH.
Knaccugukanuu ceTeBbIX yrpos, yI3BUMOCTEH U aTak.

CeTteBble aTaky Ha pa3In4YHbIX ypoBHAX Mozaeau ISO/OSI.

Knaccugukanus BpeioHOCHOTO TPOTPAMMHOTO 00ECTICYCHHSI.

[Tpu3HaKK PUCYTCTBUS BPEAOHOCHOTO IPOTPAMMHOTO 00ECTICUCHHSI.
Metoap1 00HAPY)KEHHSI BPEIOHOCHOTO IPOIPaMMHOT0 00eCICUeHHUSI.

MecTo ¥ posib MEXKCETEBBIX SKPAHOB B 00ECIICUCHUH CETEBON OE30MaCHOCTH.
Knaccugukanus MexceTeBbIX 3KpaHOB.

OCHOBHBIC BO3MOXHOCTH MEXKCETEBBIX IKPAHOB.

JIOCTOMHCTBA U HEJIOCTATKU MEKCETEBBIX SKPAHOB.

[Toctpoenue nmpaBui GpuIbTPAIHH.

Kpunrorpadust npeBHero Mupa.

Kpunrorpadust cpeiHUX BEKOB.

Kpunrorpadus smoxu Bo3poxaeHus.

Kpunrorpadus HoBoro BpemeHu.

CuMMeTpUYHas ¥ ACHMMETPHYHAs KpUnTorpadusi.

BBIUMCIIUTENBHO CIIOKHBIC 331a9K MATEMAaTHKH.

Kpunrocucrema RSA.

[onsiTue KpunTorpaguUECcKOro MPOTOKOIA.

CBoiicTBa MPOTOKOJIOB, XapaKTEPU3YIOIINE X O€30MaCHOCTb.

Cxembl 11u(pOBOI MOIMHCH.
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HpaBI/IJIa BBICTABJICHHUA OIICHKH HA 3a4€TeC.

B mporiecce 3adera TpeOyeTcs OTBETUTh HA OJMH M3 MPHUBEICHHBIX BbIIIE BOmpocoB. Ha
MOJrOTOBKY K OTBETY JaeTcs He MeHee 1 akageMu4eckoro Jaca.
[To mToram 3auera BBICTABIISIETCS OJIHA U3 OLICHOK: «3a4TEHO», «HE 3a4TCHOM.

Onenka «3a4TeHO» BBICTABISIETCA CTYIEHTY, KOTODBIM JEMOHCTPUPYET BIAJCHUE
CoJIep’)KaHWEM MaTrepuajia U MOHITUWHBIM anmnapaToM TEOPUHU IICEBJIOCTy4YailHbIX T'€HEPaTOPOB;
YMEET CBSI3bIBAaTh TEOPHIO C NMPAKTUKON. B 0TBeTe MOTyT NOMYCKaThCs OT/AEIbHbIE HETOYHOCTU
(HeCyIIeCTBEHHbIE  OLIMOKHM), KOTOpbIE  HCHOPABIAIOTCS ~ CAMHM  CTYJEHTOM  IIOCIE
JOTIOTHUTEIBHBIX U (MJIM) YTOYHSIONIMX BOINPOCOB 3K3aMeHaTopa. Ha yacTh AOMOJHUTENbHBIX
BOIIPOCOB CTY/IEHT MOJKET HE JIaTh OTBET WJIN AaTh HEBEPHBIN OTBET.

Ounenka «He 3a4TeHo» BBICTaBIAETCA CTYACHTY, KOTOPBIA  JIEMOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHbIE 3HaHHUA; OECTIOPSI0YHO U HEYBEPEHHO HU3JIaraeT maTepual; He
YMEET BBIJIENSATH IJIaBHOE U BTOPOCTENIEHHOE, HE YMEET COEIUHATh TEOPETHUECKUE MOJIOKEHUS C
MIPaKTUKOM; JOMycKaeT rpyOble OMMOKHU MPH ONpEeIeHUH TIOHATHH, BCIEICTBUE HETIOHUMaHUS
UX CYHIECTBEHHBIX U HECYIIECTBEHHBIX MPU3HAKOB U CBSA3€H; JaeT HEMOJHbIE OTBETHI, JIOTUKA U
MOCJIEIOBATEIbHOCTh M3JI0KEHHUSI KOTOPBIX MMEIOT CYIIECTBEHHbIE U MPUHIMNHAIbHBIE
HapylIeHHs, B OTBETaX OTCYTCTBYIOT BbIBOJBI. J[OMOJIHUTENbHbIE W YTOYHSIOIINE BOMIPOCHI
9K3aMEHAaTOpa HE TMPHUBOJAT K KOPPEKIMHM OTBETOB cTyAeHTa. Ha OCHOBHyIO YacTh
JIOTIOTHUTEBHBIX BOIIPOCOB CTYAEHT 3aTPYAHSIETCS 1aTh OTBET WM Jae€T HEBEPHBIE OTBETHI.

Onenka «He 3a4TeHO» BBICTABIIAETCS TAKXKE CTYACHTY, KOTOPBIN B3sUI SK3aMEHALMOHHBIN
OuJIeT, HO OTKA3aJICs 1aTh HA HETO OTBET.
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IIpunosxkenne Ne2 k paGoueii nporpamMme JMCIHILTHHBI
«be3onacHOCTb B COBpeMEHHOM HH(OPMALIMOHHOM cpeae»

MeToauueckue YKazaHusd NJist oﬁyqalomnxca 10 OCBOCHHIO JUCHHUILJIHHBI

OcHoBHOU (hopMO¥ HM3JI0kKEHHS Y4eOHOTO MaTepuaia Mo AUCHUIUIMHE «be30rmacHoCTh B
COBPEMEHHOW HWH(OPMAIIMOHHOW Cpefie» SBISIOTCS JICKIUU, YTO CBS3aHO, TPEXKIE BCEro, C
HOBU3HOM MaTepuaina st oOydaromuxcs. [1o O0JBIIMHCTBY TEM MPEAYCMOTPEHBI MPAKTHUYECKUE
3aHATHUS, LENBI0 KOTOPBIX SIBJISETCS 3aKPEIUICHHE JIGKIIMOHHOTO MaTepHasia MyTeM PEelICHUs
CHEIHAILHBIM 00pa3oM M0100paHHBIX MPAKTUICCKHIX 33]1ad.

JInst  yCmemrHoro  OCBOEHHUSI  JUCHUIUIMHBI  Ba)XXHO  CaMOCTOSITEIbHOE  M3y4deHUE
TEOPETUYECKOTO0 Marepuajia M peIICHHEe TNPAKTUISCKUX 3a7]ad, KaKk B ayIuTOPHH, TaK |
CaMOCTOSITEJILHO B KAYECTBE CAMOCTOSITEIbHOM paboThl. [Iprmepsl pemeHus 3aiad pa3ouparoTcs
Ha JICKIUSAX W TPAKTHYECKHUX 3aHATHSX, MPH HEOOXOJIMMOCTH TIO0 HamboJiee TPYAHBIM TeMaMm
MIPOBOJIATCS JIOTIOTHUTEIbHBIC KOHCYIIbTaliui. OCHOBHAS II€JTb PEIICHUS MPAKTHYCCKUX 3319 —
MMOMOYh YCBOWTH OCHOBHBIE TOHSTHS HWH()OPMAIMOHHOW O€30MacHOCTH, WX OIpPEACICHHS, a
TaKke OCHOBHBIE METOJBI M CpeAcTBa obOecmedeHus nHPopManmoHHOW Oe3zomacHoCcTH. [limst
pereHus 3a1a4 He00X0IMMO HE TOJIBKO 3HAaTh, HO U TIOHUMATh JICKITMOHHBIN MaTepuai. [loatomy
B TIPOIIECCe M3YyUEHUS AUCIUIUTMHBI PEKOMEHIYETCS PEryJsipHasi paboTa ¢ KOHCIIEKTaMH JICKITUI
U PEKOMEHIOBAHHOM JINTEPATYPOH.

Bonbioe BHUMaHWE MOMDKHO OBITH YIEJIEHO CaMOCTOATENbHON paboTe. B kadectBe
3aIaHUK 71 CaMOCTOSITEIPHOM pabOTHl JOMa CTYACHTaM TPEAJIararoTcs 3a/aud, aHaJOTUIHBIC
pa300paHHBIM Ha JIEKIHAX U MPAKTUYECKUX 3aHITHIX WIH CXOXKUE C HUMU.

Jlis mpoBepKM W KOHTPOJIS YCBOEHHUS TEOPETHUECKOro MaTepuaia, MPHOOPETEHHBIX
MPAKTUYECKUX HABBIKOB PaOOTHI C OCHOBHBIMU MOHATHSIMH B T€UEHHE OOYYEHMS MPOBOJSATCS
MEpPOTIPUATHS TEKyIeH aTTecTallud B BUJE TeCTUpOBaHUN. Takyke MPOBOISATCS KOHCYIbTAIL[UU
(mpu HEOOXOJMMOCTH) MO JICKIIMOHHOMY MaTepually M pa300py HEKOTOPBIX 3aJaHui IS
CaMOCTOSITEIHHOU pabOTHI.

B KkoHIle wW3y4YeHHS IUCHUIUIMHBI CTYACHTHI CAAlOT 3aueT. 3ayeT MpPOBOJUTCSA Ha
OCHOBAHUU BBITIOJHEHUS TECTOBBIX 33JaHUI M coOeceI0BaHUsI HA OCHOBAaHUH CIIMCKAa BOIIPOCOB
K 3a4€Ty, KOTOPBI 0XBATHIBAET MOJHOCTHIO BCIO IPOTpaMMy AUCIUILTUHBL

YyedHO-MeTOANYIECKOE 00ecTIeueHne
CaMOCTOSITEJIbHOM Pa00THI CTYIEHTOB 10 JUCIHILINHE

Jy1s camocTosITeNIbHOM pabOThl PEKOMEHTYeTCsl UCTIOIb30BaTh CIASAYIOIIYIO YUYeOHYIO
JTUTEpaTypy:

1. Tanenbaym D. Apxutekrypa kommbtorepa. / O. Tanenbaym; [mep. ¢ anra. HO.
I'opoxosckoro, /JI. HluntskoBa] - 5-e wsa. - CII6.: ITlurep, 2013. - 843 c.
(axagmeMuyecKoe H3I0KEHHE MaTepHala 1o apXUTEKType KOMIIBIOTEpa).

2. Tanenbaym 3. CoBpeMeHHbIE omnepanuoHHble cuctembl. / J. Tanenbaym, X. boc;
[mep. c anry. A. JleontseBoit, M. MansimeBoii, H. Bunsunnckoro] - 4-e u3zn. - CII6.:
IMutep, 2019. - 1119 c.: wun (akageMuyeckoe U3JIOKEHHUE MaTepuana To
OTEpaIlMOHHBIM CHCTEMaM).

3. Tanenbaym O. Komnbiotepusie cetu. / 3. Tanenbaym, /. Yazepom; [mep. ¢ anrm. A.
I'pebenbkoBa] - 5-e uzn. - CIIG.: TTurep, 2019. - 955 c. (akamemMudeckoe U3MOKEHUE
MaTepuana Mo KOMIBIOTEPHBIM CETSIM).

4. Andepon A.Il. OcHoBbI kpuntorpaguu. Yuednoe nocodue. / A.Il. Andepos, A. IO.
3yooB, A.C. Kysemun, A.B. Uepemymkun. M.: TI'emmoc APB, 2005. 480 c.
(axkagmeMuuecKoe M3I0KEHHE MaTeprana o Kpunrtorpadun).
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