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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Hensto kypca «Baenenne B DevSecOps» SBISIETCS O3HAKOMJIEHHUE CTYJIEHTOB C
OCHOBOIOJIAralOIIMMHU TPUHIUIAMH 3alUThl UHPOPMAIMH C MOMOIIBI0 KPUNTOrpapUUecKux
METOJIOB ¥ MPUMEpaMH peau3allii dTHX METOJIOB Ha mpakTuke. CopaeiicTBre (GOpMUPOBAHUIO
MPAKTUYECKUX  HABBIKOB  IOCTPOCHMSI CHCTEM  3allUThl  MHpOpMAIMHM, MpUMEHEHUE
MaTeMaTHYECKUX METOJIOB B MH(POPMALMOHHOM O€301IaCHOCTH JIEKTPOHHOTO OHU3Heca.

2. MecTo TMCHUIIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

JlanHast AMCUUILIIMHA OTHOCUTCS K 0053aTeIbHON YacTH 00pa30BaTEIbHON MPOTrpaMMBbl U
SBIISICTCSA JJIEKTHBHON auciuiinHoi. OHa sBISETCS 4YacThbio siipa OOpa3oBaHHMS B CHCTEME
oOydeHuss MeTojgaM Kpunrorpapudeckod HHGPOpPMAIUMU, COCTOSIIETO W3  JTUCHUILUIUH
«Kpuntorpapuueckue Meronsl 3amMThl HHGOpMaNMKU», «TEeOpEeTHKO-YHCIOBBIE METOIbl B
kpuntorpadpuu», «lIporpammHo-anmapaTHble  cpeacTBa  oOecrieueHUs:  Oe30MacHOCTHY,
«Kpunrorpapudeckne mpoTokonb. M3ydeHue AMCUMIUIMHBI OazuMpyeTcs TakkKe Ha Kypcax
«Anrebpay, «Teopus BepoaTHoCTe», «Teopus uncemn».

3. [lnanupyeMble  pe3yJbTaThl OOy4YeHHS] 1O JUCHUIJIHHE, COOTHECEHHbIe C
IUIAHUPYEMBIMH Pe3yJIbTATAMH 0CBOEHHUSI 00Pa30BaTeJbLHOMH MPOrpaMMbl

IIponiecc um3ydeHUs JAUCLUUIUIMHBI HampaBleH Ha (OPMHUPOBAHUE  CIIEAYIOIIMX
komneTreHMi B coorBercTBUU ¢ ®PI'OC BO, OOII BO u npuoOpereHus clieyrolux 3HaHUMH,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1EATEIbHOCTH:

Dopmupyemas Ilepeyenn
KOMIETEeHIHs IJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHus
(xox M hopMyJIHpPOBKA)

OowenpodgeccuoHaJbHbIC KOMIIETCHIHH

OIIK-4 3HaTh:

O06agaet crnocoOHOCTHIO - IPUHIIMIIBI Oe30macHoi pa3pabotku [10;

MIPUMEHSATH METOIBI YMmers:

HAyYHBIX HCCJIEIOBAHUIA B | - OCYIIECTBISTH MEPHI TPOTHUBOICHCTBYSI HAPYIIICHUSM CETEBON

poheCCHOHATBHOMN 0€30IMaCHOCTH C MCITOJIb30BAHUEM Pa3IUUHbIX

JIESITEIIbHOCTH, B TOM YMCIIEe | MPOTPaMMHBIX M allllapaTHBIX CPEJICTB 3allHTHI,

B pabote Hax Bnapetn:

MCKIANCHUIITIMHAPHBIMHA U - HaBbIKaMU pa6OTBI C Hay‘IHO'TeXHH‘IeCKOﬁ

WHHOBAlIMOHHBIMH HHTepaTypOﬁ I10 TEMATUKE JUCHUIIJIINHEI.

MPOEKTaMHU

IIpodeccnoHanbHble KOMIIETEHIMH

IIK-4 3HaTh:

O06agaer crnocoOHOCTHIO - ocHOBHBIE 3a1auu DevSecOps;

NPOBOJMTH aHAIH3 U - METO/IbI aHAJIN3a KoJa Ha 0€30MacHOCTb;

y4acTBOBATh B pa3paboTKe | - Iepexo]] OT MOJIeNIn O€30MacHOCTH “‘3alluTa epuMeTpa’ K MOJICIH

MaTeMaTHYECKUX MoJIelell | “mocTpoeHre 0€30MacHOCTH Mporiecca pa3padoTku’”.

0e3onmacHoOCTH YmeTn:

KOMITBIOTEPHBIX CUCTEM - ucnonbs30Bath Docker KoHTEHHEPHI;
- HacTpauBath Kubernetes;
ITOPUTMBI HAa PAKTHUKE [IPU PELICHUH 3a1a4
KpUNTOrpa)uIecCKuMHU METOAAMHU;
- BBIABJIATH U YCTPAHATDH YA3BUMOCTH Ha BCEX 3Talax OT IPOCKTUPOBAHUSA
apXHUTEKTYPHI JI0 BbIBOjA B production;




- uarerpupoBats B CI/CD u ucnons3oBats uHCTpyMeHTHI 1B u3
CIIeIYIOIINX KaTeropyii: aHaiu3 Bo3MOkHbIX aTak (Threat Modelling),
aHaJIM3 UCXOAHOTO Koja Ha O6e3onacHocTh (SAST), mpuMeHeHHe 3alUThl
aist REST-API BHyTpu MUKpO-CEpBHCHBIX TIPUIIOKEHHI 1 Ha back-end,
npumenenne Web-Application Firewall (WAF), MmexxceTeBbIie SKpaHbI
HoBoro nokoneHus (NGFW), pydHoe 1 aBTOMaTH3NPOBAaHHOE
TecTupoBaHue Ha MpoHrkHoBeHue (Penetration Testing), MOHUTOPUHT
Oe3onacHocty u peakuus Ha cobeitusi B B (SIEM).

4. O0beM, CTPYKTYpA U CO/iepPKaHMe TN CHUTITHHbBI

OO01mmas Tpy10eMKOCTh TUCIUTUIMHBI COCTaBIsAeT 3 3a4eTHbIe enuuulibl, 108 akaa. gacos.

n/n

Tembl (pa3aeibl)
AUCIHUNIHHBI,
HX cojJep:KaHue

Cemectp

Buasbl yueOHbIX 3aHATHI,

BKJIIOYASI CAMOCTOSITEIbHYI0 padoTy

CTY/IEHTOB,
U UX TPYA0EMKOCTh
(B akageMHYeCcKHX Yacax)

KonTakTHas pabdora

JIEKITHHA

MPaKTUYCCKUE
nabopaTopHbIe
KOHCYJIbTAIN

aTTeCTAllMOHHBIE

HCTIBITAHUS

CaMOCTOATEIIbHas

paborta

DopMbI TEKYLIEr0
KOHTPOJISI yCIIeBaeMOCTH

dopMa NpOMeKYTOYHOM
arrecTanuu
(no cemecmpam)

BBoanas nexnus.
TepMuHBL, CTAaHIAPTHI U

meronuku Ub. Prinok Ub:

OCHOBHBIE TEH/ICHIIUHU U
WHCTPYMEHTHI JUIS
MoHuTOpuHTa. OCHOBHEIE
MPUHIUIIBI 00ECIICUSHUS
WH(POPMAITMOHHOM
0e30MmacHOCTH CTeKa
MIPUWIOKEHUN U

MHPPACTPYKTYPHI.

Pazbop ys3BumocTeit
OWASP Top 10 Web u
OWASP Top 10 - REST
API

YCTHBIH OIIpOC 110 TEME
3aHATUA

be3onachas paspaboTka u
YSI3BUMOCTH
POrpaMMHOr0 KoJa

VY CTHBIN OIpoc MO TeMe
3aHATHS

Beenenue B Docker
Pabora ¢ nanaeIMU U
cetsimu B Docker. Coopka
u ontuMmu3arus Docker-
o0pa3oB. ObecrieueHue
oesomacHoctu B Docker
KOHTeWHepax

IIpakTuueckas padora Nel

OCHOBHBIE KOMITOHEHTBI
Kubernetes.Obecnieuenne
0€30I1aCHOCTH B

[IpaxTrueckas pabora No2




Kubernetes

Ob6ecmieueHne
Oe3omacHoCTH
6 |HempepwIBHOI UHTErpammu | A | 2 2 2
Y HETIPEPBIBHOW JTOCTAaBKHU

(CI/CD)

YCTHBIN onpoc 1o Teme
3aHATHS,

AHanmu3 UCXOIHOTO KoAa
7 |Ha G6e3omacHocTh (SAST/ | A | 4 4 1 4 |Ilpaktuyeckas padorta Ne3
DAST/IAST)

[IpumMeHeHne 3aIuThI TS

REST-API BuyTpu Mukpo-
CEPBUCHBIX MPUIIOKCHHUN U
8 |ma back-end . Ilpumenenne | A | 2 2 1 2 |IIpaxtuueckas padora Ned
Web-Application Firewall
(WAF) nns 3ammter Web,
REST API, Bot protection

CoBpeMeHHEBIE CpeaCTBA
9 |mepumeTrpanbHOI Al 4 4 4
0€30MMaCHOCTH CETH

Y CTHBI OIpoc 0 TeMe
3aHATHSA

CpenctBa oOHapyKEeHUS
10 |meiicTBHII BHYTPEHHETO Al 2 2 4
HApYIIATENS

Y CTHBI OIpoc 0 TeEMeE
3aHATHA,

MoHUTOpUHT
0e301MacHOCTH U peaKius YCTHBIN ONpoc Mo TeMe
Ha coOwiTust B UB 3aHATHUSA

(SIEM/SOAR)

11

MogenupoBaHue yrpos u
TECTUPOBAHME Ha
IIPOHUKHOBEHUE. PydHoe n
12 |aBTOMaTHU3UpPOBaHHOE Al 2 2 4
TECTUPOBAHME Ha
MIPOHUKHOBEHHE
(Penetration Testing)

YCTHBIN ONpocC 1o TeMe
3aHATHUA

0,3 5,7 |3auer

UTOoro 30 | 30 6 0,3 |417

5. 06p330BaTeﬂbele TEXHOJOI'MH, B TOM YHCJI€ TEXHOJOIHHU IJIEKTPOHHOI0 oﬁyqe}mﬂ Hu
AUCTAHIIHOHHBIC oﬁpasonaTeanble TEXHOJOI'MH, MCHOJb3yEMbI€ IPH OCYIIECTBJICHUU
06pa30BaTeJII)HOF0 npouecca mo JTMCHUMIJInMHE

B nporecce oOydeHust HCTIOJIB3YIOTCS CIEAYIONINE 00pa30BaTEIbHBIC TEXHOIOTHH:

BBoaHasi JieKHMA — 1a€T IEpBOE LEJIOCTHOE NPEACTABICHUE O JUCUUIUIMHE U
OPUEHTHPYET CTYJEHTa B CHUCTEME H3Y4YCHHUS NAaHHON AUCHUIUIMHBL. CTYIEHTHI 3HAKOMSITCS C
Ha3HAYeHHEM U 3aJayaMU Kypca, €ro poJIbl0 U MECTOM B CHUCTeME Y4YeOHBIX TUCIHIUIUH U B
CHUCTEeME TIOATOTOBKHM B IienoM. JlaeTcsi kpaTkuii 0030p Kypca, UCTOpPHS Pa3BUTHS HAYKH W
MPAKTUKH, TOCTHKEHUS B ATOU cdepe, MMEHA U3BECTHBIX YUYCHBIX, U3JIaraloTcs MepCreKTHBHbBIE
HanpaBJIieHUs ucciaenoBaHuil. Ha 3Toi  JeKIMM  BBICKA3bIBAIOTCS  METOJIMYECKHE U
OpTraHHU3aIlMOHHBIE OCOOCHHOCTH pabOThl B pamMKax JaHHOW NUCIUIUIMHBI, a TakKe JaeTrcs
aHaJIN3 PEKOMEHIyeMOl y4eOHO-METOIMUYECKON TUTEPATYPHI.

AxkageMuyecKas JEKIHA ¢ 3jieMeHTaMu JeKInu-0ecenbl — I0CJIeJ0BaTEIIHLHOE
M3JI0)KEHUE MaTepuaa, OCYIIECTBIAEMOE MPEUMYIIIECTBEHHO B BHJIE€ MOHOJIOTA MIPENOAaBaTes.
DNeMeHThl JIeKIIMU-0ece bl O00eCNeurnBalOT KOHTAKT TMPENoJaBaTeNisi C ayauTOpued, dTo
MO3BOJISIET TPHUBJICKATh BHUMAaHUE CTYJACHTOB K HanmOojiee BaKHBIM TeMaM JUCIUIUIHHBI,



aKTUBHO BOBJIEKaThb MX B Y4eOHBIH mpolecc, KOHTPOJIUPOBATH TEMI H3JIOKEHHUS Y4eOHOTO
MaTepuaia B 3aBUCUMOCTH OT YPOBHS €TI0 BOCIIPUATHS.

IIpakTHYeckoe 3aHATHE — 3aHIATUE, ITOCBALIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUH M
HaBBIKOB I10 3aKPEIUICHUIO ITOJYYCHHBIX Ha JICKIIUY 3HAHUMH.

KoncyabTanum — BHJ y4eOHBIX 3aHATHH, SBISIOMIMKACA OXHOW M3 (GOPM KOHTPOJIS
CaMOCTOSITENIbHOW  paboThl  cTylneHToB. Ha KoHCymbTamusx 1o mpock0e CTYIEHTOB
paccMaTpuBaIOTCS HauOoJee CIOXKHBIE MOMEHTHI IPU OCBOCHHHM MaTepuaya IHCLUUIUIMHBL,
IIpernojaBaTesib OTBEYaeT Ha BOIPOCHI CTYIEHTOB, KOTOpBbIE BO3HMKAIOT y HHMX B IIpolecce
CaMOCTOSITENIbHON PaOOTHI.

6. [lepeyeHb JHIEH3HOHHOT0 W (WJIM) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPaMMHOIO
ol0ecrieyeHusi, MCNOJb3yeMOr0 NPH OCYLIECTBJIEHUM O00pPa30BATEeJBLHOIO Ipouecca 0
AUCHUILINHE

B mpouecce ocymectBieHuss 00pa3oBaTeNbHOTO  Mpolecca IO JUCHUIUIMHE
UCIIOJIB3YIOTCSA:

i (popMHpPOBAHUS MATEPHATIOB AJISl TEKYIIEro KOHTPOJISI YCIIEBAEMOCTH M MPOBEICHUS
POMEKYTOYHON aTTeCTallH, 1151 POPMUPOBAHUS METOTUIECKUX MAaTEPUAIIOB 110 TUCIUILIIHE:

- mporpammbl Microsoft Office;

- u3zareabckasa cucrteMa LaTex;

- Adobe Acrobat Reader.

- MikTeX (cBoboaHO pacmnpoctpansemoe [10).

7. IlepeyeHb COBpPeMEHHBIX MNPO(PecCHOHAIBHBIX 0a3 JAaHHBIX H HH(OPMAIMOHHBIX
CIPABOYHBIX CHCTEM, UCIIO0JIb3yeMbIX PH OCYIIECTBJIEHUH 00Pa30BaTEJIbHOI0 MPoLecca 1no
AUCUUIJIMHE (TPH HEOOXOAMMOCTH)

B npomecce ocymectBieHHs ~00pa3oBaTeNBHOrO — Ipolecca MO  JAUCLUIUIMHE
UCIIOJIb3YETCS:

- ABTOMaTu3upoBaHHas 6noOanoTeyHo-uHpopmannonsas cucrema «bYKNU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnexTpoHHas GubnmoTevHas cucrema «Jlanpy https://e.lanbook.com

- DnektpoHHas OubroTevHas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHas 6ubnuoTeyHas cucreMa «KOHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  [IONOJHHUTEJbHOH  y4yeOHOW JMTepaTypbl, pecypcoB
NHPOPMALMOHHO-TEJIeKOMMYHUKAIUOHHOH ceTn «WHTepHeT» (IpM He00XOAMMOCTH),
PEKOMEHYEeMBIX /ISl 0CBOCHHS IHCUMILIHHbI

a) OCHOBHAasl JIUTEpaTypa:
1. Moysr D. HUcnons3oBanue Docker - Mocksa: JIMK Ilpecc, 2017. - 354 c.
https://www.studentlibrary.ru/book/ISBN9785970604267.html

2. O.B.Kazapun, U.b. Ulyounckuii HagexHocTh M 0€30MaCHOCTh IMPOrPaMMHOTO
obecrieuenus: yaeOHoe mocooue s By3oB — MockBa: MznarensctBo IOpaiit, 2022, —
342 c. https://urait.ru/bcode/493262

0) 10MOJTHUTEJIbHAS JIUTEepaTypa



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://www.studentlibrary.ru/book/ISBN9785970604267.html
https://urait.ru/bcode/493262

1. Kpaxosckuii FO. M. MeTozp! 3amuThl nHpOpMaIMu: yuebHOe mocodbue /i By30B —
Cankr-IlerepOypr: Jlans, 2021. — 236 c. https://e.lanbook.com/book/156401

9. MaTepuajbHO-TeXHHYecKas 0a3a, HeOOX0AMMasl IJIsl OCYIeCTBJIEHUsSI 00Pa30BaTeIHLHOI0
npoiecca no JMCUMUIINHE

MartepuanbHo-TeXHUYEeCKasi 6a3a, HeoOxoIuMas AJisl OCYILIECTBICHHUS 00pa30BaTeIbHOIO
rpolecca 1o AUCLUIUIMHE BKII0YAeT B CBOM COCTAB CIELUAIbHBIE IIOMELICHUS:

- yueOHbIE ayIUTOPUU IJIs IPOBECHUS 3aHATUH JIEKIIMOHHOTO TUIIA;

- yueOHbIe ayTUTOPHUHU ISl IPOBEJICHHSI MPAKTUYECKUX 3aHATHN (CEMUHAPOB);

- yueOHBIE ayIUTOPUU AJIs1 IPOBECHUS TPYIOBBIX M UHAUBUYaTbHBIX KOHCYJIbTALIUM;

- yueOHble ayIUTOPHM JUIS TPOBEACHUS TEKYIIEro KOHTPOJS M IMPOMEKYTOUHOM
aTTeCTaluu;

- MOMEUICHHUS JJIsl CAMOCTOSITENIbHON pabOThI;

- IOMEIIEHUs JUIA XpaHEHUsT M NPOPHIAKTUYECKOTO OOCIYKUBAHUSI TEXHUYECKHX
CpeACTB O0yUYECHHS.

CreuuanbHble TOMEUICHUS YKOMIUIEKTOBAHBI CPEICTBAMHU OOYUYEHUS, CIY>KaIl[UMH IS
npezcTaBiIeHus yueOHoi nHpopManuy O0NBIION ayAUTOPHUH.

[TomemieHust AJis CaMOCTOSITENIBHON pabOThl OOYYArOMIMXCS OCHAIEHBI KOMITBIOTEPHON
TEXHUKOW C BO3MOYKHOCTHbIO MOJKJIIOUEHUsl K ceTh «MHTepHeT» M obecrneyeHueM J0CTyma K
3eKTPOHHON MH(pOpMalIMOHHO-00pa3oBaTenbHoi cpene Apl'Y.

ABTOp:

JIOTIEHT, K.(h-M.H. Sxumona O. II.


https://e.lanbook.com/book/156401

IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«Beexenune B DevSecOps»

DoH/1 OLIECHOYHBIX CPEICTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
N0 AUCHUIIHHE

1. TunoBbie KOHTPOJIbHBIC 3aIaHUA WJIN UHBIC MaTEepUaAJIbI,

Heo0X0auMbIe J1JISl OLleHKHM 3HAHUI, yMEHU i, HABBIKOB M (WJIH) ONBITA 1eATeJIbHOCTH,

XapaKTepU3yIIHUX 3Tanbl GOPMHUPOBAHUS KOMIIETECHIIUH

1.1 KOHTpOJ’[LHbIe 3alaHusl U UHbIE€ MaTEpHuaJbl. 33)13H]/Iﬂ JJI1 CAMOCTOSITEIbHOM

padoThI, MCcoJIb3yeMble B NPoLecce TeKyei aTrecTanun
(OIIK-10)

[IpaxTuueckas padora Ne 1.
Ycranouts Docker Ha cBoeM kommbroTepe. Pa3zBepHyTh BeO-CaliT B JOKep-KOHTEHHEpe

[IpakTuueckas padborta No 2.
[Momyunts GecrutatHeiii cepTudukar. Hacrpouts Kubernetes

[IpaxTuueckas padora Ne 3.
[TpoBeputs ckanepamu KoJ BeO-caiiTa. Y CTpaHUTh HaliICHHBIC YSI3BUMOCTH.

[IpakTuueckas padorta Ne 4.
HactpouTts Firewall mst 3amuTs! BeO-caiita.

2. Ciucok BONPOCOB M (MJIM) 3aaHMIi 1JIs1 POBeeHUs POMEKYTOUYHOM aTTecTAluu

Bomnpocsi k 3auety (OIIK-10)

Tepmunel, crangaptsl U Metoauku Ub.

PriHOK B OCHOBHBIE TEHJIEHIIMU U UHCTPYMEHTHI JJIsl MOHUTOPHUHTA.
OcHOBHBIE TPUHIMIBI 0OecrieueHus] MH(POpMaIMOHHON 6€30aCHOCTH CTeKa
IPUIIOKEHUN U UHPPACTPYKTYPHI.

Paz6op ys3Bumocteit OWASP Top 0 Web

Pazoop yazsumocteit OWASP Top 0 - REST API

be3onachas pazpaborka B HTML/CSS u PHP

be3onacnas pa3pabdotka B Java/Node.js

be3onachas pazpaborka B .NET

besonacnas pa3pabotka B Python

. OcHOBHBIE KOMITOHEHTHI Kubernetes

. Ob6ecnieuenue 6e3omacHocTH B Kubernetes

. O6ecneuenue 6e3omacHoctr B OC Linux u OC Windows

. Ob6ecneuenue 6e3omacaoct CI/CD

. AHau3 ucxoaHOrO Kosa Ha 6e3onacHocTh (SAST/ DAST/IAST)

. IIpumenenne 3amutsl 111 REST-API BHyTpr MUKPO-CEPBUCHBIX NPUIIOKEHUN U HA

back-end IMpumenenne Web-Application Firewall (WAF) nns 3amuter Web, REST API,
Bot protection

. CoBpemeHHbIe cpeCcTBa NepuMeTpanbHoil 6ezomacHocTH cet (NGFW/Sandbox)



17. CpenctBa oOHapyxeHus AeHCTBHI BHyTpeHHero Hapymmrens (PAM u apyrue pemieHus)
MonuTopuHr 6e3onacHocTH U peaknus Ha coosrtusi B b (SIEM/SOAR)

18. MogenupoBaHue yrpo3 ¥ TECTUPOBAHNE HA MPOHUKHOBEHHE. PyuyHoe u
aBTOMAaTHU3MPOBAHHOE TECTUPOBaHUE Ha MpoHUKHOBeHHE (Penetration Testing)

3. Onucanue nmpouecaypbl BbICTABJICHUS OLHCHKHU

OreHKa OTBETa Ha 3aueTe B 3HAYUTCIILHOW CTEICHH 3aBUCUT OT pabOThl CTyACHTAa B TCUCHHUE
ceMecTpa.

O1icHKA «3a4TE€HO0» CTABUTCS B CIydae, €CJIU BBIOIHSIIOTCS 2 YCIOBHS:

1) CTyAeHT OTBETHJI Ha 3a4eTe Ha OICHKY, COCTaBISIONIYIO He MeHee 6(0% OT MaKCUMAaIbHO
BO3MOXKHOTO KoytmuecTBa 6amioB (6 6amios u3 10).

2) CTYAEHT BBIIOJHHUI TECThl He Hudce, 4YeM HA OYEHKY «y0oeiemeopumenvhoy (cxema
BBICTABJICHUS OIICHKHU I10 TECTaM MpHUBEACHA BhIlIE B HacTosel [Iporpamme).

basibl 10 OTBETY Ha 3ayere
MuHuManbsHbIH TIopor 6 6amios u3 10.

- 10 GayyoB BBICTABIISAETCS 3a MOJHBIA OTBET HA IIOCTABJIEHHBIM BONPOC C BKIIOUYEHUEM B
COZIEp)KaHHE OTBETa JICKIIMH, MaTepHaloB YYeOHUKOB, JOMOJHHUTEILHON JHMTEpaTyphl 0e3
HaBO/ISIINX BOIPOCOB.

- 8-9 OamnoB BBICTaBNSETCS 3a IMOJHBIM OTBET HA IOCTABJICHHBIH BOIPOC B O0BbeMe
JIKIIH C BKJIIOYCHHEM B COJIEP)KAaHHE OTBETA MAaTEPUAIOB YYEOHUKOB C YETKUMHU OTBETaMHU Ha
HaBO/IALINE BONPOCH PEIOAaBaTEIs.

- 6-7 6ayIOB BBICTABIISIETCS 32 OTBET, B KOTOPOM 03BYUYEHO 0O0JI€€ MOJIOBUHBI TPEOyeMOro
Marepuaa, ¢ MOJIOKUTEIbHBIM OTBETOM Ha OOJIBIIYIO YacTh HABOJISIINX BOIIPOCOB.

OreHKa «He 32a4TEeH0» CTaBUTCA B CIydae, €CIIH BBIIOJIHACTCS XOTS ObI OJTHO U3 YCIOBHI:

1) cTynmeHT OTBETHJI Ha 3a4eTe Ha OLEHKY, COCTABIIONIYI0 S0% u MeHbute OT MaKCHMAJIbHO
BO3MOXKHOTO KoyuecTBa 0asioB (5 1 MeHbie 6amios u3 10).

2) CTyHeHT BBIOJHWI TECThl HUdCe, YeM HA OYeHKY «y0oslemseopumenvHoy (cxema
BBICTABIIEHUS OLICHKH 10 TeCTaM IpHBeIeHa BhIle B HacTosiei [Iporpamme).

5 1 MeHee 0alIOB BBICTABISIETCA 32 OTBET, B KOTOPOM O3BYYEHO MEHEE IOJIOBHHBI
TpeOyeMoro Marepuana, HE O3BYYEHO TIJIaBHOE B COJAEpPKaHMM BOIIPOCAa C OTPHUIATEIbHBIMU
OTBETaMU Ha HABOJSIINME BOMPOCHI MU CTYACHT OTKa3ajics OT OTBeTa 0e3 MpeaBapUTEIBHOTO
OOBSICHEHUS] YBAXKUTEIbHBIX TIPUYHUH.



IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«Beexenune B DevSecOps»

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOU (hopMoOii M3IIOKEHUsT Y4eOHOTO MaTepuaia 1Mo JUCHUIUMHE «BBeneHue B
DevSecOps» siBisitoTes aekiuu. 110 O0NbIIMHCTBY TEM NMPelyCcMOTPEHbI IPAKTUUYECKUE 3aHATHSL.

JUist yCHemHoro OCBOSHUS TUCIHUIUIMHBI OY€Hb BaKHO PEIICHHE JOCTATOYHO OOJIBIIOTro
KOJINYECTBA 3aJ]ay, Kak B ayJAUTOPUH, TAK M CAMOCTOSTEIbHO B KaueCTBE JAOMAIHUX 3a/laHUM.
[Tpumepsl pemieHust 3agad  pa3OMparOTCs HA JIEKIMAX M NPAKTUYECKUX 3aHATUSAX, TNPU
HE0O0X0MMOCTH 110 Haumbosiee TPYJHBIM T€MaM IMPOBOAATCSA AONOIHUTEIbHBIE KOHCYJIbTAIUU.
Jlnis perieHust Bcex 3a7ad HEOOXOIUMO 3HATh U TIOHUMATh JIEKIIMOHHBIN MaTepuai. [loaTtomy B
nporecce M3y4yeHMs TUCLMIUIMHBI PEKOMEHIYETCsl peryijsipHOe IOBTOPEHHE IPOHIEHHOIro
JIEKIIMOHHOTO Marepuaia. Marepuai, 3aKOHCIEKTHPOBAHHBIA Ha JIEKIHAX, HEOOXOAMMO JI0Ma
eme pa3 mpopadarbiBaTh M IpU HEOOXOAMMOCTH JOIOJHATh MH(OpMaLUel, MolTydyeHHOH Ha
KOHCYJIbTAIHSIX, PAKTHUECKUX 3aHATHIX WM U3 YUeOHOH TUTepaTyphl.

bosibioe  BHMMaHUE JOJKHO OBITh YIEJIEHO BBINOJIHEHUIO JOMallHed paboTsl. B
Ka4yecTBE 3aJlaHUi Il CaMOCTOATENBHOM pPabOTHI J0OMa CTYACHTaM MpeUIaraloTcs 3a/add,
aHaJIOTUYHBIE Pa300paHHBIM Ha JIEKIUAX U NPAKTUUYECKUX 3aHATUAX U 00Jiee CIOXKHBIE, KOTOphIE
ABJIAIOTCS PE3YJIBTaTOM OOBEIMHEHNSI HECKOIBKUX 0a30BBIX 3a/]au.

JUis MpOBEPKHM M KOHTPOJISL YCBOCHMS TEOPETUYECKOTr0 MaTepualia, MPHOOPETEHHBIX
NPAaKTUYECKUX HABBIKOB pAaOOTHl B TEUEHHE OOYYCHHS MPOBOISATCS MEPOIPHITHS TEKyIleH
aTTeCTallud B BHJE KOHTPOJBbHBIX paboT. Takke MPOBOAATCS KOHCYJIbTAlMM IO pazbopy
3a/laHui JJIs CaMOCTOSITENIbHOM pabOThl, KOTOPBIE BBI3BAIH 3aTPYAHEHUS.

B koH1le cemecTpa n3yuyeHus TUCLMILIIMHBI CTYICHThI CAI0T 3a4eT.

OcBoUTH BOIIPOCHI, U3JIaraéMble B IPOLIECCE U3YYEHUS TUCLUIUIMHBI, CAMOCTOSTEIBHO
CTYACHTY KpaiHe CIO0XHO. DTO CBA3aHO CO CJIO0KHOCTBIO M3yyaeMoro marepuana. Ilostomy
BBICOKHI YPOBEHb MTOCEUICHHUS ayAUTOPHBIX 3aHATHUN SBIISIETCS HEOOXOIMBIM.



