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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

[enssmMu M3ydeHHs AUCIUILTUHBI «3aIlUTa B OMEPAIMOHHBIX CHCTEMaXx» SIBJISICTCS Teope-
THYECKas M MPaKTHYECKas MOJATOTOBKA CIICIUATMCTOB K JICATEIBHOCTH, CBI3aHHON C MPUMEHE-
HUEM COBPEMEHHBIX TEXHOJOTUH MOCTPOCHUS 3alIMIIEHHBIX ONEPAIMOHHBIX CHCTEM, a TaKkKe
CPEJICTB M METOZIOB 00€CIIeUCHUS 3aIMTh HH(POPMAIUK B ONICPAIMOHHBIX CHCTEMAaX.

3amayn JUCLUILIMHEL:

- U3yYCHHE TEPMHUHOJIOTHH, MTOHATHIHOIO aIapara ¥ o0IIUX MOIX00B K 00CCIICUCHHUIO
WH(POPMAIIMOHHON 0E30MaCHOCTH OTICPAIMOHHBIX CUCTEM;

- M3y4eHHUE CPEJCTB U METOJIOB YIPABJICHHS JOCTYIIOM B 3alMINEHHBIX ONMEPAIHOHHBIX
CHCTEMAX;

- U3yYeHHUE CPEJICTB U METOJIOB ayTCHTHU(HUKAIIMH ITOJIH30BATEJICH B 3aIUIIICHHBIX OIlepa-
HUOHHBIX CHCTEMAX;

- U3yYCHHUE CPEJCTB U METOJIOB pean3alliy ayIuTa B 3alIUIICHHBIX ONCPAMOHHBIX CHC-
TeEMax;

- U3YYCHHE CPEJCTB M METOJIOB MHTEIPALMHU 3aIIHMIICHHBIX ONEPAMOHHBIX CHCTEM B 3a-
NIWIIEHHYIO CETh.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOIi POrpaMMbl

JlaHHas TUCLUIIMHA OTHOCUTCS K BapUaTUBHOM YacTH 00pa30BaTEeNIbHOM MPOrpaMMBl.

JUi ycrenHoro ycBOEHHUsS JaHHOM JUCHMIUIMHBI HEOOXOAUMO, YTOObI CTYIEHT BIaJell
3HAaHUSMH, YMEHUSIMH U HaBbIKaMU, C(OOPMUPOBAHHBIMU B IIPOLIECCE U3YyUCHMS JUCLUIUINH!

«MupopmaTukay - paboTa ¢ MPOrpaMMHBIMH CPEJICTBAMH OOIIETO Ha3HAUCHUS;

«AInIapaTHbIE CPEICTBA BBIYUCIUTEIBHON TEXHUKN» - 3HAHUE apXUTEKTYPbl OCHOBHBIX
THIIOB COBPEMEHHBIX KOMIIBIOTEPHBIX CUCTEM;

«OnepanyoHHbBIE CUCTEMBI» - 3HAHUE NPUHIIUIIOB IIOCTPOEHUS COBPEMEHHBIX OIlepalu-
OHHBIX CHCTEM M OCOOCHHOCTEH WX NPHUMEHEHUs, BJIaJeHHE HaBBIKAMU KOH(UTYPUPOBAaHUS U
aJMUHUCTPUPOBAHMS OIIEPALIMOHHBIX CUCTEM.

JucuunnuHa «3anmra B ONEPallMOHHBIX CHUCTEMax» SIBIISIETCS MPEIIIeCTBYIOLIEH is
cleyroIMx 06a30BbIX JUCHUIUIMH: «OCHOBBI MOCTPOEHHS 3aILUIIEHHBIX ceTei», «OCHOBBI IMO-
CTPOEHUS 3alIUILEHHBIX 0a3 JaHHBIX», «3allUTa IPOrpaMM U JaHHBIX». 3HAHUS U IPAKTHUECKUE
HaBBIKH, MTOJIYYEHHbBIE B PE3YyJIbTaTe U3yYEHUM TUCLUIUIMHBI «3allUTa B ONEPALMOHHBIX CUCTE-
Max», UCTIOJIb3YIOTCS CTYACHTaMHU NIpH pa3paboTKe KypCOBBIX U IUIIJIOMHBIX PaloT.

3. Illlanupyemble  pe3yJbTaTbl  O0y4YeHHs] 1O JMCHUILUIMHE, COOTHECEHHbIe C
IVIAHMPYEMbIMH Pe3yJIbTaTaMM 0CBOEHHUsI 00pa30BaTe/bHON MPOrpaMMbl

[Ipouecc u3yyeHus: TUCHUILUIMHBI HAaNpaBiieH Ha (OPMUPOBAHUE CIIEAYIOIINX 3JIEMEHTOB
kommnereHMi B coorBeTcTBUM ¢ PI'OC no cnenuanbHocTH «KomnbroTepHas 0€30MacHOCTb» U
pUOOpPETEHUS CIEAYIONX 3HAHUM, YMEHUH, HAaBBIKOB U (MJIM) OMbITA JIEATEIbHOCTH:

®opmupyemast Ilepevyens MiaHUpPyeMBbIX Pe3yJbTATOB
KOMIIeTEeHIUS o0y4eHuUs1
(xoa u popMyaMpoBKa)

IIpodeccnonalbHble KOMNETEHIIUN

MK-10 3Hath!

Obnanaet ciocOOHOCTHIO - COBpEMEHHbBIE TeHACHIINH Pa3BUTHS HHPOPMATUKU M BEIYUCIUTEIBHOM
oreHUBaTh 3PPEKTUBHOCTh | TEXHUKH, KOMIIBIOTEPHBIX TEXHOJIOTHIA B CBOEH MpOoQecCHOHATEHON
peanu3anny CUCTEM 3aIUThl | AeSTeIbHOCTH, 3HaTh KaK paboTaTh ¢ MpOrpaMMHBIMH CPEICTBAMHU
MHPOpPMaLUH U 6e3onacHoctu B OC.




JIEHCTBYIONUX MTOTUTHK
0e30macHOCTH B
KOMITBIOTEPHBIX CUCTEMaX,
BKIJIIOYAsl 3aIIUIICHHBIC
OTIepaIIOHHBIC CUCTEMBI,
CHCTEMBI YIIpaBICHUS
0a3zaMM JaHHBIX,
KOMITBIOTEPHBIC CETH,
CHUCTEMBbI AHTUBUPYCHOU
3alUTHI, CPEICTBA
KpunTorpadudeckon
3aIATH HH)OPMAITHH

- COBPEMCHHBIC TEH/ICHIIUU Pa3BUTUSI MHPOPMATHKY U BEIYUCIIATEIBHON
TEXHHUKH, KOMITbIOTEPHBIX TEXHOJIOTHI B CBOCH MpodeccuoHaaIbHOM
JIESTEILHOCTH, 3HATh KaK pab0TaTh C MPOTPAaMMHBIMH CPEICTBAMU
00IIIero U CHeluaaIbHOro Ha3HavyeHus B cucteMHoM [1O ctopoHHuX
MTOCTABIUKOB (aHTUBUPYCHI, CHCTEMBI PE3EPBHOTO KOITMPOBAHUS 1
rpouee).

YMmernb:

- YUUTHIBATh COBPEMEHHBIC TCHICHIMH Pa3BUTHS HH()OPMATUKU U
BBIYMCIIUTEIbHOM TEXHUKHU, KOMITBIOTEPHBIX TEXHOJIOTUM B CBOEH
po(ecCHOoHaIbHOMN IEATENBHOCTH, a TAKIKE padoTaTh ¢ MPOrPaMMHBIMU
cpencrBamu 6e3onacuoctu B OC.

- YUUTHIBATh COBPEMEHHBIE TCHICHINH Pa3BUTH HH()OPMATHUKN U
BBIYMCIIUTEIbHOM TEXHUKHU, KOMITBIOTEPHBIX TEXHOJIOTUM B CBOEH
po(ecCHOoHaIbHOMN IEATENBHOCTH, a TAKXKE padOTaTh ¢ MPOrPaMMHBIMU
CpeacTBaMH OOIIETO | CIIeHaILHOTO HazHadeHHUs B cucTeMHoM [10
CTOPOHHUX MTOCTABIINKOB (AHTUBUPYCHI, CHCTEMBI PE3EPBHOTO
KOITUPOBaHUs U IpoYee).

BuageTrs, HaBBIKAMM:

- y4eTa COBpEMEHHBIX TEHACHITUI pa3BUTHS MHPOPMATHKH U
BBIYMCIIUTEIbHON TEXHUKH, KOMITBIOTEPHBIX TEXHOJIOTUN B CBOEH
podecCHOoHaIbHOM JESATEIBHOCTH, a TAK)KE HAaBBIKAMH PaOOTHI ¢
MIPOrpaMMHBIMH cpeficTBamu Oe3omacHocTd B OC.

- y4eTa COBpEMEHHBIX TEHACHITUI pa3BUTHS HHPOPMATHKH U
BBIYMCIIUTEIbHON TEXHUKH, KOMITBIOTEPHBIX TEXHOJIOTUN B CBOEH
npoeccHoHaIbHON AEATENBHOCTH, a TAK)KE HAaBBIKAMH PaOOTHI C
MIPOTPaMMHBIMH CPEICTBAMH OOIIET0 U CIEeIHaTbHOTO Ha3HAYCHUS
cucteMHoM [1O cTOpOHHUX MOCTABIIMKOB (aHTUBHPYCHI, CUCTEMBI
pPEe3epBHOT0 KOMUPOBAHUS U MPOUEe).

MK-11

Obnanaet cioCOOHOCTHIO
y4acTBOBaTh B IIPOBEJICHUN
IKCIIEPUMEHTAIBHO-
UCCIIEZI0OBATENILCKUX PadOT
NIPY TIPOBEJICHUT
CepTU(HKALINHU CPEJICTB
3aIIUTHl HHPOPMALIUH B
KOMITBIOTEPHBIX CHCTEMax
1o TpeOOBaHUIM
Oe3ormacHOCTH MH(POPMAITHN

3HaTh:

- KaK Ucnonb3yroTcst coBpeMeHHble OC 1 ux cpeAcTBa HACTPOMKHU
MOJIUTUK O€30MaCHOCTH.

- MEXaHHU3MBI, HHCTPYMEHTHI U 0a30BbI€ MIa0I0HBI O€30MMaCHOCTH
coBpemenHbIX OC, cpe/icTBa aIMUHUCTPUPOBAHHUS TIOJTb30BATEICH,
Cpe/ICcTBa ayauTa COOBITUH.

Ymersn:

- ucnonb3oBaTh coBpeMeHHble OC U UX CPeICTBA HACTPONUKH MOJUTHK
0€30MaCHOCTH MPH U3YUYCHUN W UCTIOJIHEHUH TIOCTABIICHHOM 3a/1auH.

- UCTIONIB3YSl CPENICTBA ayIUTa COOBITHIA, CPEJICTBA aJIMUHUCTPUPOBAHHS
U HWHCTPYMEHTHI Oe30nacHOCTH coBpeMeHHBIX OC, HACTPOUTH
MOJIUTUKY ¥ IIa0JIOHBI 0€30MAaCHOCTH JIJIsl YCTPAHEHUS TIPUYHHBI
00HAPYKCHHOH YS3BUMOCTH.

Baaners HaBbIKaMu:

- ucnonb3oBaHus coBpemerHbie OC U UX CPe/ICTBA HACTPONKH MOJTUTUK
0€30MMacHOCTH JIJIs pEIICHUs TPO(ECCHOHANBHBIX, UCCIICI0BATEILCKUX U
NMPpUKIIaJJHBIX 3a1a4.

- aHAJIM3a PE3yIbTATOB PAOOTHI CUCTEMBI ayIUTa COOBITHIH
coBpemeHHbIX OC, BIaJIeTh MITATHBIMYA YTHJINTAMU O€30MTACHOCTH U
MTAaTHBIMA cpeacTBamMu anMuaucTpupoBanus OC.

IIK-14

OO0iagaeT crmocoOHOCTBIO
OpFaHI/I3OBBIBaTI) paGOTBI 110
BBIITIOJITHCHUIO pe)KI/IMa
3al[UThl HHPOPMAITUH, B TOM
YHCIIC OTPAHUUECHHOTO
JOCTyIIa

3HaTh:

- 6azoBble TpeboBanus coBpeMeHHbIX OC, X yTUINUTHI
aJMUHHACTPUPOBAHNS U mabaoHbl HacTpoiiku OC B COOTBETCTBUH C
[IOCTaBJIEHHOW 3a1aueit

- coaepkaHue padoT N0 YCTaHOBKE, HaNIIKe, TECTUPOBAHHIO U
00CITy’>KUBaHHIO COBPEMEHHOTO OOLIETO M CHEIHMANTBHOTO HIPOTrPaMMHOTO
oOecrniedeHus], BKIII0Yas OTEPAIOHHBIE CHCTEMBI.

- (haisioByI0 CTPYKTYpY coBpeMeHHbIX OC, yTUIMTBI U BO3MOKHOCTH
BocctaHoBienus OC B cirydae c6ost
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Ymetsn:

- ACTOJIb30BaTh YTWIUTHI IMUHHCTPUPOBAHHS U MAOIOHBI HACTPOUKH
OC B COOTBETCTBUU C OCTaBJICHHOW 3a1aueit

- MPOU3BOIUTH YCTAHOBKY, HAJIaJIKy, TCCTUPOBAHUE U OOCITY)KHBaHHC
COBPEMEHHOT0 OOIIETO 1 CIEeNHaIHHOTO IPOTPAMMHOTO O0eCTIeueHHS,
BKJIFOUAs OTIEPAIIMOHHBIE CHCTEMBI.

- HCIOJIb30BaTh YTHUIINTHI BoccTaHoBieHuss OC B citydae cO0eB pa3HOit
MIPUPOJIBI, BEIOUPATh MOIXOASIINNA METO BOCCTAHOBJICHUS B
3aBUCHMOCTH OT CTENICHH MTOBPEXACHUH U XapakTepa coos

Baaaers HaBbIKaMu:

- CO37aHus, YJAJICHUS U HACTPOHKH O0OBEKTOB CUCTEMBI 0€30IIaCHOCTH
OC 1151 pereHus MOCTaBICHHOH 3aa4H.

- 110 YCTaHOBKE, HAJIAJIKEe, TECTUPOBAHUIO 1 00CTYKUBAHHIO
COBPEMEHHOI'0 OOIIIETO U CIEeNUATBHOTO POTPAMMHOT0 00CCIICUSHS,
BKJIFOUAs OTIEPAIIMOHHBIE CHCTEMBI.

- pe3epBHOT0 KomupoBaHus, BocctanoBleHUss OC U3 pe3epBHON KOITHH

4. O0beM, CTPYKTYpa U coJep:KaHue TUCHUTLIUHBI

OO61as TpyA0eMKOCTh JUCHHUIUIMHBI COCTaBIsIeT 5 3aueTHbIX equHuil, 180 akaz. 4acos.

Ne Tembl (pa3aenbl) Buabl yueOHbIX 3aHSITHIA, DopMbI TEKYLLIET0
n/n AUCUUILIMHBI, BKJIIOYAsI CAMOCTOSITEIbHYI0 | KOHTPOJIS YCIIeBAeMOCTH
HX CO/Iep:KaHHe padoTy CTyAeHTOB,
U UX TPY/10€MKOCTh Dopma NpoMeRYTOUHOI
(B akajileMHYeCKHUX Yacax) aTTecTanuu
= KonTakTHas pagora (no cemecmpam)
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pPalMOHHOW CHUCTEMBI
Omnpoc 1o 3agaHusIM As
2 |YmpapneHue T0CTyIIOM 7 6 6 2 10 P .
CaMOCTOSITETLHON PabOTHI
3 Wnentudukaiys, ayTeHTH- 7 6 6 5 10 Omnpoc 1o 3a1aHUsAM ISt
(buKams ¥ aBTOpU3aIHs CaMOCTOSITEIIbHOM PadOTHI
4 Aynut u oOHapyKeHHe 7 6 6 2 10 Omnpoc 1o 3aganusaM st
BTOPXKEHUH CaMOCTOSITETHON PabOTHI
5 PesepBupoBanue u 7 5 4 10 Omnpoc 1o 3a1aHUsAM ISt
pe3epBHOE KOMMPOBaHHE CaMOCTOSITEIIbHOM PadOTHI
6 Orpannyenune 7 5 5 10 Omnpoc 1o 3aAaHusAM 1S
N0JIb30BaTeNeH CaMOCTOSITETIbHOHN padoThI
7 MynbTH3arpy3uiKd 1 7 5 4 10 Omnpoc 1o 3a1aHUSM ISt
mmdpoBaHue CaMOCTOSITETTFHON PabOThI
8 JononHuTensHbIe BOITPOCH 7 4 | 4 1 10 Omnpoc 1o 3aAaHusAM IS
oOecnieyeHus: 6€30MacHOCTH CaMOCTOSITETIbHOMN padoThI
2 |05 | 335 | 9k3amen
Bcero 32 | 32 9 105 |106,5




Conep:xxanue pa3/iesioB IUCHUIIHHBI:

Tema Ne 1. [lonsiTHe 3a1IMIIICHHOH ONIEPAMOHHON CHCTEMBI.

1.1. Yrpo3bl 6e30nmacHOCTH onepaMoHHON cucteMbl. Kiaccudukanus yrpos, Haubosee pacmpo-
CTPaHEHHBIE YTPO3BI.

1.2. TlonsTHE 3alTUIIICHHON OMEepallMOHHOMN cucTeMbl. [101X0/IbI K OpraHu3aIiy 3alIUThl. DTaIlbl
MOCTPOEHHUS 3alUThl. AIMUHUCTPATUBHBIE MEPHI 3AILUTHI.

Tema Ne 2. YnpasJjieHue 10CTYIIOM.

2.1. CyObexTsl, 00BbEKTHI, METO/BI U TIPaBa JOCTYyIA, IPUBWIETHHA CyObeKTa nocTymna. Tpebosa-
HUS K IPaBUJIaM yIIPaBJICHUS TOCTYIIOM.

2.2. IuCKpenMoHHOE yIIpaBlieHUe T0CcTynoM. MaTpuiia JoCTyTa.

2.3. N3onupoBanHas nporpammHasi cpefa.

2.4. ManpatHoe ynpasieHue AoctynoMm. Metku aoctyna. KoHTponbs MH()OpPMaMOHHBIX TOTO-
KoB. [Ipo6ieMbl peasiv3anyy MaHJATHOTO YIIPABJICHUS TOCTYIIOM B ONIEPAIIMOHHBIX CHCTEMAaX.
2.5. Ympasienue 1ocTyrnoM B oniepaninoHHbIX cucreMax cemerictBa UNIX. CyOBeKThl, 0ObEKTHI,
meroasl U npaBa goctyma. UID, EUID, GID, EGID. ATpu0OyThl 3amuThl 00BEKTOB JOCTYTIA.
CpencTBa ITUHAMHYECKOTO H3MeHeHHs mosHomouni cyobektoB: SUID/SGID. Pacmmpenus
CTaH/JapTHOU CUCTEMBbI YIPABICHHS TOCTYIIOM.

2.6. YmpaBlieHHE JIOCTYIIOM B ONEPAIMOHHBIX cucTeMax cemeiictBa Windows. CyObeKThI, 00b-
€KThbI, METOJIbl U TpaBa JIOCTYIA, MPUBWIETHN CyObekTa. Mapkepbl A0CTyna CyObeKTOB, ECK-
pUNTOPHI 3aIUTHl 00BeKTOB. [IOpAIOK MPOBEPKHU MPaB IOCTYIA, MOPSAAOK HA3HAYCHUS JIECKPHUII-
TOPOB 3aIllUTHI CO3/1aBaeMbIM oObekTaM. CpeAcTBa AMHAMHYECKOTO W3MEHEHHS TMOJTHOMOYUN
CyOBEKTOB: OJUIIETBOPEHUE CYOBEKTOB OCTYMA. PacimpeHus AMCKPEIMOHHON CUCTEMBI yIpaB-
JICHUS TOCTYIIOM: aBTOMAaTUYECKOE HACTIe0BaHNEe aTpUOYTOB 3allUThl 0ObEKTOB, OTPaHUUEHHBIE
MapKepbl JOCTYIa, MAHJATHBIA KOHTPOJIb LEIOCTHOCTH, KOHTPOJIb YUETHBIX 3aIIUCEH, 3JIEMEHTBI
M30JIMPOBAHHON IPOrPAMMHOM Cpeibl.

Tema Ne 3. UnenTupuxanus, ayrTeHTHPUKANNA M aBTOPU3ALMA.

3.1. [oustust uaeHTudUKaMK, ayTeHTU(PUKAMU U aBTOpHU3AIMU MoJik3oBarTeneil. CpencTea u
METO/BI XPaHEHUS ITAJOHHBIX KOMUH ayTeHTU(UKAMOHHOW nHpopManuu. [IpoTokomnsl nepea-
Yl ayTeHTU(UKAMOHHON HH(pOpMAlMK 110 KaHajlaM BbIUMCIUTENbHOW cetu. Kpunrorpaduye-
cKoe obOecrieueHHe ayTeHTU(UKAIMK MoJib30BaTene. AyTeHTH(UKalMsg Ha OCHOBE MapoJIeH.
CpencTBa U METO/IbI 3AIUTHI OT KOMIPOMETAIMH M o00pa naposieid. OcoOeHHOCTH MPOBEPKU
ayTeHTU(UKAIIMOHHOW MH(QOpPMAaIMK IJIs pa3IMYHbIX TUIOB HocuTenen kmoda. [Ipobnems! re-
HepaliK, PacChbUIKM U CMEHbI Kimouei. buomerpuueckas ayreHTudukamys: odmas cxema, mnpe-
MUMYILECTBA, MpoOeMbl. JIOCTOMHCTBA M HEJJOCTATKHU PA3JIMYHBIX CXEM OMOMETPUUYECKON ayTeH-
TU(DUKAIHH.

3.2. ITaponeHas ayrentudukanus B UNIX, 6udimorexu PAM.

3.3. IaponbHas ayrenTudukanus B Windows, cpectsa ynpaBlieHHUs TapaMeTpaMu ayTeHTH(U-
Kaluu. AyTeHTU(UKalKs Ha OCHOBE BHEIIIHUX HOCUTEJNIEH KITtoYa.

Tema Ne 4. Ayaur.

4.1. Heob6xoauMoCTh ayauTa B 3alIUIICHHON cucTeme. TpeboBanus k mojacucreme ayauta. Cuc-
TeMa KOHTPOJIS LIEIOCTHOCTH JIaHHBIX Tripwire.

4.2. Cucrembl 0OOHapyXEHUS U NPEAOTBPAILEHUS] BTOPKEHUM

4.2. Peanmzanus ayaura B OC Windows.

4.3. Peamuzanusg ayaura B OC UNIX.

Tema Ne 5. PezepBupoBanue u pe3epBHOEe KONIMPOBAHUE.

5.1 OcHOBHBIE oOmpenencHus, MEXaHW3Mbl peaju3aliy, TMPUYUHBI HEOOXOIUMOCTH
pE3EpPBUPOBAHUS U PE3EPBHOIO KONIMPOBAHMUS

5.2. Pe3epBupoBanue mraTHbiMu cpenctBamu OC

5.3. Pe3epBHoe konupoBanue Ha npumepe BareOS

Tema Ne 6. OrpannyeHue MoJib30BaTeJIei.

6.1. JINCKOBBIC KBOTBI



6.2 OrpannueH#e MpoIecCOB B MOTPEOIIEMBIX pecypcax

6.3. llItarupie Mexanu3zmbel Windows u Linux

Tema Ne 7. MyJabTu3arpy34uku 1 mim¢poBaHue.

7.1. 3amaum ¥ YyCIIOBUS peaju3aldd MYJIbTUCHCTEMHOIO HCIOJIb30BaHUS KOMIIbIOTEPOB.
MynbTU3arpy34iuku, uX OCOOCHHOCTH, MPEHMYIIECTBA U HEIOCTAaTKH. [Ipumepsl opraHu3anuu
paboThl HecKoIbKUX pazHbIXx OC HA OJJTHOM KOMITBIOTEPE.

7.2. BupryanpHble MAaIIWHBI, X OCOOCHHOCTH, MPEUMYIIECTBA W HEIOCTaTKH. [Ipumepsr
opranuzanuu paboTsl HeckoJdbKUX pa3Hbix OC Ha OJIHOM KOMIIbIOTEpE Ha 0a3e BUPTYaIbHBIX
MalIH.

7.3. O0630p ¥ MpUMEHEHHEe MTAaTHBIX MexaHu3MoB mudposanus OC.

Tema Ne 8. /lono/iHUTe/ILHBIE BONIPOCHI 00ecnieyeHusi 0€30MaCHOCTH.

8.1. CpencTBo M30JaMpPOBaHUS NOTEHIIMAIBHO ONIACHOTO KOJA - KOHTEUHEPHI.

8.2. CpeacTBo M30JUPOBAHUS TOTEHIIMAIBHO OMACHOT0 Koja - SeLinux

5. O0pa3oBaTe/ibHbIe TEXHOJIOTHMU, B TOM 4YHCJI€ TEXHOJIOTHU IJIEKTPOHHOIO O0y4eHUsl H
AUCTAHIHOHHBIE O00pa3oBaTejibHbIe TEXHOJIOTHMHU, WHCHOJb3yeMble MPHU OCYIIeCTBICHUH
00pa30oBaTeIbLHOIO MpoIecca Mo TUCIUNIHHE

B nporecce 00ydeHus: UCTIONB3YIOTCS cielyrolue 00pa3oBaTeIbHbIE TEXHOIOTHU:

AxageMuYecKasi JeKIHUA ¢ 3JIeMEHTAMHU JIeKIMU-0ecebl — II0CIIEJ0BATEILHOE H3JI0-
JKEHUE MaTepuasa, OCYLIECTBIEMOE IPEHMYILIECTBEHHO B BUJIE MOHOJOra IpEnojaBaTelIs.
DneMeHThl JIeKIHUU-0ecenbl 00eCneunBalOT KOHTAKT TpenojaBaressl ¢ ayIuTopuei, dYTo
IO3BOJISIET TNPUBJIEKaTh BHUMAHUE CTYJCHTOB K HambOoyee BaXKHbIM TeMaM JUCLHUIUIMHBI,
AaKTUBHO BOBJIEKAaTh HUX B Y4YEOHBII IpOLECC, KOHTPOJIMPOBATh TEMI H3JIOKEHUS Y4eOHOro
MaTepuaia B 3aBUCUMOCTH OT YPOBHS €TI0 BOCIIPUATHS.

IIpakTHYeckoe 3aHSATHE — 3aHATHE, ITOCBAIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUH M
HaBBIKOB I10 3aKPEIUICHUIO ITOJIYYEHHBIX Ha JIEKIIUY 3HAaHUH.

Koncynbranum — Buj yduyeOHBIX 3aHATUMN, SBISIOLIUICS OJHOM U3 (QOPM KOHTPOJI
CaMOCTOSITENIbHOW ~ paboThl  cTyJeHTOB. Ha KoHCymbTamusx 1o mpock0e CTYIEHTOB
paccmarpuBaroTcs HauOolsiee CIOXKHBIE MOMEHTBHI NPU OCBOCHHMM MaTepHaia JUCIUIUIMHBI,
[IPENOJaBaTellb OTBEYAaeT Ha BOIPOCHI CTYIEHTOB, KOTOPBIE BO3HUKAIOT Y HUX B IIpoLEecce
CaMOCTOSITENIbHOM pabOThI.

6. IlepeyeHb JIMIEH3MOHHOr0 M (MJIM) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOIrPAMMHOIO
o0ecrneyeHusi, MCIOJb3YEeMOI0 IIPH OCYINECTBJICHHMH O00pa30BaTe/IbHOr0 Ipolecca Mo
AUCHUIINHE

B mnmponecce OCYIICCTBJICHUA O6pa3OBaTeJ'ILHOF (6} mnmpomnecca o JUCHUITIINHE
HCIIOJIB3YIOTCA:

151 q)OpMI/IpOBaHI/IS{ MaTCpUuaJIOB JIA TCKYILICTO KOHTPOJISA YCIICBACMOCTHU U IIPOBCACHUA
IPOMEXKYTOUHOM aTTecTauu, 1uist POPpMUPOBAHUS METOANUECKUX MATEPUAJIOB MO TUCIUILINHE:

- mporpammel Microsoft Office;

- u3mareabckasa cuctema LaTex;

- Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);

- Dr. Web Desktop Security Suite;

- Kaspersky Endpoint Security;

- ViPNet Administrator 4.x (KC3);

- Cers 11565. ViPNet Client for Windows 4.x (KC3);

- XSpyder 7.8.;



- C31 HC/] Dallas Lock 8.0-K;

- Cpencrsa 3amuThl nHGopManuu Secret Net 7;
- Linux (GNU GPL v.3);

- OpenVPN;

- BareQOS;

- Adobe Acrobat Reader.

7. IlepeyeHb COBpPeMEHHBIX NPO(ecCHOHAIBHBIX 0a3 MJAHHBIX M HMH(OPMALMOHHBIX
CIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX MPH OCYIIeCTBJIEHHH 00pa30BaTeJIbLHOI0 MpoLecca mno
AUCHHILINHE (MPU HE00X0AMMOCTH)

B mpomecce ocymiecTBieHuss  00pa3oBaTENFHOrO — MpoLEcca IO JAMCIUILIHHE
UCTIOJIB3YIOTCS:

- ABTOMaTu3upoBaHHas 6nbianoTeyHo-uHpopmannonnas cucrema «bYKN-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektpoHHas OubroTeyHas cucreMa «Jlaup» https://e.lanbook.com

- DrnektpoHHas OubaroTeyHas cucrema «fOpaiir» https://urait.ru

- DrnekTpoHHast OnbaroTeyHas cucteMa «KOHCYIbTaHT CTyIeHTa

https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  [ONMOJHUTEJBHOW Yy4eOHOWH JHMTepaTypbl, PpecypcoB
HHG(POPMALMOHHO-TEJJEKOMMYHUMKANMOHHO ceTn «MHTepHer» (IIpH HEOOXOAMMOCTH),
PeKOMeHIyeMbIX /1JI51 0CBOEHHS 1M CUUIITUHbI

a) OCHOBHAasl JIUTEpaTypa
1. B. II. MensuukoB, C. A. KieiimenoB, A. M. IlerpakoB Wupopmarnmonnas
0€30MMacHOCTh U 3aluTa HHPOpMaIUH: yued. mocodue s By30B - M., Akagemusi, 2009
https://djvu.online/file/hvClkvorGh6YU?ysclid=ljwumiligq852853313
2. [InaronoB B. B. [IporpamMHo-anmapaTHble CpeICTBa 3aIIUTHI HHYOpMAIUK: yu4eOHUK
Juis By3oB. / B. B. Ilnatonos - 2-e u3a., crep. - M.: Akanemus, 2014. - 331 c.
3. Wlenyxun, O. W. OOGHapyxkeHHE BTOPKEHHUI B KOMITBIOTEPHBIC CETH (CETEeBBIC
aHomanuu) : yuyebHoe mocobue amns By3oB / [lox pen. mpodeccopa O. U. llenyxuna. -
Mocksa : I'opstuast muaums - Tenekom, 2013. - 220 c. - ISBN 978-5-9912-0323-4. - TekcrT :
anektponuslt  //  OBbC  "Koucymprant crygenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991203234.html

0) AOMOJIHUTEIbHAA JUTEpPaTypa
1. Hlanerun, B. @. 3amura uH@OpManMM B KOMIBIOTEPHBIX CHUCTEMax U CeTSIX  /
Hlansrun B. ®@. - Mocksa : JIMK IlIpecc, 2012. - 592 c. - ISBN 978-5-94074-637-9. -
Texcr : osnexrponssiii // DbC "KoncympranT crtynmenta" : [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785940746379.html
2. Bayrpennee ycrpoiictBo Windows. / M. Pycunosuy, [I. Comomon, A. Nonecky, I1.
Wocudosuy; [mep. ¢ aurn. E. Matseesa] - 7-¢ u3a. - CI16.: TTutep, 2018. - 942 c.
3. C. B. Cunnnpi, A. B. baraes, H. 10. Hamorna OnepaninoHHBIE CUCTEMBI: YIeOHHUK
Ui By30B. - M.: Akagemus, 2010.
4. Lehey, G. FreeBSD Operating System / Lehey G. - Mocksa : HarmonanbHbIi
Otkpeiteiit - YauBepcuter "MHTYUT", 2016. - Tekcr : snextponssii // 3BC
"KoHcynpTaHT cTyneHTa" : [caliT]. - URL
https://www.studentlibrary.ru/book/intuit006.html
5. Po66wunc, /1. Otnagka Windows-npumnoxxenunii / Po66unc JI. , mep. ¢ anri. - Mocksa :
JMK Ilpecc. - 448 c. (Cepus "t mporpammuctos") - ISBN 5-94074-085-5. - Tekcr :



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
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%22
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https://www.studentlibrary.ru/book/intuit006.html

anektpoHHeii //  OBC  "Koncymbrant crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN5940740855.html
6. Momkos, M. E. Benenue B cuctremnoe agmunuctpupoBanue Unix / Momkos M. E.
- MockBa : Hauumonanbubiii OTkpeiThiid YHUBepcuTeT "MHTYUT", 2016. - Tekcr :
anektpoHuei //  OBC  "Koncymbrant crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/intuit_084.html
7. "TpeboBanusi Oe3omacHOCTH WHGOpPMAIMU K ONEPALMOHHBIM cucTteMaMm" (IpHKa3
OCTDIK Poccun Ne 119 ot 19.08.2016): http:// www.fstec.ru.

B) pecypchl cetu «HTEpHET»
1. bubnuoteka goxkyMeHTaluu nopraina «Tauner» kopnopamuu Microsoft, Bkirouarorast
o(unmanbHpIe pyKOBOJCTBA, OMMMCAHUS U UHTEPAKTUBHBIC IOKYMEHTHI 10 OE€30MIaCHOCTH
OOJIBIIMHCTBA IPOTrPaMMHBIX MPOJYKTOB: https://technet.microsoft.com/ru-
ru/library/aa991542.
2. Ilopran «TexHOJIOTUU HPOrpaMM C OTKPBITBIM KOJOM JIMHYKC» M €ro HmOCTOsSHHas
pyOpuKa «Oe3omacHocThY o aapecy: https://losst.ru/security.
3. HoBoctu B cdepe yrpo3 06e30MacHOCTH M 3alIUThl KOMIBIOTEPHON WHGOpMauu
poccuiickux xypHana «Xakep»:https://xakep.ru/tag/news u xxypuana «MHbopmarnroHHas
6e3omacHOCTBY: http://itsec.ru/main.php.
4. Hosgeummme paHHbie 00 yrpo3ax pabOThl C NOAKIIOYEHHEM K cetn HuTepHer
poccuiickoii komnanuu «Jlaboparopust Kacmepckoroy:http://www.kaspersky.ru/internet-
security-center.
5. Marepuansl exerogHoro (¢ 27 mo 30 mexaOpsi) BCEMHUPHOTO KOHTpecca XaKepoB
«ChaosCommunicationCongress» B T'amOypre, rIe paccka3biBacTcsi O HOBBIX
BBISIBJICHHBIX YS3BHUMOCTSIX B allllapaTHBIX PEIICHUSX M MPOrPaMMHOM OOECIeUeHUU:
https://events.ccc.de/congress/2015/wiki/Static:Main_Page, BUJICOMATEPHAIIbI c
cyorutpamu kourpecca CCC: https://www.youtube.com/user/CCCen/videos.
6. Paznensr «/lokymenTs» u «TexHuveckas 3ammra nHpopManum» opUIHaIHLHOTO caiTa
®CTIK Poccun: http:// www.fstec.ru.

9. MaTepl/IaJII)HO-TeXHI/I‘{eCKaH 6338, HeoO0XoauMas a1 OCYIIECTBJICHUA 06pa30BaTeJIbHOFO
nmpoumecca nmo 1MCumMIinHe

MartepuanpHo-TeXHUYECKasi 6a3a, HeoOXoauMas sl OCYIIECTBICHHS 00pa30BaTEIbHOTO
mporiecca 1o JUCIUTUINHE BKIIFOYAST B CBOM COCTAB CIICIIUATbHBIC TIOMEIICHHS:

-y4eOHbIe ayAUTOPUHU IS IPOBEICHUS 3aHATUH JIEKIIHOHHOTO TUIIA;

-y4eOHble ayIWTOpUU JJI1 TPOBEJACHHUS TMPAKTUYECKUX 3aHATUH: Jaboparopuu
WH(GOPMALIMOHHBIX ~ TEXHOJNOTUH U  TPOrpaMMHO-ANIMapaTHBIX  CPEACTB  OOecredeHus
nH(pOpMaIMOHHOM 0€3011aCHOCTH;

- yueOHBIE ayIUTOPUU AJIS1 IPOBEJCHUS TPYITIOBBIX M MHIUBUIYATbHBIX KOHCYIbTAIUH,

- y4yeOHbIE ayIUTOPUU JUIsl TPOBEACHMS] TEKYLIEro KOHTPOJIS U IMPOMEXYTOUHOMN
aTTecTalluu;

- IIOMEIIEHUS JIJISl CAMOCTOATENLHON pabOTHI;

- TOMENICHUS JUIsi XPaHEHHs M MPOPHUIAKTUYECKOTO0 OOCITYKHUBAHUS TEXHHUYECKHUX
CpencTB OOydeHHS.

[TomemeHust AJis CaMOCTOSITENBHON pabOThl OOYYAIOMIMXCS OCHAIEHBI KOMITBIOTEPHON
TEXHUKOW C BO3MOXKHOCTHIO IMOJKIIOUEHUS K ceTH «MHTepHeT» M oOecleueHrueM J0CTyra B
AIIEKTPOHHYIO WH(OPMAIIMOHHO-00pa30BaTENbHYIO CPEAY OpTaHU3aIIH.

ABTOpP(BI):

CTapLIMi MPENoJaBaTesb . A. CaBuHOB
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IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«3amuTa B ONEPALMOHHBIX CHCTEMAX»

DoH/I OLIEHOYHBIX CPEACTB
JJIS1 TPOBe/IeHNUs] TeKYylIeld ¥ MPOMeKYTOUYHOI aTTeCTAlIMH CTYIeHTOB
Mo AUCHMILJINHE

1. TunoBbie KOHTPOJIbHBIC 3a/IJaHUA WX UHbIC MaTCpPHUAJIbI,
HCII0Jb3yEMbIE B IIPOLIECCE TeKymeﬁ aTrecranum

3aganus 18 camocrositesbHoi padors (ITK-10, ITK-11, ITK-14):

1. HaiitTu caMOCTOATENIBHO B PEKOMEHJOBAHHOW JUTEpaType U B 3JIEKTPOHHBIX
UCTOYHUKAX MH(pOpMAIK onrcanue nojacucreM 6e3onacHoctT OC U CONOCTaBUTh C ONMMCAHUEM
TUIIOBOM apXUTEKTYPBbI, AaTh NOSICHEHHUS.

2. Pazpabortath cnenudukanuu 3agaHust 1o 0€30MacHOCTH JUIS TOACUCTEMBI pa3rpaHuye-
HUS 10CTYyTa onepanvoHHoM cucteMbl Windows, (pyHKIMOHUPYIOIIEH B COCTaBe JIOKAJIbHOW BbI-
YHCITUTEIBHON CEeTH, TOCTPOSCHHON Ha OCHOBE «JIECHOW» TOMEHHOW apXUTEKTYphl U (PU3HUECKH
U30JIMPOBAaHHOM OT IN100aIbHBIX BEIYUCIUTENBHBIX CETEH 0OIIEro MOJIb30BAHMUS. .

3. Pazpabotars crienudukanuy 3a1aHus Mo 0€30MaCHOCTH JJIS TOJICUCTEMBI ayIUTa OIle-
pannroHHo# cucteMbl Windows..

4. Pa3zpabotarh crienupuKanuy 3aqaHus M0 0€30MaCHOCTH IS TTOJICUCTEMBI ayTeHTU(DU-
KalliH [0JIb30BaTelel onepauuoHHoN cucteMbl Windows..

5. Pazpaborath cnenudukanuy 3amanust 1o 0€30MaCHOCTH JUIS TIOACUCTEMBI pa3rpaHuye-
Hust goctyna B Linux- Unix-momgo0Ho#t onepalinoHHON cucTeme..

6. Paspaborath cnenmdukanuu 3amanust 1o 0€30MaCHOCTH LIS TIOACUCTEMBI pa3rpaHuye-
HHUSL IOCTYIIa onepanuoHHoi cucrembl Windows Server..

7. PaspaOotath criermdukaimu 3aganus mo OezomacHocTu ayaura jaias Windows Server
i Bepcuu 2008, ucnonb3yemMoil B kauecTBe (paiia-cepBepa BHIYMCIUTEIBHOM CETH, TOCTPOEH-
HOM Ha OCHOBE «IECHOW» JTOMEHHON apXWUTEKTYpbl, IIPUYEM JOCTYI K YAAJIECHHBIM JOMEHaM
OCYILIECTBIIsIETCS yepes ceTb VIHTepHeT.

8. Pazpaborath cueHapuii mocienoBarenpHoil yecraHoBkn OC Windows, Linux u MacOS
IOCPEJICTBOM MYJbTH3arpy3ulka Ha eIuHHYHyro OBM ¢ TpeMs XecTKMMH JHCKaMHU U
HACTPOWKHU TIOJICHCTEM HX 0€301acHOCTH JUIst paboThl B IHTEpHET M 3aIIUTHI OT BHEITHUX yIPo3.

9. Paszpaborath cueHapuii nocienonarenbHoil ycranoBkn OC Windows, Linux u MacOS
C HMCIIOJIb30BaHUEM BUPTYaJIbHBIX MAIIMH HA €IMHUYHYIO DBM ¢ IBYMS JKECTKUMH JUCKaMH U
HACTPOMKHU MOJICHCTEM UX 0€30MacHOCTH JUIsl paboThl B IHTEpHET U 3aIUThl OT BHEIIHUX yIPo3.

IlepeuyeHnb BOnpocoB 1151 KOHTPoabHO# padoTsl (ITK-10, ITK-11, ITK-14):

1. CyObexTbl, 00bEKThI, METO/IbI, IpaBa U npuBwiIerud OC Linux.

2. CyObekThl, 00BEKThI, METOIBI, TpaBa u npuBmieruu OC Windows.

3. CpencrtBa 0oOHapYyXEHUSI U MPOTUBOJCHCTBHS aTakaM W BTOP)KEHHUSM B COBPEMEHHBIX
oneparuoHHbix cuctemax OC Linux.

4. CpenctBa OOHApYXEHUSI U MPOTUBOICHCTBHS aTakaM W BTOPXKEHUSM B COBPEMEHHBIX
omneparoHHbIx cucremax OC Windows.

3. OCOOCHHOCTH Pe3epBUPOBAHUS W BOCCTAHOBIICHHS TOCIE COOEB COBPEMEHHBIX OTepa-
uoHHBIX cuctemax OC Linux.

4. OcoOCHHOCTH PE3ePBUPOBAHUS W BOCCTAHOBIICHUS ITOCIIE COOCB COBPEMEHHBIX OIepa-
LUOHHEIX cucTeMax Linux u Windows.

5. OcobeHHOCTH ayauTa B ONEPAIIMOHHBIX cucTeMax Linux.

6. OcoOeHHOCTH ayMTa B OTIEPAllMOHHBIX crucTeMax Windows.

7. llITaTtHble CpeicTBA PE3EPBUPOBAHMS U PE3EPBHOTO KomupoBaHust Linux.

8. llltaTHBIE CpeCTBA pe3epBUPOBAHMS U PE3EPBHOTO KonmupoBanus Windows.



9. IlonsiTHE M IPUMEPHI CPEACTB U30JIMPOBAHUS MOTEHIIUAIEHO OITACHOTO KO/Ia .
10. ratueie cpenctea mudpoBanus OC Windows.
11. HlTarHbie cpeacta mudposanus OC Linux.

IlepeyeHb BOMPOCOB /IUISI ONMPOCOB HA MPAKTHYECKHUX 3aHATUSIX:

1. Ba3zoBble cpencTBa ympasieHUs AocTynoM B Windows: MapKepsl IOCTyTa, IECKPHIITO-
PBI 3aIUTHL

2. Ocobennoctu ympasienus pgoctynom B UNIX-LINUX OC kmaccuueckux u
COBPEMEHHBIX PELICHUM.

3. OxapakTepu3oBaTh Ha3HAYCHHUE W COCTAB CPEICTB YIPABICHUS JOCTYIIOM, MOJOOHBIX
npumensiemMbix B OC Windows.

4. HasnaueHue aTpuOyTOB 3alIUTHI BHOBb CO3/1aBacMbIM 00bekTaM Windows, HacienoBa-
HUE JICCKPUTITOPOB 3aIIUTHI.

5. Vmpasnenue cpeacTBaMu ayTeHTU(UKAIMU B Linux.
VYupasnenue cpeacTBaMu ayreHTudukamm B Windows.
VYnpasieHue cpeicTBaMu ayauTa B Linux.
Yupasienue cpeictsamu ayauta B Windows.
CpencTBa pe3epBHOTO KOIMTUPOBAHHMS

10 CpenctBa pe3epBUpOBaHUS

11. CpenctBa mmdpoBaHus yCTpOUCTB

12. lIudposanue Ha ypoBHE (HAHIOBON CHCTEMBI

13. Pa6ora c systemd B Linux. OcHOBHas 1ieJib — OOHAPYKUTh CEPBUC, BBHIMOIHSIIOUIHIA
OTIpe/ICIICHHBIC JCHCTBHSI B IPOIIECCE 3arPy3KH.

14. Beibop cmoco6a BoccranoBieHuss OC Windows mocie c0osl. MCXOIsd W3 THIA
CIIy4YHUBIIIETOCS CHUCTEMHOro c6os. BreipaboTka pexomenpamuii mo Beibopy [1O nmns
NPEJOTBPALICHUS WK MUHUMHU3AIUH [TOCIECICTBUI MOCIICAYIONINX HHITUICHTOB

©w~No

2. Cnucok BOITPOCOB U (I/IJ'[I/I) 3aJaHuH 13 MMpOBEACHUSA HTOrOBOM aTTeCTAIMH

Cnucox BOIIPOCOB K 3K3aMEHY

1. TunoBas apXUTEKTypa MOJICUCTEMBI 3alUThI 3amuineHHoi OC.

2. @OYHKIMM HU3KOIO M BBICOKOIO YPOBHSI MOJCHUCTEMBI oOOecreueHusi 0e30MacHOCTH
samuienson OC.

3. Pasrpannuenue nocryma 3ammmeHHOd OC (00BEKTHI W CYOBEKTBHI JTOCTYIA, METOJ

JIOCTYINAa U pa3rpaHUyYEHHE JOCTYyNa, MPaBO JOCTyNa M MOJHOMOYHUS JOCTyna (IpUBUIIETHS),
MaTpulia A0CTYIa, AMCKPELMOHHBIA U MaH/IaTHBIA METO/]] 10CTYIIA).

4. Wnentudukanus, ayrTeHTUGHUKAIMS U aBTopu3anus B 3amuiieHHod OC (aBTopu3aius c
MOMOIIbI0 TapoJiel, BHEIIHMX HOCHUTEJEeM KIIoueBON HHQpOpManUH, MO0 OHOMETPUUYECKUM
napameTpam, KOMIUIEKCHasi aBTOpU3aLus ).

S. CpenctBa agmuHHCTpupoBaHusa B 3amuiieHHod OC (cucrteMa ynpaBi€HHUs CIIHCKOM
MOJIb30BaTeNeH U MOJUTHKONW O€30MTaCHOCTH, MEHEKEP PECYPCOB, ayIUT, CEPBUCHI)
6. Kpunrorpaduueckue gpynkunn odbecrneuenus 6e3omnacHocty B 3amuiieHHon OC (3amura

danoB cpexnctBamu B3auMozelcTBus  ¢aitnmoBoit cucrembl u  OC, 3amuTa MapoJIbHON
uHOpMallMi TpU AaBTOpPHU3ALMM, 3allUTa [epeJaBaeMoll HHPOpMAMU M MHOJAEpPHKKA
KPHUITOPOTOKOJIOB).

7. CpenctBa 3amuThl cereBbIX (QyHkumii B 3ammmieHHo OC (cpeacTBa MacKHUpOBaHUS
pecypcoB ceTH, (uiIbTpalnMs MAKeTOB, CPEICTBa MEXKCETEBOI'O AKPAHUPOBAHMS, CpPEICTBA
KpUNTO3AIIUTEl UHGOpMAIMU IPH MEXKCETEBOM B3aUMOJIEUCTBUHU, CPEACTBA MOJACPKKU
pasrpaHUYeHMs] JOCTyNa M PpacHpeleleHHbIX CETEBBIX PECYpPCOB Il CETEBBIX U
pacnpeieieHHbIX HH(GOPMAllMOHHBIX CHCTEM W CHUCTEM YIAJIEHHOTO XpaHEHUs MJaHHBIX,
CpeACTBa CETEeBOro AyOJNMpOBaHWS W apXUBUPOBaHHS HMHPOpMALMU, a TaKkKe ee



pe3epBUpoBaHusi, cpenctBamu cucteM ceprudukatoB u OIUII, cpemctBa CHHXpOHU3ANUU
BPEMEHH).

8. CepBucHble pynkuuu 3amumeHHod OC ans obecredeHus yCTOMYMBOCTH PabOTHI U
3alIUTHl OT HECAaHKIIMOHUPOBAHHOIO JOCTYTIA.
9. Merons 1 ipaBa noctyna B OC Windows.

10.  IIpusuneruu cyonexroB mocryma B OC Windows.

11.  Mapkep nocrymna nons3osarens B8 OC Windows.

12.  Jleckpumrop 3ammmuthl 006ekTa B OC Windows.

13.  Tlopsimok mpoBepKu mpaB JocTyna cyobekra k oobekTam B OC Windows.

14. HasuaueHue AECKPUITOPOB 3aIIUTHI Co31aBacMbiM 00bekTam B OC Windows.

15.  Manpgarseiii KoHTpOJIb HenoctHoctd B OC Windows.

16.  DreMeHTHI H30JUPOBAHHOM mporpammuoil cpeasl B OC Windows.

17.  ATpuOyThI 3aIIMTHI U BEKTOPHI JocTyna cemeiicrea OC Unix.

18. Meroabl MPOBEPKH IPaB AOCTyIA CyOBbeKTa K 00bekTy cemeiictBa OC Unix.

19. Mexanmsm SUID/SGID cemeticta OC Unix.

20. Tlomp3oBarenb rOOt, MOBBIINICHHE W MHHUMH3AIUS MMOJHOMOYMH, YTWIMTHI SU u Sudo
cemeiictea OC Unix.

21. IlaponmpHas ayreHTH(UKALKMs W OCHOBHBIC YrpO3bl IMAPOJBHON ayTeHTHU(UKAIUU -
KOMITIPOMETAIMsT ¥ TMOA00p MapoJiei, METOABl yYMEHBIICHUS YIPO3bl OT KOMIPOMETAIMH M
noa0opa mapoJiei.

22.  AyreHtu(uKanus ¢ UCIOIH30BAHNEM BHEITHUX HOCHTEIICH.

23.  buomerpuueckas ayreHTU]UKAITHS.

24.  Ayrentudukanus 8 OC UNIX.

25. Ayrentudukanus 8 OC Windows.

26.  OOmme cBeneHUS 1O ayauTy 3amuiieHHbx OC.

27.  Aymut B OC Windows.

28.  Aymut B OC UNIX.

29.  Cucremsl oOHapyxenus BTopxkenuii B OC.

30. TloHsaTus pe3epBUPOBaHUS M pe3epBHOro komupopaHus. CrocoObl, OCOOCHHOCTH U
IpEeuMyLIeCTBa Pe3epPBUPOBAHUS

31. PesepBHOe KOIMpOBaHHE: CIIOCOOBI, OCOOCHHOCTH M TPEUMYIIECTBA Pa3HBIX METOIOB.
OO1m1ast cxema cUCTEMBI pe3epBHOrO KonupoBaHus Ha mpuMepe BareOS.

32. Tlousatue cpeasl OKpYKeHHS ToJIb30BaTenst. OrpaHUYCHHE TI0JTb30BaTeNIel B pecypcax Ha
npumepe MS Windows u Linux.

33.  Opranmzamus ©Heckompkux OC Ha ogHOM (DHU3WYECKOM KOMITBIOTEpPE: CIIOCOOBI
peanu3anyy, 0cOOEHHOCTH U MIPEUMYIIECTBA KaXJI0ro U3 crocoboB. HeoOxoauMocTs u criocoObl
obecnieuenus 6ezonacHoctu OC.

34. IHudposanue B OC : cnocoObl peannzaliuy, NMPEeUMYILECTBA KaXJOrO0 M3 CIIOCOOOB.
[Tpumepbl MEXaHN3MOB UG POBAHHSL.

35. KoHTteiHeppl W U30JUPOBAHHBIE OKPYKEHHUS: Ha3HA4YeHHE, MPHUMEphI, OTIUYHSI
KOHTCHHEPOB ¥ H30JIMPOBAHHBIX CPEJl, OTIMYHS OT BUPTYAIBHBIX MAITUH, IPUMEPHI

36.  Cucrembl H30JSALMH IPOIIECCOB HA OCHOBE IpaBuJI Ha npumepe SELinux

3. MeTtoanyeckne peKOMeHIAllMH MPeNnoiaBaTesIo
110 NMpoueaAype OLeHNBAHUS 3HAHUH, YMEHHN, HABBIKOB M (MJIM) ONBITA 1eSATEIbHOCTH,
XapaKTepu3yIIMX 3Tanbl POPMHUPOBAHUSA KOMIIETEHLUH

HGJ'IBIO mnpoucaypbl OOCHUBAHUSA ABJIACTCA OIPCACICHUEC CTCIICHU OBJIAJACHUA CTYACHTOM

OXXKUJAeMBIMU pe3yabTaTaMH OOYy4YeHHs (3HAHHSIMH, YMEHHUSIMH, HaBBIKAMU U (WMJIH) OMBITOM
JIEeSATETLHOCTH).
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[Iporienypa olleHUBAHMS CTEIICHW OBJIAJCHHUS CTYICHTOM OXKHIAEMBIMH PE3yJIbTaTaMH
OO0yYeHHUS] OCYIIECTBISICTCS C IMOMOIIBI0 METOAMYECKUX MATEepPHUAIOB, MPEACTaBICHHBIX B
pazneine «TUMoBbIe KOHTPOJIbHbBIC 3aJaHMs WJIM WHBIC MaTEpHUaibl, HCOOXOAUMBIC ISl OLICHKU
3HAHWH, YMEHH, HAaBBIKOB M (MJM) OINbBITa JCATCIBHOCTH, XapPaKTEPU3YIOIIMX ITallbl
(bopMUPOBAHUS KOMITETEHITHIN)

3.1 Kputepuu onleHUBAHUS CTENEeHH OBJIA/ICHUSI 3HAHUSIMU, YMEHUSIMH, HABBIKAMH U
(WIH) ONBITOM JIeSITeJIbHOCTH, ONPeAe/Aolue YPOBHU C)OPMUPOBAHHOCTH KOMIIETEH Ui

IloporoBelii ypoBeHb (00IIHE XapaKTEPUCTUKH ):

— BJaJ€HHE OCHOBHBIM 00bEMOM 3HAHUI IO MIPOrpaMMe AUCHUIUINHBI;

— 3HaHME OCHOBHOM TEPMHUHOJIOTMU JAaHHOW 00JaCTH 3HAHWM, CTUJIMCTUYECKH TPaMOTHOE,
JIOTUYECKH MPaBUIBHOE U3JI0’KEHUE OTBETA Ha BOIIPOCHI 0€3 CYIECTBEHHBIX OIIUOOK;

— BJAQJICHUE HMHCTPYMEHTAapUEM JAMCLMILIMHBI, YMEHHE €ro HCII0JIb30BaTh B pPEIICHUU
CTaH/AapPTHBIX (TUIIOBBIX) 33]1a4;

— CIIOCOOHOCTh CaMOCTOSITEJILHO TPUMEHSATh THUIIOBBIE pEHICHHS B pamMKax paboueid
IpOrpamMMbl TUCHUILINHBI;

— YCBOGHHE OCHOBHOW  JUTEpaTypbl, pPEKOMEHJIOBaHHOW pabouedd  mporpamMMmon
JUCUUTLTAHBI;

— 3HaHHEe 0a30BBIX TEOPUI, KOHIICTIHUNA M HAMpaBJICHUH MO M3y4aeMOl IHUCHUIIINHE;

— caMocTosiTelibHasg paboTa Ha NPAKTHUECKUX 3aHATUAX, MEPUOIUYECKOE YydacTue B
IPYHIOBBIX 00CYX/IEHUSAX, 10CTATOYHBIN YPOBEHDb KYJIbTYpPbl UCIIOJTHEHUS 3a1aHUM.

IIpoaBuHYTHII ypoBeHb (00IIME XapaKTEPUCTHKN):

— JOCTaTOYHO IIOJHBIE M CHUCTEMAaTH3UPOBaHHbIE 3HAaHUS B O00BEME MPOrpaMMbl
JUCLUIINHBL,

— HCMOJB30BaHUE OCHOBHOW TEPMHUHOJIOTHMU JaHHOW 00JacTH 3HAHWUN, CTUIMCTHYECKU
IrPaMOTHOE, JIOTUYECKU IIPaBUIIbHOE U3JI0’KEHNE OTBETA Ha BOIIPOCHI, YMEHUE JI€TaTh BHIBOJIbI;

— BJIAQJCHHE HMHCTPYMEHTAapUEM JAMCLMIUIMHBL, YMEHHUE €ro HCIOJIb30BaTb B PEIICHUU
y4eOHBIX U MPo(hecCHOHAIBHBIX 3a/1a4;

— CIIOCOOHOCTH CaMOCTOSITENIBHO PellIaTh CIOKHbBIE 3a1aul (Ipo0JIeMbl) B paMKax paboueit
MPOrpaMMbl TUCHUIUINHBI;

— YCBOGHHME OCHOBHOM M JIOTOJHUTENIBHOW JMTEpaTyphl, PEKOMEHJIOBaHHOM paboueit
IIPOrpaMMOil TUCLUIUIMHBI;

— YMEHHME OpUEHTUPOBAaThCA B 0a30BbIX TEOPUAX, KOHUENIUSAX U HAMpPaBICHUSIX IO
M3y4aeMol TMCUUIUIMHE U AaBaTh UM CPABHUTEIBHYIO OLICHKY;

— caMmocTosiTeNbHas pa0oTa Ha MPAKTHMYECKUX 3aHATHUAX, y4yacTHe B TPYIMIOBBIX
00CYKJI€HUSX, BBICOKUI YpOBEHb KYJIbTYpPbl UCIIOJHEHHS 3a1aHUH.

Bbicokuii ypoBeHb (001111€ XapaKTEPUCTUKH ):

— CHCTEMaTM3MpOBaHHbIE, TIJyOOKME W  TIOJIHbIE 3HAHHMA 10 BCEM pa3jeiam
JUCLUIINHBL,

— TOYHOE MHCIOJIb30BaHHE TEPMHUHOJOTHUU JaHHOM 00JacTH 3HAHUM, CTUIMCTUYECKU
rPaMOTHOE, JIOTHYECKM IIPaBUJIIBHOE W3JI0)KEHHE OTBETa Ha BOIPOCHl, yMEHHUE JeNaTh
000CHOBaHHbIE BBIBOJIBI;

— 0Oe3ynpedyHoe BIIaJIEHUE MHCTPYMEHTApUEM JCLUTIINHBL, yMEHUe €ero
MCIIOJIb30BaTh B IOCTAHOBKE M PEIICHUH HAy4YHBIX M MPOQPECCHOHANBHBIX 3a/1aY;

— CHOCOOHOCTh CaMOCTOATENBHO W TBOPYECKH pelIaTh CIIOKHBIE 3a7a4ydl (MpoOsieMbl) B
paMKkax pabodell mporpaMMbl JUCIUIUIMHEI,

— MOJIHOE U TJyOOKOE YCBOGHHE OCHOBHOM W  JIONOJHUTENIBHOM JIUTEpaTyphl,
PEKOMEHI0BaHHOW pabouel MporpaMMoil IUCHUIUIHHBI;
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— YMEHHME OpPHUEHTUPOBATHCS B OCHOBHBIX TEOPHAX, KOHLENLUAX M HAINpPaBICHUAX IIO
M3y4aeMOM TUCLUUIUIMHE U AaBaThb UM KPUTHYECKYIO OLICHKY;

— aKTHUBHAs CaMOCTOSITENIbHAsI paboTa Ha MPAKTUYECKUX 3aHATHUSAX, TBOPUECKOE YHACTUE B
IPYNIIOBBIX 00CYKICHUSAX, BRICOKUN YPOBEHb KYJIbTYPbhI HCIIOTHEHHS 33 JaHHA.

3.2 Onucanue npoueaypbl BbICTABJICHUS] OLCHKHU

B 3aBucumocTH OT ypoBHA C(HOPMUPOBAHHOCTH KaXJA0H KOMIIETCHLIMH 0 OKOHYAHUHU
OCBOCHMS AMCLUIUIMHBI CTYIEHTY BBICTaBJIAETCS  oOLEHKAa. JlJId JUCUUIUIMH, U3y4aeMbIX B
TE€YEHHE HECKOJIBKHUX CEMECTPOB, OLIEHKA MOJKET BBICTABIATHCA HE TOJBKO 10 OKOHYAHHUU €€
OCBOCHMS, HO U B IPOMEKYTOUHBIX ceMmecTpax. Bux OHEHKM («OTIMYHO», «XOPOLIO»,
«yJIOBJIIETBOPUTEILHO», «HEYIOBICTBOPUTEILHOY») oOmpernenseTcs pabouyeil mporpammoit
JUCLUIUIMHBL B COOTBETCTBUU C YYEOHBIM IIAHOM.

OneHka «OTJIIMYHO» BBICTABJIAETCA CTYAEHTY, Yy KOTOPOro KaKJIas KOMIIETEHIIUS
(TTOJIHOCTBIO MJIM YAaCTHYHO (popMupyemasi JaHHOH IUCHMILIMHOIN) chOpMHUpPOBaHA Ha BBICOKOM
YPOBHE.

OrmeHka «XOpOILO» BBICTABISETCA CTYIEHTY, y KOTOPOro KakJIas KOMIIETEHIIMS
(TTIOJTHOCTBIO WJIM YaCTUYHO (OpMHUpYyeMasi JaHHOW JUCHUIUIMHON) C(OPMHUPOBAHA HE HIXKE, YEM
Ha MPOJIBUHYTOM YPOBHE.

OneHka «yJOBJIETBOPUTENIbHO» BBICTABISAETCS CTYINEHTY, y KOTOPOIrO KaxKias
KOMIIETEHIUS (ITOJTHOCTBHIO WIIM YaCTUYHO (popMUpyeMast JaHHON JUCHUINIMHON) c(OopMHUpOBaHa
HE HIKE, YEM Ha MIOPOrOBOM YpPOBHE.

O1eHKa «HEyIOBJIETBOPUTEIBHO» BBICTABISAETCS CTYICHTY, Y KOTOPOro XOTs Obl OjHa
KOMITETEHIHS (ITOJTHOCTHIO WIIM YaCTUYHO (OpMHUpYyeMasi JaHHOW JUCHUTUIMHOW) chOopMHUpOBaHa
HIDKE, YeM Ha TIOPOrOBOM YPOBHE.
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IIpunoxkenne Ne 2 k paGoueil mporpaMme M CUHUIIIMHBI
«3amuTa B ONEPALMOHHBIX CHCTEMAX»

MCTOIII/I‘-ICCKI/IC YKazaHudd 1Jisl CTYACHTOB 110 OCBOCHHIO JTUCIHTUIIJINHBI

OcHoBHOI (opMOH H3TOKEHHUsI Y4eOHOro MaTepuaia IO IUCHUIUIMHE «3ammra B
OTIEPALIMOHHBIX CHCTEMAax» SIBISIOTCS JICKIMH, IPUYEM B JIOCTaTOYHO OONIBIIOM o0beMe. DTo
CBS3aHO C TE€M, YTO JaHHAs JUCIUIUIMHA HAXOJUTCS KaK Obl HA CTHIKE MEXIY AUCHUILTUHAMU
«AnmapaTHble CpPEICTBA BBIYMCIUTEIBHON TEXHUKNW» U «OIlepaliOHHbIE CUCTEMBI» B YacTH
anmapaTtHoro o0ecrevyeHUs 3allUThl BHIYMCIUTENIBHBIX MPOIECCOB M HMCIOJIb30BAaHUS IMaMSTH,
METOJIOB XPAHEHWsS JAaHHbIX, W JAUCHUIIMHAMH «OCHOBBI IOCTPOEHMS  3aIMILEHHBIX
KOMIIBIOTEPHBIX ceTei» U «OCHOBBI MOCTPOEHUS 3alIMIIEHHBIX 0a3 naHHbIX». Kpome Toro,
OUYEBHUJIHO, YTO JaHHbIE O MexaHu3Max Oe3zomacHocTH OC eXerogHo MOMOJHAIOTCS CEPHIMU
naTdel mojcucTeM 0€30MaCHOCTH K aKTyallbHbIM OINEPAI[MOHHBIM CHCTEMaM U JIOTIOJHSIOTCS C
BBIX0JI0M HOBBIX Bepcuit OC.

JUjis yCHenrHoro OCBOEHUS TUCIUIUIMHBI Ba)XXHO YIIIyOJE€HHOE H3y4yeHHE HEKOTOPBIX
pazzenoB «3amuTa B ONEpalMOHHBIX CUCTEMAax)» CaMOCTOSITENIbHO, B KAUE€CTBE BBIINOIHIEMbIX B
JOMAIITHUX YCJIOBUAX 3agaHuil. OCHOBHAs 11e€Jb CAMOCTOSTEIbHBIX PabOT — MOMOYb HE TOJIBKO
YCBOUTH TEOPETUUYECKNE OCHOBBI U IPAKTHUUECKHUE METO/bI 3aIUTHI B ONEPAIIMOHHBIX CHUCTEMAX,
HO U paCIIUPUTh CBOM 3HAHUSA JO MOJHBIX U CUCTEMHBIX. [[1s 3TOro HEoOXOAMMO 3HATH U
NOHMMATh JIEKIMOHHBIN MaTtepuasl. Marepuai, 3aKOHCIIEKTUPOBAHHBIN Ha JIEKLIMSIX, JONOJIHSAET
MpE/ICTaBICHHBIN B mpeanaraeMoil yueOHoi nuteparype. HeoOxonumo aoma mpopabarbiBaTh
3TOT MaTepuall ¥ JONONHATh HOBEWIIEeH aKTyalbHOW uWH(OpManued, MOJy4eHHOH Ha
KOHCYJIbTAIMX, TPAKTHUECKUX 3aHATUSAX U U3 PEKOMEHIOBAaHHBIX pecypcoB ceTu MHTepHeT.

JUis mpoBEepKH M KOHTPOJS YCBOEHHSI TEOPETUYECKOrO0 MaTepuasa, MPUOOPETEeHHBIX
MPAKTUYECKUX HAaBBIKOB HCIOJIB30BaHUS Yy4eOHOH JuTepaTyphl, B TEUEHHE OOYUYCHHUS
NPOBOJSTCS MEpPONPUATHS TEKYIIeH aTTecTallii B BHJAE KOHTPOJIBHOW paboThl W psaa
CaMOCTOSITENIbHBIX Pa0OT B JOMAIIHUX YCIOBUSAX. BapuaHThl 3aaHuil BBIJAIOTCS yJalluMCs Ha
NOCJIEIHEM Yace JIEKLIMOHHBIX 3aHATHH M0 KaxIoW u3ydaemon Teme. OLeHKa U oOCyKIEHHE
BBIMOJIHEHHBIX ~CTYAEHTAaMM 3aJJaHUH IO CaMOCTOSTEIbHONH paboTe NPOM3BOAMUTCS Ha
IMPAKTUYECKHUX 3aHATHSAX M YUUTHIBACTCS, HA Py C pe3ysbTaTaMu MPAKTUYECKUX 3aHATUH, IIPU
OLIEHKE TEeKyIIeH ycmeBaeMocTH. Takke MpH HEOOXOJUMOCTH MPOBOASTCS KOHCYJBTAIMH T10
pa3z0opy 3alaHuUil A7 CaMOCTOSATEIbHOW pPAabOTHI, KOTOPbIE MOTYT BbI3bIBaTh Yy CTYICHTOB
3aTpyJHEHUS.

B kxoHme cemectpa H3y4yeHUS IUCLUIUIMHBI CTYJIEHTBI CHAIOT 53K3aMEH. OK3aMeH
NPUHUMAETCS MO 3K3aMEHALMOHHBIM OMJIeTaM, KaXJbli M3 KOTOPHIX BKJIOYaeT B ceds JBa
TEOpeTUYECKUX Bompoca. Ha caMocTosTeNbHYIO IOJATOTOBKY K SK3aMEHY BhIJIENsieTcs 3 JIHs, BO
BpEMs MIOATOTOBKY K DK3aMEHY NPEAYCMOTpPEHA IPYIIIOBasi KOHCYJIbTALINS.

CaMoCTOSATENBHO OCBOUTH BOMPOCH! JUCIUIUIMHBI «3aIlUTa B ONEPAIIMOHHBIX CHCTEMaX»
CTYACHTY KpaiHe CI0XXHO. DTO 00YCIIOBIEHO TE€M, YTO CTYJEHTHI cl1ab0 MPEACTABISAIOT 00BEMbI
U XapakTep MOCTOSHHO MpoBoAuMOil pazpadboTunkamu OC paOoTsl B MHTEpecax 10padOTKH Koja
OC st COBMECTHMMOCTH C DPAa3JIMYHBIMU amlapaTHbIMU pelIeHUsSMH M Ooyiee aJeKBaTHOTO
COOTBETCTBHUSl 3alIUTHBIX MEpP IIOCTOSIHHO PAcTyIMM IO YPOBHIO M XapakTepy yrpo3am
0€30IacCHOCTH.

[IpoGneMbl 3amUTHl B ONEPAIIMOHHBIX CHCTEMax OCJIOXKHSIIOTCS HAaTU4YUEeM «0aroB» u
«OKCIUIOHTOBY», 3aJI0KEHHBIX 3apyOeKHBIMH MPOM3BOJUTEISIMH  allapaTHO-IPOrPAMMHBIX
pelIeHuit B COOTBETCTBUH C 3aKOHOIATEIHCTBOM I0 HallMOHAIbHOM Oe3omacHocTu. [loatomy,
SBISIETCS COBEPILICHHO HEOOXOUMBIM IMOCEUICHNE CTYIEHTAMU BCEX ayAMTOPHBIX 3aHATUH, TIe
UM pa3bsACHSAETCS 1edb W CYTh HEIOJIHOTO IMpeACTaBiIeHUs HH(OpMalUU POCCUMCKUM
NOTPEOUTENAM O 3amagHbIX HMH()OPMAIIMOHHBIX TEXHOJOTHMSX M, KOHKPETHO, O COCTaBe U
Ha3HAYeHUM 3allUTHBIX MexaHu3MoB wuHocTpaHHbix OC. B pesynbrare ¢opmupyercs
NaTPUOTUYECKAss  TMO3UIUS, HENPUMHUPUMOCTh K  JIIOOBIM  acmekTaM  HHOCTPaHHOTO



NPOHUKHOBEHHUs K 3amuiiaeMoi B Poccum uHpOpManuMu ©  yHpaBieHUS POCCUHCKUMHU
MH(POPMALIMOHHBIMH CUCTEMaMHM, HETEPIMMOCTb K HJICOJIOTMH TEPpOpU3Ma, 3KCTPEMU3MA,
WHOCTPAHHOIO  IPOMBIINIEHHOIO M TOCYJapCTBEHHOIO  IINHOHaxa. B pe3ynbrare
apryMeHTHPOBAaHHO (OpMUpYETCs YOEKIAEHHOCTh B HEOOXOJUMOCTH HPOQEeCCHOHATBHOIO
IIPOTUBOAEHUCTBUS METOJaM KOMIIBIOTEPHON DPa3BEIKU U CTpeMJIEHMsI 0oJjiee IOJHO BIIAJIEThH
UMEIOIMMHUCS B ONEPAlIMOHHBIX CUCTEMAX CPEeICTBAMU KOMIIBIOTEpHOM OezomacHocTu. ViMeHHO
Ha ATOH OCHOBE M Pa3bsCHAIOTCS OCHOBHBIE Y4eOHBIE BONPOCH «3aIIUTHl B ONEPAIIMOHHBIX
CUCTEMAX».
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