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1. Ilean ocBoeHHsI AUCHHUILJINHDBI

HuctmiuimHa «Opranu3aliioHHOE H  TIpaBoOBoe obOecrieueHue WHGOPMAIMOHHON
0€30I1aCHOCTH» IPU3BaHA 00ECIEUNTh OCBOCHHE CTYIEHTAMU TEOPETHUUYECKUX U MPAKTUUYECKUX
HaBBIKOB Pa0OThl C HOPMATUBHBIMH TIPAaBOBHIMH aKTaMHd B 00jacTu oOecreyeHHs
MH(POPMALIMOHHOM 0€30IaCHOCTH KOMIIBIOTEPHBIX CHUCTEM, B TOM 4YMCJIE€ HOPMAaTHUBHBIMHU
Metoaundeckumu 1okymenTaMmu @Cb Poccun u ®CTIOK Poccun, u npuMeHeHUs UX MOJI0XKEHUM
B IPO(ECCUOHATIBHOMN 1A TEIbHOCTH.

JlaHHasi AMCLMILIMHA PAaCKpPhIBAET OCHOBBI IPABOBOIO PETYIUPOBAHUSA OTHOLIEHUI B
nHGOPMALIMOHHON cdepe, KOHCTUTYLMOHHBIE TapaHTHM IIpaB TIPaXKJAaH Ha IOJIy4YeHHUe
uHpOpMAMY U MEXaHW3M UX pealM3alliy, MOHATUS U BHUJIBI 3alIMIAeMOi MH(POPMALUHU IO
3aKoHOJaTenbCcTBY Poccuu, cucteMy 3aluThl IOCYyJapCTBEHHOM TaiiHBI, @ TaKK€ OCHOBBI
OpPraHMU3alMIOHHOTO U IIPABOBOI'O PEryJMpPOBaHUS OTHOLIEHUN B OOJIACTU MHTEIUIEKTYaJIbHOU
COOCTBEHHOCTH M CHOCOOOB €€ 3aluThl. PacKpbIBarOTCs MOHATHE U BUJbI KOMIIBIOTEPHBIX
MPECTYIUICHNH, IPaBOBbIE U OPTaHU3AIMOHHBIE METO Il OOPHOBI C HUMHU.

2. MecTo AUCUMILINHBI B CTPYKTYpe 00pa30BaTe/ibHOIi POrpaMMbl

«Opranu3alMoHHOE M NpaBoOBoe obecreyeHne HH(GOPMAMOHHONW 0e30macHOCTH»
OTHOCHUTCS K 0230BOM 4acTH 00pa30BaTEIbHON MPOrpaMMBI.

Jljis ycnemHoro ycBOeHuUs JaHHON JUCUUIUIMHBI HE00X0AUMO, YTOOBI CTYI€HT OBJaJIel
3HAaHUSIMH, YMEHHSMU W HaBBIKAMH, C(HOPMHUPOBAHHBIMH B TPOIECCE W3YyYCHHS JUCIUTUINH
«OCHOBBI YIpaBJICHYECKON AeATENbHOCTU» U «OCHOBBI HH(OPMAIIMOHHOM 0€30IaCHOCTI.

3HaHMST M  HaBBIKM, IIOJy4YEHHbIE B  pe3yjbTaTe M3yYEHUU  JUCIUILIMHBI
«OpranuzallioHHOE W MpaBoBoe  oOecreyeHHe  HMHMOPMALMOHHONW  0€30IacHOCTHY,
UCIOJIb3YIOTCS CTYJI€HTaMU B JJaJIbHEHILIEM MpU pa3pabOTKe KyPCOBBIX U JUIUIOMHBIX paloT.

3. Ilnanmpyemsble pe3yabTaTbl O00y4YeHHS] 1O JAMCHUILUIMHE, COOTHECEHHbIEe C
IUIAHMPYEMbIMH Pe3yJIbTATAMM 0CBOEHHUsI 00pa30BaTeIbHON MPOrpaMMbI

[Tpouecc n3yyeHus: TMCUUILUIMHBI HAallpaBJieH Ha (POPMUPOBAHUE CIEIYIOIINX 3JIEMEHTOB
komnereHiuii B coorsercTBrn ¢ ®PI'OC BO, OOII BO u npruoOpereHus cieayronmx 3HaHuH,
YMEHHM, HaBBIKOB U (WJIH) ONbITA 1E€ATEIbHOCTH:

dopmupyemas Ilepeuenb
KOMIIeTeH LU IUIAHUPYEMBbIX Pe3yJIbTaTOB 00y4eHMs
(xoa u popMyJMpOBKA)
IIpodeccnonalbHble KOMIIETEHIIUT

K-9 3Harth:

O6magaer cnocoOHOCTEHIO - OCHOBHBIE HOPMAaTUBHBIC TIPABOBbIE aKThI B 00JIaCTH 00eCTieueHus
y4acTBOBATh B MPOBEJCHUM | MH(OPMAIMOHHOM O€30MaCHOCTA U HOPMATHBHBIC METOIUUCCKHC
9KCIIEPUMEHTAIBHO- nokyMeHThl ®CB Poccun u ®CTOK Poccun B 0051acTH 321U THI

UCCIIEIOBATENbCKUX PadoT | HHpOPMALIUH.
Ipyu aTTecTaluu 00bEKTOB | YMeTh:

C y4eToM TpebOoBaHuH K - MPUMEHATHh OCHOBHBIE HOPMATHBHEIE MPABOBBIE AKTHI B 00IACTH

YPOBHIO 3aIMIEHHOCTH obecriedeHust HHPOPMALMOHHON 0€30ITaCHOCTH U HOPMAaTHBHBIE

KOMITBIOTEPHOM CHCTEMBI metoanyeckue gokyMeHTsl @CB Poccun u ®CTIK Poccuu B obiactu
3anu Tl THPOPMAIIHH.

MK-16 3HaTh:

OO6nagaeT ciocOOHOCTBIO - TpeOOBaHMsI POCCHICKOTO 3aKOHO/IATENBCTBA B cpepe 3aIuThI

pa3pabaThIBaTh MPOEKTHI MIePCOHATBHBIX TAHHBIX, OXPaHbl PE3YIHTATOB HHTEIIEKTYaTbHOU

HOPMATHBHBIX ITPABOBBIX JCATCIIBHOCTH.




AKTOB U METOJIHUCCKHE
MaTepHabl,
perIaMeHTHPYIOIIHE
paboTy 1o o0ecnedeHuIo
HH()OPMAITHOHHOH
Oe3omacHoCTH
KOMITBIOTEPHBIX CHCTEM

- METOJIMKH JIMIICH3UPOBAHUS B 001aCTH 00SCIICUCHUS 3aIUTHI
nH(popMaIuH, arrecTanud 00bEKTOB HH(DOPMATH3AIIUN U
cepTU(UKaNMU CPEACTB 3alUThl HHPOPMAIIHH.

Ymersn:

- (hopmynupoBaTh OCHOBHBIE TPEOOBAHHA K 3alTUTE WHGOPMAITUHN H
pa3pabaThiBaTh MPOEKTHI JIOKATLHBIX HOPMATHBHBIX U
OpTraHU3aIMOHHO-PACTIOPSAUTENBHBIX JOKYMEHTOB,
periiaMeHTHPYIONUX PadoTy 1Mo o0eceueHU0 HH)OPMAaIMOHHOM
0C30IaCHOCTH B OpPTraHU3AIIHH.

(hopMHPOBATH NOJIUTHUKY UHPOPMAIIHOHHON 0€30MaCHOCTH
OpraHM3aINY; KOHTPOJIUPOBAThH €€ UCTIOTHECHHUE.

- MOJITOTOBUTH HEOOXOJUMBIC JJOKYMEHTBI JIJISl TOJPS YUK 110
TIPOBEACHUIO pabOT B chepe JTUICH3NPOBAHUS B 00aCTH 00CCIICUCHUS
3aIUThl THPOPMAIIMH, aTTECTAIlMH 00BEKTOB HH()OPMATH3AIUHN H
CEePTUQHUKALINA CPEIICTB 3AIMUTH HHGOPMAIIHH.

4. O0beM, CTPYKTYpa U cOiep KaHue TUCHUNIHHBI

OO01mas Tpy10eMKOCTh TUCITUTUIHHEI COCTaBIIsIeT 3 3aueTHbIe eauauilbl, 108 akaa. qacos.

Ne Tembl (pa3aeibl) Buapl yueOHbIX 3aHATHIA, DopMBbI TEKYLIET0
n/n AUCUUILIUHDI, BKJIIOYAsl CAMOCTOATEIHHYIO KOHTPOJIA
HX coJep:KaHue padoTy CTy/AeHTOB, ycrneBaeMoCTH
U X TPY10€MKOCTh
(B akaileMH4eCKHX 4acax)
= KonTakTHasi paéora ®opma .
3 NPOMEKYyTOYHOH
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1 |Mudopmanus kak 00bEKT 9111 5 |YcrHsbIi onpoc.
IPaBOBOTO PETYJIMPOBAHUSL. IToaroroBka pedepara.
2 |3axkoHomarenbcTBO B obiactu| 9 | 4 | 4 1 5 |YcrHsrit onpoc.
UHGOPMAITUOHHOM [Moxrororka pedepara.
0e30IacHOCTH.
3 |IIpaBOBOI1 peKUM 3aLUTHI 91212 1 10 |YcrHBIit onpoc.
rOCyJapCTBEHHOM TalHBI. [loaroroBka pedepara.
4 ([IpaBoBble pexUMBI 3amuThl| 9 | 2 | 2 1 10 |YcrHBIi ompoc.
KOH(UICHIINATBHON [Moxrororka pedepara.
WH(pOPMAITHIHL.
5 |OpraHuzanoHHOE 91212 1 10 |YcrHBIit onpoc.
obecnieuenne 1b [loaroroBka pedepara.
6 [3amuTa uHTEIEKTYapHOH | 9 | 3 | 3 1 10 |YcrHBIH ompoc.
COOCTBEHHOCTH. [lonroroBka pedepara.
7 |MexmyHapoaHOe 91111 10 |YcrHBIit onpoc.
3aKOHOJIATEIBCTBO B 00JIACTH [MoxroroBka pedepara.
3alIUThl HHPOPMAITUH
8 |KomrbioTepHbIe 91111 10 |YcrHBIit onpoc.
PaBOHAPYIICHHS [loaroroBka pedepara.
0,3 | 0,7 [3auer
Bceero 16 | 16 5 0,3 [ 70,7




Coaep:xanue pa3aesioB IMCHUIIIHHBI:

Tema 1. Undgopmanus Kak 00beKT MPABOBOI0 PeryJupoBaHus.

1. Crpyktypa uHPOpMAIIMOHHOW chepbl U XapaKTEPUCTUKA €€ 3JIeMEHTOB. Bumabl
uHopMaIuu.

2. IlonsiTie u CTpyKTypa HHYOPMAITMOHHOM 0€30MTaCHOCTH.

3. CyOBeKTsI 1 00BEKTHI MPABOOTHOILICHH B 00J1aCTH HHPOPMAIIMOHHON 0€30MTaCHOCTH.
4. ®opmupoBaHe MHGOPMALMOHHBIX PECYPCOB U MX KBATU(QHUKALUS.

5. KoHCTUTYIIMOHHBIE TapaHTUH MIPaB HAa HH(MOPMAITUIO 1 MEXaHU3M HX pealn3alny.

Tema 2. 3akoH01aTeILCTBO B 00/1aCTH HHPOPMAIIMOHHON 0€3011aCHOCTH.

1. TlonsiTe M BUJIBI 3alIUIIIaEMON UH(OpMaLIUK 10 3aKOHO1aTeNbeTBY Poccun.

2. OTpacnu 3aKOHOJATENbCTBA, PEIVIAMEHTUPYIOIINE JEATCILHOCTh IO  3aIlUTe
uHopMaIuu.

3. Hoxrpuna nndopmannonnoit 6ezonacHoctu Poccun.

4. TlepcneKTHBBI pa3BUTHUS 3aKOHOAATENHCTBA B 00JIACTH WH(POPMAIIMOHHON O€301acHOCTH.
Tema 3. IIpaBoBoii pe:xuM 3alIUTHI FOCYAAPCTBEHHOM TalHBI.

1. IlonaTue npaBOBOIoO peKMUMa 3aIIUTHI TOCYJApPCTBEHHOMN TalHBI.

2. T'ocymapcTBeHHas TaiiHa Kak OCOOBIM BHJ 3alIMIIaeMON MH(POPMAIMH M €€ XapaKTepHbIC
MpU3HAKU. PEKBU3UTHI HOCUTEJEH CBEICHUM, COCTABIIAIOIIMX TOCYJaPCTBEHHYIO TaliHY.

3. IlpuHIMIBI, MEXaHU3M M HpOLEAypa OTHECEHHs CBEJICHHMU K TOCYIapCTBEHHOW TaifHe, UX
3aCEKPEUMBAHMS U PACCEKPECUHBAHUS.

4. Oprasbl 3alUTHI TOCYIaPCTBCHHOM TallHBI M UX KOMIIETEHIIHS.

5. Ilopsnok nomycka U JOCTyINa K roCyAapCTBEHHOM TalHe.

6. Muble Mepbl 0 00ECTIEYEHUIO COXPAHHOCTH CBEICHUI, COCTABISIOMINX TOCYAaPCTBEHHYIO
TallHy (peXHM CEKPETHOCTH KaK OCHOBHOM IOPAJOK JEATEIbHOCTH B c(epe 3aiiuThl
rOCY/IapCTBECHHOM TaiiHBI).

7. IlepeueHp ¥ coaep)KaHME OPraHM3ALMOHHBIX MEp, HAMNpaBICHHBIX Ha  3alUTY
rOCY/IapCTBEHHOW TaliHBI.

8. Cucrema KOHTPOJISI 32 COCTOSTHUEM 3aIllUTHl TOCY/IapPCTBEHHOW TaifHEI.

9. IOpuanueckass  OTBETCTBEHHOCTh 3a  HApyUIEHHs  IPABOBOTO  pEeXUMa  3alIUTHI
rocyJIapCTBEHHOM TaiHbI (YroJIOBHAS, aIMUHUCTPATUBHAS, TUCIUILIMHAPHAS ).

Tema 4. IIpaBoBbIe pe:KUMBI 3aIMTHI KOHPUACHINATBHON HHPOPMALMH.

1. Konpuaenunansbuas uHGOpMaLMs: TEpCOHAIbHBIE JaHHbIe, ClykeOHas TaiiHa,
KOMMepueckasi TaiiHa, OaHKOBCKasl TaiiHa, TailHA CJEACTBUS U CYAONPOU3BOJICTBA,
npodeccuoHanbHas TalHa.

2. IlpaBoBble peXHUMBl KOH(UICHIMATBHOW WH(POPMAIMU: COJEPKAHHE W OCOOECHHOCTH.
OcHOBHbIE TpeOOBaHUS, NPEABABISEMbIE K OpraHM3allld 3alUThl KOH(UIEHIHAIBHOM
nH(pOpMaLIHH.

3. FOpuanueckass OTBETCTBEHHOCTh 3a HApYIIEHUS MPABOBOIO pPeXHMa KOH(UICHIHATbHOM
nHpopmanuu (YroiaoBHas, aAMUHUCTPATUBHAS, TPaXKAAHCKO-TIPaBOBast, TUCIIUILINHAPHAS).
Tema 5. Opranusanuonnoe odecrnevyeHne HHPOPMALMOHHON 0€30MaCHOCTH.

[ToHsTHS OpraHU3aIMOHHON 3alTUTHI HH()OPMAIIHH.

Bupl nmpencrasienns nHGOpMaIIiu.

[Tytu npoxosxaeHus: HHPpOpMaIH.

OcHOBHbIE KaHaJIbl YTEUKH UHPOpMAUH MpU 00pabOTKE Ha KOMITbIOTEpax.

3ammra KOMIbIOTEPHON HH(pOPMAITUH.

[TonsTHE «peXUM 3aIUTHI HHOOPMAITUN.

[TonuTka nHGOpPMALIMOHHON 0€30MaCHOCTH.

MeTtonast obecriedenus pu3andeckoii 6€30MacHOCTH.

TexHOMOTHYECKHEe MEPHI MTOAIEPKAHUS OE30MTaCHOCTH.

CONT~WNE
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10. TMonmpa3nenenus, obecrieunBaroIIne UH(OPMAITMOHHYIO 0€301acHOCTh
NPEINPUATHSA, OPraHU3ALUH.

11. OG30p poOCCUICKMX HAIMOHAIBHBIX CTaHIApTOB B cdepe HHPOPMALMOHHON
0€30MacHOCTH

Tema 6. 3amMTa MHTEJVIEKTYAJIbHON COOCTBEHHOCTH.

1. 3akoHomarenscTBO PD 00 MHTEIEKTYalbHAs COOCTBEHHOCTH.

2. [loHsiTHE WHTEIIEKTYalbHON COOCTBEHHOCTH. OOBEKTHI U CYOBEKTHI aBTOPCKOTO IIPaBa.
HcknrounTenbHble aBTOpckue npaBa. CMeKHbIE IpaBa.

3. [IpaBoBass oxpana mporpamm i OBM, 0a3 HOaHHBIX W TOMOJOTHUH HWHTETPAITbHBIX
MHKPOCXEM.

4. 3amuTa aBTOPCKUX U CMEXHBIX IPaB.

5. OCHOBBI NAaTEHTHBIX [TPABOOTHOLIEHUN. Y CJIOBUS ATEHTOCIOCOOHOCTH.

6. OOBeKTHl M300peTeHHUs, CBSA3aHHBIE C OJCKTPOHHO-BBIYMCIUTEIBHON TEXHUKOW H
MH(GOPMALIMOHHBIMH TEXHOJOTHAMU. ABTOPBI MU300peTeHUH 1 MaTEHTOO0IaAaTEeNH.

7. MexaHu3M MaTeHTOBaHMS.

8. 3amura npaB nareHTooONMaaTENCH U AaBTOPOB.

9. OcobeHHOCTH TOTOBOPHBIX OTHOLICHHUH B 00JIaCTH HH(OPMAIIMOHHON 0€3011acHOCTH.

10. IIpaBoBoe peryiaupoBaHHE B3aMMOOTHOIICHUH aIMUHMCTPALUMU M ME€pPCOHaIa B 00JacTu
obecriedeHns ”HPOPMAMOHHOM Oe30macHOCTH. OCOOCHHOCTH TPYIOBBIX OTHOIICHHIA.

11. O630p nonoxenuit 'OCT P UCO/MBK 56824-2015 «HTemiekTyanbHast COOCTBEHHOCTb.
Hcnonp3oBaHne OXpaHAEMBIX pe3yJbTATOB HHTEIUICKTYAJILHOW JEATEIBHOCTH B  CETH
HNuTepuer».

Tema 7. Me:xxayHapoaHOe 3aKOHOAATEJIbCTBO B 00J1aCTH 3a1UTHI MHpOpMa Ul

1. IIpaBoBoil pexuM ydacTusi B MEXKAyHAPOJHOM OOMEHE.

2. CyOBeKTsl B 00BEKTHI MEKIYHAPOIHOTO HH(POPMAIIMOHHOTO OOMEHA.

3. HaunoHanbHble 3aKOHOJATENIbCTBA O KOMIIBIOTEPHBIX IPABOHAPYIIECHUSX U 3alluTe
nnpopmanuu. (benapycs, CLIA, EC, KuTait)

4. MexayHapoJIHOE COTPYAHUYECTBO B 00J1aCTH OGOPHOBI ¢ KOMITBIOTEPHOM MPECTYMHOCTBIO.
Tema 8. KomnbioTepHble IPaBOHAPYILIEHUS

1. TIpectrynnenus B chepe KOMIbIOTEPHON HH(POPMAIIH.

2. Ilpu3HaKy M 2JIE€MEHTHI COCTaBa MPECTYIUICHUSI.

3. OcHOBBI pacciieZloBaHus MPECTYIIEHUH B cepe KOMIbIOTEPHOH HH(pOpMAIIHH.

4. AQMUHHCTpaTHBHas OTBETCTBEHHOCTh 3a MpaBOHapylleHHs B cdepe MH(POPMALMOHHBIX
TEXHOJIOTUM.

5. O630p monoxenut ['OCT P HCO/MBK 18044-2007 «MeHEMKMEHT HHIIMICHTOB
MHPOPMALIMOHHOM 0e30MmMacHOCTHY A pPEeUIeHHs 3aJad  paccie/OBaHUS HMHIUICHTOB
0€30I1aCHOCTH.

5. O6pa3oBaTenbHbIE TEXHOJOTHH, B TOM YHCJIe TEXHOJIOTHH JJIeKTPOHHOTO 00y4YeHHUs U
JANCTAHIIMOHHBbIE 00pa30BaTeIbHbIE TEXHOJIOTHH, HCIOJb3yeMble NMPH OCYHIECTBJIECHUH
0o0pa3oBaTeILHOTO MpoLecca Mo THCIHIINHE

B npornecce 00ydeHns UCHONB3YIOTCS CIeAYIOIINe 00pa3oBaTeIbHbIE TEXHOIOTHUH:

AxkajeMuyecKas JeKIHs ¢ dJeMeHTAMM JIeKIHH-0ece/Ibl — I10CJIEeI0BaTeIbHOE U3JI0-
KEHHE MaTepuaia, OCYIIECTBISEMOE NPEUMYIIECTBEHHO B BHUJE MOHOJIOTA IPENOIaBaTENs.
DneMeHThl JeKIUu-Oecenbl 00eCrneurBalOT KOHTAKT MpenojaBarelist C ayAUTOpHEH, 4YTo
MO3BOJISICT MPUBIEKAaTh BHUMAaHME CTYACHTOB K HambOoyiee BaKHBIM TeMaM JIHUCIUIUIMHBI,
aKTUBHO BOBJIEKaTh MX B Y4YEOHBIN Ipoliecc, KOHTPOJUPOBATH TEMIl H3JIOKEHUS y4eOHOTo
MaTepuasa B 3aBUCUMOCTH OT YPOBHS €TI0 BOCIIPUSTHS.

IIpakTHyeckoe 3aHAATHE — 3aHITHE, OCBSIIEHHOE OCBOCHUIO KOHKPETHBIX YMEHHUH U
HAaBBIKOB 10 3aKPEIJICHUIO OJTYYEHHbIX Ha JEKIUN 3HAHUM.
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KoHcyabTanum — Buja y4eOHBIX 3aHATUH, SBISIOMMICT OXHOW M3 (HOpM KOHTPOJIS
CaMOCTOSITENIbHOM ~ paboThl  cTyaeHTOB. Ha KOHCynbTanmusx MO Mpockde CTYAEHTOB
paccMaTpuBalOTCs HauOoJiee CIOKHBIE MOMEHTHI IPH OCBOCHHMH MarepHala JUCHUIUIMHBL,
IIpenojaBaTeslb OTBEYACT Ha BOIIPOCHI CTYACHTOB, KOTOPBIE BO3HHMKAKOT y HUX B IIpoOIEcce
CaMOCTOSITENTbHON PaOOTHI.

6. IlepeyeHb JHIEH3MOHHOTO W (MJHM) CBOOOJHO PACIPOCTPAHSIEMOr0 NMPOrPaAMMHOI0
olecreyeHusi, MCIOJIb3yeMOro IPH OCYHIeCTBJEHHH 00pa30BaTeIbHOI0 IpoLecca Io
AUCHUILINHE

B mpomecce ocyiiecTBieHHss 00pa3oBaTeIbHOrO IpoIEecca IO  JTUCIUILIHHE
HCIIOJIB3YIOTCS:

Uit (GOPMUPOBAHKSI MATEPUAIIOB IS TEKYILEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOBEICHHMS
MIPOMEKYTOUHOM aTTEeCTALNH, U (POPMUPOBAHUS METOIMIECKUX MATEPUAIIOB 0 AUCLHUIUINHE:

- mporpammbl Microsoft Office;

- Adobe Acrobat Reader.

7. IlepeyeHb COBpeMEHHBIX NPO(ecCHOHAIBHBIX 0a3 JAHHBIX M HH(OPMALMOHHBIX
CIPABOYHBIX CHCTEM, HCHOJb3yeMbIX NMPH OCYLIECTBJIEHUHN 00Pa30BaTEJbLHOIO MpoIecca
1o JUCUHUIINHE (TPH HEOOXOAMMOCTH)

B mpoumecce ocymiecTBieHHs 00pa30BaTeNbHOrO Mpolecca MO  JAUCHUIIIMHE
HCIIOJIB3YIOTCS:

- ABTOMaTH3upoBaHHas 6ubanoreyHo-uHpopmarmonnas cucrema «bYKM-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekrpoHHas oubaroreuHas cucrema «Jlaupy https://e.lanbook.com

- DnektponHas Oubauoreunas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHas 6ubnuoreyHas cucreMa «KOHCYNbTaHT CTyqeHTa»

https://www.studentlibrary.ru

8. IlepeueHb OCHOBHOH U [JONOJHUTEIbHOW Y4eOHOW JMTepaTypbl, pecypcoB
HH(OPMALMOHHO-TEJIeKOMMYHMKAIIUOHHOI ceTH «MHTepHeT» (P HEOOXOAMMOCTH),
PEKOMEHYeMbIX 1JIsl 0CBOCHHUS U CHUILIHHbI

a) OCHOBHasI JIMTEPATypa
1. OpranuzannvoHHOe M TMpaBoBoe obecrnieueHue HWHGOPMALMOHHONW O0€30MacHOCTH :
y4eOHHUK U IPAKTUKYM i1 By30B / of penakuueit T. A. ITonskosoii, A. A. Ctpenbliosa.
— Mockga : UznarensctBo HOpaiit, 2023. — 325 c. — (Bricmee oopazoBanue). — ISBN
978-5-534-03600-8. — Tekct : snexTpoHHbIH // OOpa3oBarenbHas miuatdgopma FOpaiit
[caiiT]. — URL.: https://urait.ru/bcode/511239
2. BuykoB A. A. 3amwra undopmaruu: yuyebHoe mocobue Juist By3oB — MockBa:
WznarensctBo FOpaiit, 2022. https://urait.ru/viewer/zaschita-informacii-490277
3. HoBukos, B. K. OpranuzaioHHO-TIpaBOBbIE OCHOBBI HH(OPMAIIMOHHOMN
O0e3zonmacHoctr  (3amuThl  wH(opmaruu). IOpumauueckas  OTBETCTBEHHOCTH — 3a
IpaBoHapylIeHus B 001acTu UH(OPMAIIMOHHON 0€30MacHOCTH (3aIIUThl MH(OPMAIIIH)
: yuebHOoe rocoowue. / B. K. HoBukoB - Mocksa : ['opstuast munamst - Tenekom, 2015. - 176
c. - ISBN 978-5-9912-0525-2. - Tekcrt : anexrponnslii // 9bC "KoHcynbTaHT cTyneHTa"
: [cairt]. - URL : https://www.studentlibrary.ru/book/ISBN9785991205252.html

0) 10MOJIHUTEIbHAS JINTepaTypa:



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://urait.ru/bcode/511239
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1. BazoBasg Mozenb yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe B
WH(POPMAIMOHHBIX CHUCTEMaX IMEepPCOHANBHBIX MaHHBIX (Bbiucka). DCTOK Poccum,
2008. https://fstec.ru/en/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/bazovaya-model-ot-15-fevralya-2008-g?ysclid=1j8zaq9vbh762206938
2. Metoauieckuii JOKyMeHT "MeTtoauka oneHKHd yrpo3 OesomacHoctd wHGOpMaruu'
(yrB. DenepasibHON CIYyKO0H 1O TEXHHMYECKOMY M SKCIIOPTHOMY KOHTPOIKO 5 ¢eB
2021r.) https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-
g?ysclid=1j8z58t2v2240278685
3. 3. Komanenko, 1O. W. [IpaBoBoii pexxuM JIMIIEH3UPOBAHUS U CEPTHPUKAMK B chepe
uHPOPMaLMOHHOM Oe3omacHocT  : yuebHnoe nocobue / Kosanenko FO. U. - Mockaa :
I'opsiuast muaMs - Temexkom, 2012. - 140 c. - ISBN 978-5-9912-0261-9. - Tekcr :
anektporusli  //  OBC  "Koncymprant crymenta" :  [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991202619.html

B) 3aKOHO/IaTeJbHbIe IOKYMEHThbI
1. «Konctutyuus Poccuiickoit denepanumn» (MpUHITA BCEHAPOIHBIM TOJIOCOBAHHUEM
12.12.1993). http://kremlin.ru/acts/constitution
2. JloktpuHa uH(pOpMaIoHHOM 0e3onacHocTu Poccuiickoit ®enepannu (yTB. YKa3oM
[Ipesunenra PO ot 5 nexkadpst 2016 r. Ne 646).
http://publication.pravo.gov.ru/Document/View/0001201612060002?ysclid=1j8ys2mmu
0829489602
3. ®epepanbublii  3akoH  oT  27.07.2006 Ne 149 — @3 «0O6 wuHbopmanuwy,
WH(OPMAIIMOHHBIX TEXHOJIOTHAX U O 3aIUTe HHPOPMAIIHI.
http://pravo.gov.ru/proxy/ips/?docbody&nd=102108264&ysclid=1j8yth8186242636656
4. ®enepanbHblil 3ak0oH «O nepcoHalbHBIX JaHHBIX» oT 27.07.2006 Ne 152-@3.
http://pravo.gov.ru/proxy/ips/?docbody&nd=102108261&ysclid=1j8yujvyaq296898133
5. ®enepanbubiii 3akoH ««O KomMmepueckod TaitHe» ot 29.07.2004 N 98-®3.
http://pravo.gov.ru/proxy/ips/?docbody=&nd=102088094 &rdk=&backlink=1&ysclid=lj
8yvize00909304899
6.3akon  P® or 21.07.1993 N 5485-1 «O rocymapCTBeHHOW  TaiiHe».
http://pravo.gov.ru/proxy/ips/?docbody=&nd=102025035&ysclid=1j8yzjexiv816286311
7. ®enepanbHplii  3akoH  «O  0€30MAaCHOCTM  KPUTHYECKOM  MH(OpMalMmOHHON
uHppacTpyktypsl Poccuiickoit ®enepanun» ot 26 wutons 2017 roma Nel87-D3.
http://publication.pravo.gov.ru/Document/View/0001201707260023?ysclid=1j8yzzd4w
8369987557
8.Yactp uerBeptas ['paxnanckoro koaekca Poccuiickoit @enepaunu ot 18 nexabps
2006 1. Ne 230-D3.
http://pravo.gov.ru/proxy/ips/?docbody=&nd=102110716&ysclid=1j8z0wfg5j97732309
6
9. «Kogekc Poccwuiickoit denepanuu 00 agMUHUCTPATUBHBIX MPABOHAPYIICHHUSIX» OT
30.12.2001 Ne 195-®3 (pen. ot 30.12.2021).
http://pravo.gov.ru/proxy/ips/?docbody&nd=102074277 &ysclid=1j8yygunoc82769
10. «YronoBusiii konekc Poccuiickoit @exepanmm» ot 13.06.1996 Ne 63-D3 (pen. ot
30.12.2021).
http://pravo.gov.ru/proxy/ips/?docbody&nd=102041891&ysclid=1j8yxe1zu0699602328
11. Mpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yrBepxkaennn TpeboBanuii o
3amuTe WH(OOPMAIMU, HE COCTaBIIIONICH TOCYJapCTBEHHYIO TalHY, COJEpKaIencs B
rOCy/IapCTBeHHBIX HH(POpMAMOHHBIX cucTemaxNe (3apeructpupoBaHo B MuHIOCTE
Poccun 31.05.2013 Ne 28608). https://fstec.ru/dokumenty/vse-
dokumenty/prikazy/prikaz-fstek-rossii-ot-11-fevralya-2013-g-n-
17?ysclid=1j8z7y36t1594227544
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12. Mpukaz ®CTIOK Poccum or 18.02.2013 Ne 21 (pem. ot 14.05.2020) «O6

yrBepxkaeHun CocTaBa U COJEp)KaHUS OPTaHU3ALMOHHBIX W TEXHHUYECKHMX MeEp IO

oOecriedyeHni0 0€30MaCHOCTH TEPCOHANBHBIX JaHHBIX TNpU UX 00paboTke B

MH(OPMALIMOHHBIX CHCTEMaX MEePCOHANBHBIX JaHHBIX» (3apeructpupoBaHo B MuHiocTe

Poccun 14.05.2013 N 28375). https://fstec.ru/dokumenty/vse-

dokumenty/prikazy/prikaz-fstek-rossii-ot-18-fevralya-2013-g-n-

21?ysclid=1j8z8nkfzs906813133

13. TOCT P HCO/MDBK 56824-2015 «MHTemiekTyalbHas COOCTBEHHOCTD.

Hcnonbs3oBanue oxpaHsSEMbIX PE3yJIbTATOB MHTEIUICKTYaIbHON JEATEILHOCTH B CETH

NuTtepuer» denepalibHOE areHTCTBO MO0 TEXHUYECKOMY PETYJIUPOBAHUIO U METPOJIOTUN

Poccun, M.: «Crangaptundopm», 2017.

http://gost.gtsever.ru/Data/612/61267.pdf?ysclid=1j8zf7d4n056870327

14. TOCT P NCO/MDK 18044-2007r., «MudopmanmonHas TeXHOJIOTHS. METOIbI U

cpencTtBa obecrieueHust O0e3onacHOCTH. MeHEeIKMEHT MHIMACHTOB MHGOPMAIMOHHON

Oe3omacHocTH», DenepabHOE areHTCTBO IO TEXHUYECKOMY pETYJIUPOBAHHUIO U

Metposiorun Poccun, M.: «Crangaptuadopmy», 2009. - 46¢.

https://gostrf.com/normadata/1/4293832/4293832382.pdf?ysclid=1j8zgdpj7r381369825
r) pecypcbl cetu «AHTEpHET»

1. bank  gamHBIX  yrpo3  Oe3omacHocTrm  wHpopManuu ~ DCTOK  Poccum.

https://bdu.fstec.ru/threat

2. VHTepHeT-BepcHs CIIpaBOYHOM cucteMsl ['apaHT:

http://ivo.garant.ru/#/startpage:0

3. OdunmanbHbIi HHTEPHET-TIOpTA TpaBoBoii nH(Gopmanuu: http://pravo.gov.ru

9. MartepuajbHO-TEXHHYECKAS 0a3a, Heo0XoauMasn IS OCyIIeCTBJIEHHUS
00pa3oBaTe/ILHOIO NMPoIecca MO TUCHHUILIHHE.

MarepuanpHO-TeXHIUUECKas 6a3a, HEOOX0MuMast AJIsl OCYIIECTBICHUS! 00Pa30BaTEILHOTO
npoliecca Mo AUCIUILIMHE BKIIIOYAeT B CBOM COCTAB CHEIMAIbHbIE TOMEILICHHS:

- yueOHbIe ayTUTOPHUHU JJIsl TIPOBECHHS 3aHATHH JICKITMOHHOTO THIIA;

- yueOHbIe ayTUTOPUHU AJIS POBEACHUS TPAKTUYECKHUX 3aHATUN (CEMUHAPOB);

- yueOHbIC ayTUTOPHUHU JJISl TIPOBEICHHSI TPYIIIIOBBIX W UHINBUAYAIBHBIX KOHCYIbTALINH;

- ydyeOHBbIE ayIUTOPUM JUIsI HPOBENEHUS TEKYIIEro KOHTPOJIS M MPOMEXYTOYHOMH

aTTeCTAIlHH;

- IOMEUICHUS JJIs1 CAMOCTOSITEIbHON paboThl;

- TOMEUICHHS I XPaHEHUs M TPO(PHUIAKTHUECKOTO OOCITYKMBaHUS TEXHHUYECKUX

CpeACTB O0yUYEHHS.

[Tomemienus Ay caMOCTOSTENBHON pabOThl 00YJarOIIMXCsl OCHALIEHBI KOMIIBIOTEPHOIN
TEXHUKOH € BO3MOXKHOCTBIO MOJKIIOUEHHs K ceTu «MHTepHeT» u obecreyeHueM J0cTyna K
AJIEKTPOHHOU MH(OpMaAIIMOHHO-00pa3zoBaTeabHOM cpene SApl'Y.

ABTOp:

cTapunii npenonasatens kapenpsl Kb u MMOU A.B. Caxanna
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IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«Opranu3anuoHHoOe U IpaBoBoe odecneyeHue HHPOPMANMOHHOK 0€30MACHOCTI)

MoH/1 OLIEHOYHBIX CPEACTB
JJIs1 MPOBe/IeHusI TEKYIeld U MPOMeKYTOUHOI aTTeCTAllMH CTY/IeHTOB
0 JUCIHUILINHE

1. TunoBbIe KOHTPOJIbHBIE 32JaHUSI HJIU HHbIE MAaTEPUAJIbI,
HCIo0JIb3yeMble B IpoLecce TeKyIllei aTTecTauuu.

B Teuenme cemecTpa KaxIoMy CTYJIEHTY HEOOXOJMMO IOATOTOBUTH pedepaT 1Mo OJHOHW U3
BBIOpaHHBIX TeM W3 HIDKEyKa3aHHOro cmucka. Cmada pedepara sBisieTcss HEOOXOIUMBIM
YCIIOBHEM JIJISI ZIOIYCKa K 3a4eTy.

IlepeueHb TeM Uil MOATOTOBKHU pedepaToB:
1. ITpuHIMIIBI TOCYIaPCTBEHHON TIOJIUTUKU 00eCTIeYeHUsT MHPOPMALMOHHOM OE30MaCHOCTH.
2. KitoueBble mpo6aemMbl HHPOPMALMOHHONW 6€30I1aCHOCTH TOCYIapCcTBa.
3. OcHOBHBIE O0SI3aHHOCTH OPIaHOB 3aKOHOJATENFHOW BIACTH B cdepe MHPOPMALMOHHOM
0€30MacHOCTH.
4. OcHOBHBIE OOS3aHHOCTH OpPTaHOB HCIIOJIHUTENIHLHOW BJacTd B cdepe MHPOPMALUOHHOM
0€30MacHOCTH.
5. OcHOBHBIE OOSI3aHHOCTH OpraHOB CyJAeOHOW BiacTH B cdepe UHPOPMALMOHHOM
0€30MMacHOCTH.
6. IadopmanimoHHbIe BOWHBI: MPOOJIEMBI IPABOBOTO PETYIIUPOBAHUSI.
7. IlpaBo Ha noctyn K nHpopmanuu B Poccuu: npo6iieMbl TEOPUU U 3aKOHOIATENBCTBA.
8. IlpobGnema mpaktudyeckoro mnpumeHenus D3 «O0 wuHPopmanuu, HHOOPMATMOHHBIX
TEXHOJIOTUSX U O 3aIIUTe UHOOPMALIM.
9. IlonsiTie n poib MHPOPMAITUH B KU3HH COBPEMEHHOTO OOIIECTBA.
10. l'apanTn MTHPOPMALMOHHBIX MPaB IPAXK/IaH.
11. [IpaBa rpaxxaan B uH()OpMaAIIMOHHOM cdepe.
12. Opranuszanus 3aMThl TOCYAapCTBEHHOM TalHbI B Poccumn.
13. OTBETCTBEHHOCTH 3a IIMHOHAX U pa3rialleHue rocyJapCTBEHHOM TaliHBbI.
14. Coctosinue 1 3PeKTUBHOCTh 3aKOHOJIATEIILCTBA O KOMMEPUECKOI TaiiHe.
15. V3meHeHus B NPaBOBOM PETYJIMPOBAHMM MHCTUTYTa KOMMEPUYECKOW TaWHBI B CBS3H C
BBEJICHUEM B JCUCTBUE YETBEPTON YacTH I 'paxnanckoro kogexca PD.
16. TpeboBanust K 00pabOTKE MEPCOHATBHBIX JAHHBIX U OTBETCTBEHHOCTD 3a HapyIlleHHe padoThl
C HUMH.
17. MexnyHapoaHOE€ W HAIMOHAIBHOE 3aKOHOAATENIbCTBO 3apyOekHBIX CTpaH O 3allUTe
MIEPCOHAJIBHBIX JaHHBIX.
18. IlepconanpHble JaHHBIE B CUCTEME JOKYMEHTOO0OPOTA MPEATIPUSATHS.
19. IlepconanbHblie nanHble B IHTEpHETE.
20. ITpaBoBoe perynupoBanue 60prObl ¢ kubepnpectynHocTeio B CHIA (Mramuu, Kurae,
Snonun, BenukoObputanun).
21. BeisBlIeHHE TEXHUYECKUX KAHAJIOB YTEUKH HH(POPMAIIHH.
22. Vcropus pa3BUTHS KpunTorpapuu.
23. Kpunrorpadus Kak cCpeACcTBO 3alIUThl HH(OPMAIUH.
24. PaccnenoBanue KOMITBIOTEPHBIX NpecTymiieHuid B PO u 3a pyOesxxom.
25. Ponb monoxenuit 'OCT P UCO/M3BK 18044-2007r., «MHpopMalioHHas TEXHOJIOTHSI.
Metonsl  u  cpenctBa  obecrieueHuss  06e30macHOCTH.  MEHEKMEHT  MHLUACHTOB
nH(OpPMALIMOHHONW ~ O€30MacHOCTH», B  PacCleJOBAHMM  HMHLUJEHTOB  KOMIIBIOTEPHOM
0€30MaCHOCTH.



26. Ponp monoxenuit [OCT P UCO/MOK 56824-2015 «MuTennekTyalbHas cOOCTBEHHOCTb.
Hcnonp30BaHne OXPAaHAEMBIX PE3yJIbTaTOB HMHTEIUIEKTYaJIbHOM JEATEIBHOCTH B CETH
WHTepHeT» B 3allUTE HMHTEUIEKTYaJbHOM COOCTBEHHOCTH POCCUHCKHMX TOCYAAPCTBEHHBIX U
KOMMEPUYECKHUX CTPYKTYp IpHU €€ nonaganuu B IHTepHeT.

CnucoK BONPOCOB /IJIsl ONPOCA HA MPAKTHYECKUX 3aHATHAX

1. Kakue B HacTos11ee BpeMs OTMEUAIOTCA OCOOEHHOCTH CTPYKTYphl HH(POPMALIMOHHOH chepbl
U XapaKTEPUCTUKH €€ FIEMEHTOB?

2. B ueM 3aKiIr04aroTCs MapaJoKChl MOHATHS U CTPYKTypa MH(POpMaMOHHON 6e301acHOCTH?

3. Ha kakux mpHHOMOAX CTPOATCS MPABOOTHOWICHHWS B OOJAacTH MH(POPMALMOHHOM
6e3omacHocTu?

4. B yeMm 3aKiIIOYalOTCS KOHCTUTYIMOHHBIE TapaHTHM IpaB HAa JOCTYN K HHPOpPMALUU H
obecreyeHrne COXpaHHOCTH Pa3JIMYHbIX BUI0B TaliHbI?

5. Uem obecrieunBarOTCsl TApAaHTUU 3alUTHI HH(GOPMAIMK IO 3aKOHONATENLCTBY Poccuiickoii
(benepannu 1 UCKIFOYEHUS U3 NIPElyCMOTPEHHBIX 3aKOHOM MpaBui1?

6. B uemM cyTb W OCHOBHBIC HAIpPaBIICHUS pean3allii HAIMOHAJIBHBIX MHTEpecoB Poccum B
chepe Wb, otpaxenneie B JlokTpuHe wuHOpManmoHHON Oe3omacHocTH Poccuiickoit
Oenepanun?

7. KakoBbl NEepCHEKTHBBI Pa3BUTUSl 3aKOHOJAATENILCTBA B 00JacTH MHQPOPMALMOHHOM
0€30MMacCHOCTH B HACTOSIIIIUN UCTOPHUSCKUN TIEPHOA?

8. KakoBbl cocTaBISONIIME POCCUNHCKON cHCTEMBbI OOecredeHus: 0e30MacHOCTH KPUTHYECKUX
MH(POPMAIIMOHHBIX CHCTEM OT KOMITBIOTEPHBIX aTak?

9. KakoBbl (YHKIMM YYaCTHMKOB peaJM3allud CUCTeMbl oOecreyeHus Oe30MacHOCTH
KPUTHYECKHX MH(POPMAITMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTak?

10. Ha yTo HampaBiieHO BBEJICHHE IPABOBOI0 PEXHMA 3aLIUThI FOCY1apCTBEHHON TalHbI?

11. Ha3zoBure cocTaB NPHUHLMIIOB, MEXaHU3MOB M NPOLEAYP OTHECEHHS CBEACHMM K
roCyapCTBEHHOM TailHe, X 3aCEKPEUMBAHUA U PACCEKPEUNBAHHUS.

12. Kakue oOpraHum3zaud © CTPYKTYpPhl HEMOCPEACTBEHHO OCYHIECTBISIOT — 3aIIUTY
roCylapCTBEHHOM TailHbl, PErYIUPYIOT U KOHTPOJIUPYIOT?

13. Ha3zoBwuTe M onuImmMTe MOPSAOK AOMYCKa M TOCTYIa K TOCYJapCTBEHHOH TaitHe.

14. OnumuTe mnpenHa3HAYeHUWE M COCTABIAIOLIME PEXHMA CEKPETHOCTH, KaK OCHOBHOI'O
MOpsAJKa JESITeIbHOCTU B c(epe 3allluThl IOCylapCTBEHHOW TalHbl, OpPraHU3allMOHHBIX H
TEXHUYECKHUX MEpP, HAPABIEHHBIX HA 3alUTY FOCY1apCTBEHHON TailHbI.

15. KakumMu opraHaMu M B KakOoM MOPSJKE pealu3yeTcs CUCTeMa KOHTPOJS 3a COCTOSHUEM
3aIUTBI TOCY1apCTBEHHON TallHBI?

16. OnumuTe COCTABISIONIME YCIOBHHA HACTYIUIEHUS OPHINYECKON OTBETCTBEHHOCTH 32
HapyleHus: [PaBOBOIO  peXHMMa  3allUThl  TOCYIapCTBEHHOW  TallHbl  (YroJIOBHOIA,
aIMUHUCTPATUBHOM, TUCIUIUIMHAPHOMN ).

17. Yro oOmiero u B ueM pa3ianuus B XapakTepe KOH(PHUISHIHMATbHON HHPOPMAIIUH pa3InYHbIX
BUJIOB: TEPCOHANBHBIX JAaHHBIX, CIY)KEOHOW TalHBI, KOMMEPUYECKON M OaHKOBCKOI TalHBI,
TalHBI CIEICTBUS U CyONPOU3BOICTBA, IPYTUX MPO(HECCHOHAIBHBIX BUJIOB TailHbI?

18. KakoBbl  OCHOBHBIE  TpeOOBaHUS, TPEABABISEMBbIE K  OpPraHU3allUM  3alIUTHI
KOH(HIeHIIMaTbHON HHpopMaru?

19. OnumuTe COCTABISIONIME YCIOBHHA HACTYIUICHWS FOPHUANYECKONH OTBETCTBEHHOCTH 32
HapylmieHUs  MPaBOBOrO  peXumMa  KOoH(uAeHHManbHON  uHpOpManuu  (YroJIOBHOH,
aJIMMHHUCTPATUBHOM, TPa’kIaHCKO-TIPABOBOM U JUCLUILIMHAPHON ).

20. B yem oTnuuunsi opraHU3allMOHHON OT TEXHUYECKON 3aIUThl HHpOpMauu?

21. Kak oOmpenensioTcs OCHOBHBIC KaHAbl YTeYKH WH(MOpManmuu mpu o0paboTke Ha
KOMIIbloTEpax?

22. Kak popmupyeTcs 1 Ha 9TO HaIpaBIieHa MOJUTHKA WH(OPMAIIMOHHOH 0€301macHOCTH?

23. OnumuTe U AaiiTe XapakTepUCTUKY METOI0B o0ecrieueHust pusnyeckoit 6e30MacHOCTH.



24. Jlng 4ero BBOAATCS H M3 YErOo COCTOST TEXHOJOTHUECKHE MEphl TMOAEPKaAHHS
6e3omacHocTH?

25. [losichute Ha mpuMepe cocTaB M (YHKIMM TOApa3AeieHHus, 00eCneunBaroero
MH(OPMALIMOHHYIO O€30MaCHOCTh MPEANPUATHUS.

26. B 1yeM 0COOEHHOCTH HACTOAIIETO COCTaBa 3aKOHOAaTeNbCTBAa Poccun 00 MHTEIUIeKTyabHast
coOCTBEHHOCTHU?

27. TlosicHuTe pa3iuyMe W CBSI3b HCKIIOYMTENBHBIX aBTOPCKUX M CMEXKHBIX MpaB B cdepe
MHTEJUIEKTYallbHOM COOCTBEHHOCTH.

28. Kakas npexycmotpena B Poccuiickoii @eneparun npaBoBasi oxpaHa mporpamm st 9BM,
0a3 IaHHBIX U TOIMOJIOTUN UHTETPATbHBIX MUKPOCXEM?

29. TlosicHUTE CTIOXKHOCTH B 3aLIUTE aBTOPCKUX M CMEKHBIX IPaB.

30. Kakue B Hacrosiiee BpeMsi yCIOBUSI TATEHTOCIIOCOOHOCTH JCUCTBYIOT B HACTOSIIIEE BPEMsI
B Poccun? B mupoBom coobmiectBe?

31. Kakwue BoIenstoTcst 00beKThI H300peTEHHUS, IOJIE3HON MOJIEITH U TPOMBIIIIICHHOTO 00pasiia,
CBSI3aHHBIC C AJIEKTPOHHO-BBIYUCIUTEIHHON TEXHUKON M HH(POPMAIIMOHHBIMHA TEXHOJIOTHUSIMH?
32. Kak ocymiecTBisercs 3aluTa npaB naTeHToo01a1aTesield 1 aBTOPOB MOJIE3HBIX MOJIENIeH?
33. KaxoBbI 0COOEHHOCTH IOTOBOPHBIX OTHOIIEHH Poccuu co ctpanaMu OJIMKHETO U JATbHETO
3apy0exbs B 00mactu nHGOPMAIMOHHON O6e30macHoCTH?

34. B uwem cyTh W coOJepKaHWE NPABOBOIO PETYIUPOBAHHUA TPYIOBBIX OTHOIICHHHA
aJIMMHHCTpAIINH U TIepcoHaa B o0acTu odecriedeHust tHPOPMAIIMOHHON 6€301MacHOCTH?

35. HazoBute m oxapakTepu3yil T€ OCHOBHBIC COCTABIISIOIIME MPABOBOTO PEXHMMa YUaCTHS
POCCHUUCKHX MPENNpPHUITHI OpraHu3aluil U yUpekIeHUN pa3inyHbiX GopM COOCTBEHHOCTH B
MEXTyHApOAHOM HH()OPMAIITHIOHHOM OOMEHE.

36. HazoBute cyOBEKTHI 1 0OBEKTHI MEXKTYHAPOIHOTO HHPOPMAIIIOHHOTO OOMEHa.

37. IlpuBenuTe mpUMEpPHI MOJOKHUTEIBHBIX PE3YIHTATOB MEKAYHAPOIHOTO COTPYAHUYECTBA B
o0actu 60pHOBI C KOMITBIOTEPHOM MPECTYIMHOCTHIO.

38. HazoBuTe ® moOsiCHUTE NpPHU3HAKH M DSJEMEHTHl COCTaBa MpPECTyIUIeHHH B cdepe
KoMIIbtoTepHOU uHpopMmanuu (ct. 272, 273, 274 YK Poccun).

39. Kakue Heo0X0aMMO 3HATh OCHOBBI PACCIICAOBAHMS MPECTYILICHU B chepe KOMITBIOTEPHOI
uHpopmanuu?

40. KakoBbI yCIIOBUS HACTYTICHUS aIMUHUCTPATUBHOW OTBETCTBEHHOCTH 3a ITPABOHAP YIIICHHS
B chepe HHPOPMAIIMOHHBIX TEXHOJIOTUN?

41. Kakue nonoxenuss 'OCT P UCO/M3BK 18044-2007r., «MHbOpMaIimoHHasT TEXHOJIOTHS.
Metonsl U cpernctBa  obecriedeHuss  0e30macHOCTH.  MEHEDKMEHT  MHLUACHTOB
WH(POPMAIIMOHHOKN 0€30MacHOCTHY MPUMEHUMEBI B pacciieI0BaHUH WHIIMICHTOB KOMITBIOTEPHOM
6e3onmacHocTu?

42. Kakwue nonoxenust [OCT P MCO/M3K 56824-2015 «MHTemekTyabHas COOCTBEHHOCTD.
Hcnonb30BaHWe OXpaHSIEMBIX pPE3YNbTaTOB HMHTEIUIEKTYalIbHONW JAESTENTbHOCTH B CETH
WHTepHeT» TNpUMEHUMBI B 3allUTe HWHTEIUICKTYyaJbHOH COOCTBEHHOCTH POCCHUCKUX
rOCy/IapCTBEHHBIX 1 KOMMEPUECKHUX CTPYKTYp Mpu ee nonaganuu B Uurepuer?

2. Cnucok BOITPOCOB U (]/IJ'[]/I) 3aJaHuH 13l MPOBEACHUSA leOMe)KyTO‘-IHOﬁ arrecraumu

Bomnpocsl k 3auery

1. Hudopmanus kak 00bEKT MpaBoBOro perynupoBanus. CTpykTypa HHPOPMaIIMOHHON cdepbl
M XapaKTEepHCTUKa ee dJIeMeHTOB. Buasl mHpOpManuu. dopmupoBanne HHOOPMAITMOHHBIX
pecypcoB U ux kBanu¢ukanus. KOHCTUTYIIMOHHBIE TapaHTUM NpaB Ha HHGOPMAIMIO U
MEXaHU3M HX pean3alnu.

2. llonatue wu crpykTrypa uH(pOpMaMOHHON Oe3omacHOCTH. CyOBEKTHI U OOBEKTHI
MIPaBOOTHOLIEHUH B 06s1acTu MHGOopMamoHHo# O0e3onacHocTU. [loHATHE U BUABI 3aMILIAEMOM
uH(pOpMaIMU 10 3aKOHOAATENbCTBY PO.
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3. Orpacnu 3aKOHOAATENbCTBA, PETJIAMEHTUPYIOLIHE AEATEIBHOCTD 110 3allUTe HHPOPMALIUH.
[TepcniekTHBBI pa3BUTHS 3aKOHOIATEILCTBA B 00J1acTH MH(POPMAITMOHHOM 0€301MacHOCTH.

4. lloHATHE MPaBOBOrO peXKUMa 3alUThl TOCYAAPCTBEHHON TaiiHbl. 'ocynapcTBeHHas TaiiHa
Kak 0coObIi B 3aIlMIIaeMON HHPOPMALIUU U €€ XapaKTepHbIE IPU3HAKH.

5. PexBu3uTHI HOCUTENEH CBEJAEHMM, COCTABIAIOIIMX TOCYAAPCTBEHHYIO TalHy. [IpmHuumsI,
MEXaHMU3M U IIPOoLeypa OTHECEHHS CBEICHUN K TOCYJapCTBEHHOM TaliHe, UX 3aCEKPEYMBaHUS U
pacceKkpeunBaHusl.

6. Opranbl 3alUTHl TOCYJapPCTBEHHOH TailHbI M X KoMmneTeHuus. [lopsanok gomycka u gocryna
K TOCYHapCTBEHHOW TaiiHe. MHbIE Mepbl MO OOECIEUEHUI0 COXPAHHOCTH CBEICHH,
COCTABJIAIOLINX TOCYAAPCTBEHHYIO TalHYy (peXHMM CEKPETHOCTHM KaK OCHOBHOH IOpSAIOK
NEeSATeNIbHOCTH B chepe 3alUThl TOCYAapCTBEHHOMN TaliHBbI).

7. IlepeyeHb M colep)KaHME OPraHU3ALMOHHBIX MEp, HANPABICHHBIX Ha 3alLUTY
rocyaapcTBeHHOM TaiiHbl. CrcTeMa KOHTPOJISI 32 COCTOSIHUEM 3aIUThI TOCYIapCTBEHHOM TalHBI.
IOpuandeckast OTBETCTBEHHOCTD 3a HAPYIIEHUS IIPABOBOIO PEKHUMA 3aIUTHI TOCYAAPCTBEHHOU
TaliHbl (YroJOBHasl, aIMUHUCTPATUBHAS, IUCLUUIUIMHAPHAS).

8. IIpaBoBble peXHUMBI 3allUThl KOH(pUAECHUMAIbHOW wuH(popMmanuu. KoHbuaeHnuanpHas
nHpOpMaNKA: TePCOHANILHBIC JTAaHHBIE, CITy)KeOHasi TaifHa, KOMMeEpUecKas TaiiHa, OaHKOBCKas
TaliHa, TaliHa ClIeICTBUS U CYJIONIPOU3BOCTBA, NpodeccuoHanbHas TaiHa.

9. IIpaBoBeie pexuMbl KOH(pUACHIMANbHOW uWHPOpManuu B Poccum: copepkanue W
ocoOeHHOCTH. OCHOBHBIE TpeOOBaHUS, TpEABABISEMble K OpraHU3alMyd  3alIUThI
KOH(HIEeHIMaTbHON nHPopManuu. FOpuandeckass OTBETCTBEHHOCTD 32 HAPYLICHUS IPABOBOTO
pexxuma KoH(puIeHIuanbHOW uH(popManuu (YrosoBHas, aAMUHUCTPATHBHAs, I'PakKJaHCKO-
[IpaBoOBast, JTUCIUILINHAPHAS).

10. [IpaBoBasi pernaMeHTalMsl OXPaHHOM JiesTeabHOCTH. JIMleH3upoBaHue U cepTudUKanus B
nHpopmannonHoil chepe. [IoHATHS NAMLIEH3UPOBAHHS IO POCCUHCKOMY 3aKOHOIATEIbCTBY.
Bunsl nesrenpHocty B MHGOpMaMOHHON cdepe, Mo uieKalue JULIeH3UPOBAHUIO.

11. IIpaBoBbIE OCHOBBI 3allUThl HMH(OpPMALMM C HUCHOJIb30BAHUEM TEXHUYECKUX CPEICTB
(3aIUTBl OT TEXHUYECKHUX pPa3BElOK, MPUMEHEHHMS M Pa3pabOTKU MIU(PPOBAIBHBIX CPEICTB,
MIPUMEHECHHS AIICKTPOHHO-IIU(POBOI TIOITUCH | T.J1.).

12. 3amuTa MHTENIEKTYaIbHOM COOCTBEHHOCTH. 3aKoHOAaTeabcTBO PP 00 MHTENIeKTyanbHas
coO0cTBeHHOCTU. [loHATHE MHTENIEKTyaIbHOW COOCTBEHHOCTH.

13. O6bexThl U CyOBEKTHl aBTOPCKOTro Mpasa. MckitounTenbHble aBTOpckue npaBa. CMexHbIE
npasa.

14. IIpaBoBast oxpaHa mnporpamMm i OBM, 06a3 AaHHBIX M TOMOJOTHH HHTETpajIbHbBIX
MHUKPOCXEM.

15. 3ammTa aBTOPCKUX M CMEXHbIX NpaB. OCHOBBI MAaTEHTHBIX MPABOOTHOLICHUN. Y CIIOBHS
MaTEHTOCIIOCOOHOCTH.

16. OO6bexThl H300pEeTEeHUs, CBA3aHHBIE C DJICKTPOHHO-BBIYMCIUTEIBHON TEXHUKOH H
MH(OPMALIMOHHBIMU TEXHOJOTUSAMU. ABTOPBI U300pEeTeHUI U NaTeHTooOIanaTen. MexaHusm
NaTeHTOBaHMUs. 3allKTa MpaB MaTeHToo0agaTeIe u aBTOPOB.

17. OcoOeHHOCTH JOTOBOPHBIX OTHOIICHWM B 00JacTh WH(OPMAIMOHHON O€30MacCHOCTH.
IIpaBoBoe perynupoBaHue B3aUMOOTHOLICHWH aJMUHHUCTpAllUd M IEpCcoHajga B OOJIACTH
oOecnieueHns nHpopManoHHON 6e30macHOCTH. OCOOEHHOCTH TPYAOBBIX OTHOLICHHH.

18. KommnbroTepHble mpaBoHapyuieHus. [Ipectyminenus B cepe KOMIbIOTEpHOH HH(DOpMAIIH.
[Ipu3Haky W 3JI€MEHTBHl COCTaBa MpPECTYIUIEHUA. AJAMHHHMCTpPAaTHBHAas OTBETCTBEHHOCTh 3a
MPECTYIUICHUs] B MH(POPMAIIMOHHOHU cdepe.

19. MexayHapoIHOE 3aKOHOATENLCTBO B 00MacT 3amuThl nHGopMarmn. [IpaBoBoii pexxum
ydyacTus B MexAyHapoaHoM oOMeHe. CyObeKThl U OOBEKTH  MEXIYHApOJHOTO
MH(OPMALIMOHHOTO OOMEHA.

20. HarmoHanbHble 3aKOHOJATENIbCTBA O KOMIIBIOTEPHBIX MPABOHAPYIICHUAX M 3allluTe
nH(pOpMaLINH.

21. MexyHapoaHOe COTPYJHHYECTBO B 00JIaCTH OOPHOBI ¢ KOMITBIOTEPHOI MPECTYIMHOCTHIO.
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22. Tlonoxenuss [OCT P UCO/MBK 18044-2007r., « AHDOpManinOHHAS] TEXHOIOTHS. METOIbI
u cpeactBa obOecrieueHuss 0€30MaCHOCTA. MEHEKMEHT WHIMIECHTOB WHOOPMAIMOHHON
0€30MacHOCTH», HMEIONIME 3HAa4YeHHWE IS PACCICAOBAaHUS HMHIMJCHTOB KOMIIBIOTEPHOM
0€30MacHOCTH.

23. [Monoxenuss TOCT P UCO/MBK 56824-2015 «MHTemiekTyanbHass COOCTBEHHOCTbD.
Hcnonp30BaHne OXpaHAEMBIX PE3yJIbTaTOB MHTEIUIEKTYaJIBHOM JEATEIBHOCTH B CETH
WuTepHeT», nMeronye 3HaYeHUe Ui 3allUThl HHTEJUIEKTYaJIbHONH COOCTBEHHOCTH POCCHICKUX
rOCyIapCTBEHHBIX U KOMMEPUYECKHUX CTPYKTYp IpHU €€ nonaganuu B IHTepHeT.

24. OcHOBHBIE TOJIOKEHUS (eaepanbHOro 3akoHa ot 26 mronst 2017 roga Nel87 — @3 «O
0e30MacHOCTH KpUTHUECKON HHpopMannoHHOW HHPpacTpykTypbl Poccuiickoit ®eneparmny»
JUIE  YKPEIUICHWST HAIMOHAIBHOM CHCTEMBI 3alIUThl KPUTUYECKOH WH(POPMALMOHHOM

UH(PACTPYKTYPHI CTPAHBI.

3. IlpaBusia npuema 3avyera

OrneHka 3HaHUH 110 UTOTY IPOXOXKICHHUS Kypca MPOBOAUTCS B OPME IPUHSATHS 3a4eTa.

Ha 3auere mpoBepsieTcsi cOPMHUPOBAHHOCTh BCEX yKa3aHHBIX B y4eOHOH Mporpamme
kommnereniuit (IK-9, ITK-16).

B Ouiter 15t 3aueTa BKIIIOYAIOTCS JiBa TEOPETUIECKUX Bompoca. Ha moAroToBky k oTBeTYy
naercs He MeHee | akaeMH4ecKoro Jaca.

Takke ecTb BO3MOKHOCTh OTBETUTHh Ha KOHTPOJIbHBIE BOIPOCHI B AJIEKTPOHHOM Kypce
«Opranu3aliioHHOE M TpaBoOBoe oOecreueHne WHGPOPMAIMOHHON Oe3omacHocTH» B LMS
DnexTpoHHbI yHHBepcuTeT Moodle Spl'Y.

[To uToram OTBETOB CTY/ICHTY BBICTABIIICTCS O/IHA M3 OIICHOK: «3a4TEHOY, «HE 3aYTCHOY.

OneHka «3aYTEHO» BBICTABIISICTCS CTYJCHTY, €CJIM: OH 3HAECT OCHOBHBIC OIPE/ICICHHS,
MOCTICIOBATENICH B M3JIOKEHUH MaTepHala, AEMOHCTPHpPYET 0a30BbIE 3HAHUS AMCLUUILINHBL,
BJIaJIceT HEOOXOIUMBIMHA YMEHHUSMH U HABBIKAMU TIPH BHIITOJHEHUH MPAKTHYECKUX 3aJaHUH.

OneHka «He 3a4YTEHO» BBICTABISCTCS CTYICHTY, €CIM: OH HE 3HaeT OCHOBHBIX
OIlpeJieNIeHUl, HemocieqoBaTeieH M COMBUMB B M3JIOKEHHMM MaTepuana, He oOiajgaer
OTpeieIEHHOW CHCTEMOM 3HAHUI MO TUCIUIUIMHE, HE B TIOJTHOW Mepe BiajieeT He0OX0UMbIMU
YMEHUSMH U HaBBIKAMU MPU BBIOJHEHUU MPAKTUUECKUX 33 JaHUH.

OneHka «He 3a4Te€HO» BBICTABISETCS TaKXe CTYICHTY, KOTOPBIM  B3suI
9K3aMEHaIlMOHHBIN OMIIEeT, HO OTKa3aJICs 1aTh Ha HETO OTBET.
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IIpunoxenne Ne2 k paboueil nporpaMme AUCHHUIIIMHBI
«Opranu3anuoHHOe U IPaBoBoe o0ecnevyeHue HHGOPMAUMOHHOM 0€30MaCHOCTI)

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

M3yyeHnue MUCHUIUIMHBI MPEAIOJIAaracT yBEPEHHOE BIAJACHUE KOMIIBIOTEPOM, YMEHHUE
OCYILECTBIIATh IIOUCK U OLIEHKY JI0OCTOBEPHOCTH HE00X0aAnMoN nHpopmanuu B cetu MHTepHeT,
HO CTYACHTY JOCTaTO4YHO CJIOKHO CAaMOCTOSATEIBHO OCBOUTH BOIIPOCHI JHUCLMIUIAHBI
«Opranu3zalioHHOE U MIPaBoBoe obecreueHne nHpopMalMoHHOl 6e3onacHocT». Ilocemenue
BCEX IPENYCMOTPEHHBIX ayJUTOPHBIX 3aHATHM SIBISETCS COBEPLIEHHO HEOOXOAMMBIM B CHILY
0o0y4eHMs Ha HUX yYallluXCs CPaBHUTEJIbHBIM OLICHKaM 3HAaHUM U3 Pa3IUYHBIX MCTOYHHKOB,
KPUTHYECKON MX OIEHKH. Takke 0e3 YHOPHBIX M PETYSIPHBIX CaMOCTOATENbHBIX 3aHITUN B
TEYCHHE CEMECTpa, JKEIATEIbHO C «YNPEKIAIOIMM 3HAKOMCTBOM» C COACPKaHUEM
MPEACTOALETO 3aHATUSA, KPAaWHE CJIOKHO YCBOUTH JIOTMKY M apryMEHTAlUI0 YIOMSHYTBIX
CPaBHUTEJIBHBIX OLEHOK U KPUTHYECKOTO aHAJIM3a 3HAHUM U3 PA3JIMYHBIX UCTOYHUKOB, YTO HE
IIO3BOJIUT CTYJ€HTaM Pa3BUTh IPOJBUHYTOIO Y BBICOKOT'O YPOBHS KOMIIETEHLIUH.
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