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1. Ileaun ocBoeHUsI AUCHUILJINHDBI

[lenpro ocBOeHUS TUCHUIUIMHBI «OCHOBBI MH(DOPMAIMOHHONW 0€30MaCHOCTHY SIBISICTCS
TEOpEeTHYECKass M IpaKTHYecKas MOJArOTOBKAa K JEATEIbHOCTH, CBSI3aHHOW C KOMIUIEKCHBIM
AQHAJIM30M BO3MOXHBIX YIpO3 M CO3JlaHHEM aJCKBAaTHOM MOJENIM HapyLIUTENs, MOCTAaHOBKOMN
KOHKPETHBIX 3a/lad 3a/laHHOM CTENeHH CIIOXKHOCTH B paMKax MoJeIu Juis oOecredyeHus
nH()OPMAIMOHHOKW  OE30MaCHOCTH  aBTOMATU3UPOBAHHBIX CHCTEM, a TaKXKe COJACHCTBHE
¢dbyHIaMeHTanu3au 00pa3oBaHus U Pa3BUTHIO CHCTEMHOTO MbBIIIICHUSI.

JlaHHBIA KypC, Ha OCHOBE HCIIOJIb30BAHUS MEXIYHAPOJIHBIX POCCUUCKUX CTAHAAPTOB U
HopMmatuBHbIX TpeboBanuit ®Ch Poccun, ®CTIOK Poccun 1 Pockomuanzopa B cepe obecnieueHus
nH()OpPMAIIMOHHONW 0€30MacHOCTH, BBIPAOATHIBACT Y CTYACHTOB 3HAHUS, HABBIKM M YMCHHS
OpPraHU30BBIBATH CUCTEMBI 3alUThl HH(POPMAIIH, aJIEKBATHbIE BOSHUKAIOIINIM YIpO3aM.

2. MecTO AMCUMIIUHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

«OcHOBBI THPOPMALIMOHHOM 0€30MaCHOCTH» OTHOCUTCS K 0a30BOM YyacTh 00pa30BaTEIbHOM
IPOTPaMMBI.

Jlns ycremHoro ycBO€HMsI JaHHOW JAMCLUILIIMHBI HEOOXOJUMO, YTOOBI CTYJIEHT OBJIAZEI
3HAHHUSAMH, YMEHUSIMH U HaBbIKAMHU, C(OOPMHUPOBAHHBIMHU B MPOLIECCE N3YUCHUS AUCIUIUINH:

«upopmaTuka» — pabora ¢ MPOrpaMMHBIMH CPEICTBAMU OOIIETO HA3HAUCHHS,

«Teopust uHGpOPMAIMN» — 3HAHHE OCHOB H COJICPKAHUS COBPEMEHHBIX METOJIOB ITOJTyYEHUS,
00pabOTKH, XpaHEHUs, UCTIOIB30BAHUS M YHUUTOXKCHUS HHPOPMAITUH.

3HaHUS M HaBBIKM, IIOJIyYE€HHbIE B pE3YylbTaTe MW3YYEHUU JUCHMIUIMHBI «OCHOBBI
nH()OPMAMOHHON 0€30MacHOCTH», UCTOIB3YIOTCS CTYICHTAMU B JAJIBHEUIIIEM TP pa3padoTKe
KYPCOBBIX U IUTUIOMHBIX Pa0OT.

3. [lnanupyemble pe3yJbTaThl 00yYeHHs N0 AUCHUILINHE, COOTHECEHHbIE ¢ MVIAHUPYEMbIMHU
pe3yJibTaTaMH OCBOCHHMS 00pa30BaTeJIbHON MPOrpaMMBbI

[Tponiecc M3ydeHus: TUCHMIIMHBI HampaBieH Ha (OPMUPOBAHUE CIEAYIOUIMX 3JIEMEHTOB
koMmmereHIMit B cootBerctBUU ¢ OT'OC BO, OOIl BO u npuobpereHus clieayroomux 3HaHU,
YMEHUH, HaBBIKOB U (WJIM) OMBITA JIeATENTbHOCTH:

®opMupyemMasi KOMIeTeHIHS
(ko u GopMyJIMPOBKA)

OowmenpogeccuoHaJIbHbIC KOMIIETCHIHH

OIIK-5 3HaTh!

[lepevyeHb MJIAHUPYEMBIX Pe3yJIbTATOB
00yueHust

OO0mazaer CrmocoOHOCTRIO
HCIIOJIb30BaTh HOPMATHBHEIE
[PaBOBBIC aKThI B CBOECH
npodeccuoHaTbHOM
EATENLHOCTH

OCHOBHBIC HOPMATHBHBIC MPABOBBIC aKThI B 00JIACTH 00CCIICUCHMSI
MHGOPMAITMOHHOM 0€30MMaCHOCTH M HOPMATHUBHBIC METOAMUECKUE
nmokymeHThl @Ch Poccun n ®CTOK Poccuu B 0051acTH 3amuTh
WH(pOpMAITIH.

YMeTh:

MIPUMEHSATH OCHOBHBIC HOPMATHBHEIE IPABOBBIE aKTHI B 00JIACTH
obOecnieveHust THPOPMAIIMOHHOH 0€30MaCHOCTH U HOPMAaTHBHBIE
meroanueckue nokyMeHTsl @CB Poccun u @CTIK Poccun B
00acTH 3aKThl HHpOpMaIHU.

IIpodeccnonanbHble KOMIETEHINH

MK-15

OOiagaer crmocoOHOCTBIO
pa3padaThIBaTh MPEITOKCHHSI
10 COBEPIIEHCTBOBAHHUIO

3HaTL:

- TpeOOBaHMs POCCUHCKOTO 3aKOHO/IATENhCTBA B Chepe 3aluThI
MIEPCOHATBHBIX JIAHHBIX, OXPaHbl PEe3YJIFTATOB HHTEILIEKTYaTbHON
eI TEIIbHOCTH.




CHUCTEMBI YIIPABICHUS
UHGOPMAIUOHHOM
0€30MMaCHOCTHI0 KOMITBIOTEPHOM
CHUCTEMBI

Ymern:
- (hopMyIIHpOBaTh OCHOBHBIE TPeOOBaHUSI K 3allIUTe HHPOPMAIIUU H
pa3pabaThiBaTh MPOCKTHI JIOKATHHBIX HOPMATHUBHBIX H
OpraHu3aIMOHHO-PACTIOPAAUTEIBHBIX JOKYMEHTOB,
pETIaMEeHTHPYIONINX PadoTy 1Mo obecredeHnio nH(HOPMAITHOHHOM
0€30IacCHOCTH B OpTraHU3aIHH.
(hopMHUPOBATH MOTUTUKY UH(POPMAIIMOHHON 0€30MaCHOCTH

- MIOATOTOBUTH HEOOXOIUMBIE JJOKYMEHTHI JUIsI TOAPSAYUKA TI0
MIPOBEICHHIO palboT B chepe MUICH3NPOBAHKS B 00IaCTH
oOecrieueHus 3aluThl HHQOPMAIIUH, aTTECTAIUU 00BEKTOB
nH(pOpPMAaTU3AIUN

4. O0beM, CTPYKTYpa U COAepPKaHNe TUCHUIIIHMHBI

OO01mast TpyA0eMKOCTh JUCIUILIINHBI COCTaBIsAeT 3 3aueTHbIe enuuuiibl, 108 akan. gaca.

Ne Tembl (pa3nesnl) Buabl yueOHbIX 3aHATHIH, DopMbI TEKYLIEr0
n/m THCIUILIHHBI, BKJIIOYAS CAMOCTOSITEILHYI0 | KOHTPOJISAA YCII€BAEMOCTH
HX CO/Iep:KaHHe padoTy CTy1€eHTOB,
U UX TPY/0€MKOCTh
(B akageMHU4eCKHUX 4acax) ®opma NpoOMeKYTOUHOM
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Mngopmannonnas Onpoc Ha MPaKTHYECKUX
1 |0e3omacHocTh Poccuiickoi 7 2 2 8 P P
3AHATUAX
denepanuu
besonacrocrs Onpoc Ha MPaKTHIECKUX
2 |(3amMIIEeHHOCTH) 7 2 2 8 p p
3aHATUAX
KOMITBIOTEPHBIX CUCTEM.
3 Mojienu HapyIIUTENS U 7 5 5 5 8 Onpoc Ha MPaKTUUECKUX
THUMTAYHBIE aTAKH. 3AHATUAX
4 BpenonocHoe mporpaMMHoe 7 5 2 8 Onpoc Ha MPAKTUIECKUX
obecrieucHue. 3aHATHIX
5 Cpencrsa 3alIUThI U 7 5 5 5 8 Onpoc Ha MPaKTHUECKUX
HaraJeHusl. 3AHATUAX
Ormpoc Ha MPaKTHYECKUX
6 |Yaumuroxenue uHpopmanyu.| 7 2 2 8 p p
3aHATUAX
3amuTa nHpOpMaLMU OT
o (bopwmar Onpoc Ha MPAKTUIECKUX
7 |yTeYKH 1O TEXHUYECKUM 7 2 2 8
3aHATUAX
KaHaJaMm
8 KoMmbroTepHO-TeXHUYECKast 7 5 2 8 Onpoc Ha MPaKTHUECKUX
IKCIIEPTH3A. 3aHATUAX
0,3 | 7,7 [3auer
Bcero 16 | 16 4 |03 (71,7

Tema 1. Undopmanuonnas 6esonacuocts Poccuiickoit ®@egepanuu.

Conep:xaHue pa3iesioB IUCHUIIIHHBI:

2




1.1. Yrpo3sl unpopmannonHoit 6ezonacHoctu Poceniickoit depepanuu.

1.2. JloxtprHa naopmMamoHHOM 6€301MacHOCTH.

1.3. O0mre MpUHIIKITE 3aIUTH HHPOPMAIIHH.

1.4, Knaccudukarus yrpos.

1.5. O630p matepuaioB eneparbHOT0 OaHKa JaHHBIX YTPO3 OE30MACHOCTH, BEAYILIETOCS B pa3/elie
«Texunueckas 3amurta uHbopmanun» (https://bdu.fstec.ru) na oduumamsaom caiite ®CTIK
Poccun u cemeiicTBa HAlIMOHABHBIX CTAHAAPTOB 3AILUTHI OT YIPO3, PEATU3YEMbIX Yepe3 CKPbIThIC
KaHaJbl.

Tema 2. Be3onacHocTh (3aIIUIIIEHHOCTH) KOMIIBIOTEPHBIX CUCTEM.

2.1. O630p cpeACTB U METOI0B HHPOPMAITMOHHOM/KOMITBIOTEPHON 0€301TaCHOCTH.

2.2. UnTerpupoBaHHas porpaMMHo-anmapaTHas 3ammra napopmarmu Trusted Platform Module
(TPM).

2.3. Metoabl HapylIeHUs! KOH(QUICHIMAIBHOCTH, LIEJIOCTHOCTH U IOCTYITHOCTU UH(POPMALIUH.

2.4. Monienu yrpaBiieHUs TOCTYIIOM.

2.5. KoHTpons npaB jgocryrma.

2.6. O030p ceMelicTBa HAIMOHAIBHBIX CTaHIapToB Poccuu B cdepe KpPUTEPHUEB OICHKH
6e3omacHoctu nHPpopmanuonubix cucreM (COCT P UCO/MOK 15408-1-2012 «Yacts 1. BBenenue
B 0011y10 Mozenb», [OCT P UCO/MOK 15408-2-2013 «YacTs 2. yHKIIMOHAIBHBIE KOMITIOHEHTHI
6esonacaoctn», ['OCT P HNCO/MDBK 15408-3-2013 «Yacte 3. KommnoHeHTHl no0Bepus K
0€30IaCHOCTHY).

Tema 3. Mojaen HApPYLIUTeI M TUNIMYHbIE ATAKH.

3.1. Mopens aelicTBUI BEPOATHOTO HAPYIIUTENSI U MOJIEh TIOCTPOCHUS 3aIUTHI.

3.2. Knaccugukaiusi OCHOBHBIX BHJIOB aTak.

3.3. CereBas pa3Bejka.

3.4. CpencTBa ¥ METO/IBI HEUTPATIM3AINN aTaK.

Tema 4. Bpe1oHocHoe IporpaMMHoOe o0ecriedeHue.

4.1. Knaccudukanus BpeZJOHOCHBIX IIPOTPAMM.

4.2. Ilpusnaku npucyrctBus BpeaoHocHoro I10.

4.3. Metoap! o0Hapyxenus Bpegonocuoro [10.

4.4. Crioco6sl BHeipeHus BpegoHocHoro [10.

4.5. IIpumepsl CeTeBBIX aTak.

4.6. TpostHCKHE TPOTPAMMBI, JIFOKH, SKCTLTOUTEHI.

4.7. Meroabl 3aumThl 0T BpeaoHocHoro I1O. Texnomoruum camo3zamuTbl. MecTo U poib
MEXCETEeBBIX IKPaHOB B obecnieueHun 6e3omnacHocTH pecypcoB AC. Bo3MOXKHOCTH U OrpaHUYEHUS
AQHTHUBUPYCHBIX IPOTPAMM.

4.8. Cnenuanu3upoBaHHbIE CPEJICTBA U METO/IbI BBISBICHHUS BPEIOHOCHBIX MTPOTPaMM.

4.9. O630p mnomoxenmit ['OCT P HMCO/MDOK 18044-2007 «MeHEIKMEHT WHITUICHTOB
nH(POPMAIIMOHHOM 0e30macHOCTU» JUIsl pELIeHMs 3ajad  NPOTUBOJAEHCTBHUS BpPEIOHOCHOMY
MIPOrpaMMHOMY 00€CIIEUEHHUIO.

Tema 5. CpeacrBa 3a10MThI U HANIAICHUS.

5.1. UndopmarmonHas BoitHa 1 HHGOPMAIIMOHHOE OPYKHE.

5.2. OcobeHHOCTH TEXHUYECKUX CPEACTB HHPOPMALIMOHHOMN BOMHBI.

5.3. Knaccudukarusi CpeicTB 3alIUThl U HANaJCHUSI.

5.4. Knaccuduxarus 2IeKTPOHHBIX YCTPONUCTB MmepexBaTta HHPOPMAIH, BHEAPSEMBIX B CPEICTBA
BBIYHCITUTEIIEHON TEXHUKH.

5.5. CpexnctBa cunoBoro aecTpykTuBHOro Bosaeiicteus (CAB).

Tema 6. YHuuroxkenne uagopmanuu.

6.1. HeoOXoAMMOCTh YHHMUYTOKEHHUS ITOKYMEHTOB. OCOOCHHOCTH yhaleHus HHpopMmamuu ¢
3JIEKTPOHHBIX HOCUTEIICH.

6.2. [lonuTHKa YHUUYTOKEHUS TAHHBIX.

6.3. YHuuTOXEHHE KOH(pUIeHIIMaIbHON HHpOpMalK (IUTAaHOBOE U SKCTPEHHOE).


https://bdu.fstec.ru/

6.4. Cnenpl B ceTd. YHUKAIbHBIC HICHTU(UKATOPHI WHTEPHET-TIONB30BATENCH M JJIEKTPOHHBIE
"oTnevarku".

6.5. KoH(puneHIManbHOCTh B COIUATBHBIX CETSX.

Tema 7. 3ammrTa nHPOPMAIUU OT YTEYKH M0 TEXHUYECKUM KAHAJIAM.

7.1. YTeuKu: OHSTHE, BUIBI.

7.2. TunoBwie KaHAIBl YTEUKH HH(OPMAITHH.

7.3. TexHnueCcKHE KaHaJbl YTEUKH.

7.4. CpencTtBa v METO/Ibl OOHAPYKEHUS TEXHUUYECKUX KaHAJIOB YTeUKH MHPOpMAIUH.

7.5. CucteMsl 3alIUTH KOHPHUICHIIMATBHBIX JAHHBIX OT BHYTPEHHUX yTPO3.

7.6. Texnonorus nupoOBHIX OTIEYATKOB.

Tema 8. KoMnboTepHO-TeXHMYECKAS] IKCIIEPTH3A.

8.1. KommbroTepHO-TeXHHUYECKas FKCIIepTU3a. MeTOo bl SKCIIEPTHU3HL.

8.2. IlpoBenenue pacciieloBaHUsI KOMIBIOTEPHBIX WHIIUICHTOB.

8.3. MccrnenoBanrue HOCUTENEH KOMIBIOTEPHON HH(MOPMAIIHH.

8.4. AnmapaTHO-TIporpaMMHBIE CPEICTBA PACCIICIOBAHUS KOMIIBIOTEPHBIX HHIIUICHTOB.

8.5. O630p momoxenur ['OCT P HMCO/MBK 18044-2007 «MeHEMKMEHT WHIMIACHTOB
nH()OPMAIMOHHOKW ~ O€30MacHOCTH»  JUISl  PEIICHUs 3aJad  paccleZIOBaHHUS  HMHIIMICHTOB
0€30MMacHOCTH.

5. 06p330BaTeJ'[bele TEXHOJOTHH, B TOM YHUCJIE€ TEXHOJOI'MH 3JCKTPOHHOIO Oﬁy‘{eHI/Iﬂ Hu
AUCTAHIINOHHbIC 06paaosaTeanble TEXHOJOI'nd, HCIOJb3YyE€MbI€ IIPpH OCYIIECCTBJICHUHN
06p330BaTeJILHOFO nmpouecca nmo 1MCIHUMIIJINHE

B npouecce o0yueHuss HCIONIB3YIOTCS ClleAyolne 00pa3oBaTelbHbIE TEXHOIOTHH:

AxkaneMuyecKkasi JIEKIUsl € 3JIeMeHTaAaMM JeKIHMH-Oecedbl — IOCIEI0BATEIbHOE
U3JI0’)KEHUE MaTepualia, OCYIIECTBIsIEMOE IMPEUMYILECTBEHHO B BUJIE MOHOJOra IpernojaBaTels.
DneMeHTHI JIeKInU-0ece1bl 00eCIIeunBat0T KOHTAKT MPENoAaBaTelis ¢ ayAUTOPUEH, UTO MO3BOJIAET
IIpUBJIEKaTh BHUMAHUE CTYJIEHTOB K HanOoJiee BaXKHBIM T€MaM JUCLUIUINHBI, aKTUBHO BOBJIEKATh
UX B y4eOHBII mpoliecc, KOHTPOJIUPOBATh TEMIT M3JIOKEHHUs yueOHOro MaTrepHuajia B 3aBUCUMOCTH
OT YPOBHS €r0 BOCIIPUSTHSI.

IIpakTHyeckoe 3aHsATHE — 3aHATHE, MOCBALIEHHOE OCBOEHUIO KOHKPETHBIX YMEHHH M
HAaBBIKOB 10 3aKPEIJICHUIO MOJTYYEHHbBIX Ha JIEKIUU 3HAaHUH.

KoncyabTanum — Buja yuyeOHBIX 3aHATHH, SBISIOIMICI OAHOM M3 (popM KOHTpOIsS
CaMoCTOSITENIbHOM  paboThl  cryaeHToB. Ha KoHCydapTanmMsix 1O NpPochOEe  CTYAEHTOB
paccMaTpuBalOTCsl Haubojee CIOXKHBIE MOMEHTHI IPU OCBOCHMM MaTepuaja JAUCHUILINHBI,
IpernojaBaTesib OTBEUAET Ha BOIPOCHI CTYJAEHTOB, KOTOpPbIE BO3HHUKAIOT Y HHMX B IIpoOIEcCe
CaMOCTOSITENTbHON PabOTHI.

6. IlepeyeHb JMIEH3UOHHOTO M (MJIU) CBOOOJAHO PACHPOCTPAHAEMOr0 MPOrPAMMHOIO
o0ecrieyeHusi, MCNOJIb3YyeMOr0 IPH OCYIIECTBJICHMH 00pa30BaTeJIbHOIO Iponecca 1o
AUCUMILINHE

B mporecce ocyiecTBiIeHUS 00pa30BaTeIHLHOTO MPoIecca M0 JUCIUTIINHE UCITOTB3YIOTCS:

Ui (POPMHUPOBAHUS MATEPUAIOB JUISI TEKYIIETO KOHTPOJISI YCIIEBAEMOCTH U TPOBEICHHUS
MIPOMEXYTOUHOM aTTecTanuu, st POpMUPOBAHUS METOAMUYECKUX MAaTEPUAJIOB MO TUCIUILINHE!

- nporpammbl Microsoft Office;

- Adobe Acrobat Reader;



7. IlepeyeHb COBpeMEHHBIX NPOPECCHOHAIBHBIX 0a3 JaHHBIX M HWHGOPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3yeMBbIX IPH OCYLIECTBJICHHH 00pPa30BaTEJBLHOIO MpoLecca 1o
AUCHUILINHE (IPH He00X0AMMOCTH)

B mporiecce ocymiecTBieHus: 00pa3oBaTeIbHOTO MPOLECcca MO AUCIUTUIMHE HCIIOB3YIOTCA:
- ABTOoMatHu3upoBaHHas 6uomoTedHo-uHpopmanronHas cucreMa «kbYKNU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHas oubnmoreynas cucrema «Jlaupy» https://e.lanbook.com

- DnektponHas Oubanoreunas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHas 6ubnuoreyHas cucreMa «KoOHCYIIbTaHT CTYACHTa»
https://www.studentlibrary.ru

8. IlepeyeHb OCHOBHO M /IONMOJHHUTEJIbHOH Yy4YeOHOW JHUTEepPaTypbl, PpPecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAIMOHHOH ceTH «UWHTepHeTr» (IPH HEOOXOAUMOCTH),
PeKoMeHayeMbIX /IJIS 0CBOEHUSI AU CUUILIMHBI

a) OCHOBHaf JIMTeparypa
1. 3enkoB A. B. Mudopmanmonnas 0e30macHOCTh M 3amuTa HHGOPMAIMH: y4eOHOE
rmocooue IS BY30B — Mockaa: M3narenscTBO Opaiir, 2022.
https://urait.ru/viewer/informacionnaya-bezopasnost-i-zaschita-informacii-497002
2. Hecrepos, C. A. OcHoBbl nH(popmannonHoii 6ezonacHoctu / C. A. HectepoB. — 3-e usn.,
crep. — Cankr-IlerepOypr : Jlans, 2024. — 324 c. — ISBN 978-5-507-49077-6. — Texkcr
. ONeKkTpoHHBIM // JlaHb : 3JeKkTpoHHO-OMONMoTeyHass cucrtema. — URL:
https://e.lanbook.com/book/370967
3. [anbrun, B. @. 3amuTa nagopmMaluy B KOMIBIOTEPHBIX cucTeMax u ceTsx / lllanbrun
B. @. - Mocksa : JIMK Ilpecc, 2012. - 592 c. - ISBN 978-5-94074-637-9. - Texkcr :
anekTponusii  //  OBC  "Koncymbrant  crtymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785940746379.html
4. lanbrun, B. ®. Unpopmanronnas 0ezonacHocTs U 3amurta uHpopmauuu / llanerun
B. ®@. - Mocksa : JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-768-0. - Texkcr :
anektponusit  //  OBC  "Koncymerant  crtymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785940747680.html
5. T'anatenko B. A. Cranmaptsl HHGOPMALMOHHOM 0€30MaCHOCTU: KypC JEKIHH : yueo.
nocobue it By30B. / B. A. I'anatenko; oz pen. B. b. berenuna ; Untepuer-Yu-T Undop.
TexHomnorwuii - 2-e uza. - M.: Uarepuer-YH-T UHpopm. Texnonoruii, 2006. - 262 c.

0) 10MOJIHUTE/ILHAS JIUTEepaTypa
1. Benos, E. B. OcHoBBI nH(pOpMaIMOHHOI Oe30macHOCTH : ydyeOHoe mocoOue /It By30B /
E. b. benog, B. I1. Jlock, P. B. Memepsikos, A. A. lllenynmanos. - Mocksa : ['opsiuast TuHust
- Tenexom, 2011. - 544 c. - ISBN 5-93517-292-5. - Tekcr : snekrponHslii // DBC
"KoncymnbpTant cTyneHra" : [caiit]. - URL
https://www.studentlibrary.ru/book/ ISBN5935172925 html
2. Jlestaun, I1. H. Mopaenu 6e301macHOCTH KOMIIBIOTEPHBIX CUCTEM. YTIPABIICHUE IOCTYIIOM
¥ HH(GOPMAIIMOHHBIMH IOTOKaMH  : yuyeOHoe nocoOue st By30B / JleBsanuH I1. H. - 2-e u3z.
, ¥cnp. u joir. - Mocksa : ['opsiaas muaus - Tenekom, 2013. - 338 c. - ISBN 978-5-9912-
0328-9. - Tekcr : anexrponnslii // ObC "Koncynaprant crynenta" : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991203289.html
3. Kazapun, O. B. IlporpaMmHo-anmapaTHble CpeACTBa 3aIIUThl MHPOpPMALMHU. 3aliuTa
IPOrpaMMHOr0 o0ecrieueHus : yueOHUK U mpakTukyMm Ui By3oB / O. B. Kazapun, A. C.
3a6a0ypun. — Mocksa : U3natensctBo FOpaiit, 2023. — 312 c¢. — (Briciiee o6pa3oBanue).
— ISBN 978-5-9916-9043-0. — Texkcr : amektponHbId // OOpa3zoBaTenbHas miaTdhopma
FOpaiir [caiiT]. — URL: https://urait.ru/bcode/513300
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https://www.studentlibrary.ru/book/ISBN5935172925.html
https://www.studentlibrary.ru/book/ISBN9785991203289.html
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4. Mlenyxun, O. . O6HapyxeHue BTOPKEHU B KOMITBIOTEPHBIE CETH (CETEBbIE AHOMAITUH )
: yuebHOe mocobue 1y1s1 By3oB / [Tox pea. mpodeccopa O. U. lllenyxuna. - Mocksa : ['opsiyas
muHus - Tenexom, 2013. - 220 c. - ISBN 978-5-9912-0323-4. - Tekcr : anekrponnsiit / IbC
"KoHcymnbpTant cryneHnra" : [caiiT]. - URL
https://www.studentlibrary. ru/book/lSBN9785991203234 html
5. Tlpockypun B. TI'., «3ammra mporpamMm W JaHHbIX» - M., M3natenbckuid IEHTP
«Axamemus», 2012.
6. PykoBogsmue nokymentet @®CTOK Poccun «TpebGoBaHus K cucreMaMm OOHApYKEHUS
BTOp)KeHUI», BBeleHHbIX mnpukazoMm OCTOK Poccum or 6 nexadbps 2011 r. Ne 638
(3apeructpupoBan Muntoctom Poccum 1 depans 2012 r., per. Ne23088) mnst 4, 5 u 6
ximacco VC. https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-
materialy/informatsionnoe-pismo-fstek-rossii?ysclid=1j93ci3hfz197158689
7. Bba3oBas Mojmens yrpo3 0€30MacHOCTH TMEPCOHATIBHBIX JTAaHHBIX MPH X 00paboTKe B
WH(POPMAIMOHHBIX CHCTEMax NMEPCOHANBHBIX NaHHBIX (BbIMUCKa). DCTIOK Poccuu, 2008.
https://fstec.ru/en/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/bazovaya-model-ot-15-fevralya-2008-g?ysclid=Ij8zaq9vbh762206938
8. Meroanyecknii JOKyMeHT "MeToaMKa OIIEHKH yrpo3 Oe30macHocTH nHpopmanuu" (yTB.
OenepalibHON CiTy’)k00i1 O TEXHUYECKOMY U AKCIOPTHOMY KOHTpoiro 5 ¢deB 2021r.)
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B) 3aKOHO/IaTeJbHbIe TOKYMEHThbI
1. Toxtpuna uH(opmaimonHoii 6e3omnacHoctu Poccuiickoit denepauuu (yrB. YKazom
[Ipesunenra PO ot 5 nexkadpst 2016 r. Ne 646).
http://publication.pravo.gov.ru/Document/View/0001201612060002?ysclid=1j8ys2mmuo8
29489602
2. TOCT P UCO/MBK TO 19791-2008r., «MHbOpMamoHHas TEXHOJOTUsA. MeToabl 1
cpeactBa obecneueHust OezonmacHocTH. OrneHKa 0€30MaCHOCTH ABTOMATH3MPOBAHHBIX
cuctem», @DeaepanbHOE areHTCTBO MO TEXHHUYECKOMY PETYIMPOBAHUIO U METPOJIOTHH
Poccun, M.: «Crangaptundopm», 2009. - 126¢.
https://gostrf.com/normadata/1/4293822/4293822466.pdf?ysclid=1j92Imnfl9657701603
3. TOCT P HNCO/M3BK 18045-2013r., «udpopmannoHHas TeXHOIOTHS. MeTOIbl H
cpenctBa  oOecmedyeHuss — 0€30MacHOCTH.  MeTomoNorHs  OLEHKH  Oe30MacHOCTH
WH)OPMAIMOHHBIX  TEeXHOJIOTHIY, denepaibHOE AareHTCTBO IO  TEXHUYECKOMY
perynaupoBaHuto u merposioruu Poccun, M.: «Crannaptundopmy», 2014. - 250c.
https://docs.cntd.ru/document/1200105309?ysclid=1j92t4wzs4116415112
4. TOCT P UCO/MDBK «MupopmalimoHHas TeXHOIOTUs. MeTO/IbI U cpesicTBa 00eCTIeUeHHS
nH(popMallMoOHHON Oe3omacHocTU. Kpurtepun oneHkn 06e30macHOCTH HH(DOPMAIMOHHBIX
TexHosoruiy, denepanbHoe areHTCTBO MO TEXHUYECKOMY PETYIUPOBAHUIO U METPOJIOTHH
Poccun, M.: «Crannapruadopm», 2014
15408-1-2012r. «Hacts 1. BBenenue u o0111ast MOJETLY
https://ohranatruda.ru/upload/iblock/857/4293781374.pdf?ysclid=1]92gnuo6m156525020
15408-2-2013r. «Yactp 2. OyHKIHMOHATbHBIE KOMIIOHEHTHI O€30ITaCHOCTH
https://docs.cntd.ru/document/1200105710?ysclid=1j92rinibr90314821
15408-3-2013r. «Yacte. 3. KoMIOHEHTHI oBepUs K O€30ITaCHOCTHY
https://docs.cntd.ru/document/1200105711?ysclid=1j92se0uk0508150400
5. TOCT P HCO/MIK 53113-1-2008 «HpOpMaLlMOHHBIE TEXHOJOTHUU. 3aluTa
WH()OPMAIIMOHHBIX ~ TEXHOJOTMA W  aBTOMAaTU3UPOBAHHBIX  CHCTEM OT  yIpo3
UH(OPMAIIMOHHON 0€30MacHOCTH, Pealu3yeMBbIX ¢ TIOMOIIBIO CKPBHITHIX KaHanoB. Yacth 1.
O6mme nonoxkeHus», demepasbHOE areHTCTBO IO TEXHHUYECKOMY PETYIHMPOBAHHIO U
metposoruu Poccun, M.: «Cranmaptundopm», 2009. - 12c¢.
https://ohranatruda.ru/upload/iblock/47a/4293825688.pdf?ysclid=1j920fd8dd451359224
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6. TOCT P HNCO/MIK 53113-2-2009 «HpOpMalMOHHBIE TEXHOJOTUU. 3aluTa
MHOOPMALIMOHHBIX ~ TEXHOJOTMM W aBTOMaTU3UPOBAHHBIX  CHUCTEM  OT  yIpo3
UH(POPMALIMOHHON 0€30MacCHOCTH, PeaTu3yeMbIX C IIOMOLIBIO CKPBITHIX KaHAIOB. YacTp 2.
Pekomengauuu 1no 3amure uHQOpManuu, HUHOOPMALMOHHBIX  TEXHOJOTHH |
ABTOMATH3UPOBAHHBIX CUCTEM OT YIP0O3 MH(POPMAIIMOHHOW O€301MacCHOCTH, peallu3yeMbIX €
MOMOIIBIO CKPBITHIX KaHaoBy deiepaibHOE areHTCTBO 110 TEXHUYECKOMY PEryJIMPOBAHUIO
u metposoruu Poccun, M.: «Crangaptundopmy», 2010. - 12c.
https://ohranatruda.ru/upload/iblock/f8a/4293824168.pdf?ysclid=1j92nmtbgm468719509
B) pecypcbl cetu « AHTEpHET»
1. bank  mamHBIX  yrpo3  OesomacHoct  mHpopmamuu  DCTOK  Poccum.
https://bdu.fstec.ru/threat

9. MarepuajibHO-TeXHHYeCKasi 0a3a, HeoOXoAUMasi /IJIsl OCYIeCTBJIEHUsI 00pa30BaTEJIbHOI0
npouecca no JUCHUIIINHE.

MarepuanpHo-TeXHIUECKass 0a3a, HeoOXoauMmasi sl OCYHIECTBICHHS 00pa30BaTEIbHOTO
npoliecca Mo AUCHUILIMHE BKIIOYAET B CBOM COCTAB CHEIMAIbHBIE TOMEILICHHS:

- yuyeOHble ayAMTOPUM JJIs TPOBEACHUS NPAKTHUUECKUX M JIEKIUOHHBIX 3aHATUI
(cemuHapoB);

- yueOHbIE ayIUTOPUU AJISl IPOBEACHUSI TPYIIIOBBIX U MHIUBUYalbHBIX KOHCYJIbTALIUM;

- yueOHble ayIUTOPUM JUIs IPOBEACHUS TEKYLIEro KOHTPOJsS U MPOMEXKYTOUHOMH
aTTecTaluu;

- IOMEICHUS JJIS1 CAMOCTOSITEIbHON paboThl;

- IIOMEILEHHS IJIs1 XpPaHEHUSI U POPUIAKTUIECKOTO OOCITY)KUBAHHUS TEXHUUECKUX CPENICTB
oOyueHusl.

[Tomemienuss aJjis caMOCTOSATENbHONM PabOThl 00YYaIOIIUXCSl OCHAIIEHbl KOMIIBIOTEPHOM
TEXHUKOH € BO3MOYKHOCTBIO MOAKIIOUEHHsI K ceTH «/HTepHeT» M obecrneyeHueM JaocTyna K
AJIEKTPOHHON MH(POpMaIMoHHO-00pa3oBaTenbHoi cpeae Apl'Y.

ABTOp:

crapiuuii npenogasarens kadeapst Kb u MMOU A.B. Caxanpna
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IIpunaoxenne Ne 1 k paGoyeii nporpaMmme M CHMIIIMHBI
«OcHOBBI HHPOPMALITMOHHOW 0€30ITACHOCTH»

MoH/1 OLIEHOYHBIX CPEACTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
1O JUCHUIJINHE

1. TunoBbIe KOHTPOJILHBIE 32/IaHNUS WIH UHBIE MATEPHUATBI,
HCIoJIb3yeMble B Npouecce TeKyuieil arrecranuu

Ilepeyennb BONPOCOB /IS ONPOCOB HA NPAKTHYECKUX 3aAHATHAX:

1. B ueM cyTh OTJINYMIA pOCCUIICKON KiIacCH(PHUKAUU Yyrpo3 0€30IacHOCTH OT NPUHATOH B
3alaJHbIX CTaHJapTax?

2. B 4eM COCTOUT CyTh 3aIlUTHl OT HApyUICHHUS KOH(HICHIMAIBLHOCTH, IEIOCTHOCTH H
JOCTYIHOCTH UH(popMauu?

3. B uem cocTouT CyTh pa3nMyHBIX 00MEYNOTPEOUMBIX MOJIENEH yIIpaBIeHHs JOCTYIIOM K
KOMIIbIOTEpHOI MH(popMaruu?

4. Kak omnpenenuTb BEpOSTHBIE L€ KOMIIBIOTEPHOM aTaku IO IMpU3HAKaM (OpMBI €€
peanuzanuu?

5. KakoBbI COCTaBISIONINE POCCUIICKON CUCTEMBI 00ECTIeYeHUsI 0€30TTaCHOCTH KPUTHYECKIX
MH(GOPMALIMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTak?

6. KakoBel (yHKIIMM YYaCTHHKOB peEaJIH3allMd CUCTEMBbI OOecredyeHus 0e30MacHOCTH
KPUTHYECKMX MH(MOPMALIMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTakK?

7. Kakue BbI 3HaeTe MOJIEIM B3aUMOICHCTBUS TPOrPAMMHOM 3aKJIaJKU C aTaKyeMOU KOM-
MbIOTEPHON CUCTEMOI?

8. HazoBuTe npeanochliku K BHEAPEHUIO U METO/Ibl BHEJIPEHUSI IPOTrPAMMHBIX 3aKJIaJI0K.

9. B yeM 0cOOEHHOCTHM KOMIBIOTEPHBIX BHUPYCOB, BBIJEISAEMBIX B OTIENBHBIA Kiacc
BPEIOHOCHBIX ITPOrpamMm?

10. OxapakTepusyiiTe )KMU3HEHHBIH UK, 0COOEHHOCTH (PYHKLIMOHUPOBAHUS, 0COOEHHOCTH
MIPOTUBOAECHCTBUS KOMITBIOTEPHBIM BUPYCaM TOT'O MJIM MHOTO Kjlacca.

11. B 4eM COCTOMT OTJIMYME yTE€UYKH MH(OPMAIMU MO TEXHUUYECKUM KaHajlaM OT JIPYTHX
BUJIOB?

12. B yem COCTOMT CyThb YHUKAJIbHBIX HACHTH(QHUKATOPOB HHTEPHET-NOJb30BaTENEH U
ANEKTPOHHBIX "0TIeyaTKOB" pabOTHI B COLIMATIBHBIX CETAX?

13. B ueM COCTOMT 3aBHCHUMOCTb METOAMK IPOBENEHUS PACCIENOBAHUS KOMIIBIOTEPHBIX
MHIUACHTOB OT ITOCTABJIEHHBIX 3aJa4, YCIOBUN UX MPOTEKAHUS U PE3yIbTaTOB?

14. B yem cocrout cyth 1 1enu «VMHpopmMaimoHHON BOHHBI»?

15. Kakue BbI 3HaeTe Bubl «MTHPOPMAITMOHHOTO OPYKHS»?

16. B wuyem cocrosar ocobenHoctu TtpeboBanuii 'OCT P MCO/MOK 18044-2007
«MEeHeI>KMEHT HHIMACHTOB HWH(OpMalMOHHOW  Oe30macHOCTW»  JJIA  pelieHus  3aaad
paccie0BaHUs HHIIMICHTOB 0€30MacHOCTH?

17. Kakue BBl 3HaeTe MNpPOrpaMMHBIE CpEACTBa, IMPUMEHSEMble JIs paccieOBaHUS
KOMITBIOTEPHBIX MHIIMJIEHTOB?

18. Kakue BbI 3HaeTE METOJIUKH UCCIICIOBAHMS HOCUTENIEH KOMIIBIOTEPHON HH(pOpMAITUN?

19. Kakue BbI 3HaeTe LENM U 3aJ1a4M NIpoBeieHUs KOMIBIOTEPHO-TEXHUYECKUX IKCIIEPTU3?

20. Kak m Ha OCHOBE KaKMX HOPMATHBHBIX IPABOBBIX JIOKYMEHTOB O(OPMIISIOTCS
pE3YJIbTAThl IPOBEIEHUS KOMIIBIOTEPHO-TEXHUYECKUX IKCIIEPTU3?

21. B uyem cocrosat ocobennoctu monoxernnidi ['OCT P MCO/MDOK 18045-2012
«MeToa00rus OLeHKH 0€301MacHOCTH HH(OPMAIIMOHHBIX TEXHOJIOTUI» JJIsl aTTECTAllUN OOBEKTOB
C Y4eTOM TpeOOBaHMI K YPOBHIO 3alIUIIIEHHOCTH KOMITbIOTEPHBIX CHCTEM?

22. Kakue BbI 3Ha€T€ METOIUKH NPOBeIeHNsT KOMIIBIOTEPHO-TEXHUUECKUX IKCIIEPTH3?



23. B uem cocToAT 0COOEHHOCTH PadoT IO aTTeCTalluu OOBEKTOB C y4ETOM TpeOOBaHU K
YPOBHIO 3alIMIIEHHOCTH KOMIBIOTEPHBIX cucteM, u3ioxkennoi B 'OCT P UCO/MDBK TO 19791-
2008 «Orenka 6e30MacHOCTH aBTOMATU3UPOBAHHBIX CUCTEM»?

24. B uyem cocroar ocobennoctu mnonoxennit ['OCT P HNCO/MDBK 27007-2014
«PekomMeHaMu i1 ayAUTOPOB B OTHOIIEHHMH MEpP M CPEICTB KOHTPOJIS U YIPABICHUSA
MH(POPMAIIMOHHOM 0€3011aCHOCTBIOY JIJIS aTTECTAIIMHA OOEKTOB 110 3alIUIIEHHOCTH KOMITBIOTEPHBIX
cucrem?

2. CIHCOK BONPOCOB M (MJIM) 3aJaHUH JIJIA TPOBeeHUsI MPOMEKYTOYHON aTTecTallun

Cnucok BONPOCOB K 3a4eTy

1. IlepeuncnuTe u oxapakTepu3yhTe yrpo3sl HHGOPMAIMOHHON Oe3onacHocTH Poccuiickoit
Odenepanun, ykazaHHble B «JlokTpuHbl MH(OpManMoOHHOW Oe3omacHOCTH» Poccuiickoit
denepauuu.

2. Ha3oBuTe 1 ONUIINTE LEJH, 3a]]Ja4l U HApPaBICHHOCTb «JlOKTpUHBI HHPOPMALMOHHOM
6e3onacuoctn» Poccuiickoit denepanuu.

3. Chopmynupyiite U 000CHYITEe 00IIME MPUHLUIIBI IOCTPOCHUS 3alUThl HH(OPMALUU B
Poccun.

4. B ueMm cyTb poccuiickoil kiaccuuKkanus yrpo3 U ee OTIIMYMe OT IPUHATON B 3amaHbIX
CTaHJapTax.

5. Jlaiite 0030p CpelncTB M METOA0B HH(OPMAIIMOHHOW/KOMIIBIOTEPHON 0€30MacHOCTH,
puHATHIX B Poccun.

6. [laiiTe onrcanne OCHOBHBIX METO0B HapyIIEHUS KOH(UAECHINATIBHOCTH, LIETOCTHOCTH U
JTOCTYITHOCTH HH()OPMAITHH.

7. HazoBuTe U 0XapakTepU3yWTe€ OCHOBHBIE MOJEIM YIPABICHUS JOCTYIIOM K
KOMITHIOTEPHOW MH(POPMALIUH.

8. HazoBuTe 1 oxapakTepu3yiTe oOIIeno0JIb30BaTeIbCKUE CUCTEMBI KOHTPOJIS IPaB JOCTyIa
K KOMIIBIOTEPHON HH(OPMAITHIH.

9. Ha no60M Npou3BONBHOM IpHMepe OnumuTe Mojelb BepOsSTHOIO HapYIIUTENs,
Mogenps 1eiCTBHI BEpOATHOTO HAPYIIUTENSA, COOTHECUTE UX C MOJEIBI0 TOCTPOCHUS 3aIUTHI Ha
OCHOBE JIBYX NPEABIIYIIUX.

10. IlpuBenuTe U oxapakTepU3ylTe U3BECTHBIE U3 Y4eOHOM JIUTEpaTyphl Kiaccuukanuu
OCHOBHBIX BHJIOB KOMITBIOTEPHBIX aTaK.

11. Onumure M KpaTko OXapaKTepU3yWTe METOJIbl M TAKTHKY IPOBEIEHUS CETEBOM
pa3BEIKH.

12.  Onumwure 5S7IeMEHThl CHCTeMbl oOecnedeHHus Oe30MacCHOCTH  KPUTHYECKUX
MH(GOPMAIIMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTaK.

13. Onumure M KpaTKO OXapaKTepU3yWTe CpeAcTBa M METOAbl HeUTpanu3aluu
KOMIIBIOTEPHBIX aTaK.

14. IlpuBenute H3BECTHbIE WX Y4E€OHOW JUTEpaTypbl KiaccU(UKAIMK BPEIOHOCHBIX
IIPOrpaMM.

15. OnummTe 1 KpaTKo OXapakTepu3ylTe NpU3HaKu NpucyTcTBus BpegonocHoro [10.

16. Ha3oBuTe 1 oxapakTtepu3yiTe crocoobl BHeApeHus BpeaoHocHoro [10.

17. HazoBute u oxapaktepusyiite MeToabl 00HapyxeHus BpegoHocHoro I10.

18. IlpuBenuTe U 0XapakTEpU3yHTE NU3BECTHBIE IPUMEPHI CETEBBIX aTaK.

19. [Jaiite onpeneneHue U OXapakTEPU3yHUTe TPOSHCKUE MPOTPAMMBI, JIFOKH, SKCILTONTHI.

20. Ha3zoBuTe u oxapakTepu3yilTe MeTOAbl 3alluThl 0T BpeaoHocHoro 10, TexHomoruu
CaMO3allUTHlI.

21. OnumuTe M KpaTKO OXapakTepU3yiTe MECTO U pOJIb MEXKCETEBBIX JKPaHOB B
obecrieueHnN 0€30MTaCHOCTH PECYPCOB aBTOMATH3UPOBAHHBIX CHCTEM.



22. OnummTe U KpaTko OXapaKTepU3yHTe BO3MOXKHOCTH M OTPAHUYCHUS aHTHUBUPYCHBIX
IIPOrpamM.

23. HazoBuTe u oxapakTepu3yilTe CHEIHAIN3UPOBAHHBIC CPEJCTBA U METOMABI BBISBICHUSA
BPEJIOHOCHBIX IIPOTPAMM.

24. ]Jlaiite ompexneneHue W oxapakrepusyiTe TepMmuHbl «MH(bOpManMoHHAas BOWHA» U
«MH(pOpMaLIMOHHOE OPYKHUEN.

25. HazoBuTe u oOxapakTepu3yiWTe OCOOCHHOCTH TEXHHYECKHX CpEACTB BEIACHHUS
MH(POPMAIIMOHHOMN BOMHBI.

26. [IpuBenuTe U OXapakTepu3ylTe U3BECTHBIC M3 YUEOHOH JIMTEpaTyphbl KIacCUPUKAIIIH
CPEeACTB 3allUThl HH(GOPMALIMU U HAallaIeHUs Ha 3JIEMEHTBI 3aLUThI.

27. llpuBenuTe U OXapakTepU3ylTe U3BECTHBIC U3 YUEOHOI TUTEepaTyphl KiIacCUPUKAIIIH
JIEKTPOHHBIX YCTPOMCTB mepexBara HWH(OpPMAIMK, BHEAPSEMBIX B CPEACTBA BBIYHUCIUTEIBHOMN
TEXHUKH.

28. Omnummre M KpaTKO OXapakTepu3yHTe CpeACTBa CUJIOBOTO JECTPYKTUBHOIO
Bozaeiictus (CIB).

29. Yem oOycnoBieHa HEOOXOIUMOCTh YHMUTOXKEHHUs JIOKyMEHTOB. Oxapakrepusyiite
0COOEHHOCTH yaJeHUsI THPOPMALIMU C COBPEMEHHBIX 3JICKTPOHHBIX HOCHTEJICH.

30. OnumuTe U KpaTko oxapakTepusyite [1oMUTUKY YHUUTOXKEHUS JAHHBIX.

31. OnumuTe ¥ KpaTKo OXapaKkTepPU3yHTe 0COOCHHOCTH YHUUTOXKEHHSI KOH(DHUICHIINATBHOMI
uHpopManuu (MIaHOBOTO U 3KCTPEHHOI'0) Ha Pa3InYHbIX HOCUTEIIAX.

32. Cnenpl B cetd. ONUIINTE U KPAaTKO OXapaKTEpU3YHTE YHUKAJIbHbIE UICHTHU(PUKATOPHI
MHTEpHET-NI0JIb30BaTeNeH U 3JIEKTPOHHbBIE «OTIIEYATKUY, U OTHOCHUTEJIBHOCTh
«KOH(UACHIINATEHOCTH B COITUATIBHBIX CETSIX.

33. Ha3oBuTe 1 0xapakTepu3yiTe cpesicTBa U METO/Ibl OOHAPYKEHUSI TEXHUYECKHX KaHaJIOB
YTE€UKH HH(POpMAIUH.

34. Ha3oBuTe U KPAaTKO OXapaKTEPU3yHTE CUCTEMBbI 3aIlUThl KOHPHIECHIIMAIbHBIX JTaHHBIX
OT BHYTPEHHUX yrpo3.

35. OnuummTe U KpaTko 0XapakTepu3yhTe CyTh M Ha3HAYCHUE TEXHOJIOTUH MCII0JIb30BaHMS
IU(PPOBBIX OTIIEYATKOB.

36. KomnbroTepHO-TeXHUYECKasl KCIepTH3a, Ha30BUTE U oxapakrepusyiite meronasl KT-
HKCIEPTH3.

37. MeToauKu poBEICHUS PACCIIEJOBAHUS KOMIIBIOTEPHBIX HHIIUACHTOB B 3aBUCUMOCTH OT
MOCTABJICHHBIX 33/1a4, YCJIOBUN MX MPOTEKAHUS U PE3yIbTATOB.

38. HazoBute 1 oxapakTtepu3yiTe BUABI U OCHOBHbIE METOIMKHU UCCIIEI0BaHUs HOCUTEIEeH
KOMITHIOTEPHOW MH(POPMAIIUH.

39. HaszoBure u oxapakTepu3ylTe H3BECTHble M3 y4eOHOM IJuTepaTypbl ammapaTHO-
MIPOTpaMMHBIE CPEJICTBA, IPUMEHIEMBIE ISl PACCIIEOBAHUS KOMITBIOTEPHBIX HHIIUICHTOB.

40. IIpuBenuTe NpUMEp U MOSICHUTE CYTh OTAEIbHBIX HIEMEHTOB METOIUKU pacCiIeI0BaHUs
KOMITBIOTEPHBIX WHITHICHTOB.

41. OcoGennoctu TtpedboBanuit I'OCT P HNCO/MOIK 18044-2007 «MeHemKMEHT
WHIMICHTOB HH()OPMAIIMOHHON 0€30MacHOCTHY IS PEHICHUs 3a/1a4 pacciieT0BaHMs MHIIUICHTOB
0€30MacHOCTH.

42. Ocobennoctu nonoxkennit [OCT P UCO/MDBK 18045-2012 «Meromonorusi OIeHKH
6e30macHOCTH MH()OPMAITMOHHBIX TEXHOJIOTHI» JJISl aTTecTallii OOBEKTOB C Y4eTOM TpeOOBaHUM
K YPOBHIO 3aIIUIIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM.

43. OcobeHHOCTH PA0OT MO aTTeCTallKi OOBEKTOB C Y4E€TOM TpeOOBaHH K YPOBHIO
3aIUIICHHOCTH KOMIBIOTEPHBIX cucteM, u3noxernHod B [OCT P MCO/MBK TO 19791-2008
«OrneHka 0€30MacHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM).

44. Ocob6ennoctu nonoxeunit OCT P UCO/MDBK 27007-2014 «Pexomengauuu Iiist
ayUTOPOB B OTHOLIEHHH MEp U CPEACTB KOHTPOJS M YIpaBieHUsS HHPOPMALMOHHOM
0€30MaCHOCTBIO» IS aTTECTAIUH OOBEKTOB IO 3aIHIIEHHOCTH KOMITBIOTEPHBIX CHCTEM.
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3. IlpaBuja npuema 3avera.

OreHKa 3HaHUH TI0 UTOTY MPOXOXKIACHHS Kypca MPOBOIUTCS B (hOpME IPUHATHUS 3a4eTa.

Ha 3adere mpoBepsieTcsi chopMHpPOBAHHOCTh BCEX YKA3aHHBIX B Y4EOHOW mporpamme
KOMIIETECHLIU .

B Ouier nns 3auera BKIIIOYAIOTCS JIBa TEOPETHYECKHUX Bompoca. Ha moAroroBky k oTBeTy
JlaeTcsl He MeHee | akaeMu4ecKoro Jaca.

Takxe ecTb BO3MOXXHOCTb OTBETUTh Ha KOHTPOJIBHBIE BOIPOCHI B 3JIEKTPOHHOM Kypce
«OcHoBbI HHPOpMaTMOHHOM O6e30macHOoCcTU» B LMS Dnektponnsiii yauBepcuter Moodle SApl'Y.

ITo uToram OTBETOB CTYJEHTY BBICTABIISIETCS OJIHA U3 OLICHOK: «3aUYTE€HO», «HE 3a4TCHO».

OneHka «3a4YTeHO0» BBLICTABIIICTCS CTYACHTY, €CJIM: OH 3HAC€T OCHOBHBLIC OIIPCACIICHUA,
IMOCJICA0BATCIICH B U3JI0KCHHUH MaTCpuaia, ACMOHCTPUPYET 0a30BEIe 3HAHUSI JUCLHMIIIIMHBI, BJIAACCT
HGOGXOI[I/IMBIMI/I YMCHHAMHU U HABBIKAMU MPHU BBINIOJIHCHUHN MTPAKTUYCCKUX 3aJIaHUi.

Onenka «He 3a4YTeHO» BBICTABIAETCA CTYAEHTY, €CIM: OH HE 3HAeT OCHOBHBIX
OIIpENICJICHUH, HENOCHIeN0oBaTeIeH M COMBUMB B M3JIOKEHUM MaTepuana, He oOsajaer
OIpe/IeICHHOW CHCTEMOM 3HAHMU MO TUCUUIUIMHE, HE B IOJHOW Mepe BIIaJIeeT HEOOXOIUMBIMU
YMEHUSMH U HaBBIKAMU MPU BBIOJHEHUU MPAKTUUECKUX 33 JaHUH.

OneHka «He 3a9TEHO0» BBICTABIACTCS TaKKe CTYACHTY, KOTOpLIﬁ B351J1 SKSaMeHaHI/IOHHHﬁ
6I/IJI€T, HO OTKasaJICA JaThb Ha HETO OTBCT.
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IIpunioxenne Ne2 k padoueil mporpaMme U CHHUIIIMHBI
«OcHOBBI HHPOPMALITMOHHOW 0€30ITACHOCTH»

MeTOIlI/I‘IeCKI/Ie YKa3saHUuA AJIdA CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINHBI

W3y4yeHne IUCUUIUIMHBL IIPEANONAracT YBEPEHHOE BIIAJCHHE KOMIIBIOTEPOM, YMCEHHE
OCYIIECTBIISATH MIOUCK M OIIEHKY JOCTOBEPHOCTH HEO0OX0AUMOI nHpopManuu B ceTu MHTepHET, HO
CTYICHTY JOCTaTOYHO CJIOXKHO CaMOCTOSITEIBHO OCBOUTH BONPOCHI JUCHUIUIMHBL «OCHOBBI
nHpopManMOHHOHN Oe3zomacHocTHY. [locemienne Bcex MPEeayCMOTPEHHBIX ayIUTOPHBIX 3aHATUH
ABJISICTCS COBEPUIEHHO HEOOXOIUMBIM B CHIIy OOy4YEHMsS Ha HUX YYalIMXCSl CPAaBHUTEIbHBIM
OLICHKaM 3HAaHUU W3 Pa3IMYHBIX WCTOYHUKOB, KPUTUYECKOW MX OlLleHKU. Tarke 0e3 ynopHbIX U
PETYJIAPHBIX CaMOCTOSITENBHBIX 3aHATUH B TEUCHHE CEMECTPA, JKEIATEIIBHO € «YIPEKIAIOIUM
3HAKOMCTBOM» C COJEPKAHUEM IMPEACTOALIErO 3aHATHSA, KpallHE CIOKHO YCBOUTH JIOTMKY U
apryMEHTalMI0 YIOMSHYTBIX CPABHHUTEIBHBIX OLICHOK M KPUTHYECKOTO aHaji3a 3HAHUM U3
Pa3JIMYHBIX UCTOYHUKOB, YTO HE MIO3BOJIUT CTYACHTAM Pa3BUTh IIPOJABUHYTOIO U BEICOKOTO YPOBHS
KOMIIETEHIIUH.



