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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Jucuumnmna «KoMnbloTepHbIe CeTH» UMEET 1eNbi0 (POPMUPOBAHUE Y CTYIEHTOB 3HAHHUM
[0 OCHOBHBIM NpPHUHIMUIAM  IPOEKTUPOBAHUS  JIOKAJIbHBIX M  IJIOOAIBHBIX  CETEH,
AJIMUHUCTPUPOBAHUIO CETEBBIX CIYKO M KOMIIOHEHTOB, M TEXHOJOTUSAM JIOKAJIbHBIX U
[J100aNbHBIX CETEH.

JlucuuruiiHa — TMOCBSIIEHA TEXHOJIOTHUSM KOMMYTAllMd M NPUHOUIAM  PabOTHI
MapIIPyTU3aTOPOB Ul INOAJEP)KKH CEeTEeHd MalblX M CPEeJHUX OpraHm3auui. B Hell Taxke
paccmaTpuBatoTcsi  O6ecripoBonHbie  JokanbHble cethm (WLAN) u Bompockl oOecriedeHus
6e3omacHocTH. B paMkax BTOpOH yacTu TUCHMIUIMHBL, CTYJ€HThI Hay4aTcs MPOBOAUTH 0a30BYIO
HACTPOMKY CpEeAHMX CEeTel, HaXOIUTh U YCTPAaHATH HEIOJIAJKU, BBISIBIATh U YCTPAHATh yIPO3bI
6e3onmacHocTy LAN, a Taxke HacTpauBaTh M 3aIuInaTh 0a3oBbie cpeabl WLAN.

2. MecTO AMCUUILIMHBI B CTPYKTYpe 00pa30BaTe/ibHON NPOrpaMMbl

JucnunnuHaa  «KoMIBIOTEpHBIE  CETH»  OTHOCUTCS K BapUMAaTMBHOM  4acTH
00pa3oBaTeNbHON IPOTrPAMMBI.

Jucununnuza «KoMIbIOTEpHBIE CETH» SBIAECTCS NPEIIIECTBYIOIIEH I HW3YyYEHHUs
6a30B0il nucHUIIMHBI «OCHOBBI IOCTPOEHUS 3aIMIICHHBIX KOMIBIOTEPHBIX CeTel». 3HaHUS U
IIPAaKTUYECKUE HABBIKM, IOJYYCHHBIC B PE3YJbTATe OCBOCHHUS IUCHHILIMHBI «KOMIBIOTEpHBIE
CETU» MOT'YT HEMOCPECTBEHHO UCIIOIb30BATHCS MPU paboTe MO CHELMATBHOCTH.

3. [lnanupyeMble  pe3yJbTaTbhl OO0y4YeHHS] 1O  JUCHUIJIHHE, COOTHECEHHbIE C
IUIAHUPYEMBIMH Pe3yJIbTATAMM 0CBOEHHUSI 00pa30BaTeIbHON MPOrpaMMbl

IIponiecc u3ydyeHus AUCUUILIMHBI HAapaBjieH Ha (OPMHUPOBAHUE CIETYIOIUX 3JIEMEHTOB
komneteHMit B coorBercTBUU ¢ ®PI'OC BO, OOII BO u npuoOpeTteHust cleayomux 3HaHuM,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1A TEbHOCTH:

®opMmupyemasi Ilepeuenn

KOMIIeTeHIIUsI IVIAHUPYEMBIX Pe3yJabTATOB 00y4eHH s
(kox M popMyJIHpPOBKA)
IIpodeccnonanbHble KOMIIETEHINH
IK-18 3HaTh:
O06uazaeT CioCOOHOCTBIO | - MIPHHIIMIIBI CBS3M U OOMEH JIaHHBIMU B JIOKAJIBHOH MPOBOHON CETH;
MIPOM3BOANTH YCTAHOBKY, | - YPOBHH JIOCTYIIa U pacupeneneHus B cetu Ethernet;
HaJaJKy, TECTUPOBaHHUE U | - cxeMbl [P-anpecanmu;
00CIyKUBaHUE - 0a30BBIC NIOHATHUAX CETEBOM OE30MMaCHOCTH;
COBPEMEHHBIX - CTPYKTYpY U IPUHIUTIBI 0OMEHa TaHHBIMU MEX/y y3JIaMU B CETH
MporpaMMHO-anImapaTHeIX | IHTEepHeT;
CPEJIICTB O0eCIeUeHMsI - BUJIbI, XapaKTEPUCTUKN U MAPKUPOBKH CETEBBIX KaOesei 1 KOHTaKTOB
WHPOPMAITUOHHON Ymern:
Oe3omacHOCTH - IPOEKTUPOBATh U YCTAHABIMBATH JOMAIIHIOIO CETh WU CETh MAJIOTO
KOMITBIOTEPHBIX CHCTEM, | MPEANPUATHS, TOAKIIOYATh €¢ K ceTh VHTepHeT;
BKJTFOYAsI 3AIHUIICHHBIC - BBITIOJTHATH HACTPONKY OCHOBHBIX MTapaMEeTPOB MapIIPyTH3aTOPOB U
ONEPALMOHHBIE CUCTEMBI, | KOMMYTaTOPOB;
CHUCTEMBI YIIpaBJICHUS - BBINIOJIHATH NPOBEPKY U YCTPAHITh HEMOJIAAKU CETH U MOAKIIOYESHUS K
0a3aMu JaHHBIX, TJI00aJIBHOM CETH
KOMITbIOTEPHEIE CETH, Bnagerr HaBBIKAMME:
CHUCTEMBbI AHTUBUPYCHOU - CO3/IaHUA U HACTPOMKHU OJJHOPAHT'OBOM CETH, KOMIIBIOTEPHOU CETHU C
3aIIATHI, CPEACTBA [TOMOIIbI0 MapIIPyTHU3aTOPa, OECIPOBOIHON CETH;
Kpunrorpaduaeckon - CO3JTaHUS MTOJICETEH W HACTPOUKHN OOMEHa TaHHBIMHU;




3alIUThl UHPOPMALTUH

- YCTAaHOBKU U HACTPOUKH CETEBBIX YCTPOMCTB: CETEBBIX IJIAT,
MapIIpyTH3aTOPOB, KOMMYTaTOPOB U JP.;

- UCTIOJIb30BaHUS OCHOBHBIX KOMaH/ JIJIsl IPOBEPKU MOAKITIOUCHHUS K
HHTepHeTy, OTCIeKUBaHUS CETEBBIX MAKETOB, napameTpoB IP- anpecanuu;

MK-10

Ob6magaer cnocoOHOCTBHIO
OIICHUBAThH

3¢ HeKTUBHOCTH
peanu3anyy CUCTEM
3aIATH HTHGOPMAIUA U
JICHCTBYIONIUX TTOJTUTHK
0e30macHOCTH B
KOMITBIOTEPHBIX
CUCTEMaX, BKJIFOYast
3alUIICHHBIC
OTIEePAIMOHHBIE CUCTEMBI,
CUCTEMBI YIIPABICHUS
0a3zaMM JaHHBIX,
KOMITBIOTEPHBIC CETH,
CUCTEMBI aHTUBUPYCHOU
3alUTHI, CPEICTBA
KpunTorpahpudeckon
3amUTHl HHGOPMAITIH

3HaTh:

- IPUHIIAIIBI CBSI3M ¥ OOMEH TaHHBIMH B JIOKAJIHHOM MPOBOJHON CETH;
- TUIIBI CETEBBIX aTaK U METOJIbI OOPHOBI C HUMH;

- TEXHOJIOTMH KOMMYTalluy;

- IPUHIIAIIEI pabOTHI MAPUIPYTH3ATOPOB IS TIOJAEPIKKH CeTEH MaJbIX U
CpPEJIHUX OpraHu3allni;

- IPUHILIMIIBI TOAJEPKKH JOCTYITHBIX U HAJEKHBIX CETEH C TOMOLIBI0
TUHAMHYECKOW aJpecariiil 1 IPOTOKOJIOB Pe3epBUPOBAaHNUS TIEPBOTO
repexojia

Ymersn:

- BBISIBJISITH U YCTPAHSATh YTPO3bI

0€30IaCHOCTH JIOKATHbHONW KOMITEIOTEPHOH CETH;

- MPOBOAMTH 0A30BYIO0 HACTPOUKY CETEH;

- HAaXOOUTH U YCTPAHATH HCIIOJAaAKHU, BBIABIATE U YCTPAHATH YTI'PO3bI
6e3onacHocTu LAN;

- HaCTpaWBaTh W 3aIUIIaTh 6a3oBbie cpeapl WLAN

Bnapers HaBbIKaAMM:

- paboThl C MapIIPYTU3aTOPAMH, KOMMYTaTOpaMH B OECIIPOBOAHBIMHU
YCTPOKCTBaMH B paMKaX HACTPOUKH U ycTpaHeHus Henonaaok VLAN,

0eCIPOBOIHBIX JIOKATBHBIX CETEH M MapIIpyTH3aluu Mexay ceTsiMu VLAN

- HACTPOMKHU U yCTPaHEHUs HENOJIAJOK PE3EPBUPOBAHUS B KOMMYTUPYEMOM
cetd ¢ momoipio STP u EtherChannel;

- aHaJM3a CEeTeBOro TpaduKa U HABBIKAMU pellieHus mpo0ieM npu
KCIOJIb30BaHuM (pusuueckoro obopynosanus u Cisco Packet Tracer

b

4. O0bem, CTPYKTYpa U cofepsKaHHue TUCHUIINHBI

OO01mmas TpyI0eMKOCTh TUCIUTUIMHBI COCTaBIIsACT 6 3a4eTHRIX equHuIl, 216 akaa. Jacos.

Ne Tembl (pa3nesibl) Buabl yueOHbIX 3aHATHH, DopMBbI TEKYLIETO
n/n AUCHUILIMHBI, BKJIIOYAsI CAMOCTOSITEIbHYI0 | KOHTPOJISI yCIIeBaeMOCTH
HX cofiep:KaHHue paGoTy CTyAeHTOB,
H X TPYI0E€MKOCTh ®opma NpOMeKYTOUHOM
(B akaieMUYEeCKHX Yacax) aTTecTalMu
= KonrakrHasi pagora (1o cemecTpam)
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3amaHus s
1 OCHOBEI CETEBOTO 8 4 2 8 CaMOCTOSITETLHON U
MTOAKITIOYEHHS U CBSA3H COBMECTHOI1
MPAKTHYECKOI paboTHI
3amanus g
CaMOCTOSITEILHON U
2 |OcnoBsl Ethernet 8 4 | 2 1 8 .
COBMECTHOM
MPAKTHYECKOH paboTHI




3amanus 1d
3 OOMeH TaHHBIMUA MEXTY 3 4 2 1 8 CaMOCTOSITETEHOH 1
CETSIMH COBMECTHOM
MPAKTUYECKOM paboThI
3aga”us i
CaMOCTOSTEIILHON 1
4 |IP-appecanus 8 | 8| 4 1 10 N
COBMECTHOM
MPAKTUYECKOM paboThI
3aga”us Wit
5 CBsI3b C CETEBBIMU 8 6 2 1 8 CaMOCTOSTENLHON U
MIPIIOKECHUSMU COBMECTHOM
MIPaKTUYECKOH pabOTHI
3aga”us Wit
[Toctpoenue u obecreucHue CAMOCTOSTEALHOM 1
6 |0Ge3omacHOCTH HEOOBIION 8 6 4 1 8 .
COBMECTHOM
CceTH .
MIPaKTUYECKOH pabOTHI
0,3 | 4,7 [3auer
Bcero 3a 8 cemecr
P 32 | 16 5 |03 |547
108 axan. yacos
3amanus i
[TpuHIUITEI KOMMYTAITUH, .
CaMOCTOSTEILHON U
7 |VLAN u mapmpyTHu3amnus 9 6 | 2 1 4 N
COBMECTHOM
mexay VLAN o
MPaKTUIECKOH padOTHI
3amanus i
o CaMOCTOSATEIILHON 1
8 |M30BITOYHOCTE ceTei 9 6 2 1 4 .
COBMECTHOM
MPAKTHYECKOI paboThI
3amanus i
9 HocTynHble 1 HafeKHbIE 9 6 4 1 4 CaMOCTOSTEIILHON 1
ceTHu COBMECTHOM
MPAKTHYECKOI paboThI
3amanus i
BezomnacHocTh Ha ypoBHE 2 U CaMOCTOATENLHON U
10 9 6 4 1 4 N
oe3onacHocts WLAN COBMECTHOM
MPAKTHUYECKOI paboThI
3agaHust it
Konnemnmnus ! . o
CaMOCTOATENILHON U
11 |mapmpyTuzanuu u 9 8 4 1 3 .
COBMECTHOU
KOHQUTYypanus .
MPAKTHYECKOI paboTHI
2 | 05| 33,5 px3amen
Bcero 3a 9 cemecr
P 32 | 16 7 |05 |525
108 akan, yaca
HUTOIrOo 64 | 32 12 | 0,8 |107,2

Conep:xanue pa3iesioB IUCHUIIIHHBI

Tema 1. OcHOBBI ceTEBOr0 MOAKIIOYEHHS U CBSI3M.

1.1. CoBpemeHHBIE ceTeBbIe TEXHOJIOTHH.

1.1.1. BBenenue. Biusiaue cereit Ha )ku3Hb roAei. CeTn 6€3 rpaHuil.

1.1.2. Komnonentsl cetu. OmgHopaHToBble ceTd. OKOHEUYHBIE YCTpoiicTBa. [IpomexyTouHbIe
ycTpoiicTBa. CpeAcTBa CETEBOTO MOIKIOYEHUS

1.1.3. [IpeacraBneHus: ¥ TONOJIOTUU ceTel. TOMOIOTHYECKUE CXEMBIL.

1.1.4. OcuoBubie Tunbl cereir. Cetn paznumunoro pasmepa. Cetm LAN u WAN. Hurepner.
BuyTpeHHue ceTu 1 BHEILIHUE CETH.



1.1.5. Ilogxmouenue k MuaTepuery. Texnonoruu nocryna B MaTepHer. UHTEpHET-NIOAKIIIOUEHUE
JUIst foMa 1 Hebobioro odpuca. MuTepHer-noakimoueHue 1 npeanpustuil. KonBeprentHas
CETb.

1.1.6. Hanexnsie ceru. CereBas apxutekTypa. OTKa30ycTOHYMBOCTh. MacmTaOupyemMocTb.
KavectBo 00cinyxuBanus. bezomnacHocTs ceTu.

1.1.7. Tengenmuu pazsutus cereid. [locnennne tennennmu. Konnenmus BYOD. CoBmecTHas
pabota uepe3 UurepHer. BuneocBs3p. O0naunbie BhUUCACHUA. TeXHOIOrMYECKUE TEHICHIIUH B
JoMamHux cetax. CeTu 1o JIMHUSM 3JIEKTponuTaHus. becipoBoaHas MHUPOKOIIOIOCHAS CETh.
1.1.8. OGecnedeHue cereBoil 0Oe30mMacHOCTH. YTPo3bl Oe3omacHocTH. PemieHus obecriedeHUs
0e30MacHOCTH.

1.2. Ba3zoBasi koHpUTypalusi KOMMYTATOPA H OKOHEYHOI'0 YCTPOiicTBA.

1.2.1. loctyn k Cisco 10S. Oneparnmonnsie cucteMsl. ['padudeckuiit nHTEpdEiic M0IB30BATEIIA.
Hasnauenue OC. Cnioco6s! goctymna. [IporpaMmel SMyJsIiuy TepMUHATA.

1.2.2. Hapuranius mo [OS. OcHOBHBIE KOMaHIHBIE PEKHMBL. PeXuM KOHPUTYypaluu H
BJIOKCHHBIE peXUMbl KOHurypauuu. [lepekmodenne mexny pexumamu [0S. KommnoneHTHI
crpaBku [OS.

1.2.3. CtpykTypa komana. bazosas crpykrypa komany 1OS. IIposepka cunTakcuca komang [0S.
["opsiure KIaBUIIM U KJIABUIIH OBICTPOTO BHI30BA.

1.2.4. bazoBas HacTpoiika yctpoicTB. imena yctpoiicTs. [IpaBuna BeiOopa naposeii. Hactpoiika
naposieid. [lludposanue maposeii. banaepHbie COOOIICHUS.

1.2.5. Coxpanenne  koH¢urypanuii. @Daitnmel  kKoHGuUrypanuu. V3MeHeHMe — TeKylIen
KoH(uUrypauuu. 3anuch KOHQUTYpaIK B TEKCTOBBIN (haii.

1.2.6. Ilopte! 1 aapeca. IP-agpeca. HTEpdeiick n OPTEHI.

1.2.7. Hacrpoiika IP-agpecamuu. Hactpoiika IP-agpecoB OKOHEYHBIX YCTPONCTB BPYYHYIO.
ABToMarunueckass HacTpoiika [P-ampecoB oxoHewHBIX ycTpoilcTB. HacTpoiika BHUPTyalbHOTO
untepdeiica kommyraropa (SVI).

1.2.8. IlpoBepka moxaxmoueHus. lIpoBepka HasHaueHus uHTEpdeiica. [IpoBepka CKBO3HOTO
MOAKITIOYEHUS.

1.3. IIpoToKOJIbI U MO/IEJIH.

1.3.1. [IpaBuna. OcHOBbI KOMMYyHUKanuii. [IpoTOKOdBI CBSI3U. YCTaHOBJICHHE TMPaBUIL.
TpeboBanusi k cereBomy mnpoTokony. KomupoBanue coobmienus. dopmaTupoBaHue U
UHKancymsauus coobmenuii. Pasmep cooOmiennit. CuHXpoHH3aIus cooOIieHuid. BapuaHTs
JIOCTaBKH COOOLICHUI.

1.3.2. Ilpotokosel. O630p ceTeBbIX MPOTOKOIOB. PYHKIIMU CETEBOTO MPOTOKOIA.
BzaumopeiicTBre mpoTOKOJIOB.

1.3.3. HaGops!l mpoTokosnoB. CTEKH CETEeBBIX MPOTOKOJIOB. DBOJIOLUS MPOTOKOJIOB. [Iprmep
npotokona TCP/IP. Ha6op npotokosnoB TCP/IP. Oomen nanasimu TCP/IP.

1.3.4. Opranmzanuu 1o crtanaapTu3anuu. OTKpeITbIe cTaHAapThl. CTaHAapThl WHTEPHETA.
Opranuzanuu no cTaHAapTU3ALUHU JIEKTPOHUKH U KOMMYHUKAIIUH.

1.3.5. Oranonnsle wmomenu. IlpenmymiecTBa WCMONB30BaHUS MHOTOYPOBHEBOH  MOJIEIH.
OranonHas monenb OSI. Monens nporokonoB TCP/IP. CpaBuenue moaeneit OSI u TCP/IP.
1.3.6. Mukancymsiiust nanHbix. Cermentarmsi coobmienuil. [locnenoBatenbHocTh. Emunuma
naHHbIX npotokona (PDU). [Ipumepbl HHKANCYISIUU U IEUHKAIICYIISIUH.

1.3.7. doctyn x manHbM. Afpeca. [P-aapec (normdeckwii aapec 3-To ypoBHs). YCTpoHCTBa B
omHoU cet. Ponb aapecoB kaHampHOTO YpoBHS: OnHa IP-ceTh. Ponb ampecoB ceTeBoro ypoBHs.
Ponw agpecoB kananbHOro ypoBHs: Pasusie IP-ceTu. Anpeca kaHanbHOTO YPOBHSI.

Tema 2. OcnoBsl Ethernet.

2.1. ®u3uyeckuii ypoBeHb.

2.1.1. Ha3znauenue ¢usmueckoro ypoBHs. @uznueckoe noakiroueHue. Ou3nuecKuii ypoBeHb.
2.1.2. Xapakrepuctuku (usnueckoro ypoBHsa. CTaHaapTsel GU3N4ecKoro ypoBHs. Dusnueckue
komrnoHeHTbl. KoaupoBanue. CrnocoObl mnepenaun curHainoB. IIpomyckHas crnocoOHOCTS.
TepMHHOIOTHS TPOIYCKHOW CIIOCOOHOCTH.



2.1.3. Menupiii  kabenb. XapakTepUCTUKH MeIHBIX KaOenmed. Tumbl MenHbIX —KaOelnei.
HeskpanupoBannas Butas mapa (UTP). DkpanupoBannas Butas mapa (STP). Koakcuanbhblit
Ka0elb.

2.1.4. Kabemn tnma UTP. CsoiictBa kabeneir UTP. Cranmaptel mpoknanku kabeneit UTP.
[Tpsmeie u nepexpectabie kadbemu UTP.

2.1.5. [Ipoknaaka ONTOBOJOKOHHBIX KaoOenei. CBOWCTBa ONTOBOJIOKOHHBIX KaOened. Twumbl
ONTOBOJIOKOHHBIX KaOeneil. ONTOBOJIOKOHHBIE pa3beMbl. COETUHHUTENbHBIE ONTOBOJIOKOHHBIC
kabenu. ONTOBOJIOKOHHBIE KaOeIu U MeIHbIe Ka0ellu: CpaBHEHHUE.

2.1.6. CpenctBa  OecripoBogHOoro  moakiroueHus. CBoiictBa  cpenctB  OecpoOBOIHOTO
HNOJKII04eHUs. TUnbl cpeicTB 6€CIpOBOIHOIO NOAKIIOUEHHs. becnipoBoiHast TOKaIbHASL CETh.
2.2. CucreMbl CHHCJIEHUS.

2.2.1. Isonunsie agpeca u aapeca [Pv4. /[BonyHas MO3MIIMOHHAS CHCTEMa CUMCIEHUA. AJpeca
IPv4.

2.2.2. llectHaguarepuynas cuctema cuncienus. lllectHanuarepuunsle agapeca u ajgpeca [Pv6.
[IpeoOpa3oBanue  JHECATHYHBIX  4Yucell B mecTHaauarepuuneie.  [IpeoOpazoBanue
HIECTHAIATEPUYHOr0 YKCia B JECATUYHOE.

2.3. KaHaJbHbIH ypOBeHb.

2.3.1. Haznauenue kaHaibHOro ypoBHs. KananbHblii ypoBeHb. IlogypoBHM kaHanma nepepayu
nanabix [EEE 802 LAN/MAN. IlpenocraBienue AocTynma K cpele Nepeaadd JaHHBIX.
CraniapThbl KaHAJIBLHOI'O YPOBHS.

2.3.2. Toronmorun. ®dusnyeckas M JOrW4yeckas TOMOJOTHSA. Tomojoruu riI00ambHBIX CeTei
(WAN). Tononorusi «rouka-touka» (point-to-point) cetu WAN. Tomonoruu J0KaibHBIX CeTeil
(LAN). IMonynymiiekcHas ¥ MOJTHOIYIJIEKCHAS CBSI3b. YIIPABIIEHUS JOCTYIIOM K CpeJie epeadn
nanubix. Konkypentasiid focryn — CSMA/CD. Koukypenthsiit noctyn — CSMA/CA.

2.3.3. Kagp xanana mepemaun mansbix. Kamgp. [Toms kampa. Anpec ypoBHst 2. Kamper LAN u
WAN.

2.4. Kommytauus B cetsix Ethernet.

2.4.1. Kaapwr Ethernet. Mukancymsiius Ethernet. [TogypoBau kanansHOro ypoBHs. [logypoBeHb
MAC. Ions kanpa Ethernet.

2.4.2. MAC-anpec Ethernet. MAC-anpec un mectHaauarepuyHas cuctema cuucieHus. MAC-
aapec Ethernet. OOpabGoTka kanpoB. MunuBuayansHeli (oanoanpecHsiit) MAC-agpec. MAC-
ajipec NIMPOKOBEIIaTeNbHOM paccbuiku. MAC-aapec MHOT0aJpeCHON PACChIIKH.

2.4.3. Tabmuma MAC-aapecoB. OcHoBHas wuH(popmamuss o KoMMmyTaropax. Kommyratop B
pexxume oO0ydyenus. Punbrpanus kajapoB. Tadauusl MAC-anpecoB Ha NOJKIIOUYEHHBIX APYT K
Ipyry kommyraTopax. OTmpaBka Kajapa Ha [IUTI03 [0 YMOTYAHHIO.

2.4.4. CKopoCTb U CIOCOOBI MEepEChUIKM Ha KoMMyTaTopax. Croco0bl nepeajpecauy Kajapa Ha
kommytaropax Cisco. CkBo3nast kommytauust (Cut-Through). Bbydepuszanus namstu Ha
KommyTaropax. Hactpoiika gymiekcHoro pexxuma u ckopoctu. @ynkuus Auto-MDIX.

Tema 3. O0MeH TaHHBIMH MEKAY CETAMH

3.1. CerteBoii ypoBeHb.

3.1.1. Xapakrepuctuku cereBoro ypoBHs. IIpoTokomnbl cereBoro ypoBHsa. Mukancymsius IP.
Xapakrepuctuku nporokosna IP. be3 ycraHoBinenus coenuHeHus. HerapantupoBaHHas
noctaBka. He3aBUCUMOCTB OT Cpesibl.

3.1.2. Iaket IPv4. [Tons 3aronoBka nakera [Pv4.

3.1.3. Naker IPv6. Orpanudenust [IPv4. O630p IPv6. Tlons 3aronoska makera [Pv4 B 3aromoBke
nakera [Pv6. 3aronosok nakera IPv6.

3.1.4. Metoapl MapmpyTH3aluu y37oB. Pemenwe o mnepeHampaBieHun y3na. Lmo3 1o
YMOJTYaHHIO. XOCT-MapIIPYTHI K IIJII03Y 110 YMOTYAHUIO. TabauIbl MapipyTH3aMK y37a.

3.1.5. Beenennie B MapmipyTH3anuio. PemieHHe O Tepechulke IaKeTOB MapIIpyTH3aTopa.
Tabmuua mapmpyrtuzanuu [P-mapmpyruzatopa. Cratuueckast MapmpyTtusanus. JAuHamuueckas
MapIIpyTU3aIHSI.

3.2. Pa3peumeHue agpecos.



3.2.1. MAC u IP. YcrpoHCTBO Ha3Ha4eHUsT B TOM k€ CeTH. YCTPOMCTBO Ha3HAueHHs B
yAAJIE€HHOM CETH.

3.2.2. IIporokon ARP. O630p ARP. ®ynkuun ARP. Ilpunnun padotsr mpotokona ARP —
ARP-3annpoc 1 ARP-otBer. Poib ARP B 00MeHE HaHHBIMH C yIaJ€HHBIMU CETSIMU. Y JaJCHHE
3anuceit u3 Ttabmuiel ARP. Tabnuubt ARP nHa cereBbix yctpoiictBax. IIpoGmemsr ARP
mupokoBerarenbHas paccoika ARP u ARP-criydunr.

3.2.3. O6napyxenue cocennux IPv6 ycrpoiictB. Coobmenus 06 obHapyxenuu cocezeii [Pvo.
O6napyxenue coceneit IPv6 - paspemienue aapecos.

3.3. ba3oBas koH(}Urypauusi MapmipyTU3aTopa.

3.3.1. [lepBonauanpHasi HacTpodika Mapmpyrtuszatopa. Illarm  6a3oBoit  KOHGUTyparuu
Mapiipyrusaropa. bazosas koHpuUTrypams.

3.3.2. Hactpoiika wunHTepdeiicoB mapuipyruzatopa. I[lpumep HacTpoiliku uHTepdercoB
mapipytuzaropa. [IpoBepka kon¢purypamun uarepgeiica. Komanasl npoBepku KOHPHUTypaIuu.

3.3.3. Hactpoiika mumo3a mo ymomvanuto. [Ilnro3 mo ymomuanuto juisi xocta. Ilmo3 mo
YMOJIYAHHUIO JUIsl KOMMYTaTopa.

Tema 4. |IP-anpecanusn

4.1. IPv4-agpecanus.

4.1.1. Crpykrypa IPv4-ampeca. CereBas u y3noBas 4actu aapeca. Macka moxacetu. JlnuHa
npedukca. Omnpenenenne cetu: Jsorudeckoe WM. CereBoit anmpec, aapec xocta U
HIMPOKOBEIIATEIbHBIN aJIpec.

4.1.2. OnHoanpecHasi, NIMPOKOBEIIATeIbHAS U MHOTOaApecHast paccbuika [Pv4. OmHoanpecHas
paccobuika. lllnpokoBemarenpHas pacchiiika. MHOroaapecHas pacchlika.

4.1.3. Tunsl anpecoB IPv4. OOmenoctynHbeie n 4dacTHble aapeca IPv4. Mapmpyruzanus B
Wntepuer. [Pv4-ampeca crenuanbHOro Ha3HA4YeHHWsS. YcTapeBllas KiaccoBas —ajpecarusl.
Ha3znauenue [P-agpecos.

4.1.4. Cermentauus cetu. [llupokoBemarenbHblii aoMeH u cermeHTanus. [IpoGnemsbr ¢
KPYITHBIMH ITUPOKOBENIATEILHBIMH JOMEeHaMHU. [[pUYrHbBI cerMeHTanuu ceTei.

4.1.5. Paznenenue cetn IPv4 Ha monceru. Pa3nenenue Ha MOJCeTHM Ha TpPaHUIE OKTETOB.
Iloncers B penenax OKTeTa.

4.1.6. Iloacets: /16 u /8. Co3manue moxacereit ¢ mpedukcom /16. Coznanue 100 momacereit ¢
nomotnbio npedukca /16. Cozganue 1000 moxacereit ¢ momombio npedukca /8. Opranuzarus
noJceTel Mo HECKOIBKUM OKTeTaM. Pacduer Macku 1mojceTH.

4.1.7. Paznenenne Ha TIOACETH JUIsi COOTBETCTBUSL TpeOoBaHusM. YacTHas TmoaceTh U
o011e10CcTyHOE ajipecHoe mpocTpaHcTBO [Pv4. MuHMMM3anus HEUCIIONb3yeMbIX ajipecoB [Pv4
y37I0B ¥ MaKcUMH3anus nojceteit. dddextuBHOe pasaeneHue Ha nojacetu [Pv4.

4.1.8. VLSM (Macka noacetu nepeMmenHoil umHbl). OcHoBel VLSM. CoxpaHeHue aapecoB
[Pv4. VLSM. Ha3znauenwue anpeca Tonojgoruu VLSM.

4.1.9. CtpykTypupoBaHHOe NpoekTupoBanue. I[lnaHupoBanue anapecanuu cetd. HaszHaueHue
aJIpECOB YCTPOMCTBAM.

4.2. IPv6-agpecamusi.

4.2.1. llpobnemsl ¢ mpotokonom I[Pv4. TlorpebHocts B IPv6. CoBMECTHOE HCHOJIB30BaHUE
npotokoiios IPv4 u IPv6.

4.2.2. llpencranenne [Pv6-agpecos. @opmatsl anpeco IPv6. IIponmyck HadambHBIX HYJIEBBIX
pa3psaoB. JIBOMHOM JBOETOYME.

4.2.3. IPv6-anpeca: turbl. OHOAIPECHBIN, MHOTOAPECHBIH, MPOU3BOJIBHEINA. [ITMHA TIpedukca
IPv6-anpeca. [pyrue tunsl [Pv6-anpecoB oqHOaApecHON pacChUIKH. YHUKAIbHBIM JTOKaIbHBINR
aapec. ['mobGanbsHble uHIUBUAYanbHBIE [Pv6-anpeca (GUA). Ctpykrypa GUA IPv6. JlokanbHbIi
IPv6-anpec xanana.

4.2.4. Cratuveckas HACTpOMKa IIOOATBHBIX JTUHAMHYECKHX aJpecoB JUISl OJHOAIPECHOMN
pacchlIKW M JWHAMHMYECKH HacTpauBaeMble JIOKaJbHBIE ajpeca KaHana. Crartudeckas
koHQurypauuss GUA Ha wmapupyTtuzatope. Cratuueckas KoHQUrypauus ri100aJbHOTO



yHukansHoro IPv6-anpeca Ha y3ne Windows. Cratuueckasi KOHQUTYpalus JIOKaJIbHOTO ajipeca
OJHOAJAPECHOMN PACCHUIKH.

4.2.5. Jlunamudeckasi afpecanus Uil TI00aTbHBIX JUHAMHYSCKUX aJpecoB U OJHOATPECHOM
pacceuikn IPv6. CooGmienuss RS 1 RA ICMPv6. SLAAC. SLAAC u DHCPv6-cepep 6e3
coxpaneHust coctosiHusi aapecoB. DHCPv6 ¢ moapnepxxkoii coctosiHus. Ilpomecc EUI-64.
Crny4aiiHO creHepupOBaHHbIE UIEHTH(PUKATOPBI HHTEpQeiica.

4.2.6. lunamMuyeckass ajgpecalysi JIOKaIbHBIX anpecoB kaHanma I[Pv6. Jumnamumueckume LLA.
Hunamuueckne LLA B Windows. lunamuueckne LLA na mapmpyruzaropax Cisco. [IpoBepka
KoHpurypauuu [Pv6-agpeca.

4.2.7. I'pynmioBeie [Pv6-anpeca. IlpucBoennsie rpynmoBeie IPv6-ampeca. M3BecTtHple aapeca
MHoroazpecHoi pacceuiku IPv6. I'pynnoseie [Pv6-aapeca 3anmpaimBaeMbIX y3/10B.

4.2.8. Paznenenne cetu IPv6 Ha moxaceT ¢ HCHOJIB30BAaHHMEM MJCHTU(UKATOpA IOJICETH.
[Ipumep co3nanusi nojacereit IPv6. Pacnpenenenue IPv6-aapecoB moacetu. Mapuipyrtuzarop,
CKOH(UTYpHpPOBaHHBIN ¢ IoaceTssMu [Pv6.

4.3. ICMP.

4.3.1. Coobmenuss ICMPv4 u ICMPv6. JlocTokUMOCTh y351a. Y3el Ha3HA4YeHHs] WM CEpPBHUC
HenocrtymeH. [Ipesrien naTepBan oxxuganus. Coobmenus [CMPv6.

4.3.2. TectupoBanue mpu mnomou ping u traceroute. Ping - Tect cBsi3aHHOCTU. ping A0
untepdeiica loopback. IIpoBepka CBS3M CO HUIIO30M IO YMOJYAHHIO. Y CTAaHOBKA CBSI3U C
yJQJIEeHHBIM Y3JI0M C IOMOIIbIO KOMaH[bl ping. Traceroute — tectupoBanue mytu. IIpoBepka
anpecauuu [Pv4 u IPv6.

Tema 5. CBs13b ¢ ceTeBbIMM NPUJIOKEHUSIMH

5.1. TpaHcnOpTHBIN YPOBEHb.

5.1.1. llepenaua nanHbIX. Ponb TpaHcnmopTHOro ypoBHS. DYHKUMU TPAHCHOPTHOIO YPOBHSL.
[Tporoxonbl TpaHcnopTHOro ypoBHs. IIpoTtokon ympasnenus nepenauein (TCP). Ilportoxon
nosab3oBarenbekux aeirarpamm (UDP). CooTBeTcTBYyrOImMI MIPOTOKOI TPAHCIIOPTHOIO YPOBHS
JUISL COOTBETCTBYIOLIETO MPUIIOKEHHUS.

5.1.2. O630p mporokona TCP. @ynkuuu npotokona TCP. 3aronoBok u mons 3aronoBka TCP.
[Ipunoxenus, ucnons3ytomue nporokon TCP.

5.1.3. O630p nporokona UDP. ®dynkuuu npotokona UDP. 3aronoBok u noms 3aronoska UDP.
[Tpunoxenus, ucnonb3yrore nporokos UDP.

5.1.4. Homepa moptoB. HeckoibKko OTIENBHBIX CEaHCOB Mepenadyd JaHHbIX. [lapbl cokeTos.
I'pynnel HOMepoB nopToB. Komana netstat.

5.1.5.06men panueiMu 1o mpotokony TCP. Ilponeccer TCP-cepsepa. YcraHoBieHue u
npekpaienue TCP-coequnenns. Ananus TpexcropoHHero ksurtuposanus TCP.

5.1.6. HagexxHocTh W ympaBiieHHE TIOTOKOM Imepenaud JaHHbIX. HagexHocts TCP -
rapaHTHpPOBaHHAs W YHOpsAOYeHHas 1ocTaBka. [loTeps MaHHBIX W TOBTOpHAs IIepenaya.
VYupasnenne notokoM TCP. Pazmep okHa u noarsepkaeHus. MakcuMasabHbIA pa3Mep CETMEHTa
(MSS). IlpenoTparieHune neperpys3ox.

5.1.7. O6men manHpiMu 1o mpoTokosny UDP. Huskue HaxiagHble pacxo[bl WM HaJEKHOCTb.
Coopka aeiitarpamm UDP. Ilponeccst u 3anpocsl UDP-cepsepa. [Ipoueccer u 3ampocst UDP-
cepsepa.

5.2. YpoBeHb NPUJIOKEHHH.

5.2.1. YpoBeHb MNPHIOKEHHH, YpPOBEHb IPEJCTABICHHS, CEAHCOBBI YypOBEeHb. I[IpOTOKOIBI
ypoBHst ipuiioxkeruii TCP/IP.

5.2.2. Mogens «kiueHT-cepep». OnHopanroBsle ceTd. OqHOpaHTroBble MpuiioxkeHus. Haunbonee
pacnpocTpaHEHHbIE OJTHOPAHTOBBIE MPUITOKEHUSI.

5.2.3. IIpoTokonbl BeO-Tpaduka M 3SIEKTPOHHOW MOUTHL. [IpoTOKON mepenaud TrunepTeKcTa
(HTTP) u s3bix runeprexcroBoit pazmerku (HTML). [Iporoxonst HTTP u HTTPS. TIpoTtokosnst
anektporHoi outsl (SMTP, POP, u IMAP).



5.2.4. Cepsucel [P-agpecarmuu. Cnyx6a momeHHbix uMeH (DNS). @opmat coobmenuii DNS.
Hepapxus DNS. Komanga nslookup. IlpoTokon nuHamMHYecKol HACTPOWKH CETEBOTrO y3ja
(Dynamic Host Configuration Protocol, DHCP). ITpuniun paborst DHCP.

5.2.5. CepBuchl coBMecTHOro noctyma K dainam. Ilporokon mnepenmauu aiinmos (FTP).
ITporoxon SMB.

Tema 6. [locTpoenue u odecnevyeHne 6€30MaACHOCTH HEOOJIbIIOH CeTH

6.1. OcHOBBI ceTeBOIi 6€30NMACHOCTH.

6.1.1. Tumnb! yrpo3. Tumsl ys3BuMmocteid. Gu3ndeckas 3amura.

6.1.2. CereBbie ataku. Tunsl BpemonocHoro I10. Pa3BenpiBarenbHble aTaku. ATakd JOCTYIIA.
ATaku THTIA «OTKa3 B obcimyxxkuBanum» (DoS-arakn).

6.1.3. YroyOnennsiii moaxon Kk 3ammre. CoxpaHeHHWE pe3epBHBIX Komui. PesepBHOe
KONUPOBaHUE, OOHOBJICHHE U YCTAaHOBKA HUCIIPaBICHUNA. AyTeHTHU(UKALIMS, aBTOPU3AIUSI U yUET
(AAA). MexcereBble 3kpaHbl. Tunbsl OpanamMay poB. be30macHOCTh OKOHEYHBIX YCTPOMCTB.
6.1.4. OGecnieuenue Oe3omacHocTu ycTpoicTB. Cisco AutoSecure. I[laponum. Pacmmpennas
3amUTa napoiisi. AktuBanus noakiaoueHus mo SSH. OTkIoYeHne HeUCoab3yeMbIX CITYXkO.

6.2. Opranu3amnusi He0O0JIbIIOH CeTH.

6.2.1. YcrpoiictBa B pamkax HeOompmoi ceru. Tomomormu HeOONIBIUX ceTeld. Bridop
YCTPOMCTB ansi cetd HebOonbmioro pasmepa. I[P-agpecamuss B pamkax HEOONBIION CETH.
PesepBupoBanue B HEOOIBIION ceTH. YTIpaBiIeHHUE TPAPHKOM.

6.2.2. PacipocTpaHeHHbIe TpUIIOKEHUSI B HeOousbIIoi cetu. PacnpocTpaHeHHbIE MPOTOKOJBI.
[TpunoxeHus s Iepeavun roxoca u BUIEO.

6.2.3. Paciiupenne  HeOodbIIOW  ceTH. AHanMM3  NOPOTOKONOB.  Mcmonb3oBaHHWE — CETH
COTPYAHUKAMHU.

6.2.4. [IpoBepka moxkioueHuss ¢ nomormibio Ping. Pacmmpennas xomanga ping. [Iposepka
MOAKJIIOYEHUS C MOMOIIBI KoMaHAel Traceroute. Pacmmpennas komanna traceroute. ba3zoBblil
YpOBEHbB CETH.

6.2.5. Komanner xocta u 10S. Hacrpoiika [P-kordurypanuu xocra noj ynpasieauem Windows.
Hactpoiika IP-xondurypauuu xocra nmon ympasienuem Linux. Hactpoiika IP-xondurypauuu
xocta moxa ynpasiennemM macOS. Komanga arp. IloBTopHOe paccmoTpeHue Haumboliee
pacripocTpaHeHHbIX koMaHs show. Komanna show cdp neighbors. Komanna show ip interface
brief. Komanna show version.

6.2.6. OcHOBHBIE TOAXOJBl K TOUCKY M YCTpaHEHMIO Hemosiafok. YTo cienyer crenarb c
npobnemoii. Komanaa debug. Komanaa terminal monitor.

6.2.7. Bonipockl pabOTHI M HECOOTBETCTBHS HACTPOEK Jyriiekca Ha uurepdeiice. [Ipodnemsi ¢ IP-
anpecamu Ha yctpoictBax [OS. IlpoGnemsr ¢ IP-agpecamu Ha OKOHEYHBIX YCTPOWUCTBAX.
Henomanku, cBsA3aHHBIE CO LUTIO30M TO yMoh4aHuio. [IoMCK W yCTpaHEeHHME HENoJaIoK,
cBsa3aHHbIX ¢ DNS.

Tema 7. lIpunnunsl kommyTanuu, VLAN u mapmpyrusanus mexay VLAN.

7.1. ba3zoBasi HACTPOIiKa YCTPOICTB

7.1.1. BBenenue. IlepBoHauanbHas HacTpoiika kommyTaropa. IlocienoBaTenbHOCTb 3arpy3Ku
kommyTtaropa. Komanga "boot system". CBeronnoaHble HHIMKATOPhl KOMMYTaToOpa.
Boccranosnenue mocie cucremMHoro c6os. [loctyn k ympaBieHHto KomMMmyTatopoM. IIpumep
KoH(urypauuu kommyraropa SVI.

7.1.2. Hactpoiika noptoB kommyTaropa. JlymiuekcHas cBs3b. HacTpoiika mopToB KOMMyTaTopa
Ha (usndeckom ypoBHe. DyHkums Auto-MDIX. Komanasl mpoBepku kommyTtaTopa. [IpoBepka
KOH(UTrypanuu nopra kommyraropa. Hemonaaku Ha ypoBHe ceTeBoro jaoctyna. Ommdku BBoJA
U BeIBOJIa MHTEpdeiica. [Torck u ycTpaHeHHe HeNoIal0K Ha YPOBHE CETEBOTO JJOCTYTIA.

7.1.3. Ynanennsiii 3amuiiensslid goctyn. Ipunnun pabotsr Telnet. Ilpunmun paGorsr SSH.
Kondurypamus SSH. [Tposepka padotsr SSH.

7.14. bazoBas koH(purypauus Mmapipytuzatopa. HacTpoilika OCHOBHBIX IapaMeTpoB
MapuipyTu3aropa. Tomojorus ¢ WCIOIb30BaHUEM JBOWHOTO cTeka. HacTpoiika mHTepdercoB
mapuipytuzaropa. UaTepdeiicsl oopatHoit netiau [Pv4.



7.1.5. IlpoBepka cBsI3M MEXAY MOJAKIIOUEHHBIMU HamnpsMyr ceTsimMu. KomaHael npoBepku
unrepdeiica. IlpoBepka cocrosuus wuHTepdeiica. [IpoBepka JIOKaJbHBIX aapecoB KaHalla W
MHOTroa/ipecHbIX aapecoB IPv6. TlpoBepka koHpurypanuu uatepdeiica. [IpoBepka mapiipyToB
Mapuipytuzaropa. @uiIbTpalus BBIXOAHBIX JaHHBIX KOMaH/Abl show. OyHKIUSA HCTOPUM KOMAH].
7.2. IIpyHUMIBI KOMMYTALUH.

7.2.1. Tlepecbuika kanpoB. Kommyramus B cetu. Tabmuma MAC-agpecoB KoMMyTaTopa.
[Tony4yenue nHpopMaUU U NMEPechlIKa KOMMYTaTopoM. CrIocoOBI MEPEChUTKA Ha KOMMYTATope.
KommyTranus ¢ mpoMmexxyTounsiM xpanenueM (store-and-forward). CkBosnas kommyrarus (Cut-
Through).

7.2.2. KoMmmyranmoHHble JOMEHBI. JIOMEHBI KOJUIM3UH. J[OMEHBI IIMPOKOBEIIATSIBHON
paccbulku. CHI)KEHHE NIEPErpy30K CETH.

7.3. Cetu VLAN.

7.3.1. OG30p BUPTYaJbHBIX JOKAIBHBIX ceTei. OmpenencHusi BUPTYaTbHON JIOKAIBHON CETH.
[IpeumymecTBa BUpTyanbHBIX JIOKaTbHBIX ceTelt (VLAN). Tumbl BUPTyadbHBIX JOKATBHBIX
ceTen.

7.3.2. BupTyasbHble JOKaJIbHBIE CETH B Cpelle C HECKOIIBKMMU KoMMyTatopamu. OnpeneneHue
maructpanbHbix kKaHamoB VLAN. Cerp 6e3 VLAN. Cers ¢ VLAN. Hpentuduxamnus cetu
VLAN c nomomisio Metok. VLAN ¢ HeTerupoBaHHBIM TpadUKOM U TETHPOBAHHUE IO MPOTOKOITY
802.1Q. Teruposanue rosocoBoit VLAN. Hccnenoanue meronoB peanuzauuu cetu VLAN.
7.3.3. Hactpoiika VLAN. Jluanazoust VLAN nHa xommyrtaTopax Catalyst. Komanabl co3ganus
VLAN. Komannpr Ha3zHaueHus noproB VLAN. VLAN s nmepepauu JaHHBIX M TroJioca.
[TpoBepka mHpopmaruu o cetssx VLAN. M3Mmenenwe npuHauiexkHoctd nopra cetu VLAN.
Vnanenne VLAN.

7.3.4. Tpanku BUpTyasibHbIX ceTeid. KoManapl KOHQUTIYpalluy MarucTpajabHOIO KaHasla (TpaHKa).
[lpumep KoH(pUTrypanuu MarucTpajabHOro KanHama. [IpoBepka KOHGUTypaluu TPaHKOBOTO
kaHasia. COpoc TpaHKa B COCTOSIHME IO YMOJIYaHHUIO.

7.3.5. unamuueckuil nportokon Tpankunra (DTP). 3naxkomcrBo ¢ DTP. CornacoBanHble
pexxumbl nHTEepdeiica. Pesynsrarsl HacTpoiiku DTP. [Iposepka pesxxuma npotokona DTP.

Tema 8. U30bITOYHOCTH ceTeH.

8.1. MapmpyTu3zaunus mexay cetamu VLAN

8.1.1. IlpuHIMIBI MapUIPyTU3alUNd MEXKIYy BUPTYaJbHBIMH JIOKAJBHBIMH CeTMH. UTO Takoe
Mapupyrusanusa Mmexxay VLAN? Vcrapesme MeToasl MapuipyTusanuu Mexay cetssmu VLAN.
Mapmpyrusamust Mexay cerssmu VLAN ¢ ucmonb3oBanumem Merona Router-on-a-Stick.
Mapmpyruzanusa mexay VLAN Ha koMmMmyTaTope YpoBHS 3.

8.1.2. Mapmpyruzanus Mmexnay cersmu VLAN ¢ ucnons3oBanuem merona Router-on-a-Stick.
Kondurypauus ROS (Router-on-a-stick). Cetu VLAN u KoH(Urypaluu MarucTpaibHbIX
kaHasnoB. Kongurypauus nonunrtepdeiica. IIposepka Mapuipyruzanuu mexay cetsimu VLAN c
UCIIOJIb30BaHueM MeToa Router-on-a-Stick.

8.1.3. Mapmpyru3zanus MeXIy BHPTYaIbHBIMH JIOKAIFHBIMU CETSMU C MOMOIIBIO YCTPOWCTB
KoOMMyTauuu ypoBHs 3. Mapmpyruzanuss Mexnay cersmu VLAN 3-ro yposusa. Cuenapuii
nepexioueHuss ypoBHs 3. Hacrtpoiika xommyratopa ypoBHs 3. [IpoBepka mapmipyTu3anuu
mexny VLAN kommyratropoM ypoBHs 3. Mapumpyruszanus Ha KOMMYTaTope YpoBHS 3.
CueHapuil MapupyTu3auud Ha koMmMmyTartope ypoBHs 3. KoHdurypauus mapmipyTusanuu Ha
KOMMYTaTope ypoBH 3.

8.1.4. Ilouck m ycTpaHeHHE HEMONaI0K Mapripyru3anuu Mexay VLAN. O6mme npodiaemsl ¢
mapuipytuzanueit Mexay VLAN. OrcyrerByromue cetd VLAN. IIpobiaembl MarucTpaibHOTO
nopra kommyratopa. Hemomagku B paboTte mopra kommyratopa. Hemomanku B HacTpoikax
MapLIpyTU3aTopa.

8.2. llpunmunsl STP

8.2.1. Ha3znauenue mpotokona STP. PesepBupoBaHune B KOMMYTHPYEMBIX CETSX YpPOBHS 2.
[Tporoxon STP. Ilepectpoiika STP. I[IpoOGnembl ¢ H30BITOYHBIMH KaHaIaMH KOMMYTaToOpa.
ITetnn 2-ro ypoBHs. llIupokoBemarenpHplil ITOPM. AJITOPUTM CBSA3YIOLLETO AEPEBA.



8.2.2. INpunuunst padoter STP. Illaru k Oe3 metenpHON TOMONOrHH. BBIOOp KOpHEBOrO MOCTA.
Brmusaue BID mo ymomyanuto. OmnpeneneHne CTOMMOCTH KOPHEBOTO MyTH. BBIOOpP KOPHEBBIX
nopToB. BriOOp Ha3Ha4eHHBIX MOPTOB. BHIOOp aibTepHATHBHBIX (3a0JOKMPOBAHHBIX) MOPTOB.
Bp160p KOpHEBOI0 MOpPTa U3 HECKOJIBKUX MyTeH paBHOM ctouMocTH. Taiimepsr STP u cocTostHUS
IOPTOB. OKCIUIyaTallMOHHBIE JlaHHblE KaXJIoro coctossHus mnopta. I[Iporokon PerVLAN
Spanning Tree Protocol.

8.2.3. Dpomrorust STP. Paznuunsie Bepcun STP. Ipunuuner STP. RSTP coctosHus u ponu
noptoB. PortFast u BPDU Guard. AnsrepnatuBsr STP.

8.3. EtherChannel

8.3.1. Ilpunmmmer pabotrel  EtherChannel. ArperupoBanme kanamoB. EtherChannel.
[Tpeumymecta EtherChannel. Orpannuenus ucnonb3oBanus. [IpoTOKOIBI aBTOCOTIIACOBAHMUS.
Oynkiuu PAgP. Tlpumep Hactpoek pexuma PAgP. ®@ynkumu LACP. Ilpumep HacTpoek
pexuma LACP.

8.3.2. Hacrpoiika EtherChannel. Muctpykiuu o Hactpoiike. [Ipumep konpurypanuu LACP.
8.3.3. Ilouck u ycrpanenue npobiem B padore EtherChannel. ITpoepka EtherChannel. O6mue
npobaembl ¢ koHburypanusamu EtherChannel. [Ipumep nmoucka u ycTpaHeHHs HEUCTTPABHOCTEH B
pabote EtherChannel.

Tema 9. JlocTynHbIe U HA/IE/KHbIE CETH

9.1. DHCPV4.

9.1.1. Ceprepst u kmuentsl DHCPv4. [Ipunmunst padotst DHCPv4. Illaru ans momydeHus
apenjpl. [llaru, 4yT0ObI BO30OHOBUTH apEHY.

9.1.2. Hactpoiika cepsepa DHCPv4 B Cisco IOS. JleiictBus mo Hactpoiike cepepa DHCPv4
Cisco 10S. IIpumep xkondurypammu. Komanasr npoepkn DHCPv4 cepsepa. Kak mposepurs,
yro DHCPv4 pa6otaer? Otkmouenue cepsepa DHCPv4 Cisco 10S. DHCPv4-perpancnsuus.
Perpancnsauusa Ipyrux cepBHCOB.

9.1.3. Mapmpytuzatop Cisco kak kiueHT DHCPv4. Ilpumep koudurypauuu. JlomaniHwuii
Mapupyruzarop kak kiueHT DHCPv4.

9.2. SLAAC u DHCPv6.

9.2.1. Kondurypamus y3ma [Pv6. IPv6 Jlokanbublii aapec xananma xocra. Haznauenme GUA
IPv6. Tpu ¢uara cooOennii RA.

9.2.2. O630p SLAAC. Bximouenne SLAAC. Tonpko metoq SLAAC. Coobmenust RS ICMPv6.
Xoct mporecc Ans co3gaHus uaeHTtudukatopa untepgeiica. ObHapyxeHne nyOIupyroImXcs
anpecos (DAD).

9.2.3. Illaru padotst DHCPv6. DHCPv6 Ge3 coxpaHeHusi coctosiHus. BritoueHue nmpoTokosna
DHCPv6 6e3 coxpanenusi coctosHusi Ha unHtepdeiice. Pabora DHCPv6 ¢ orcnexuBanuem
cocrosHus. Bximrouenne DHCPv6 ¢ moanepxkoii coctosiHus Ha uHTepdeiice.

9.2.4. Poomm mapmpyruszaropa DHCPv6. Hacrpoiika mapmpyru3atopa B kadectBe DHCPv6-
cepBepa 0e3 oTcnexxuBaHus coctosiHMA. Hacrtpoiika mapmipyrusaropa B kauectBe DHCPv6-
KJIIMEHTa 0€3 OTCIIeKMBAaHMS cOCTOsHUA. HacTpolika mapmipyTuh3aTopa B KauecTBE cepBepa
DHCPv6 ¢ orcnexuBanueM coctosHus. Kondurypauus knuenra DHCPv6 ¢ coxpanenuem
cocrosiHus. Komannper nposepku DHCPv6 cepepa. Hactpoiika mapuipyTuszaropa B KadecTBe
arenra perpanciasinnn DHCPv6. IIposepka arenra perpancisiunn DHCPv6.

9.3. llpunuunsl padorsl FHRP.

9.3.1. IIpotokon pesepBupoBanus mneporo mnepexona (FHRP). Orpanuuenus nutosa mo
yMmoi4aHuio. PesepBupoBaHue MapuipyTu3aTopoB. JleMcTBHUSI MpH MEPEKIIOUYEHUH B CIy4yae
oTKa3a mapupyrusaropa. Bapuanter FHRP.

9.3.2. O6mwme cBenenus o nporokoie HSRP. [Mpuoputer u mpuopuretHoe BeiTecHeHne HSRP.
Cocrosanus u taiimepsl HSRP.

Tema 10. be3onacHocTh HA ypoBHe 2 u 0e3onacHoctb WLAN

10.1. IpuHuMnbI obecneyeHus: 6€30MACHOCTH CeTH.



10.1.1. Be3omnacHOCTh OKOHEUHBIX YCTpoHcTB. CeTeBble aTakH CErofHs. YCTpPOWCTBA CETEBOM
0e30macHOCTH. 3aluTa OKOHEUHBIX YCTPOUCTB. YcTporcTBo Cisco sl 3alUThl AJIEKTPOHHON
MOYTHL. Y CTpOICTBO Jytst 3amuThl BeO-Tpaduka Cisco Web Security Appliance.

10.1.2. Kontponp nocryma. AyTeHTHUKaNus ¢ JOoKadbHbIM mapojieM. Kommonentsl AAA.
Ayrentuduxanus. ABropuzanus. Yuer. 802.1X.

10.1.3. Yrpo3sl OGe3omacHOCTH Ha ypoBHE 2. YsA3BUMOCTH Ha ypoBHe 2. Kareropum artak Ha
KOMMYTaTOpbl. T€XHOJIOIMY HEUTpAIN3alUU aTaK Ha KOMMYTALMIO.

10.1.4. Araka Ha Tabiuiry MAC-aapecoB. O030p paboThl KOMMYyTaTOpa. ATaka IMepernoJTHCHUEM
Ha Tabiuiy MAC-anpecos. [IpotuBozeiicTBue atakam Ha Tadnumsl CAM.

10.1.5. Araku Ha mokansHyi0 cetb. VLAN u DHCP-araku. Araka VLAN Hopping. Araka c
nBoiineiM TerupoBanueM (Double-Tagging) VLAN. CooGmenuss DHCP. Ataku, cBsizaHHBIE C
DHCP. ARP-araku, STP-ataku u CDP-30nmupoBanue. ARP ataku. ATtaka ¢ moameHou aapeca.
Artaka STP. Pa3BensiBatenbnas ataka CDP.

10.2. HacTpoiika napaMeTpoB 6€30MaCHOCTH KOMMYTAaTOpa.

10.2.1. OGecnieuenne 6€30MaCHOCTH MOPTOB. 3alIUTa HEUCIIOIB3YeMbIX TOPTOB. HelTpanu3arus
atak Tabmuubel MAC-aapecoB. Bxitouenue 3amuthl moptoB. Orpanndenue u nzydyenne MAC-
azipecoB. Y crapeBaHue 0€30macHOCTH NopTa. Pexxumsbl Hapymenus Oe3omacHocty nopra. [lopt B
cocrossnuu  error-disabled. I[IpoBepka QyHkuuu Oe3omacHocTH MOPTOB. Peanmsarus
0€30MacHOCTH MOpTa.

10.2.2. OtpaxkeHue atak Ha BUpPTyaJdbHBIE JOKalbHble ceTu. O630p atak VLAN. Illaru, yToOsl
HelTpanm3oBath araku VLAN Hopping.

10.2.3. Otpaxenune atak yepe3 DHCP. O630p atak DHCP. OtcnexuBanne DHCP-coobuienuii.
laru no peanmmzanuu DHCP Snooping. Ilpumep nactpoiiku DHCP Snooping.

10.2.4. Otpaxkenue atak yepe3 ARP. [lunamuyeckuii ananuz ARP. PykoBoJACTBO 10 BHEAPEHUIO
DAL ITpumep kondurypamuu DAL

10.2.5. Otpaxenune atak uepe3 STP. PortFast u BPDU Guard. Hactpoiika PortFast. HacTtpoiika
BPDU Guard.

10.3. OcnoBHble nousitust WLAN.

10.3.1. BBenenue B TEXHOJOTUM OECHpOBOJHON cBsi3u. [IpemmyiecTBa O€CIIPOBOIHON CBSI3H.
Tunsl O6ecripoBoaHbIX ceTeil. becpoBoanbie TexHonoruu. Cranmaptel 8§02.11. PagnodyacToTsr.
Opranuzanuu no cTaHAapTH3aLUU OECIIPOBOAHBIX CETEH.

10.3.2. Cocrapnsromue WLAN. becripoBogHbie ceTeBbie aganTephl. JloManHuii 6ecpoBoIHOM
MapuipyTuzarop. becipoBognsie Touku noctymna. Kareropuun AP. AHTEHHBI 111 OECTIPOBOIHBIX
YCTPOMCTB.

10.3.3. I[IpuHIUTIEI pabOTHI OECTIPOBOIHOM JIOKATBHON CETH. PeKUMBI TOMIOJIOTHH OECTIPOBOIHOM
ceru 802.11. BSS u ESS. Crpykrypa kagpa 802.11. CSMA/CA. Accouunanus 6ecripoBOIHBIX
KJIMEHTOB U TOYEK jJocTyna. [[acCUBHBIN 1 aKTUBHBIN PEKUM OOHAPYKEHUS.

10.3.4. Beenenne B CAPWAP. Paznenennas MAC-apxutektypa. Illudposanune DTLS.
FlexConnect AP.

10.3.5. VYmnpaBienune kaHamamu. Hacelmenne uacToTHOoro kaHana. BpiOop kanana.
[TnanupoBaHue pa3BepThIBaHUS OECIPOBOIHON CETH.

10.3.6. VYrpo3sl i OecpoBOJHBIX JIOKANbHBIX ceTeil. O030p OezomacHOCTH OecrnpoBOIHOMN
ceTu. ATaku THUna «0oTKa3 B oocmyxxkuBanun» (DoS-araku). BpegoHocHbIE TOUKH TOCTyMa. ATaka
C IIEPEXBATOM.

10.3.7. be3omacHocTh OecTIpOBOAHBIX JOKaMbHBIX ceTeil. Cokpritue SSID u dpunbTpanus MAC-
aapecoB. 802.11 OpuruHagpHble METOJIbl ayTeHTH(PHUKAIMU. MeToapl ayTeHTH(PHUKAIUU
COTJIACOBAHHOTO KJItoUa. AyTeHTU(HKAIUSA JOMAIIHEro Mojib3oBaTens. Meroabl mudppoBaHus.
AyTeHTH(UKAIMA HA KOPIIOpaTUBHOM ypoBHE. WPA3.

10.4. HacTpoiika 6eclipOBOIHBIX CeTel.

10.4.1. becnpoBoaHoii Mapuipytuszarop. Bxon Ha OecripoBoanoi Mapiipytuzatop. bazopas
HacTpoiika cet. ba3zoBas HacTpoiika 6ectipoBoHOM ceTu. HacTpoiika GecripoBOIHOM sYEHCTON
cetu. NAT nns IPv4. T'apantupoBanHOe KauecTBO oOcaykuBanus. [lepeHarnpaBneHe mopToB.



10.4.2. Kondurypauus bazoBoro WLAN c koHTpoiuiepoM OecnpoBogHON ceTH. Tomomorus
WLC. IIpocmoTtp Bceit mHbopMamu 0 Toukax goctyna. Pacmmpennsie HacTpoiiku. Hactpoiika
WLAN.

10.4.3. Konduryparus WPA2 Enterprise WLAN ¢ konTposuiepom 6ecripoBosiHoi cetn. SNMP
u RADIUS. Hacrpoiika undopmanuu o cepsepe SNMP. Hacrpoiika unpopmaium o ceppepe
RADIUS. Hactpoiika VLAN nis HoBoit WLAN. Tononorus ¢ agpecanueir VLAN. HacTtpoiika
HoBoro nHTepdetica. Hacrpoiika o6mactu DHCP. Kondurypauus WPA2 Enterprise WLAN.
10.4.4. CriocoObI MOMCKa M YCTpaHEHUsSI HEIMOJIAJIOK ¢ OSCIPOBOIHBIMH CeTsIMU. HeBO3MOXKHO
HOJKJIIOUYNTh OeCrpoBOIHON KIHMEeHT. Ilouck W ycTpaHeHue HEMONIaJAOK B Clydyae MeEJICHHOU
pabotsl ceTr. OGHOBIIEHNE MUKPOIIPOrPaMMHOI0 00eCIIeYeHusl.

Tema 11. Konnenuusi MapmpyTH3anum 1 KoHpurypanus

11.1. IpyHIUNBI MAPIIPYTU3AMH.

11.1.1. Onpenenenne mnyru. JIBe ¢yaknun wmapmpyrtuzatopa. llpumep  QyHKImiA
Mmapuipytusaropa. Jlydmuii myts - parouuii camoe AnuMHHOE coBnajaeHue. Ilpumep Haumboinee
JUIMHHOTO cOOTBeTCTBUSA anpeca [Pv4. IIpumep nHanbosiee JIMHHOTO COOTBETCTBUS azapeca [Pvo.
[TocTpoenue TabaMLIbl MAPIIPYTU3ALIHH.

11.1.2. IIpouecc npuHATHS pelIeHUs O nepeaapecanuu nakeroB. CKBO3Has IepechbuIKa aKETOB.
MexaHn3MBbl IEPECHUIKH [TaKETOB.

11.1.3. Tabnuna IP-mapmpyruszanuu. HWerounuk wmapuipyra. [lpuHnunsl — Tabauisl
MapuIpyTU3aluy. 3anucu TaOauIbl MaplipyTusanuuu. Hampsmyro NOAKIIOYEHHBIE CETH.
Cratuueckue wmapuipytsl. CraTuueckue Mapumipytel B Tabnuue [P-mapupyruzanuu.
JluHaMuyeckue MpOTOKOJIbI MapuipyTuzauuu. JluHamuueckue Mapuipytel B Tabaune IP-
Mapupytuzauud. Mapuipyt no ymosyanutro. CTpykTypa Tabmuubl Mapuipytuszauuu [Pv4.
CrpykTypa Tabnuisl Mapmpytusanuu [Pv6. ATMUHUCTPaTUBHOE PAacCTOSTHUE.

11.1.4. Craruueckas U IMHaMUYeCKasi MaplIpyTU3aLysl. DBOJIIOLMS IPOTOKOJIOB JUHAMUYECKOM
Mapupyruzauud. [IpuHIUNB IMHAMUYECKUMX MPOTOKOJIOB Mapupyrusauuu. ONTuMalbHbII
nyTh. Pacnipenenenne Harpy3ku.

11.2. Craruyeckas IP-mapmpyTuszanus.

11.2.1. Tunser cratnyeckux wmapmpytoB. [lapamerpbl cnenyromero nepexoxa. Komanna
cratnueckoro mapupyra IPv4. Komanga crarnueckoro mapmpyra IPv6. Tononorus asoiiHoro
creka. [Pv4 Hawanpnuble Tabmuuel wmapmpytusanuu. [Pv6  Hauanpable  TaOnuibl
MapLIpyTHU3aLUH.

11.2.2. Crarnueckuii mapuipyt IPv4 ¢ ncnonp3oBanuem cieayromero nepexoaa. CTaTHUECKHA
mapupyT IPv6 ¢ ucnonp3oBanueM craenyromero nepexona. Cratuueckuit mapmpyt IPv4 c
npsiMbIM nogkIroueHueM. Ctatnueckuit Mmapuipyt IPv6 ¢ npsmeim noaximtouenuem. IlomHocTbio
onpeneneHHelii IPv4 cratmyeckuit mapumpyt. IlomHocTeio ompeneneHHelid [Pv6 cratmyeckuit
Mapupyt. [IpoBepka craTuyeckoro Mapuipyra.

11.2.3. Cratuueckuil MmapmpyT no ymonuyaHuio. Hacrpoiika craTuuyeckoro mapuipyra mo
ymondanuio. [IpoBepka cTaTHueckoro MapipyTa o yMOoJI4aHHUIo.

11.2.4. TInaBaromue craTudyeckue MapmpyThl. HacTpoiika miaBaronmx cCTaTH4eCKUX MapIpyToB
[Pv4 u IPv6. [IpoBepka miaBaroIero CTaTHueckoro Mapiipyra.

11.2.5. Hacrtpoiika cTaTHYECKHMX MapIIPyTOB XOCTOB. ABTOMATHYECKH YCTaHABIMBAacMble
JIOKaJIbHbIE MapHIpyThl XocToB. Crartmueckuil y3ioBod MmapuipyT. Hacrpolika craTmdeckux
MapupyToB XocToB. lIpoBepka craTMueckux MapumipyToB XocToB. HacTpoiika cTaTHdeckoro
IPV6-mapmpyTa y371a ¢ moMoIIbio JoKaJIbHOTO ajpeca kanana (LLA) crnemyromero nepexosa.
11.3. Mouck M ycTpaHeHHE HEMOJAJAOK, CBA3AHHBIX CO CTATHYECKMMH MAPLIPYTAaMHU H
MapUIPYyTaAMH 110 YMOJIYAHUIO.

11.3.1. O6paboTKa MaKeToOB C HUCIOIH30BAHUEM CTATUIECKIX MapIIPYTOB.

11.3.2. Tlouck m ycrtpaHeHHe TpoOIeM C KOH(PHUTypamueld CTaTHIecKuX MapuipyTtoB IPv4 u
MapupytoB IPv4 no ymomuanuio. M3meHeHusa B cetn. HacTo MCHOJIB3yeMbIE KOMaHMABI JUIS
MOKCKA U YCTPAHEHUS HETOoMal0K. Y CTpaHeHHe MTPOOJIeM COeIMHEHUSI.



5. O0pa3oBaTe/ibHbIe TEXHOJIOTHMH, B TOM 4YHcJIe TEXHOJIOTHH IJIEKTPOHHOIO O0y4eHUsl H
AUCTAHIMOHHBIE 00pa3oBaTeibHbIE TEXHOJIOTHMHU, HCHOJb3yeMble MPHU OCYIIEeCTBICHUH
00pa3oBaTeIbLHOIO Mpolecca Mo IUCIUNIHHE

B npouiecce 00yueHust HCMOMB3YIOTCS CleAyone 00pa3oBaTeNbHbIe TEXHOIOTHH:

AkaneMuyeckasi JJeKIus ¢ 3JIeMEHTaAMH JIeKIMHU-0ecebl — II0CIIE10BAaTEILHOE
W3JI0KEHUE MaTepuaia, OCylIECTBIsIEMOE IPEUMYIIECTBEHHO B BUJIE€ MOHOJIOTA IIPENOIAaBATEIIS.
DneMeHThl JIeKIMu-Oecenbl 00eCneunBalOT KOHTAKT TpenojaBaresst ¢ ayIuTopuei, 4YTo
MO3BOJIIET TMPUBJIEKATh BHUMAHUE CTYIEHTOB K HauOojiee BaKHBIM TeMaM JUCLMILIUHBL,
AaKTUBHO BOBJIEKAaTh HUX B YYEOHBII IPOLIECC, KOHTPOJIMPOBATH TEMI H3JIOKEHUS Y4EOHOTO
MaTepuaia B 3aBUCUMOCTH OT YPOBHS €r0 BOCIIPUSATHUSA.

IIpakTHYeckoe 3aHATHE — 3aHATUE, MTOCBALIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUH M
HAaBBIKOB I10 3aKPETUICHUIO TIOJYY€HHBIX Ha JICKIUU 3HAHUM.

KoncynbTanum — Buj y4eOHBIX 3aHATUH, SBISIONUNCS OMHOH U3 (GOpPM KOHTPOJIS
CaMOCTOSITeNIbHOM ~ paboThl  CTyAeHTOB. Ha KoOHCynmpTamusix MO Mpock0e CTYIEHTOB
paccmarpuBaroTcs HauOoJsiee CIOXKHBIE MOMEHTBHI IpU OCBOEHMM Marepuallia JUCLUIUIMHBI,
MpenoiaBarelib OTBEYAaeT Ha BOIPOCHI CTYIEHTOB, KOTOpPbIE BO3HUKAIOT Y HUX B IIpoLecce
CaMOCTOSITENIbHOM paOOThI.

JlabopaTopHasi paboTa — opranuzanus yueOHoi paboThI ¢ pealbHBIMU MaTepUaTbHBIMU
¥ WHGOPMAIMOHHBIMA O0OBEKTaMH, JKCIIEPHUMEHTAIbHAS PadoTa ¢ aHAJIOTOBBIMH MOJEISIMU
peabHbIX 00BEKTOB.

6. IlepeueHb JIMIIEH3MOHHOT0 M (MJIHM) CBOOOJHO PACHPOCTPAHSIEMOr0 MNPOrPaAaMMHOIO
ol0ecreyeHusi, HMCNOJb3YyeMOr0 IPH OCYLICCTBJICHHHM O00pPa30BATEJBHOIO Ipolecca Io
AUCHHILIMHE

B mpomecce ocymecTBieHHs ~00pa3oBaTENBHOIO  Tpolecca MO  AUCHUIUIAHE
UCTIOJIb3YIOTCS:

st GOPMHUPOBAHUS MATEPHAJIOB ISl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MTPOBEICHUS
NPOMEXYTOYHOH aTTeCTalnu, Ui JOPMUPOBAHUS METOANIECKUX MATEPUAIIOB O AUCIHILIHHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (moctynen 6ecruiaTao uist yuactHukoB [Iporpammer CeteBoit

Axanemuu Cisco);

- Cisco SDM (moctynen OecriaTtHO Ay yuyacTHUKOB [Iporpammer CeteBoil AkagemMuun

Cisco);

- Cisco Network Assistant (moctymnen OecruiatHo Juist yuacTHUKOB [Iporpammbr CeteBoit

Axanemuu Cisco);

- Cisco Configuration Professional (moctymnen GecruiatHo ajisi yuacTHUKOB [Tporpammbl

CereBoit Akagemun Cisco);

- Google Chrome (freeware).

7. IlepeyeHb COBpeMEeHHBIX MNPO(PeCCHOHAJBHBIX 0a3 JaHHBIX W HH(POPMANMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX IIPH OCYLIECTBJICHUH 00Pa30BaTEJBLHOI0 MpoLecca 1mo
AUCHHILINHE (PHU He00X0AMMOCTH)

B mnmponecce OCYHICCTBJICHUA O6p&30BaTCHLHOFO nmpomoecca 1o OAUCHUIIIIMHE
HCIIOJIB3YIOTCA:



- ABTOMaTu3upoBaHHas 6ubimoreyHo-uHpopmanuonnas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHO-0nOIMoTeuHas cucrema «Opait» https://urait.ru

- DnekTpoHHO-0nbOaMoTeuHas cuctema «Koncynbrant CTyneHTa
https://www.studentlibrary.ru/

- DiekTpoHHO-0MbaHOTeUHas cuctema «Jlanby http://e.lanbook.com/

8. [lepeyeHb OCHOBHOI ¥  [ONOJHHUTEJbHOH Yy4eOHOW JMTepaTypbl, PpecypcoB
HH(OPMANMOHHO-TEJIEKOMMYHUKANIUOHHON ceTH «HMHTepHeT» (IPH HEOOXOAMMOCTH),
PeKOMEeHIyeMbIX /1JIs1 0CBOEHHS 1M CHUIITHHbI

a) OCHOBHAsI JIUTEpPaTypa
1. Onmudep B. I'. KomnbiorepHble ceTu: NMPUHIMIBI, TEXHOJIOTHH, MPOTOKOJIBL.: y4del.
nocobue amst By3oB. / B. I'. Omudep, H. A. Onudep; M-Bo obpazoBanus u Hayku PO - 3-
e uz . - CII6.: ITutep, 2009. - 957 c.
2. YuebHOo-Meronndeckoe nocobue B LMS NetAcad. Pexum nmocryma: cBOOOAHBIN st
y4yactHuKOB [Iporpammer CeteBoit Akagemun Cisco (https://www.netacad.com/)

0) 10MOJIHUTEJIbHAS JUTepaTypa
1. Onudep B. I'., Onudep H. A. OcHoBbl cereii nepenauu aaHHbX. - MockBa: HOY
"UHTYUT", 2016. https://www.studentlibrary.ru/ru/doc/intuit_225-SCN0000/000.html
2. IlpockypsikoB, A. B. Kommbiorepusie ceT. OCHOBBI MOCTPOCHHS KOMITBIOTEPHBIX
ceTell M TeJIeKOMMYHHKaIMii : yueObnoe mocodue / [IpockypsikoB A. B. - PoctoB 0//] :
Uzn-Bo FODY, 2018. - 201 c. - ISBN 978-5-9275-2792-2. - Tekcr : anekTpoHHbIi // IBC
"KoncymnpTant crynenra" : [caiT]. - URL
https://www.studentlibrary.ru/book/ ISBN9785927527922 html
3. 3amsarmna, O. M.  BblUHCIUTENBHBIE CHCTEMBI, CETH M TEJICKOMMYHUKAIIUU.
MonenupoBanue cereii : yaeOnoe nocodue st By3os / O. M. 3amsartuna. — Mockasa :
NznarensctBo HOpaiit, 2023. — 167 ¢. — (Bricmee obpa3osanue). — ISBN 978-5-534-
16305-6. — TexkcT : anexTpoHHbINH // OOpa3zoBarenbHas miuatdopma FOpaiiT [calT]. —
URL.: https://urait.ru/bcode/530772

B) pecypchl cetu «MHTEpHET»
1. http://netacad.com
2. http://cisco.com
3. http://learningnetwork.cisco.com/

9. MatepunajibHO-TeXHHYecKasi 6a3a, HeoOXoAUMAs JIsl OCylIeCTBJIeHUsI 00pa30BaTeIbHOI0
npouecca no AMCUUILINHE

MarepuanbHo-TeXHUYECKas 0a3za, He0OXoauMast JJIs OCYIIECTBICHUS] 00pa30BaTEIHLHOTO
npoliecca 1o AUCIUIUIMHE BKII0YAET B CBOM COCTaB CHEIMAIbHbIE TOMEICHHS:

- yueOHbIe ayTUTOPHH ISl TIPOBENICHHSI 3aHATHH JIEKITMOHHOTO THIIA;

- yueOHbIe ayTUTOPHUHU ISl TPOBeIeHHs TabOpaTOPHBIX padoT;

- yueOHBbIE ayIUTOPUH AJIs1 IPOBEJACHUS MPAKTUYECKUX 3aHITHI (CEMHUHAPOB);

- yueOHbIe ayTUTOPHUHU ISl IPOBEICHHS TPYNIOBBIX U MHAWBUYAIbHBIX KOHCYIbTAIIUN;

-KOMIIBIOTEPHBIN Kilace, obopymoBanHbiii [I9BM kiacca we Hike Intel i5-7400 , 8gb

RAM, 1Tb HDD c ycraHoBineHHBIM HporpaMMHbIM oOecriedueHneM: Windows 7/8/10,

Linux, Packet Tracer 8.0 (u moBee), Cisco SDM, Cisco Network Assistant, Cisco

Configuration Professional. 13 pacuera ogua [I9BM Ha onHoro yenoseka.

- yueOHbIE ayIUTOPHH JUIA TPOBEACHUS TEKYIIErOo KOHTPOJS H IMPOMEKYTOYHOM

aTTecTalllu;


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://urait.ru/
https://www.studentlibrary.ru/
http://e.lanbook.com/
https://www.netacad.com/
https://www.studentlibrary.ru/ru/doc/intuit_225-SCN0000/000.html
https://www.studentlibrary.ru/book/ISBN9785927527922.html
https://urait.ru/bcode/530772

- IOMEICHUS IS CAMOCTOSITEIbHON paboTHI;

- IOMEIIEHUs JUI1 XpaHEeHUuss M NPOPUIAKTHYECKOTO OOCIYKMBaHHUS TEXHHUYECKHX

CPEICTB O0yUYeHUsl.

[Tomemienust i1 caMOCTOSITENBHON pabOThl OOYYArOMIMXCS OCHAIEHBI KOMIBIOTEPHON
TEXHUKOW C BO3MOXKHOCTBIO MOJKIIIOUEHUsI K ceTn «MHTepHeT» W obecreueHrueM JO0CTyna K
3JICKTPOHHOM MH(OPMaIIMOHHO-00pa3oBaTenbHOM cpene SApl'Y.

ABTOp:

AccucrteHt kadeapbl HEJTMHEHHON TUHAMUKA O.E. buzun



npoepamme smyasayuu cemu « Cisco Packet Tracer (Oocmynen 6ecniamuo 0/ y4aCMHUKO8
Ipocpammor Cemesoii Axaoemuu Cisco)» )

IIpunoxkenne Ne 1 k paGoueii mporpaMme M CHMIIIMHBI
«KomnbloTepHbie ceTw»

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH

U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB
o AUCIHUILINHE

1. TunosBble KOHTPOJIbHBIC 3aIaHUA U HHBIC MaTEepHUaJibl,

HCII0JIB3YEMBIEC B IIPOLECCE TEKYIIEIN0 KOHTPOJIA YCIIEBAEMOCTH

IIpumep 3axannii 11 CAMOCTOSITEIbHON NPAKTHYECKOH padoThI
(3aoanus pasmewaromes 6 DVK «Komnvromepnole cemuy ¢ LMS Moodle u evinoansiomes 6

Bo epems svinonnenus pabomer cmyoenm modrcem udemn C80u Npocpecc 8 NPOYEeHMHOM

coomuowernuu. borvuiuncmeo pa60m COI’ZpOSOOfCOClIOWZC}Z Memoou4ecKumu mamepuailamu.

Hemnu:

- Pa3zpaboTtka cxemsl [P-agpecaniuu VLSM ¢ yuetom TpeOoBaHUI.

- Hactpolika agpecanuu Ha CETEBBIX YCTPOMCTBAX U y3Jax.
- [IpoBepka IP-miogkIroueHus.

- [louck u ycTpaHeHue HEMoJIaI0K MOAKIHOYEHUS

Tabnuua agpecauum

YcTtpolicTeo

Wutepdeiic

IP-appec

Macka nogcetn

Wntwe3 no
YMOMHaHAI0

G0/0

G0

S0/0/0

GO

Gon

S0/0/0

VLAN 1

VLAN 1

VLAN 1

VLAN 1

NIC

NIC

NIC

NIC

Uenun

B a7os nabopaTopun BLl paspaboTaeTe cxemy agpecaumn VLSM c yueTom cetesoro agpeca v Tpebosanui k
yany. Bel ByfeTe HaCTpausaTs aApecaunit Ha MaplIpyTUIaTOpaX, KOMMYTATOpax W yanax cetu

« PazpaboTka cxemul IP-agpecaunn VLSM ¢ yuetom TpeGosannii.

e« HacTpoiika agpecaunm Ha CeTeBkIX YCTPOHCTBAEX M y3nax.

s Mpoeepra IP-nogknioyeHua

MoKCK W ycTpaHeHMe HEMONAA0K NOAKNKYEHUA

Henn:

CO3,Z[8.TB 3alMUIICHHOC MaruCTpajibHOC COCAUHCHUC

14 Hosts

21 Hosis

Tema: PazpaboTka u peanuzanus cxembl aapecanuu VLSM
(nposepra cpopmuposannocmu I[1K-10)

Tema: Konpurypauus 6e30nacHOCTH KOMMYTaTOpa

(nposepra cpopmuposannocmu I[1K-18)

Cosaare Vlan’sl cornmacHo npepoctaBiacHHo# Tadbmuie VIan’os.

HaCTpOI/ITB 0€30IMacHOCTh HCHUCIIOJIb3YCMBIX ITOPTOB KOMMYTATOpa

19 Hosts

32 Hosts

—J

"
PS-101-87



ObecneunTh 0€30MaCHOCTH TOPTOB
Bxmtounts orcnexnBanue DHCP
Hactpouts Rapid PVST, PortFast u BPDU Guard.

Tabnuua VLAN

KommyTatop }—\"T_T\? Wma VLAN UnenctBo B nopTy Cetb
SW-1 10 AguvHucTpatop F0/1, F0i2 192.165.10.0/24 trunk /ﬁ

trunk
20 Mpogaxu FO/10 192.168.20.0/24 Gon \
- SW-1 G0/1
99 “Ynpasnesue F0/24 192.168.99.0/24 SW-2

FaDf24 trunk FaD/24
100 CoBcTBeHHsIn G0/, GO/2 Het g_ - el _L
Bee Gos2 GO/2
999 BlackHole HEHCTONL3yemele Het
SW-2 10 AgmuHncTpatop FO/1, FO/22 192.168.10.0/24 /’aﬂl"\ FEA Fa0i10 / Fa0/1 \ Fa0/2 Fa0/10
20 MNpoaaku FO/0 192.168.20.0/24 / \
99 Ynpasnexue F0/24 192.168.99.0/24 g g g \g
—_—.

100 CobcTBeHHEIR Het Het —‘ ' —‘ 4 r___ e s

Bce
999 BlackHole HEWCTONL3yenEle Nong

IIpaBuiia uHTEpHpeTALIUN PE3YJbTATOB BbINOJHEHHS CAMOCTOSTEIbHON MPAKTUYECKOI
paboThI:

HpaKTI/I‘leCKaﬂ paﬁoTa CYHUTAETCHA BbINOJHEHHOH (3aC‘{I/ITBIBaeT0ﬂ), CCJIn JOCTUTHYTBI BCEC
IIOCTABJICHHBIC LICJIN.

IIpumep TecTa 1J1s1 cCaMONIPOBEPKHU
(Tect mpoBoautcsi B DYK «Komnbiorepusbie cetu» B LMS NetAcad)

B Tecte npencrasiieHsl 3a1aHus Ha IPOBEPKY 3HaHMI 110 TeMe «ba3oBas koHpHUTyparus
KOMMYTaTOpa U OKOHEYHOT'0 YCTpoucTBay. B Tecte mo kax10il Teme B cpeiHeM 15 BOmpocos.

KosinuecTBO MONBITOK BBITIOJIHEHUS] HE OTPAHUYEHO.

Bpems Ha mpoxokaeHue Tecta He OrpaHuYEeHO.

Htoru npoxox1eHus TeCTa HE OLIEHUBAKOTCS.

Bomnpocel Tecra:

Bompoc 1. Kakoe yTBepkieHHE BEPHO ISl UCTIONHAEMOTO (haiijia KOHQUTypali Ha YCTPOUCTBE
Cisco 10S?

1) Ero crieayeT yaaauTh ¢ OMOIIBI0 KOMaH/IbI erase running-config;

2) OH aBTOMAaTHYECKU COXPAHAETCS MPHU Mepe3arpy3Ke MapupyTHu3aropa. ;

3) Oto BhuseT Ha paboOTy YCTPOUCTBA Cpa3y MOCIE U3MEHECHHUS;

4) On xpanutcst B NVRAM.

Bompoc 2. Kakue aBa yIBepKIeHHSA 0 moyb30BaTelbckoM pexkuMe EXEC Bepurpl? (BriOepure
JIBa BapHUaHTA.)

1) Hoctyn k pexumy rio0aibHONW KOHPUTYpALlUU MOXKHO MOJYYUTH C MOMOIIBI0 KOMAaHJbI
enable;

2) B 9TOM peKMMeE MOKHO HACTpauBaTh UHTEPQEICH M MPOTOKOIBI MapIIPYTH3ATOPA;

3) TOTBKO HEKOTOPHIE ACMEKTHl KOH(HUTypaluy MapHipyTH3aTopa AOCTYITHBI IS MPOCMOTpa B
3TOM PEXUME;

4) MOCTYMHBI BCE KOMaH 1Bl MapIIPyTH3aTOPA;

5) KOMaHJIHas CTPOKa YCTPOMCTBA B 3TOM PEKUME 3aKaHUYUBAETCS CUMBOJIOM <.

Bomnpoc 3 Kakoii TUn A0CTyIa 3aldIleH Ha Mapupyruzarope uau kommyrarope Cisco ¢
oMol enable secret komanip1?

1) BupryajibHble TEPMUHAIIBL;

2) [Topt AUX;




3) IIpuBmiieruposanusiii pexxum EXEC;
4) KoHcobHas THHHMS.

Bomnpoc 4 Kakoil uHTepdelic gpageTca narepdericom SVI mo yMoa4aHHI0O HA KOMMYTAaTOPE
Cisco?

1) VLANLI;

2) VLAN99;

3) VLAN100;

4) VLAN999;

Bompoc 5 Kakux Tpex mpaBujl CISAYCT NPUACPKUBATHCI IMPU HACTPOMKE MMEHHU y3Jia Uepes
KOMAaHJIHVIO CTPOKY Ha ycTpoiictBax Cisco? (BribepuTe Tpy BapHaHTa.)

1) uMms y371a JOJIKHO COCTOSITH TOJIBKO U3 CTPOYHBIX CHMBOJIOB;

2) UMsl y3J1a JJOJDKHO 3aBEpIIaThCs CIEIUaIbHBIM CHMBOJIOM;

3) ums y371a He TOJDKHO COIEPIKATh MPOOEIIOB;

4) uMs y31a TOJDKHO HAaYMHATHCS C OYKBBI,

5) uMs y371a I0JKHO COCTOSITh MEHbLIE, YeM U3 64 CUMBOJIOB.

Bonpoc 6 B yem Ha3HaueHue 000JI0YKHM ONEPALMOHHON CUCTEMBI?

1) obecnieunBaet paboTy CHEMATM3UPOBAHHBIX CEPBUCOB MEKCETEBOT0 IKPAHA;
2) B3aMMO/ICHCTBYET C allllapaTHbIMU CPEJCTBAMH YCTPOMCTRA,

3) o0ecrnieurBaeT B3aMMOCHCTBHE MEX Y TOJIb30BATENIAMU U SAPOM;

4) obecrieunBaeT pabOTy CEPBUCOB 3aIUTHI OT BTOPIKCHHS.

Bonpoc 7 Ha wMapuipyrusarope ¢ pabouyei OnepalMOHHOM CHCTEMOM uMeeTcs  (aiin
KoH(purypanun, coxpaneHdslii B NVRAM. B daiine koHGUIypallMd €CTh CEKPETHBIM I1apojb
HNPUBHJICTHPOBAHHOTO PEKHUMA, HO HET mapoiis KoHcoau. Kornma mMaplipyTuzaTop 3arpy3uTcs,
KaKoil Ha HEM OyaeT pexuM?

1) pesxxuM r1100aNIbHONM KOHPHUTYpaLNK;

2) npuBnierupoBanHblii pexum EXEC;

3) nonw3oBatenbekuil pexum EXEC;

4) peXxUM HACTPOUKHU.

Bomnpoc 8 Anmunuctparop Toabko uto u3Mmenun [P-anpec nntepdeiica Ha yerpoiicrse 10S. Yto
el11e HY)KHO cJielaTh, YTOObl IPUMEHUTD ITH U3MEHEHHUSI K YCTPOUCTBY?

1) Cxonupyiite nadopmanuio B aiine KoHPUrypauu 3amnycka B padbouyro KOH(UTypaIuio;

2) Ilepe3arpy3ute ycTpOWCTBO M BBEIUTE YE€S HpHU MOSBICHUM 3alpoca Ha COXPAaHEHHE
KOH(UTypaluu;

3) Huuero He Hano aenate. M3MeHeHus B KoHQUrypauuu Ha ycrpoiictse IOS BeTymarot B cuiy,
KaK TOJIbKO KOMaH/1a HabpaHa NMpaBWJIbHO U HaXkaTa KiaBuiua Enter;

4) CxonupyiiTe TEKyIy0 KOH(UTYpalHio B (ailsl 3arpy304HOi KOHPUTypaLuu.

HpaBI/IJII)HbIe OTBETbI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETa OTBETa
1 3 5 3,4,5
2 3,5 6 3
3 3 7 3
4 1 8 3




CamocrosiTe/ibHbIe PA00THI B BH/I€ TECTOBBIX 3aIaHUIA.
Tectsl mpoBoasTcs B YK «Kommnbrorepusie cetn» B LMS NetAcad
B kaxom tecte B cpeareM 60 BOITPOCOB IO MPOMACHHBIM TeMaM (2-4).
KonnuecTBo monbITOK BEIIOHEHUS - 5. Bpems Ha nipoxoskienue tecta - 1,5 yaca.
[Ipu 3aBepieHNH TeCTa MOKA3bIBAIOTCS OMMUOKH (€CIIU €CTh) M KAKyI0 TeMY U pa3Jien
CMOTPETb, YTOOBI pa300paThCsi U UCIIPABUTH OMIMOKY. MITOru MpoxXoKeHHs TecTa
OIICHUBAIOTCSI.
(nposepra cihopmuposannocmu I[1K-10, [1K-18)

IIpumepbl BONpoOCoB:

1. Bo BpeMsi IJ1aHOBO# MPOBEPKH TEXHUK 00HAPYIKUJI, YTO IPOrPAMMHOe o0ecleveHne,
YCTAHOBJIEHHOE HA KOMIIbIOTEpe, TAifHO cOOMPAaJI0 JaHHbIE 0 BeO-caiiTax, KOTOpble
Nnocelaj Iy noJjb30BaTe/ M KomnbsoTepa. Kakomy Tumny yrpossl noaseprest 3ToT
KOMIbIOTEP?

- DoS-araka

- Kpaka JTUYHBIX JaHHBIX

- mmuoHckoe 110

- aTaka HyJE€BOTO JHS

2. Kakoii TepMHH OTHOCHTCS K CeTH, KOTOpasi odecrieunBaeT 0e30MacHbIH J0CTYN K
KOPIIOPATHUBHBIM O()HCaM JJIsl IOCTABIIMKOB, KJIHEHTOB H COTPYAHUKOB?

- NarepHer

- IHTPaHET

- OKCTpaHET

- pacIIMpEHHAsl CETh

3. Kpynnasi kopnopauust MOAH(UIMPOBAJIA CBOIO C€Th, YTOOBI I0JIb30BATEIN MOTJIN
MOJIy4aTh JOCTYI K CeTeBbIM pecypcaM €O CBOUX JMYHBIX HOYTOYKOB U cCMapT(OHOB.
Kakasi ceTeBasi TeHIeHIMS ONUCHIBAECT 3TO?

- 00JIauHbIE BHIYUCIICHUS

- OHJIATH-COTPYIHUYECTBO

- mpuHecH cBoe ycTpoiictBo (BYOD)

- BUJICOKOH(EPEHITUU

4. YTo TaKkoe HHTEPHET-NPoBaiinep?

- DTO OpraH o cTaHJapTU3aluU, KOTOPBIN pa3padaThiBaeT CTaHAAPTHI Kabesel U MPOBOJIKH
JUISL CETEM.

- DTO MPOTOKOJI, KOTOPBIN YCTaHABIIUBAET, KaK B3aUMOCHCTBYIOT KOMITBIOTEPHI B JTOKATHHOM
CETH.

- DTO opranu3aiusi, KOTopas Mo3BOJIIET OTACIbHBIM JIUIAM U TPEINPUATHIM MOAKITI0UATHCS K
HHurepHerTy.

- DTO ceTeBOe YCTPONCTBO, KOTOPOE coueTaeT B cede GyHKIIMOHATLHOCTh HECKOJIBKUX
Pa3IMYHBIX CETEBBIX YCTPOMCTB B OJIHOM.

5. Kakue 1Ba KpuTepusi NOMOTaOT BbIOPATH CeTeBOIl HOCUTEJb M3 PAa3JIMYHBIX CeTeBbIX
cpen? (BoiOepure nBa.)

- TUITIBI JAHHBIX, KOTOPBIE TOKHBI OBITH TPUOPUTETHBIMU

- CTOUMOCTBb KOHCYHBIX yCTpOﬁCTB, HCIIOJIB3YEMBIX B CETH

- paccTosiHUE, Ha KOTOPOE BHIOpaHHAs Cpeia MOXKET YCIENIHO MepeaaBaTh CUTHA

- KOJINYECTBO MPOMEKYTOUHBIX YCTPONCTB, YCTAHOBJICHHBIX B CETH

- cpena, B KOTOPOii OyJeT YCTaHOBIIEH BRIOPAHHBIN HOCUTENb



6. ConocTaBbTe Ka:KIYI0 XapaKTEePUCTUKY € COOTBETCTBYIOIIMM THIIOM MOAKJIIOYEHHS K
HNurtepnery. (He Bce BApHAHTHI HCIIOJIb3YIOTCS.)

HE MOAXOAMT ANA NECUCTHIX 30H DSL

[NA NEpefja4y aHHbIX MCTIONb3YET KoakcuarbHbii kadenb

KaK NpaBune, UMEET HU3RYH) NPONYCKHYID COCOGHOCTL

noaknYeHne no TE‘J"\E‘CPOH HOIA NUHMIA
BbICOKOCKOPOCTHOE COEAVHEHNE NO TENEOHHOR NNHIN

0BbIYHO HCMONB3YET CXemy T1/ET unu T3/E3

CNyTHUKOBAA nepeaaya

KabenbHoe NoaKmoYeH1e

HDaBI/IJIa BBICTABJICHHS OLICHKH 110 PE3yJIbTaTaM CaMOCTOSTEILHOMI DaGOTBII

OreHka 1o pe3yapTaTaM caMOCTOSATEIbHONW PabOTHI CUMTASTCS B Oauiax 1mo CIeyoImeMy
NPUHIUITY: PABUJILHO BBITIOJTHEHHOE

- 3a7aHue ¢ 1 BapuanTom orBeTa — 1 6a;

- 3aJIaHME C MHOXKECTBEHHBIM BbIOOpOM — 2 Oajuia, 1 Gajur - €Ciu TOJIBKO OJUH OTBET
BepHBIH, (0 0aJUIOB — €C/IM HEeT MPaBWIBHBIX OTBETOB WMJIM BBIOPAHO OOJIBIIIC BApUAHTOB, YEM
HEOOXOIMMO;

- 3a/1aHUE C COIIOCTaBIeHuEM — 2 Oaa.

[ToHOCTBIO HETIPABHIILHO BBINOJIHEHHOE 3a/1aHue — () 0aJlIoB.

B cpenneM, MakCMMaJIbHOE KOJMYECTBO OAUIOB IO UTOTaM CaMOCTOSATEIHHOU PabOThI —
100

HaOpanHoe konm4ecTBO OaJUIOB WHTEPIPETHUPYETCS B IMPOICHTHOE COOTHONICHHWE U
ounenuBaerca. Ot 70-100% - pabora 3acuntana, meHee 70% — paboTa He 3acuuTaHa (3HAHUS U
YMCHHSI Ha JJAHHOM 3Tare OCBOCHUS JUCITUIUIMHBI He COOPMUPOBAHEI).

2. Ciucok BONPOCOB M (WJIM) 3a/IaHMI /151 IPOBEAEHUs TPOMEKYTOYHON aTTecTalluu

Ha MoMeHT mpoBeAeHHs NPOMEXYTOYHOH aTTecTalMM AOJDKHO OBITh BBIIOJIHEHO U
3acuuTtaHo He MeHee 70% JomMalHuX pador.

IIpumepHBIe BONIPOCHI HTOTOBOI0 TeCTAa IS MOJy4YeHHus 3auéra:

1) Kakoii Tun cepBepa UCHOJIb3yeT TaKkue THIIBI 3anucei, kak A, NS, AAAA u MX, nas
Npea0CTABJICHUS YCIyr?

CepBep JTOMEHHBIX UMEH

ITouToBBIN cepBep

DaiiIoBbIN CEepBEP

Beb6-cepBep

2) Yo Takoe nponpueTapHbie NPOTOKOJIbI?

[IpoTokoisl, pa3paboTaHHBIC YACTHBIMUA OPTaHU3AIUAMH JIJIs1 PaOOTHI Ha 000PYIOBAHUH
JTr000T0 MOCTABIIHKA.

[TpoTOKOJIBI, KOTOPBIE MOTYT CBOOOTHO HUCIIOJIB30BATHCA 000N OpraHu3aluei nim
MOCTaBIIUKOM.

[IpoTokosl, pa3paboTaHHBIE OpTraHU3AIUSIMHI, KOTOPhIE KOHTPOJIUPYIOT X OTpEIeIeHUE 1
paborty.



Habop npoTokos0B, U3BECTHHIN Kak cTeK mpoTokoioB TCP/IP.

3) Kakyio komanay moxHo ucnoab3oBaTh Ha [IK ¢ Windows, uro6s1 yBugers IP-
KOH(UTrypauuio 3Toro KoMmmnsiorepa?

show ip interface brief

ping

show interfaces

ipconfig

4) IlocmoTpuTe Ha kKapTUHKY. IP-anpec uHTepdeiica Kakoro ycrpoicrsa cieayer
HCMO0Jb30BATH B Ka4eCTBEe HACTPOIKM L1032 10 YMOJIYaHHI0 15 xocta H1?

ISP )

S0/0/1

$0/0/0
$0/0/0

R1: S0/0/0
R2: S0/0/1
R1: G0/0

R2: S0/0/0

5) CereBoii axMuHHCTPATOP 100aBJIsIeT HOBYIO JIOKAJIBLHYIO ceTh B (pusiuas. Hoas
JIOKAJIbHAS CeTh J0JIKHA NMOAACPKUBATD 25 NMOAKJIIYECHHBIX ycTpoiicTB. KakoBa
HAHMeEHbIIAS ceTeBasi MACKa, KOTOPYIO ceTeBOii aIMUHUCTPATOP MOKET MCIO0JIb30BaTh
JJIs1 HOBOM ceTHn?

255.255.255.128

255.255.255.192

255.255.255.224

255.255.255.240

6) AAMMHHCTPATOP NBITAETCH HACTPOUTH KOMMYTATOP, HO MOJIY4YaeT coo01eHne 00
omuolKe, NOKa3aHHOE HA KapTuHKe. B yem npodaema?

Switchl> config t

A

% Invalid input detected at """ marker.

Heobxoa1Mo UCIIOIb30BaTh BCO KomMaHty configure terminal.

AJMUHUCTPATOP YK€ HAXOAUTCS B PeKUME TI100anbHONH KOHPUTYPALIUH.

[Ipexne yeM BBOAUTH KOMaHAY, aIMHUHUCTPATOP JIOJKEH BOMTH B PUBUIIETMPOBAHHBIN
pexum EXEC.

AJIMUHHUCTPATOP IOJHKEH MOAKIIOUUTHCS Yepe3 MOPT KOHCOJIU, YTOOBI OJTYUYUTh JOCTYII K
pexuMy Ti100a1bHON KOH(PUTYpaLUH.

7) Kakue A1Ba yrBep KJAeHHs ONMCHIBAIOT, KAK OLIECHMBAThH CXeMbI IIOTOKOB TpaguKa U
THIIBI CeTEeBOro Tpadguka ¢ NOMOIIbIO AHAJIU3ATOPa NPOTOKO0JI0B? (BbiOepuTe aBA.)



BrimonuuTe 3axBar Tpadguka B BEIXOAHBIE THU, KOTJa OOJIBITUHCTBO COTPYIHUKOB HE
paboTaroT.

BrimonHuTe 3axBat Tpaduka B 4achl MUKOBOW 3arpy3KH, YTOOBI MOJIYYUTh XOPOIIee
MpEJICTaBICHNUE O PA3IMYHbIX TUIIAX TpaduKa.

BrimonHuTe 3axBat Tpaguka TOJIBKO B TEX 00JaCTSIX CETH, KOTOPHIC MOJIYYAI0T OOJBIIYIO YacTh
TpaduKa, TAKUX KaK IIEHTp 00pabOTKU JaHHBIX.

BrinonnuTe 3axBat B pa3HbIX CETMEHTAX CETH.

BeimoauTe 3axBaT ToJbKO Tpaduka WAN, nmotomy uto Tpaduk B IHTEpHETE OTBEUaET 3a
HauOoIbIIMK 00BEM TpaduKa B CETH.

8) Kakoii Tl yrpo3sl 6€30nacHOCTH BO3HUKAET, €CJIM HAJACTPOIKA i padoThI ¢
3JIEKTPOHHBIMH TA0JMIIAMH OTKJII0YAET JIOKAJIbHBIH MPOrpaMMHBII Opanamayasp?
Gpyrdope

TPOSIHCKHI KOHB

DoS

nepenoyiHeHue oydepa

3ader Mo uroram 7/ ceMecTpa M3y4eHMs AUCLUIUIMHBI BBICTABISACTCS IPU BHIIOJHEHUU
CIEAYIOLIUX YCIOBUM:

1. JlomxHbI OBITH CIaHBI BCE JOMAIIIHUE 3a/1aHUS.

2. IlpoiineH UTOTOBBIA TeCT — C pe3ynabTaroM He MeHee 70% HaOpaHHBIX OaIOB OT
MaKCHUMaJIbHO BO3MOXHBIX O TECTY.

B Tecre B cpennem 60 BopocoB 1o Kypcy (HECKOIbKO BapUaHTOB (PMHAIBHOTO TECTA).
KonnuecTBo noneiTok BeinoaHeHus - 1. Bpems Ha npoxoskeHue recra - 1,5 gaca.

Onenka mo pe3ynbraraM (UHAIBHOIO TECTa CUUTAeTCsl B OalaXx IO CIEAYIOIEMY
MPUHIIMITY: PABUIHLHO BHIIOJHEHHOE

- 3a7aHue ¢ 1 BapuanTom orBeTa — 1 6as;

- 3aJlaHHe C MHOKECTBEHHBIM BbIOOpOM — 2 Gayta, 1 Gaymt - eciu TOJBKO OJUH OTBET
BepHbIH, 0 Oa/yIoB — €ciaM HET MpaBWJIbHBIX OTBETOB MJIM BbIOpaHO OOJbIIE BapHAHTOB, YEM
HEOOXOINMO;

- 33/1aHUE C CONOCTaBJIeHUEM — 2 Oaa.

ITomHOCTBIO HETIPaBUIILHO BBINOJHEHHOE 3a/1aHue — () 6asioB.

B cpenneM, MakcMMallbHOE KOJMYECTBO OAJUIOB IO UTOTraM CAMOCTOSITEIbHOM paboThl —
100

HabpanHoe konudecTBO OauIOB WHTEPNPETHUPYETCS B IMPOLIEHTHOE COOTHOUIEHHE U
ouenuBaerca. Ot 70-100% - omenka 3aureHo, MeHee 70% — OLIEHKAa «HEYJOBIETBOPUTEIBHO
(3HaHUS U YMEHUS HA JAHHOM 3Tare OCBOSHUS TUCIUTIIUHBI HE CHOPMHUPOBAHBI).

3. HpaBu.na BbICTABJICHHUA OLICHKHN HA 3K3aMCHE.

DK3aMeH COCTOUT U3 JBYX YacTeu.

1 yacTs:

BbinoJiHeHHe MPAKTHYECKO# padoThl HAa ceTeBOM odopynoBanuu Cisco.

Bce cereBble ycTpoiicTBa OBUIM  NpEABAPUTENBHO HACTPOEHBI €  BKIIIOYCHHEM
IpeHaMEPEHHBIX OIIUOOK, MPENATCTBYIOMIUX MApIIPYTU3allMM B CETH U HE OTBEYAIOIIHUX
TpeboBaHusIM Oe3omacHOCTH. 3ajada CTYJEHTa COCTOUT B TOM, 4YTOOBI OLEHHUTH CETbh,
OTpEeAeNUTh U UCTIPABUTh OLIMOKN KOH(PUTYypalluu JIsi BOCCTAHOBJICHUS MTOJIHOM CBSI3U.

CryneHTy npenocTaBiseTcs:

1) TIpenBapuTeabHO HACTPOSHHOE CETEBOE 0OOPYIOBAHUE CIICAYIOIICH TOMOIOTHH -



, e R1 u R2 — mapmpytuszaropsl, S1 u S2 — KOMMyTaTOpBHI.
2) Honomuuresnbhbie ceTeBbie kKabemn (UTP) u KOHCOIbHBIN Kabelb.
3) Tabnwuia aapecanuu.
4) Ornucanue TpeOOBaHU IS OLIEHKH.
HcnpaBuTh Bce mpeHaMEepEHHBIE OITMOKH U B TOM YHCIIE!
a) O0ecneunTh TOCTYITHOCTD YCTPOHCTB COTIACHO TAOJIHIIEC apecalun
0) Hactpouts Ge3omacHoe ynajieHHOE MOAKIIOYCHHE K CETEeBBIM ycTpoiicTBam (K 1
KOMMYyTaropy © | MapumpyTu3aTopy Ha BBIOOp CTYJCHTa) C HCIOJIb30BAHUEM
aCUMETPUYHBIX Kitoued mudpoBanust pHHONW 1024 6ut. JlocTyn nomkeH ObITh €O
Bcex I1K.
B) OGecnieunts Ge30macHOCTh 2-10 ypoBHs Mojenu OSI
r) Co3aarh pe3epBHBIC MAPIIPYTHI JIJIs TOBBINICHUS HAJICKHOCTH CETH.

PaGota cuntaercs BBIMOTHEHHOMN €CITU CTYACHT BBITIOJHUI Bce TPeOOBaHMUS.

BpemenHoe orpanrueHre Ha BBHITIOJHEHUE MPAKTUICCKOM paboThl — 60 MUHYT.

Bo Bpewmsi BhINONHEHUS pa3peliaeTcsl HCIOiIb30BaTh Y4eOHO-METOIMYECKOe ocoOue B
LMS NetAcad, a Tak)ke cOOCTBEHHBIE KOHCIIEKTEI.

[Ipu ycioBUM yCHENIHOTO BBIMOJHEHUS Pa0OTHI CTYIEHT MEPEXOIUT KO BTOPOH 4YacTU
JK3aMEHa.

2 4acTh:

HToroBblii TECT

B tecre npencraBneHsl 3a1aHNs Ha MPOBEPKY 3HAHUM MO Kypcy «KOMIBIOTEpPHBIE CETH.

B tecte B cpeanem 60 BOIpocos.

KonudecTBO MONBITOK BBIITOJTHEHHS - 1.

Bpewms Ha npoxoxenue tecta — 90 MUHYT.

IIpumeps! BOpocos:

1) YUro caesaer mapmpyrusarop R1 ¢ nakerom, umewmmum IPv6-aapec HazHaueHust
2001:db8:cafe:5::1?

R1# show ipv6 route
<output omitted>

8 ::/0 [1/0]

via Serial0/0/0, directly connected

C 2001:DB8:CAFE:1::/64 [0/0]

via GigabitEthernet0/1, directly connected
L 2001:DB8:CAFE:1::1/128 [0/0]

via GigabitEthernet0/1, receive

C 2001:DBB:CAFE:2::/64 [0/0]

via GigabitEthernet0/0, directly connected
L 2001:DB8:CAFE:2::1/128 [0/0]

via GigabitEthernet0/0, receive

C 2001:DBB:CAFE:3::/64 [0/0]

via Serial0/0/0, directly connected

L 2001:DBB:CAFE:3::1/128 [0/0]

via Serial0/0/0, receive

8 2001:DB8:CAFE:4::1/128 [1/0]

via Serial0/0/0, directly connected

L FF00::/8 [0/0]

via Null0, receive

nepecnath nakeT u3 GigabitEthernet0/0
OTOPOCHUTH TAKET



nepecnath naker u3 GigabitEthernet0/1
nepecnarh maket u3 Serial0/0/0

2) B nacrosimee Bpemsi mapuipytusatop R1 ucnoasdyer mapupyr EIGRP, nmonydeHnbrii
ot Branch2, nas nocryna k ceru 10.10.0.0/16. Kakoii niiaparommii cTaTH4eCKHil MapuipyT
co3aact pesepBHblii MapmpyT Kk cetn 10.10.0.0/16 na cayuaii, ecam cBsi3b Mexay R1 m

Branch?2 Beliiner u3 crposi?
209.165.200.224129

$0/0/0

10.11.0.0/16
209.165.201.0/29

10.10.0.0/16

IP-mapmipyT 10.10.0.0 255.255.0.0 Serial 0/0/0 100
IP-mapmpyt 10.10.0.0 255.255.0.0 209.165.200.226 100
IP-mapmpyT 10.10.0.0 255.255.0.0 209.165.200.225 100
IP-mapmpyT 10.10.0.0 255.255.0.0 209.165.200.225 50

3) Uro Heo0X0AMMO HACTPOHMTH /i 0€30MACHOI0 YIAJEHHOI0 I0CTYNa K CETEeBOMY
ycTpoiicTBy?

Hactpouts ACL u npumenuts ero k qunHusm VTY.
Hactpouts 802.1x.

Hactpouts SSH.

Hactpouts Telnet.

4) Kakoii meTo 0ecnipoBoIHOr0 IU(pPoOBaHUs caMblii 0e30MacHbIN?
WPAZ2 with AES

WPA2 with TKIP

WEP

WPA

5) Kakoil mpoTOKOJ WM TEXHOJOIMs OTKJIYaeT H30bITOYHBbIC MYTH AJIsI YyCTPAHEHMA
nerejb YPOBHsI 2?

VTP

STP

EtherChannel

DTP

6) Kakue cereBble aTaKu MOKHO NIPeI0TBPATUTh, BKJIIOYUB 3amuty BPDU?
MolieHHnYeCKNE KOMMYTATOPBI B CETH

Artaku nepenogHenus Tadmmmnsl CAM

[Tonmena MAC-anpeca

Momennnueckue DHCP-cepBepsl B cetn

7) Yto MoKeT ObITH OCHOBHOM NPUYUHOM, 10 KOTOPOHl 3JI0YMBILUUICHHUK MOKET HA4YaTh
ataxky ¢ nepenoiHenuem MAC-agpeca?
YTOOBI KOMMYTATOP IMEpecTal nepechliaTh Tpaduk



4TOOBI 3aKOHHBIE XOCTHI HE MOTJH oyduTh MAC-aapec
YTOOBI 3JI0YMBILIUIEHHUK MOT BUJIETh KaJpbl, IPEIHAa3HAYEHHbIE I APYIHX XOCTOB
4TOOBI 3I0YMBIIIICHHUK MOT BBIITOJHUTH TPOU3BOJILHBINA KOJI HA KOMMYTaTOpe

8) Kakoii MmeTo cMArYeHHs MOCJIEACTBUIA He MO3BOJMT MOLIEHHUYECKUM cepBepaM
NMPeA0CTABJSATH KJIMEHTAM JIOKHbIe apaMeTpbl KoHgurypauuu 1P?

oOecrieyeHrne 6€30MaCHOCTH MOPTOB

BKItOYeHue orcnexuBanuss DHCP

otkioueHrne CDP Ha rpaHnuHbIX opTax

peanu3anys 3alMThl IOPTOB HAa MOTPAHUYHBIX TOPTAX

IK3aMeHANMOHHAS OLlEeHKA BHICTABJISIETCH MO0 HTOraM TeCTa 10 MpaBUJIaM:

B ciydae HEBBINONHEHUS TPAKTHYECKOW paboThl (dacTh 1 5K3aMeHa) CTYISHTY
BBICTABJISICTCS OIIEHKA «HEYIOBJIECTBOPUTEIILHOY.

WToru mpoxoxaeHUs TECTa OIEHUBAIOTCS CICTYIOIIUM 00pa3oM:

- 3a7aHue ¢ 1 BapuanTom orBeTa — 1 6as;

- 33J]JaHUe C MHOXECTBCHHBIM BBIOOpOM — 2 Oayia, | Oaymn - eciiM TOJIbKO OJMH OTBET
BepHbI, 0 0a/UIOB — €ClM HeT MPaBUJIBLHBIX OTBETOB MJIM BBIOPAHO OOJIBIIIC BAapUAHTOB, YeEM
HEO0XO0INMO;

- 3a7jaHH€E C COIIOCTaBJIECHHEM — 2 Oallia.

[TosnHOCTBIO HEMPABUIILHO BHINOJIHEHHOE 3aaHue — 0 6aysioB.

B cpenneM, MmakcuMallbHOE KOJUYECTBO 0auIoB 1o utoram puHanmbpHOTrO Tecta — 100

HaOpanHoe komu4ecTBO OaJUIOB WHTEPIPETHUPYETCS B IMPOICHTHOE COOTHONICHHWE U
onenuBaerca. Ot 90-100% cooTBeTcTBYET O1leHKE «OTIUYHOY, 80-90% — oreHke «xoporoy, 70-
80% — oreHKE «yIOBJIETBOPUTEILHO», MeHee 70% — OlLleHKa «HEeYHIOBIECTBOPUTEIHLHOY (3HAHUS
Y YMEHUS Ha IaHHOM 3Tare OCBOSHUS NUCLUUIUIHMHBI He C(DOPMHUPOBAHbI).



IIpunoxkenne Ne 2 k paGoueii mporpaMme M CUMIIIMHBI
«KomnbloTepHbie ceTH»

MeToauuecKkue YKa3zaHusd NJisl CTYACHTOB 110 OCBOCHUIO JTUCHUTIJIMHBI

OcHoBHOU (OpMOH H3JI0KEHUS Y4eOHOro Marepuana no AucuuiuimHe «KoMmmbploTepHbie
CEeTH SIBIJIAIOTCS JICKIMU U IPAaKTHYECKHEe pabOThI, TPHYEM B IOCTATOYHO OOIBIIOM 00BeMe. DTO
CBSI3aHO C T€M, YTO B OCHOBE KOMITbIOTEPHBIX CEeTel JeKaT caMble COBPEMEHHBIE TEOPETUUECKHE
Y TIPaKTUYECKUE 3HAHUS M HaBBIKK. [10 BceM TeMaM mpenycMOTpeHbl IPAaKTHUECKHE 3aHATHS, Ha
KOTOPBIX MPOMCXOMUT 3aKpeIUIeHHE JIEKIIMOHHOTO MarepHuaja IyTeM MPUMEHEHHS ero K
KOHKPETHBIM 3a/1a4aM U 0TpabOTKa HaBBIKOB PAOOTHI C CETEBBIM 000PYIOBAHUEM.

JUist yCHemHoro OCBOSHUS TUCIUIUIMHBI OY€Hb BaKHO PEIICHHE JOCTATOYHO OOJIBIIOTro
KOJIMYECTBA TEOPETHYECKHUX M NMPAKTUYECKUX paldoT, KaK B ayJUTOPUH, TaK U CAMOCTOSATEIIFHO B
KadyecTBe JOMAIIHUX 3aaaHuil. llpumepsl pemeHust paboT pa3OuparoTcs Ha JIEKIHAX |
NPAaKTHYECKUX 3aHATHUAX, NMPH HEOOXOAMMOCTH MO Haubojee TPYAHBIM TeMaM IPOBOJSTCS
JIOTIOJTHUTEIIbHBIE KOHCYNbTali. OCHOBHAsI LIEJNb PEHICHUS TEOPETUYECKHX W IMPAKTHYECKUX
paboT — MOMOYb YCBOUTH (DyHAAMEHTAIBHBIC IOHATUS U OCHOBBI KOMITBIOTEPHBIX CETEH.

3amaHust U1 CaMOCTOSATEBHOTO peleHus] (OPMYIHUPYIOTCS Ha JICKIHUAX U MIPAKTHYECKIX
3aHATUAX. B KauecTBe 3aJaHuil U1 CaMOCTOSATENFHOM paboThI I0Ma CTYyASHTaM IpeJIaraloTcs
3aJ1a4u, aHAJIOTMYHbIE pa300paHHBIM Ha JIEKIUAX U MPAKTUYECKUX 3aHATUSAX WIH HEMHOTO OoJiee
CIIOJKHBIE, KOTOPBIE SBJISAIOTCS PE3yJIbTaTOM 00bEJMHEHHS HECKOJIbKHX 0a30BbIX 3aa4. [1omHbIit
CIIMCOK 3aJJaHUM JJI1 CaMOCTOSATENbHON pabOThI 10 TeMaM (pa3zenaMm) IMCHUIUIMHBI IPUBE/IEH B
OVK B LMS Moodle «Kommnbrorepusie cetu» u DYK B LMS NetAcad. Bonpockl, BO3HUKAIOIIHE
B IIpOIECCEe WM 0 MTOTaM PEUICHHs STHX 3aJad, MOKHO 3a/1aTh Ha KOHCYJbTALUAX WU B
dopyme (uare) B IYK B LMS Moodle.

Jlia camoCTOSITENbHOM pabOThI, B TOM YHKCJE U MOBTOpPA, pa300paHHOrO Ha JEKUUSAX U
NPaKTHYECKHUX 3aHATUAX MaTepuaia IepBOro CeMecTpa U3y4eHHsl TUCIUIUINHBI, PEKOMEHTyeTC s
UCIIOJIb30BaTh yueOHO-MeToandeckoe mocoone B LMS NetAcad. Matepuan Kaxaoro pasiena
BKJIIOYAET B ce0s M3JI0KEHHE TEOPETHMUECKOro MaTepuana 1o 3aJlaHHOH Teme, KOTOpBIH 3aTeM
WITIOCTPUPYETCST TOAPOOHBIM pEIIeHHEM THIWYHBIX 3a7ad. B 3akimroueHue KaKAoro pasierna
IPUBOJAATCS 3a7aHUs JJI1 CAMOCTOSITENIbHOTO PELICHHsI, OTBETHI K 3TUM 3a/IaHUSIM M YKa3aHUs 110
UX PEIICHHIO MTOKA3BIBAIOTCS TTOCIIE X BBITOIHEHHUS.

B KoHIle mepBoro cemectpa M3ydeHHs TUCIHMILIMHBI CTYAEHTHI CHIAIOT 3a4eT, B KOHIE
BCET0 Kypca — DK3aMeH. 3adeT 10 HWTOraM IIEPBOTO CEMECTpa BBICTABISIETCS IO HMTOTaM
(uHamBHOTO TecTa M MpakTHuYeckoi pabotsl B mporpamme Cisco Packet Tracer. Ha 3auere
NIPOBEPSIOTCSl 3HAHMSI, YMEHUS M HAaBBIKM CTYIEHTOB B pabOTe€ C OCHOBHBIMH KOMIIOHEHTaMH
KOMITbIOTEPHBIX CETEH, SIBJISIOUIMMUCS OCHOBHOH JUIsS TOCTPOEHHSI CeTeBOM MH(PPACTPYKTYpHI.

B KoHIIe BTOpOTo ceMecTpa M3y4eHHUs! TUCIHUIUIMHBI CTYICHTHI CAI0T dK3aMeH. DK3aMeH
NPUHUMAETCs B BUJIE TeCTa U MPAKTUYECKON paboThl Ha ceTeBoM oOopynoBanuu. [IpoBepstorcs
3HAHUS, TIONyYEHHBIE B XOJ€ TPOXOXKACHUS Kypca, HABBIKM W yMEHHs, NPUMEHSEMBIC IS
MOCTPOCHMs ceTH, obecrieueHus ee OecriepeOoiHOM paboThl M obecredeHus 06a30BOro ypOBHS
0e30MacHOCTH €€ padoTHhI.



