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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Ilenpt0  OCBOGHUS  AMCUUIUIMHBI  «/{OTONHUTENBHBIE  BOMPOCH  3AIUIIEHHOCTH
KOMITBIOTEPHBIX CHUCTEM» SIBJISIETCSI TEOpETUYECKasi W MPAaKTHYECKas MOATOTOBKA CHEIHAIUCTOB K
NeSITeIbHOCTH, CBS3aHHOW C TIOCTPOCHHUEM 3AIUIICHHBIX KOMITBIOTEPHBIX CHCTEM, a TaKKe
yriryOeHHOe N3ydeHHEe TIPUHIUIIOB K METO/I0B OCHOBHBIX BHJIOB aTakK M 3aIlUTHI OT HUX.

3ana4uu JUCUUIUIMHBIL

— U3y4YCHHE TUIOBBIX Yrpo3 0€30MacCHOCTH B KOMITBIOTEPHBIX CHCTEMAX;
— W3y4YeHUE KpUNTOrpadUuecKux H MPOrpaMMHO-ANMNApaTHBIX METOAOB OOeCredYeHus

MH(POPMAIMOHHOM 0€30MaCHOCTH B KOMIIBIOTEPHBIX CUCTEMAX;

— npuoOpeTeHne HaBBIKOB HACTPOUKHU M SKCIUTyaTalluu CPeACTB oOecrieueHus 0€3011acCHOCTH B

KOMITBIOTEPHBIX CHCTEMax;

— OBJIAJCHHE CPEACTBAMHU M METOJAMM BBISABICHHS W HEUTpaTU3al[MM MOIBITOK HAPYIICHUS
0€30MaCHOCTH B KOMITBIOTEPHBIX CHCTEMaX.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOIl POrpaMMbl

JlaHHas JMCLUUIUIMHA OTHOCHUTCS K BapUaTMBHOM YacTH M sBJsIeTCs (DaKkyJIbTaTUBHOMN
IVCIUTIIIINHOM.

Jlis OcBOEHMsI JaHHOW TUCHMITIMHON 00ydJaromuecs J0JKHBI BIa/leTh HaBbIKaMU pabOThI C
ONEPAlMOHHBIMU CHCTEMaMU M BBIYMCIUTEIbHBIMU CETSMH, 00Ja7aTh Oa30BbIMM HaBbIKaMU
IpOrpaMMHUPOBAHUs, 3HaTh OCHOBHBIE MTOJIXO/BI K 00ecreueHU0 HH(POPMAIMOHHONW 6€30I1aCHOCTH.

JUis yCHEemHOro OCBOEHMS JUCLMILIMHBI «JlOMONHUTEIbHBIE BOIPOCHI 3aLIUIIEHHOCTH
KOMITBIOTEPHBIX CUCTEM» €M JI0JIKHBI MPEILIECTBOBATD CIEAYIOUINE JUCLUIUIUHBL:

«Uupopmarukay,

«SI3BIKM IPOTPaMMUPOBAHUSY,

«OcHOBBI HH()OPMAIIMOHHOW OE30TaCHOCTHY,

«OnepaluoHHbIe CUCTEMBIY;

«3amura B ONepaMOHHbIX CUCTEMAX Y,

«CeTu M cucTeMbl nepeadun HHPOpMaLuny,

«Kpunrorpapuueckue METOIbI 3aIUTHI HHPOPMAIHH;

«KomnbroTepHbie ceTn».

3. [llnanupyemble pe3yabTaTbl 00y4eHHs MO AUCHHUIJINHE, COOTHECEHHbIE ¢ MIAHHUPYEMBIMH
pe3yJbTaTaMH OCBOCHHS 00pPa30BaTeIbHOI MPOrpaMMBbI

[Iponiecc u3ydeHus MUCLMILIMHBI HAIPaBJiIeH Ha (JOPMUPOBAHUE CIEAYIOUIMX KOMIETSHIUH
B cooTBeTcTBUU ¢ ®T'OC BO, OOII BO 1 npuoOpeTtenust cieayoumx 3HaH|uH, yMEHUH, HABBIKOB U
(unu) ombITa AESITENEHOCTHU:

®opmupyemasi KOMIeTEeH U Mepeuensn

(ko n popMyaMpOBKaA) IUIAHMPYEMBIX pPe3yJIbTATOB 00y4eHusl
IIpodeccnonanbHble KOMIETEHINH
K-1 3HaTth:
O6magaet cnocoOHOCTBHIO - coziep)KaHne POCCUIMCKHX M 3apyO0e)KHBIX HOPMATHBHBIX aKTOB B
OCYIIECTBIATH MOA00p, cdepe nHPOPMAITMOHHON 0E€30IIaCHOCTH.
u3y4yeHue u 00o0meHue YwMmers:
Hay9IHO-TEXHUYIECKON - OCYIIECTBIIATH ITOAOOD, U3YUCHHUE B 0000IIEHNE HAYIHO-
UHQOPMAITUH, METOJTUIECKIX TEXHUYECKOW NH(OpMAIHK, METOJIMUECKIX MAaTEPHAIIOB
MaTepHaJOB OTEUYECTBEHHOI'O M | OTEYECTBEHHOT'O U 3apyOeKHOI0 OIBITA 110 MpodiIeMaM
3apyOE’KHOTO OITBITA TI0 nH(pOpPMAITMOHHON O€30TIaCHOCTH.




npodIeMaM KOMITBIOTEPHOM
0€30I1aCHOCTH, a TaKKe
HOPMATHBHBIX MPABOBHIX aKTOB
B chepe mpodheccuoHanbHON
JICSITEIIbHOCTH

Baaners:
HaBbIKaMU MPUMEHEHHUSI OTEYECTBEHHOTO U 3apYOEKHOTO OMBITA JIJIS
penieHus npobaeM HHOOPMAITMOHHON 0€301aCHOCTH

IK-2

OO0magaeT CrIocoOOHOCTRIO
Y4acTBOBAaTh B TCOPETHUECKHUX U
IKCTIEPUMEHTAIILHBIX HAYYHO-
HCCIIEI0BATEIbCKUX PabOTax I10
OIIEHKE 3alUIIIEHHOCTH
uHGOPMAIIUH B KOMITBIOTEPHBIX
CUCTEMaX, COCTABIIATh HayJHbIE
OTYETHI, 0030pHI IO
pe3ysbTaTaM BBITOTHCHHUS
HCCIIeTOBaHUH

3HaTh:

- COJICpP’KaHUE M METOIbI IIPOBEICHHS TCOPETHUECKUX U
AKCIIEPUMEHTAIBHBIX, HAYYHO-HUCCIICIOBATEIILCKUX paboT B 00nacTu
nH(pOPMAITHOHHONW OE30TTaCHOCTH;

- (hOpMBI U CIOCOOBI COCTABIICHHSI HAYYHBIX OTYETOB, 0030POB 110
pe3yJibTaTaM HCCICIOBaHHM.

Ymersn:

- IUTAHUPOBATH U ITPOBOJUTH TCOPETHUECKHIE U IKCIICPUMCHTAIILHBIE,
Hay4JHO-MCCIIEJIOBATEIbCKUE PabOThl B 001acTH HH(POPMAITMOHHOM
0e30IacHOCTH;

- COCTaBJISATh HAYYHBIE OTUYETHI, 0030PbI IO PE3yNbTaTaM
HCCIIEAOBAHUM.

Baapers:

- HaBbIKaMH MMPOBCACHUA TCOPETUICCKUX U SKCIICPUMCHTAJILHBIX,
Hay4JHO-UCCIIEIOBATEIHCKUX PA0OT B 001aCTH HHPOPMAITMOHHON
0€30I1acHOCTH.

MK-3

Oo6magaer cnocoOHOCTEHIO
MPOBOJIUTh AHAH3
0e30MacHOCTH KOMITBIOTEPHBIX
CHCTEM Ha COOTBETCTBHE
OTEYECTBCHHBIM U 3apyOCIKHBIM
cTaHaapTaM B 00J1acTH
KOMITBIOTEPHOM 6e30macHoCTH

3uamo:

- coZiep)KaHNe OTEYECTBEHHBIX M 3apyOeKHBIX CTAHIAPTOB B 00JIACTH
KOMITHIOTEPHON 0€30TaCHOCTH;

- JIeTay aHaju3a 0e30MacHOCTH KOMITBIOTEPHBIX CHCTEM Ha
COOTBETCTBHE OTEUECTBEHHBIM H 3apyOCKHBIM CTaHIapTaM B 00JacTh
KOMITBIOTEPHOI 0€30IacHOCTH.

Ymemn:

- MPOBOJUTH aHaN3 0€30MACHOCTH KOMITBIOTEPHBIX CHCTEM Ha
COOTBETCTBHE OTEUECTBEHHBIM U 3apYOEKHBIM CTaHIApPTaM B 001acTH
KOMITBIOTEPHOI 0€30T1aCHOCTH.

Bnaoemu:

- HaBbIKaMH IIPOBCACHUSA aHaIn3a 6e3OHaCHOCTI/I KOMIIbIOTEPHBIX
CHUCTEM Ha COOTBETCTBHE OTEYECTBEHHBIM U 3apyOEKHBIM CTaHIAPTaM
B 00JIACTH KOMITLIOTEpPHOH 0€30MacHOCTH.

4. O0beM, CTPYKTYpPA U cojiep:KaHHe U CHUIIHHbI

061112151 TPYAOCMKOCTb JUCHUIIJIMHBI COCTABJISACT 2 3a4ETHBIX CAWHUIIL, 72 aKaa. 94aCoB.

Ne Tembl (pa3nenbl) Buap! yueOHbIX 3aHATHIA, DopMbI TEKYLLIETO
n/n AUCHHUIIMHBI, BKJIIOYasl CAMOCTOSITEILHYIO KOHTPOJIsI
HX cOJep:KaHue padoTy CTyAEHTOB, ycneBaeMoCTH
H UX TPYI0eMKOCTh
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Linux CaMOCTOSITETbHON
paboTHI
Kpunrorpadus u
P pag Orpoc 110 3aJaHusIM IS
KPUNITOAHAIA3 Ha TPAKTHKE. M
2 8 4 4 CaMOCTOSITEIbHON
ACnEeKThI MPaKTHYECKOTO
paboThI
PUMEHEHUS
Ormpoc 1o 3aJaHusM JJis
Creranorpadusi. ACITEKTHI P o A
3 8 4 4 CaMOCTOSATEIbHOM
MPaKTUIECKOTO IPUMCHEHHUS
paboTHI
®dopensuka. OCHOBBI
Ormpoc 1o 3aJaHusM JJis
pacciieioBaHus !
4 8 4 4 CaMOCTOSITEIbHON
KOMITBIOTEPHBIX
9 paboThI
NPECTYTUICHUH
Orpoc 110 3aJaHusM IS
Vs3BuMocTu web- p . A
5 . 8 4 4 CaMOCTOSATEIbHOMN
TPUITOKECHUH
paboTHI
HuskoypoBHeBOe Onpoc 1o 33AaHUsAM IS
6 |mporpammmpoBaHHE Ha 8 4 4 CaMOCTOSITEIILHOM
sI3bIKE accemOepa paboThI
Ornpoc 110 3a1aHusIM It
OcHOBBI 00paTHOTO P ! 5
7 8 4 4 CaMOCTOSTEITLHOM
WHXUHHUPUHTA
paboThI
Ormpoc 1o 3a7aHusIM JJis
8 |bunapHsIe ys3BUMOCTH 8 4 4 CaMOCTOSITEThHON
paboTHI
0,3 | 7,7 |3auer
HUTOI'o 32 0,3 | 39,7

Conep:xaHue pa3ieioB JHCHUTLIHHBI.

Tema Ne 1. OcnoBbl Linux

1.1. Ucropust BO3HUKHOBEHHS Linux.

1.2. Apxutektypa Linux.

1.3. Juctpubytussl Linux.

1.4. [IpueMbl IPaKTUYECKOTO UCIIOIB30BaHus Linux.

Tema Ne 2. Kpunrorpadusi m KpUNTOaHAIU3 Ha NPAKTHKe. ACHEKTbI NPAKTHYECKOIo
NPHUMeHEeHHA

2.1. OG30p ucropuu KpunTorpaduu.

2.2. OTeueCcTBEHHBIE KPUNITOAITOPUTMBI U UX KPUIITOAHAIIUS.

2.3. 3apy0OexHble KpUIITOAITOPUTMBI U UX KPUITOAHAIN3.

Tema Ne 3. Creranorpagus. AcneKTbl NPAKTHYECKOTr0 NPHMEHEHHA

3.1. OcHOBHBIE OHSTHSI CTEraHOrpauu.

3.2. Ucnonb30BaHue METOJOB cTeraHOrpaduu JUIsl CKPBITUS HH(DOpMaIUH.

3.3. [IpakTuueckue npuembl OOHapYKEHHs (PaKTOB UCIIOJIb30BAHUSI cTeraHorpaduu.
Tema Ne 4. ®opensuka. OCHOBBI pacciiel0BaHUsI KOMIIBIOTEPHBIX MPeCTYNJICHUMH
4.1. OcHOBHbIE MOHATUS HOPEHZUKH.

4.2. AHanu3 JamIioB ceTeBOro Tpauka ¢ UCMOIb30BaHUEM METO/I0B (POPEH3UKH.
4.3. Ananu3 1aMIoB NMaMATH C UCTIOJIb30BaHHUEM METO/I0B (DOPEH3UKH.

4.4. Ananu3 o0pa3oB KECTKHUX JTUCKOB C UCIOJIb30BAaHHEM METOI0B (POPEH3UKH.
Tema Ne 5. YsazsumocTu web-npuJjiosxkeHui

5.1. Tlonsarue web-npunoxenus. TUIUYHBIE APXUTEKTYPBI WED-TIPUITOKEHHS.

5.2. Knaccuduxkanus puckos web-npunoxenuit OWASP Top 10.

5.3. XSS-araku 1 MeTOIbI 3aIIUTEI OT HUX.

5.4. SQL-uHBEKINHA U METOBI 3aIUTHI OT HUX.



5.5. Ataka CSRF u MeTObI 3a1IUTEI OT HEE.

5.6. IlpakTyeckue MprueMbl 0€30IaCHOTO MPOrPAMMHPOBAHUS IIPU pa3paboTKe WED-TTPHIIOKCHHIA.
Tema Ne 6. HuskoypoBHeBoe NpOorpaMMHpOBaHHe Ha fI3bIKe acceMOJiepa

6.1. O630p apxXUTEKTYpbI KOMITbIOTEpa Ha Oa3e mporeccopa Intel.

6.2. OcHOBHBIC KOMaH/IbI sI3bIKa accemOepa.

6.3. HekoTopsie mpuemMbl IporpaMMUpPOBaHUsS Ha si3bIKe accemOIepa.

Tema Ne 7. OcHOBBI 00PATHOI0 HHKHHMPUHIA

7.1. CtaTnyeckui 1 TUHAMUYECKUI METObl AHAJIN3A MPOrPAMMHBIX PeaTu3alvil.

7.2. OcHOBBI IPUMEHEHHUS cTaTUYecKoro ananusa. {uzaccemomnep IDA.

7.3. OCHOBBI IPUMEHEHHS AMHaMUYeckoro aHanu3a. Oraamgunk Immunity Debugger.

7.4. Ananu3 Linux-npuioxxenuii. OCHOBBI paboThI ¢ oTinaguukom GDB.

Tema Ne 8. bunapHbie yI3BUMOCTH

8.1. Ysa3BumocTb nepenonHenus Oydepa u e€ skcruryaramms B Linux.

8.2. Vsa3BuMOCTh nepenonneHus 0ydepa u eé sxcruryaraus B Windows.

8.3. Ys3BUMOCTh (hOpMaTHOM CTPOKH. METO bl aBTOMATU3AIMH IKCILTyaTaIl[uu

8.4. IlonsTue mone3Hoi Harpysku (memi-koaa). Mcrmonp3oBanue moje3Hoi Harpy3ku Meterpreter
MIPH DKCIUTyaTallui OMHAPHBIX YSI3BUMOCTEH.

5. O0pa3oBareibHbIe TEXHOJOTHMH, B TOM YHCJe TEXHOJOTHH 3JIeKTPOHHOTO O0y4YeHHs] W
JAUCTAHIMOHHBbIE 00pa3oBaTe/IbHbIE TEXHOJOIMH, HCIOJb3yeMble NpPH OCYIIeCTBJIEHHH
00pa30BaTeJILHOIO MPoIecca Mo AUCIUIIHHE

B mpouecce O6y‘leHI/I${ HCITOJIB3YIOTCH CIICAYHOIIUC O6paBOBaTCJ'II>HbIe TCXHOJIOI'HMH
HpaKTI/l‘leCKOC 3aHATHE — 3aHATUC, TIOCBAIICHHOC OCBOCHHUIO KOHKPCTHBIX YMGHI/Iﬁ u
HAaBBIKOB U 3aKPCIICHUIO IMOJTYYCHHBIX HA JICKIIUA 3HAHUU.

6. [lepeueHb JIMIIEH3MOHHOT0 W (WJIHM) CBOOOJHO PACHPOCTPAHSAEMOIr0 IPOrPaAMMHOIO
o0ecreyeHusi, HCNOJB3YeMOI0 MPH OCYHIECTBJICHHH 00pa30BaTeIbHOr0 mpolecca Io
AUCHHUILIMHE

B nporuiecce ocymecTBiaeHus: 00pa3oBaTeIbHOrO MPOLIECca UCTIOIb3YIOTCS:
s (GOPMUPOBAHUS MATEPUANOB MM TEKYIIETO KOHTPOJSI yCIIEBAEMOCTH W TMPOBEACHUS
MIPOMEKYTOYHOM aTTECTAINH, U ((OPMHUPOBAHUS METOAMICCKHX MATCPHUAIIOB IO TUCITUTUIAHE:
— nporpammsl Microsoft Office;
— wuznarenbckas cucrtema LaTex;
— Adobe Acrobat Reader;
IIPY MPOBEICHUN IPAKTHUYECKUX 3aHATHI HCIIOIB3YETCs IPOrpaMMHOE 00eCIIeUCHIEe
— IDA (6ecrnnatHas Bepcus [10);
— Microsoft Debugging Tools (cBo6oaHo pacnpocTpansemoe [10);
— Virtual Box (GNU GPL v.2).
— GDB (GNU GPL v.2).
— BurpSuite (6ecrimatnas Bepcus 110);
— OpenSSL (cBobomHo pacnpoctpansemoe [10);
— Linux (GNU GPL v.3).

7. IlepeyeHb coBpeMeHHBIX MNpodecCHOHAIbHBIX 043 [JaHHBIX ¥ HH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX NPH OCYLIECTBJICHHH 00pa30BaTeJbLHOIO Ipouecca o
AUCHHIIMHE (MPU HEO0OX0IMMOCTH)



B nporiecce ocymiecTBiaeHust 00pa3zoBaTENIbHOTO MpoIecca Mo AUCIHUILUINHE UCTIOIb3YETCs:
- ABTomaTu3upoBaHHas oubmoredHo-uHpopMannonHas cucrema «kbYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHas oubnmnoreunas cucreMa «Jlanpy https://e.lanbook.com

- DnekrpoHHas OubnroTeunas cucrema «tOpaiir» https://urait.ru

- DnekTpoHHas OubnuoTeyHas cucreMa «KoHCYIbTaHT CTyIeHTa
https://www.studentlibrary.ru

8. [lepeyeHb  OCHOBHOW W  JONOJIHUTEJBLHOW  y4yeOHOHl  JMTepaTrypbl, pecypcoB
HHG(POPMANIMOHHO-TEJIEKOMMYHUKAUMOHHOI ceTu «UHTepHeT» (IpHM HEOOXOAUMOCTH),
PeKOMeH/IyeMbIX IJIs 0CBOEHUSI U CUMIIIMHBI

a) OCHOBHAS JIUTEepaTypa
1. H. A. Pynenkos, A. B. IIponerapckuii, E. B. Cmupnosa, A. M. CypoBos. TexHonoruu
3amuThl MHPOpMANMM B KOMITBIOTEPHBIX ceTsax - MockBa: HOY «MHTYUT», 2016.
https://www.studentlibrary.ru/ru/book/intuit_384.html
2. B.T". Omudep, H. A. Onudep. OcHoBsl ceteit nepenaun ganusix — M.: UHTYUT, 2016.
https://www.studentlibrary.ru/ru/book/intuit_225.html
3. Tanenbaym 3., boc X. CoBpemennsie onepannoHusie cucrembl. — CII6.: Tlurep, 2015
https://djvu.online/file/zth5abniKogqyK?ysclid=Irf001zbzg331352562

0) 1OMOJIHUTE/IbHASA JIUTEPATypa
1. Kacnepcku Kpuc @yH1aMEHTAIIbHbIE OCHOBBI XaKepcTBa. HckyccrBo
mu3accembnmupoBanus — M.: COJIOH-ITPECC, 2010.
https://www.studentlibrary.ru/ru/book/ISBN5934551752.html

B) pecypcbl cetH « UHTEpHeT) (IPH HEOOXOAUMOCTH)
1. http://www.kaspersky.ru/internet-security-center - HoBelimme JgaHHbIE 00 yrpo3ax
paboTel ¢ moakIOUeHHEeM K ceth HWHTepHeT poccuiickod kommnaHuu «JlabGoparopus
Kacniepckoro»:

9. MatepunajibHO-TeXHHYecKasi 6a3a, HeoOXoAUMAs JJIsl OCylLIeCTBJIeHUsI 00pa30BaTeIbHOI0
npouecca no AMCUUILINHE

MarepuanbHo-TeXHUYECKass 0a3a, HEOOXoauMmas sl OCYIIECTBIEHHUs 00pa30BaTEIbLHOTO
npoiiecca 1o AUCIUIIIMHE BKII0YAaeT B CBOM COCTAB CIIEIMabHbIE ITOMEILECHUS:
— y4eOHbBIE ayAUTOPUH U TPOBEACHUS TMPAKTUUYCCKUX 3aHATHH, OCHAIIEHHBIE CPEACTBAMHU
BBIYUCITUTEIIHONW TEXHUKH, C YCTAHOBJIEHHBIM IIPOTPAMMHBIM 00€CIICUCHUEM;
— ydeOHbIe ayAUTOPHUH [T IPOBEAECHUS TEKYILEro KOHTPOJISI U IPOMEXYTOYHON aTTeCcTallny;
— TOMEIIEHHs Ul CaMOCTOSTEIbHOM paboThI,
— TIOMEIIeHHsI JUIsl XpaHEHUs M NMPO(UIAKTHYECKOTO OOCITY)KMBaHUS TEXHUYECKUX CPEICTB
00yJeHwusI.
[Tomemienuss A CaMOCTOATENBHOW paOOThl OOYYAIOLIMXCS OCHAIEHbl KOMIBbIOTEPHOM
TEXHUKOH C BO3MOYKHOCTBIO TOAKIIOYEHHS K ceTH «VHTepHeT» M o0ecledeHneM JaocTymna K
AIIEKTPOHHOM HH(opMaIoHHO-00pa3oBaTensHOU cpese SAplY.

ABTOp(BI):

Houent kadenpsr KbuMMOMU, kang. ¢pusz.-mat. HayK AM. Mypun
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IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«/lonoJHNTEbHbIE BONPOCHI 3AIIMIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM))

MoH/1 OLIEHOYHBIX CPEICTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U NIPOMEKYTOYHOM aTTeCTAIMHN CTYAE€HTOB
N0 JUCIHUILIHHE

1. TunosBbie KOHTPOJIbHBIC 3a/I1aHUA U UHBIC MaTCPHAJIbI,
HCIIOJBb3YEMbIE B IIPOLIECCE TEKYIIET0 KOHTPOJIA YCIIEBACEMOCTH

3agaHus 1J19 CAMOCTOSITEIbHOM PpadoThI:
1. CamocTosATENbHO HAWTU B OTKPBITBIX MCTOYHHMKAX MPHUMEPHI YA3BUMOCTEH M SKCIUIOWTOB JUIS
sapa Linux.
2. CaMOCTOSITEIIHO HAMTH B OTKPBITHIX HCTOYHHKAX CAMBIE MOMYJISIPHBIC TUCTPUOYTHBEI Linux.
3. CaMOCTOSITETbHO HAMTH B OTKPBITHIX HCTOYHHUKAX YS3BUMOCTH Kpurnroanroputma AES.
4. CaMOCTOSITENIbHO HAMTU B OTKPBITHIX HCTOYHHUKAX YS3BUMOCTHU Kpunroaiaroputma DES.
5. CaMOCTOSTENBHO HAaliTU B OTKPBITHIX HCTOYHUKAX MPUMEPHI aTaK Ha OJIOYHbIE MH(PHI.
6. CaMocTOSITENbHO HAUTH B OTKPBITHIX UCTOYHUKAX aTaKu Ha Kpunrocucremy RSA.
7. CaMOCTOSITETPHO ~ HAaWTH B OTKPBHITBIX ~ WCTOYHHKAX  YTHJIUTHl  JUIS  TIPUMEHEHUS
cTeraHorpaMuecKux MeTOJI0B IPU CKPBITUHM HH(POPMALIMHU B 3BYKOBBIX (ailnax.
8. CaMOCTOSTENPHO HANTH B OTKPBITHIX MCTOYHUKAX OMHCAHUE CTETAaHOTPa(pUUECKOro auropuTMa
LSB.
9. CamocTOSTENBHO, TIOCIE 3HAKOMCTBA C Y4YEeOHOW JHMTEpaTypod, OOBSACHUTH Ha3HAYCHUE,
apXHUTEKTYPY W MPHUHIUIBI paboThl GpeiiMmBopka Volatility.
10. CamocTosITENBHO, TMMOCIE 3HAKOMCTBA C Y4E€OHOH JHTEpaTypoil, OOBSICHUTE CYTh MPOTOKOJA
ayrentudukanuu Kerberos.
11. CamocTOSTENHHO, TOCIIE 3HAKOMCTBA C Y4EOHOU JTUTEPATypOld, OOBSICHUTE MPUHLIUIBI PAOOTHI
IPSEC.
12. CamocTOSTENIEHO, TIOCIIE 3HAKOMCTBA C YYEeOHOW JIMTEpPaTypoi, MPOBETUTE CPABHCHHE
OTEYECTBEHHBIX U 3apyOeKHbBIX AITOPUTMOB IIU(PPOBAHHUS.
13. CamocTosITEeNHHO, IMOCIIE 3HAKOMCTBA C YU4E€OHOU TUTEepaTypoid, 00BSICHUTE IPUHIIUITEI PAOOTHI
npotokosia HTTP.
14. CamocrosTenbHO, OCIe 3HAKOMCTBA C Y4EOHOMN TUTEpaTypoi, IPUBEIUTE IPUMEPDI
ysi3BUMOCTel Oubnmotexu OpenSSL.
15. CamocrosTenbHO, MMOCIE 3HAKOMCTBAa C Y4YeOHOW JMTepaTrypoil, OOBSCHUTE, B YE€M CYTb
0CcOOEHHOCTEH MPUMEHEHHsI MEeTOI0B (POPEH3UKH NPH pacciel0BaHUN NPECTYIUICHUH.
16. CamocTosITENTHHO, TOCIE 3HAKOMCTBA C Yy4eOHOH JHUTEeparypoi, OOBSCHUTE, B YEeM CYTb
ocobeHHocTel MeTo10B «obxoma» WAF.
17. CamocrosiTenbHO, MOCIE 3HAKOMCTBAa C Y4YeOHOW JMTEpaTrypoil, OoOBSCHUTE, B YE€M CYTb
0COOCHHOCTEH OOHApPYKEHUs yI3BUMOCTeH niepenonHenus oydpepa B Windows-npuioxxeHusX.
18. CamocTosTENHHO, IMOCIE 3HAKOMCTBA C Y4eOHOH nHUTEparypold, OOBSCHUTE, B YEeM CYTb
0CcOOCHHOCTEH 00HAPYKEHUS YSI3BUMOCTEH nepenonHenus oydepa B LINUX-pHIoKEHHSIX.
19. CamocTosTensHO, Mmocie 3HAKOMCTBA C YIeOHOH JTUTEepaTypoid, 0OBICHUTE, B YeM IOCTOMHCTBA
U HEJOCTaTKU COBPEMEHHBIX 3alIUT OT HKCIUTyaTallud OMHApHBIX YysA3BUMOCTEH, Takux Kak DEP,
ASLR, Stack Cookie.
20. CamoCTOSITENNFHO, TIOCIIE 3HAKOMCTBA C Y4eOHOM JHMTEeparypoil, OOBSCHUTE, B YEM CYTb
0COOEHHOCTEH CTaTUYECKOro aHaIN3a UCTIOIHIEMbIX (PailyioB.
21. CaMOCTOSITENIbHO, TIOCIIE 3HAKOMCTBA C Y4eOHOH JHMTepaTypol, OOBACHUTE, B YeM CYTh
0COOEHHOCTEHN AMHAMUYECKOTO aHaIN3a UCTIONHIEMBIX (DaityioB.
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CamocToATeNnbHO, TOCIEe 3HAKOMCTBA C Y4YeOHOW IMTepaTypoil, OOBSICHHUTE, B YEeM CYTh

HEpEIIEHHBIX BOIIPOCOB 00eCIeYeHrst O€30MacHOCTH WED-TIpruIoKeHHH.

IlepeyeHb BOPOCOB /ISl NPAKTUYECKUX 3aHATHIA:

1. YcTaHOBKa M HACTPOWKa ONepalMOHHON cucTeMbl Linux.

2. JIuneiinpiii kpunroananu3 mmdpa DES.

3. Ucnonp3oBanue yruiuThl Stegsolve.

4. Ucnons3oBanue ¢ppeiimopka Volatility.

5. Dkcruyatanust SQL-UHBEKIIUN B ySA3BUMOM CaiTe.

6. Hamcanue mnporpamMMbl i MOJCIMPOBAaHUS pabOThl KOHEYHOTO aBTOMaTa Ha S3bIKE
acceMmoOuepa.

7. Pesepcunr oxonnoro Windows-npunoskenust Ha ocHoBe TexHojoruu MFC.

8. DkcruTyaTanus KiiacCu4eckoro nepernoiiHenus Oydepa B yszsumom Windows-npusiokeHuH.

CoNoA~WNE
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2. Cnucok BONPOCOB K IK3aMeHY:

Hcropust Bo3HHKHOBEHHS Linux.

Apxutektypa Linux.

Huctpubytussl Linux.

[Tprembl IPaKTUYECKOTO MCIIONIb30BaHMs Linux.

0O0630p ucTopuu Kpunrorpapuu.

OTtedecTBEHHbIE KPUIITOAITOPUTMBI U X KPUIITOAHAIIN3.
3apy0OeKHble KPUIITOAITOPUTMBI M UX KPUIITOAHAIIH3.

OcHOBHbIE IOHATHS CTEraHOTrpapuu.

Vcnonb30BaHue METO0B cTeraHorpaduu JUisi CKphITUS MH(DOpMAIUH.

. IlpakTudeckue npuemMsl 0OHapy)eHUs (PaKTOB UCIOIB30BAHUS CTETAaHOTPA(HH.
. OcHOBHBIE NOHATHS (POPEH3UKH.

. AHanM3 1aMIIOB CETEBOTO TpaduKa ¢ UCTIOIB30BaHUEM METOOB (DOPEH3UKH.

. AHanIM3 1aMIOB MAMSTH C UCIIOJIB30BaHUEM METO/10B (POPEH3UKH.

. AHanmu3 00pa30B KECTKUX JUCKOB C UCIIOJIb30BAaHUEM METO/I0B (DOPEHBHKHU.

. Ilonsitne web-npunoxenus. TUNMUHbIE apXUTEKTYpbl Web-TipunoxeHuil.

. Kinaccugukarms puckos web-npunoxenuit OWASP Top 10.

. XSS-araku 1 METO/IbI 3aIUTHI OT HUX.

. SQL-MHBEKIIUU U METO/IbI 3aIUTHI OT HUX.

. Ataka CSRF u meToap! 3alUThI OT HEE.

. [IpakTryeckue nmpremMbl 0€30MaCHOTO MPOrPaAMMHUPOBAHHS TIPU pa3paboTke Web-npuoxeHui.
. O630p apxXUTEKTYpbl KOMIIbIOTEPA Ha Oa3e mporeccopa Intel.

. OcHOBHBIE KOMaH/IbI SI3bIKa acceMOuiepa.

. HexoTopsle mpuemsl NporpaMMHUpOBaHMs Ha sI3bIKe acceMouiepa.

. Cratnueckuii 1 TMHAMUYECKUN METO/IbI aHAIN3a MTPOTPAMMHBIX PeaTM3aIlUi.

. OCHOBBI IPUMEHEHHUs CTaTU4ecKOro aHanuza. J{uzaccembnep IDA.

. OcHOBBI MpUMEHEHUS AUHAMUYEeCKOTo aHanu3a. Otinaaunk Immunity Debugger.
. Anamu3 Linux-nipunoxxenuii. OcHOBBI paboTsl ¢ oTiiaguukom GDB.

. Ys3BUMOCTH TiepenoyiHeHus 0ydepa u e€ sxcrutyatauus B Linux.

. YSI3BUMOCTH nepenonHeHus Oydepa u e€ sxcrutyaranus B Windows.

. Ys13BUMOCTh (pOopMaTHOU CTPOKU. MeTo/ bl aBTOMATHU3alMH SKCILTyaTal[iH.

. IlonsiTve none3Hoil Harpysku (memui-kona). Mcnonb3oBaHue mosne3Hoi Harpysku Meterpreter

IIPU SKCIITyaTalluu OMHAPHBIX YS3BUMOCTEH.

3. HpaBnna BbICTABJICHUA OLICHKHA HA 3K3aMCHE.



B mpomecce 3adera TpeOyercss OTBETHTh Ha OJWH M3 NPUBEACHHBIX BbIIIE BOmpocoB. Ha
IIOATOTOBKY K OTBETY JIa€TCsl HE MEHee | akaieMU4ecKoro yaca.

Ilo uroram 3aueTa BBICTABISAETCS OJHA U3 OLIEHOK: «3aYTEHO», «HE 3aUTEHO.

Ounenka «3a4TeHO» BBICTABISIETCA CTYACHTY, KOTOPBIM JEMOHCTPHUPYET BIAJCHUE
COIepKaHWEM MaTephaja ¢ TMOHATHWHBIM  anmapaToM MPHKJIAAHOH  MH(POPMAIMOHHOU
0€30I1aCHOCTH; YMEET CBSI3bIBaTh TEOPHUIO C MIPAKTUKOH. B 0TBeTe MOryT AOIYCKaThCsl OT/AEIbHbIE
HETOYHOCTH (HECYIIECTBEHHbIE OIIMOKHU), KOTOPBIE HCIPABISAIOTCS CaMUM CTYJIEHTOM IIOCIIE
JIONIOJIHUTEbHBIX U (MJIM) YTOUYHSIOIIMX BOIIPOCOB 5K3aMeHaropa. Ha wacTe AONOJHHUTENBHBIX
BOIIPOCOB CTYZI€HT MOJKET HE J1aTh OTBET WJIM JaTh HEBEPHBIA OTBET.

Ouenka «He 3a4TeH0» BBICTaBISETCS CTYIAEHTY, KOTOPBIM IEMOHCTPUPYET pPa3pO3HEHHbIE,
OeccucTeMHbIe 3HAHUS; OECTIOPSIOYHO M HEYBEPEHHO H3JIaraeT MaTepuall; He yMEET BBLACIATH
[JIABHOE M BTOPOCTEIIEHHOE, HE YMEET COCOUHATh TEOPETUYECKUE IIOJOKEHUS C IPAKTHKOU;
JIOMyCKaeT TpyOble OmMOKM TpHU ONpEeNeIeHUU TOHATHHA, BCIEJACTBHE HEMOHUMAHUS UX
CYIIECTBCHHBIX M HECYILECTBEHHBIX IPU3HAKOB M CBSA3EH; JAaeT HEIOJIHBIE OTBETHI, JIOTMKA U
IIOCJIEI0BATEIbHOCTD  U3JIOKEHHUS KOTOPBIX HMMEIOT CYLIECTBEHHbIE M  IPUHLUIHUAIbHbBIE
HapylIeHHs, B OTBETaX OTCYTCTBYIOT BbIBOZABI. JIOIOJHUTENIBHBIE M YTOYHSIOLIME BOIPOCHI
9K3aMEHAaTOpa HE NPUBOASAT K KOPPEKUMU OTBETOB CTyAeHTa. Ha OCHOBHYIO 4acTh
JIOTIOJTHUTEIIbHBIX BOIIPOCOB CTYAECHT 3aTPyIHAETCS AATh OTBET MJIU 1a€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeH0» BBICTABISETCS TAKXKE CTYAEHTY, KOTOPBIM B35 AK3aMEHALMOHHBIN
OuieT, HO OTKAa3aJCs 1aTh Ha HEro OTBET.



IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«/lonoJIHNTE/IbHBIE BONPOCHI 3AIIMIIEHHOCTH KOMIIBIOTEPHBIX CHCTEM))

MeToauuyecKue YKa3aHuA IJI CTYACHTOB 110 OCBOCHHUIO JTHCIUIIJINHBI

dopMoit U3T0KEeHUS YueOHOTro MaTepuala Mo AUCHUIUIMHE «JlOMOTHUTENbHBIE BOIIPOCHI
3aLUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM» SIBIISIOTCS MPAKTUYECKUE 3aHATUS. DTO CBSI3aHO C TEM,
YTO JIaHHAs JAUCHUIUIMHA HaXOJUTCS Ha CTBIKE MEXIy AUCHUIUIMHAMU «OnepairoHHbIe
CUCTEMBI» U «3alluTa B ONEPAIMOHHBIX CUCTEMaX» B YAaCTH allapaTHOro 00ecrevyeHus 3alIuThl
BBIYMCIIUTENBHBIX IPOLIECCOB M MCIOJIb30BAaHUS IMAaMSITH, METOJOB XpaHEHUS JaHHBIX, U
JUCIUIINHON «OCHOBBI TOCTPOEHHUS 3alUIICHHBIX 0a3 AaHHBIX». KpoMe Toro, oueBUIHO, YTO
JaHHBIE O METOJ1aX oOecreueHus: 0€30MaCHOCTH IOCTOSTHHO COBEPILIEHCTBYIOTCSL.

JUis  ycrmemHoro OCBOGHHUS JAMCHUUIUIMHBI BaXHO YIUIYOJIEHHOE CaMOCTOSITENbHOE
U3Y4YEHHUE €€ pa3JelioB, B TOM 4MCJE BBIIOJHEHUE JOMalIHMX 3ajaHuil. OcHOBHas 1EJb
CaMOCTOSITENIbHBIX Pa0OT — MOMOYb HE TOJILKO YCBOUTH TEOPETUYECKUE OCHOBHI U IIPAKTUYECKUE
METO/IbI 3aIIUTHI B ONEPAIMOHHBIX CHCTEMaX, HO U Pa3BUTh CBOM YMEHHS U HABBIKH IO TIOJHBIX
U CHCTEMHBIX.

Jlnst TpoBEpKM M KOHTPOJS YCBOCHHUS MaTepuaya, MPUOOPETEHHBIX MPAKTHYECKUX
HABBIKOB B TEUYEHHE OOYUYECHMsS MPOBOJATCS MEPONPUSATHS TEKYyIIEH aTTecTallud B BUAE psAla
CaMOCTOSITENIbHBIX pa0OT B JIOMAIIHUX YCJIOBUSAX. BapuaHThl 3a1aHuil BBIIAIOTCS y4YalIUMCsl Ha
MEPBOM 3aHATUU MO Kaxaoi wuzydaemod Tteme. OneHka U OOCYXIEHUE BBITOIHEHHBIX
CTYACHTAMH 33JaHUN JUIS CAMOCTOSITEILHONH pabOTHl MPOU3BOAUTCS Ha TOCIETHEM y4eOHOM
yace MPaKTUYECKHX 3aHATUNA MO KaXIOM H3ydaeMOW TeMe M YYUTHIBACTCS, Ha psAy C
pe3yabTaTaMu MPaKTUYECKUX 3aHSATUH, IPU OIEHKE TeKYIEH YCIIeBaEMOCTH.

B koHI1le cemecTpa u3ydyeHus: JUCHUIUIMHBL CTYIEHTHI CAAIOT 3a4eT. 3a4eT MPUHUMAETCS
1o OuieTaM, KaKJIbIi U3 KOTOPBIX BKJIIOYAET B CEOsI OIMH TEOPETUUECKUN U OJIMH MPAKTUICCKUN
BOIIPOC.

OcBouTh BOMPOCHI, M3JaraeMble B MPOIIECCE U3YUCHHS NUCHMIUIUHBI «/{omomHuTEIbHbIE
BOIIPOCHI 3aLIUIIIEHHOCTH KOMITBIOTEPHBIX CUCTEM)» CAMOCTOSITENIBHO CTYJIEHTY KpailHE CII0KHO.
OTO CBSI3aHO CO CJOKHOCTHIO H3Y4aeMOro MaTepuaiga M HEOOXOAMMOCTBIO OTpabOTKHU
MpaKkTUYECKUX HaBBIKOB. [lo3TOMy mocemieHne BceX ayAMTOPHBIX 3aHATUNA  SIBIAETCA
COBEPIIIEHHO HEOOXOIUMBIM.



