MHUHOBPHAYKHN POCCUH
SpocaaBckuii rocynapcrBeHHblii yausepceuter uM. ILT. lemugoBa

Kadenpa koMnproTepHOI 6€30MaCHOCTH U MaTEMaTHYECKHX METO/I0B 00paboTKH HH(OpMaIiu

YTBEPXIAIO

Jlekan MaTeMaTH4ecKoro (akymnbreTa

Hecrepos I1.H.
21 mas 2024 1.

Pabouas nporpaMMa qUCHMILINHBI

O0ecneyenune 6e301aCHOCTH KPUTHYECKON HH(POPMALIMOHHON MH(PPaCTPYKTYpPbI

Hanpasnenue noaroToBku (crennaibHOCTH)
10.05.01 KommbproTepHas 6€301acHOCTb

Hamnpasnennocts (poduis)
«MareMaTHYECKUEe METO/IbI 3alIUThI HH(POPMAIIUN

dopma 00ydeHHsI OUHAs

[Iporpamma paccMoTpeHa [Iporpamma ono6perna HMK
Ha 3aceJaHuU Kadeapsl MaTeMaTH4ecKoro (akynbrera
ot 26 ampens 2024 r., nporokoa Ne 8 npotokos Ne 9 ot 3 mas 2024 1.

Spocnasnb



1. Ilean ocBoeHHsI AUCHHUILJINHDBI

HucturuimHa — «OOecnieueHne  G€30MacCHOCTH  KPUTHYECKOH — MH(OpMAIIMOHHOMN
UHQPACTPYKTYphD» NpHU3BaHa O00ECHeYUTh OCBOCHHE CTYACHTaMHU TEOPETUYECKHX U
MPAKTUYECKNX HABBIKOB pabOThl C HOPMATUBHBIMH TPABOBBIMH aKTaMH B 00JacTH
obecrieueHrss WHGOPMAIIMOHHONW 0€30MacHOCTH OOBEKTOB KPUTHYECKOH HH(OOpPMAIMOHHON
uHppacTpyKTyphl (nanee — o0bexTsl KMUW), B TOM umcie HOPMATUBHBIMU METOIHMYECKUMHU
nokymeHtamu @OCBb Poccum u OCTOK Poccun, W mNpuUMEHEHHS HX TOJOXKEHUUA B
poeCCUOHATTLHON IEATEIEHOCTH.

JlaHHasi AMCLMUIUIMHA PAaCKpPBHIBAET OCHOBBI NPABOBOTO PEryIMPOBAHUS OTHOLIEHUI B
chepe OezonmacHoctu 00bekToB KWW, monsTHS u BUABI CyObeKTOB M 00bekToB KHMU MO
3aKoHOaTeNnbCcTBY Poccuiickori ®enepanuu, a Takke HopMmaTuBHble TpeOoBanus DChb u
OCTIK Poccun k cydorexram KNU.

2. MecTO TUCHUIJIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMbl

Hucnunnmna  «OOecriedenre  0€30MAaCHOCTH  KPUTHYECKOW — MHGPOPMAIMOHHOM
HHQPACTPYKTYPBI» OTHOCUTCS K BapHAaTHBHOW dYacTH O0Opa3oBaTeIbHOW MPOrPaMMbI H
sBIIsieTCs (DaKyJIbTaTHBHOM JTUCIMITIIHHOM.

JIJIs yCTIeTITHOTO YCBOCHUS JaHHOW JUCIMILTUHBI HEOOXO0IMMO, YTOOBI CTYICHT OBJIAJIE
3HAHUSIMHM, YMCHHUSMHU W HaBbIKAMHU, CHOPMHUPOBAHHBIMHU B TPOIIECCE W3YUYCHHS IUCIUILTHH
«OCHOBBI YIIPaBJICHUECKON IesATeNbHOCTHY, «OpraHu3allMOHHOE W IPaBOBOE OOCCIICUCHUE
nH(pOPMAIMOHHOM 06€30IMaCHOCTHY.

3HaHWS W HABBIKH, MMOJIYYCHHBIC B Pe3yJIbTaTe M3y4eHUH JUCIUILTHHBI «ObecreucHmne
0€30MaCHOCTH  KPUTHUYECKOW  MH(POpPMAIMOHHOW  HMHMPACTPYKTYPBD»,  HCIOJB3YHOTCS
CTYJCHTaMH B JAIBHEUIIIEM MPH pa3padOTKe KYPCOBBIX U JUILUIOMHBIX padoT.

3. [lnanupyemble  pe3yJbTaThl O00y4YeHUs] 1O JAUCHMILJIHHE, COOTHECEHHbIe C
IUIAHMPYEeMbIMH Pe3yJIbTATAMM 0CBOEHHUSI 00pa30BaTeJbHOM NPOrpaMMbl

[Ipouecc wu3ydeHHs JUCUUIUIMHBI HampaBieH Ha (OPMUPOBAHHUE CIIEAYIOLIUX
asieMeHTOB KommereHInid B cootBerctBUM ¢ PI'OC BO, OOIl BO wu npuoOpereHus
CIIEYIOINX 3HAHUI, YMEHHI, HAaBBIKOB U (MJIM) OTIbITA IEATEIbHOCTH:

dopmupyemas Ilepeyenn
KOMIIeTeH LU IJIAHUPYEMBbIX Pe3y/IbTATOB 00y4eHHs
(xoa u popMyaMpoOBKaA)

ITpodeccnonaibHbIE KOMIIETEHIIUU

IIK-16 3HaTh:

Ob6nagaer cnocoOHOCTEIO | - OCHOBHBIE HOPMAaTHBHBIE IIPABOBBIC aKThHI B 007aCTH 00eCTIeueHUs
pa3pabarsiBaTh POeKThl | MH(YOpManMoHHOH Oe3onacHocTr KM n HOpMaTUBHBIE METOIUYECKHUE
HOpMaTUBHBIX NMPaBoBbIX | AokyMeHTHl @Cb Poccnn 1 @CTIOK Poccun B obnactu 3amursr KUU.
AKTOB U METOJHYECKHE YMmerb:

MaTepHabl, - MPUMEHATH OCHOBHBIC HOPMATHUBHBIC ITPABOBBIC aKTHI B 00JIaCTH
pETIIAMEHTHPYIOIINE obecnieuenus 6ezonacHoctr KM 1 HOpMaTHBHBIE METOIMYCCKIE
paboty no obecnieuenuto | mokymeHThl @Ch Poccun u ®CTOK Poccuu B obnactu 3amutel KUN.
MH(OPMAITMOHHOM - IUTAHUPOBATH MEPOIIPUATHS 110 KATETOPUPOBAHUIO U 00CCIICUCHHIO
0e30ITacHOCTH 6e3omacHoctu KN,

KOMITbIOTEPHBIX CUCTEM - BBIBIIATH NPOLIECCHI, CBA3aHHbIE ¢ KaTeropupoBanuem KUU;

- pa3pabaThiBaTh HEOOXOAUMBIEC JJOKYMEHTHI M JIOKAJIbHBIE HOPMATHBHBIE
aKThI 0 oOecneueHnro 6ezonacHoctu KU,
- ONIpPEACIATH KJIacC I/IH(i)OpMa]_H/IOHHLIX CHUCTEM U YPOBCHb 3aIIMIICHHOCTH




WHPOpMaLUH;

- obecrneunBath Oe3omacHocth KU,

- OpraHu30BBIBaTH 00OMeH nH(popMarueit 06 nauaentax ¢ HKIKU
Poccuu.

4. O0beM, CTPYKTYpa U COAepPKaHNe TUCHUIIIHMHBI

OO01mast TpyA0€MKOCTh JUCIUTIINHBI COCTABIISAET 2 3a4ETHBIC SIMHHUILIBI, /2 akaJl. Jaca.

Ne Tembl (pa3aesnbl) Buabl yueOHbIX 3aHATHI, DopMBbI TEKyLIEro
n/n AUCUMILUINHBI, BKJIIOYASI CAMOCTOSATEIbHYIO KOHTPOJIA
HX coJep:KaHue padoTy CTY/AeHTOB, ycrneBaeMoCTH
U UX TPY10eMKOCTh
(B akaJleMHYeCKHX Yacax)
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1 |AxTyampHOCTH U All 2 |YcrHBIH ompoc.
MPOOJIEMATHKA 3aIUTHI
KPUTHYECKOH
WH(POPMAITIOHHON
UHPPACTPYKTYPHI
2 |[IpaBoBoe peryiaupoBaHHe A |2 4 |YcrHbIl onpoc.
OTHOLIEHUH B 0071aCTH
obecrieveHus: 6€30MacCHOCTH
KPUTHYECKOMN
WH(POPMAITMOHHOM
MHPPACTPYKTYpPHI
3 |Omnpenenenue cyobekta KUM| A | 1 | 2 1 4 |YcTHBIH ompoc.
4  |Bwinenenue KpuTHieckux| A | 2 4 |YcTHBIH ompoc.
JUISL AEATEILHOCTH MTPOLIECCOB
5 |llpaBuna xareropupoBanmsa| A | 1 | 3 4 |YcrHBIH onpoc.
oowvexkToB KN
6 (B3aumopeiictBue ¢ ®Ch All]2 1 3 |YcTHbIH omnpoc.
Poccun no GezomnacuocTn
KUN
7 |TpeboBanus 1o A3 |4 1 4 |YcTHBIH ompoc.
obecrieyeHnIo 6e30MacHOCTH
3HaYMMBIX OOBEKTOB
KPUTHUYECKOM
UHPOPMAITMOHHOH
MHPPACTPYKTYpHI
8 |Opranuszanus BHYTpEHHETO Al 4 |YcrHBIN onpoc.
KOHTPOJIS 3HAYAMBIX
o6wvexToB KM
9 |OGecneueHue Al 3|4 1 6 |YcrHsbIil onpoc.
OecniepeboitHON
IKCILTyaTallMy 3HAYUMBIX
o6wvexkToB KM
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Coxlepmafme pa3aejioB THCIUIIJIMHBI:

Tema 1. AKTyaJqbHOCTHL M NPO00JIEMATHKA 3alIUThI KPHUTH4YEeCKOH HH(OpManuOHHOMH

UHPPACTPYKTYPHI.
1.1. BBeneHnne B TeMaTUKy 3alUThl 3HAYUMBIX OOBEKTOB KPUTHUECKOW HH(POPMALMOHHOU

UHPPACTPYKTYPBI.

1.2. Undpopmanmonnas unpactpykrypa Poccun. Ilonstie kputrueckoi MHGOPMALMOHHOM
unppactpykrypsl (KUN).

1.3. OGecnieuenne 0€30MACHOCTH KPUTHUECKOW HH(POPMAIIMOHHONW HWHPPACTPYKTYpHl B
MHOCTPaHHBIX I'OCYAAPCTBAX.

Tema 2. IIpaBoBoe peryjupoBaHHe OTHOLIEHHI B o0jacTu olecrieyeHusi 0e30IaCHOCTH
KPUTHYECKOH MH(POPMALIMOHHON MHPPACTPYKTYPHI.

2.1. OcHOBHBIE TEPMHHBI. YTIOJIHOMOYEHHBIE OpraHbl (PeryjsTopbl) B chepe obecnedeHus
6e3onacnoctu K1U. [IpaBa u o6s13anHOCTH cyOBeKTOB KUU.

2.2. Anroput™M MeporpusaTHd 10 peanusanuu TpeboBanmii D3 Ne 187-03. Amnamms
HOPMAaTHBHO-IIPABOBBIX akTOB B chepe KMU.

2.3. YronoBHas ¥ aAIMUHUCTPATUBHAS OTBETCTBEHHOCTH CyObekToB K.

Tema 3. Onpenenenne cyobekra KUN.

3.1. llonyuenune nHbOpMALINK O BUIAX JACSITEIBHOCTH OpTraHU3AIIHi.

3.2. OnpeneneHre OTHOCUMOCTH opraHu3zaiuu k cyorexram KHUU.

Tema 4. BoigesreHne KpUTHYECKUX [JIS1 1eATEJILHOCTH IPOLECCOB.

4.1. IlpoueccHblil MOAXOM

4.2. Coop urpOpMaIHH 0 mMporeccax

4.3. Ananu3 OU3HEC-POIECCOB

4.4. Bpiienenyne KpUTUYECKUX POLIECCOB,

Tema 5. IlpaBuiia karteropupoBanusi 00bexToB KUMN.

5.1. Pa36op monoxenuit Ilocranonenust IlpaBurensctBa PD Ne 127 «OO6 yTBepkIeHUU
[IpaBun kareropupoBanusi oo6bekToB KM, a Taxke mokazareneil KpUTEpUEB 3HAYHMMOCTH
00bekToB KU P® u ux 3HaueHuin»

5.2. Boigenenue u yuer oobektoB KMU. Onpenenenne kpurepres 3HaunMocTi 00bekToB KN
P® u ux 3nauenuil. OmpeneneHue kaTeropuu 3HauyuMoctd o0bekToB KWW u moaroroBka
CBeIeHMI 0 kaTeropupoanuu Juist HanpasieHus Bo ®CTOK Poccun.

5.3. INonoxenus npukaza @CTOK Poccun Ne 236 "OO6 yrBepkaeHMH (OPMBI HAINPABICHUS
CBeJIeHU 0 pe3ynbTaTtax npucBoeHust oovekty KU oxHOlM U3 kaTeropuii 3Ha4MMOCTH JTHO0
00 OTCYTCTBMM HEOOXOAUMOCTH MPUCBOEHUS €My OJIHOM U3 TaKuX KaTreropuit"

Tema 6. Bzanmopeiicreue ¢ ®Cb Poccun no 6e3onacnoctu KUU.

6.1. Xapakrepuctuka npuka3zoB ®Cb Poccun B chepe KNN.

6.2. 'ocynapcTBeHHast cuctemMa OOHapyXeHUs, IPEAYNPEKACHHS U JIMKBUAALNUN TOCIEICTBUN
komnbioTepHbIX aTak (I'ocCOIIKA) B coorBerctBuM ¢ mnpukazom ®CBb Poccun Ne 367 "O6
yrBepxkaeHun Ilepeunss wunpopmanuu, npencrasiusiemod B ['ocCOIIKA u Ilopsaka
npencrasiaenus nHpopmanuu B 'ocCOITKA"

6.3. Ilpukaz ®CBb Poccum Ne 366 "O HamnumoHaabHOM KOOPAWHAIIMOHHOM ILIEHTpE 110
KOMIbIOTepHBIM ~ MHUUAeHTaM". Ilopsnok oOmena wuHQopMamueii 0 KOMIBIOTEPHBIX
uHuuaeHTax mexay cyorekramu KU B cootBercTBru ¢ npukazom OCB Poccun Ne 368.

6.4. Pa3paboTka periamMeHTa YOpaBJeHHUs HHIMJCHTAMH W IUIaHA pearupoBaHus Ha
KOMITBbIOTEPHBIE UHITUICHTHI.

Tema 7. TpeOoBaHus no odecrnedeHUI0 0€30NMACHOCTH 3HAYUMBIX 00bEKTOB KPUTHYECKOM
HHGoOpMALNOHHOI HHPPACTPYKTYPBI



7.1. Anamu3 TpeGoBaHMii K oOecreyeHHio Oe30MacHOCTH 3HaYMMbIX 00bekToB KM B
cootBercTBUU ¢ D3 Ne 187, mpukazom ®CTIOK Ne 239 "OO6 yrBepxknenun TpeboBaHH 1O
obecnieyennto Ge3omacHoctd 30 KMU P®", npukazom @CTIK Ne 235 "OO yrBepkIeHHH
TpeboBanuii k co3manmio cucrem Oe3omacHocTn 30 KUMKW P® wu obecreueHuto wux
¢byHKIHOHUPOBAaHUS"

7.2. Pa3paboTka OpraHM3allMOHHBIX M TEXHUYECKHUX Mep IO obecrneyeHHro 0e30macHOCTU
3Haunmoro oObekra KHMU. Paspaborka paboueil (IKCIUTyaTallMOHHOW) JOKyMEHTAallUKd Ha
3HAYUMBIH 00BEKT (B yacTH olOecnieueHus ero 6ezonacHoctu). [lopsaok arrectanuy 3HaYMMbIX
oobextoB KNU.

Tema 8. Opranuszanusi BHyTPpeHHEro KOHTPoJisi 3HAa4YNMbIX 00bekTOB KU

8.1. PermamenT aynura nHQOpPMAIIMOHHON 0€30TaCHOCTH.

8.2. Aymut wmHbopmarmoHHOW Oe3omnacHocTU. [lmaH MeponmpusaTHH 1O pearupoBaHHIO Ha
KOMITBIOTEPHBIC MHITMICHTHI U MEPAMH T10 JIMKBHUIAIIUHU TIOCIICICTBUN KOMIIBIOTEPHBIX aTakK.
Tema 9. O6ecnieuenue dOecnepedOHOM IKCILUIyaTaAMU 3HAYUMBbIX 00bekTOB KUU

9.1. OGecrieuenne Oe30macHOCTH 3HauUMMBIX 00bekToB KWW B Xome WX SKCIUTyaTaluu.
Obecnieuenne 6e3onacHOCTU 3HaYUMbIX 00bekTOB KU mpu BeIBOJIE X U3 IKCIUTYaTaIlHH.

9.2. lNNopxmouyenue 3nauuMbix 00bekT0B KM k TocCOIIKA.

5. O6pa3oBare/ibHbIe TEXHOJOTHH, B TOM YHCJIe TEXHOJOITHH 3JIeKTPOHHOI0 00y4eHHs W
AUCTAHIHMOHHBbIC 00pa3oBaTe/bHble TEXHOJOIHH, MCHOJIb3yeMble NPH OCYLIeCTBJICHHH
o0pa30BaTe/IbLHOIO MpoLecca Mo JHCUUIIINHE

B npouecce o0yueHust HCHOIB3YIOTCS ClleAyolne 00pa3oBaTeIbHbIE TEXHOIOIHH:

AxkajeMuyecKasi JeKIMs ¢ JeMEHTaMHU JIeKIUU-0ecelbl —  I0CIE10BaTeIbHOE
U3JI0O)KEHUE  MaTepuasa, OCYIIECTBISEMOE IPEUMYLIECTBEHHO B  BUJE  MOHOJIOTa
npernojaBaTens. OJEMEHThl JIeKUHu-Oecelpl 00ecleyrBal0T KOHTAKT IPernoAaBaress cC
ayIUTOpHUEHl, YTO MO3BOJIAET IPUBJIEKATh BHUMAaHUE CTYAEHTOB K HamOoJee BaKHBIM TEMaM
JUCLUIUIMHBI, aKTUBHO BOBJIEKATh UX B y4eOHBIN MPOLIECC, KOHTPOIMPOBATH TEMII U3JI0KEHHS
y4eOHOro MarepHaia B 3aBUCUMOCTH OT YPOBHSI €70 BOCIIPUSITHSL.

IIpakTH4eckoe 3aHATHE — 3aHATUE, MIOCBALLIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUHN U
HAaBbIKOB U 3aKPETJIEHUIO OJyYEeHHBIX Ha JIEKIUU 3HAaHUH 110 IPEJI0KEHHOMY aJTOPUTMY.

KoncyabTanum — Buja y4eOHBIX 3aHATHH, ABISIOLUICS OTHONW M3 (OPM KOHTPOIS
CaMoOCTOSITENIbHOM  paboThl  cTyneHTOB. Ha koHcynmbTanusx 1o mpoch0e CTYAEHTOB
paccMaTpuBalOTCsl HauOoJiee CIOKHbIE MOMEHTBI MpPHU OCBOECHHUHM MarepHaja JUCIUILIUHBI,
IpenojaBaTesib OTBEYAeT Ha BOIPOCHI CTYAEHTOB, KOTOPbIE BO3HHMKAIOT y HUX B IpoIiecce
CaMOCTOSITENTbHON PabOTHI.

6. [lepeyeHb JIMIEH3MOHHOT0 M (MJIM) CBOOOIHO PACIPOCTPAHAEMOI0 NPOrPaMMHOIO
o0ecreyeHusi, MCMOJIb3yeMOro IPH OCYHIECTBJCHHH 00pa30BaTeIbHOI0 Iponecca Io
AUCUMILINHE

B mpomecce ocymectBieHuss 00pa3oBaTENBHOTO Tpollecca IO JUCIUTIINHE
HCIIOJIB3YIOTCA:

JUTst QOPMUPOBAHUS MaTePUAIOB JUIsl TEKYLIETo KOHTPOJISI YCIIEBAEMOCTH U TIPOBEICHHUS
HpOMC)KYTO‘-IHOﬁ arTeCTanuu.

- nporpammbl Microsoft Office;

- Adobe Acrobat Reader.



7. IlepeyeHb COBpeMEeHHBIX NPO(EeCCHOHAJIBLHBIX 0a3 JaHHBIX M HHGOPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCIO0JIb3yEeMBbIX NPH OCYLIECTBJCHHH 00pa30BaTeIbHOIO IMpoIecca
10 JMCHHUIIHHE (IIPU HE0OXOAUMOCTH)

B mpomecce ocymectBieHus 00pa3oBaTENBHOrO Ipolecca MO  JAUCHUILINHE
UCTIOJIB3YIOTCS:

- ABTOMaTu3upoBaHHas 6ubmoreyHo-uHpopmanuonnas cucrema «bYKNU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
- DnektponHas OubanoreuHas cucrema «Jlauby https://e.lanbook.com
- DnekTpoHHas oubnmoreunas cucrema «tOpaiir» https://urait.ru
- DnexTpoHHas 6ubnuoreynas cucrema «KOHCYIIbTaHT CTyJICHTa»
https://www.studentlibrary.ru

- HekommMmepueckas (6ecrnatHasi) UHTepHET-BepCcHs ClIpaBOYHOM cucteMsbl ['apaHT.
http://ivo.garant.ru/#/startpage:0

- O¢dunmansHplii KHTEPHET-TIOPTAN IPABOBOM MHPOPMALIUN
http://publication.pravo.gov.ru

8. IlepeueHb OCHOBHOH W /ONMOJHUTEJILHOW Y4YeOHOH JUTEepaTypbl, pecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAIMOHHOH cetn «MHTepHeT», HEOOXOAUMBIX JJIsl
OCBOCHHS AMCUUIIMHBI

a) OCHOBHAsI JIUTEepaTypa
1. TOCT P UCO/M3BK 27007-2014 «udbopmanuonnas texnomorusi (UT). Merons! u
cpencTBa o0ecnedyeHnuss 0€30NacHOCTH. PyKOBOACTBA MO ayquTy CUCTEM MEHEIDKMEHTA
nH(pOpMaIMOHHOM 0€30IMacCHOCTH
http://gost.gtsever.ru/Data/578/57828.pdf?ysclid=1j7kswcvmq104399254
2. Hemupo O. I'mobanpHoe ympasinenue HHTepHeToM u 6e3omacHOCTh B cdepe
ucnionb3zoBanus MKT: KirodeBbie BBI30OBBI JUIsi MHUPOBOro coobdmiectBa - Mockaa:
Anbnuna [Tabmumep, 2016.
https://www.studentlibrary.ru/ru/doc/ISBN9785998808456-SCN0000/000.html

3. I'pomzenckuit, . C. MHdpopmannoHHas 0e30macHOCTb : yueOHOe mocobue /
I'pomsenckuii S. C. - Mocksa : PI'-IIpecc, 2020. - 144 ¢. - ISBN 978-5-9988-0845-6. -
Texct : osnexktponHsid // OBC "KoucyneTant ctynenta" : [caiit]. - URL

https://www.studentlibrary.ru/book/ISBN9785998808456.html

0) 10MOJIHUTEIbHAS JINTepaTypa:
1. «KoHuenmusi rocyliapCcTBEHHOW CHCTEMbl OOHApYXKEeHMs, NPEIyNpexXICHUs Hu
JUKBUAALMU TOCIEICTBUI KOMIBIOTEPHBIX aTak Ha WH(GOPMAlMOHHbIE pPECypCh
Poccuiickoit ®enepanuny, yreepxaeHa [Ipesugentom PO 12.12.2014 Ne K 1274.
http://www.fsb.ru/fsb/npd/more.htm%21id%3D10437638%40fsbNpa.html
2. Nudopmannonnoe coobmenne @CTIOK Poccun Ne240/25/3752 ot 24.08.2018 «Ilo
BOIIpocaM MpeacTaBieHus nepeuneil o0bexToB KM, noanexamux KaTeropupoBaHHIo,
U HalpaBlIeHUs CBEACHMHU O pe3ynbTarax mnpucBoeHus o0wbexkty KWW onnoit u3
KaTeropui 3HAaYUMOCTH JHO00 00 OTCYTCTBHM HEOOXOAWMOCTH NMPHUCBOEHHS €My OJHOU
W3 TAaKUX KaTErOPHil».
https://www.garant.ru/products/ipo/prime/doc/71935164/?ysclid=1j71721jt5249847942
3. Meroauueckue peKOMEHJALUU IO TMPOBEACHUIO KaTEeropupoBaHUS OOBEKTOB
KpuTHYecKoi uHpopMannoHHoi wuHppacTpykTypsl, «CTIIl JIOKUK», 2020.
https://check-ib.ru/wp-content/uploads/Metodicheskie-rekomendatsii-po-
kategorirovaniyu.StepLogic.pdf?ysclid=1j712imnhh49554122
4. Metonuueckne PEKOMEHJAMH TI0 ONPEACIICHUI0 OOBEKTOB KPUTHUYECKOM
UH(POPMALIMOHHON MH(PACTPYKTYpHI U KATErOpHUil 3HAUUMOCTH OOBEKTOB KPUTHUYECKON
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uHpopmannonHoit uappactpykrypsl, AUT ropoma Mocksbl, 2020 rox, 3JeKTPOHHOE
n3nanue: https://wikisec.ru/images/9/94/Merpexu no KM JUT MocksbLpdf
5. Farrand B. Blurring Public and Private: Cybersecurity in the Age of Regulatory
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- IOMEIIEHUS JJII CAMOCTOSITEIbHON pabOTHI;

- IOMEILEHUsI Al XpaHeHUs U NPO(UIAKTHYECKOTO OOCITYKMBAaHUS TEXHUYECKHX
CPEICTB O0yUYeHUs.

[TomereHust st CaMOCTOSTENbHOM pabOThl 00YYAIOIIMXCS OCHAIIEHBI KOMITbIOTEPHOM
TEXHUKOW C BO3MOXHOCTBHIO TMOJKIIIOUEHUsI K cetu «MHTepHeT» U o0ecredeHneM J0CTyma K
AJIEKTPOHHOU MH(OpMaIIMOHHO-00pa3oBaTeIbHOM cpeae SApl'Y.

ABTOp:

cTapmuii npenoaaratens kadeapst Kb u MMOU A .B. Caxanna A.B.



IIpunoxenne Nel k paboueil nporpaMme AUCHHUIIIMHBI
«Oobecneyenue 0e30MACHOCTH KPUTHYECKOH HHPOPMALMOHHOM HHPPACTPYKTYPHI»

MoH/1 OLIEHOYHBIX CPEACTB
JJIs1 MPOBe/IeHusI TEKYIeld U MPOMeKYTOUHOI aTTeCTAllMH CTY/IeHTOB
0 JUCIHUILINHE

1. TunoBble KOHTPOJIbHBbIE 32IaHUS UJIH HHbIE MATEPHAJIbl, HE00X0AMMBbIE 1JIsl OLIEHKHU
3HAHUI, YMEHH i, HABBIKOB U (MJIM) ONbITA AeSITEJIbHOCTH,

CnucoK BONPOCOB [IJIsl OPOCA HA MPAKTHYECKUX 3aHATHAX

1. KakoBbl COCTaBISIOIIME POCCHMCKOW cuUCTeMBl oOecrneueHuss 0e30macHOCTH
KPUTHIECKIX WHPOPMAITMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTak?

2. KakoBbl (yHKIMM YYaCTHHUKOB peajH3alii CUCTEMbl oOecrieueHuss 0e30MacHOCTH
KPUTUIECKIX WHPOPMAITMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTak?
Kak omnpenenuTs KpuTH4YeCKUE MPOIIECCHl HA MPEANPUATHH (B OpraHU3aIiH).
Kpurepun otHecenus nHGOpMaMoOHHbIX cucTeM K oobextam KHUU.
Tpe6osanus npukazoB ®CTIOK B otHomennn KNU.
TpeboBanus npukazoB @Cb B otHomenun KNU.
Bzaumogeiicteue ¢ rocCOIIKA.
[ToaroroBka OpraHU3alMOHHO-PACIOPSAUTEIBLHOM JOKYMEHTaluu 1o
KaTeropupoBaHuio 3HAYUMbIX 00bekToB KIU.

©NDUA W

2. Cnucok BOITPOCOB U (I/IJ'[I/I) 3aJaHuH 13 MMpOBEACHUSA l'[pOMe)KyTO‘IHOﬁ arrecranmuun

Bonpocs k 3auery

1. Mudopmanust, xapakTepUCTUKH O€30MIaCHOCTH HH(POPMALIUH.

2. Iadopmarust Kak 00bEKT MPAaBOBBIX OTHOIICHHH.

3. OGnanarens WH(pOpMAMM U OmepaTop MHPOPMALMOHHOM CHCTEMBI: MX IMpaBa U
0053aHHOCTH.

4. OTBETCTBEHHOCTh 3a IpaBOHapylleHus B chepe nHopmanuu, HHPOPMALMOHHBIX
TEXHOJOTUM M 3alluThl HH(OpPMalMM, TOJOXKEHUs Kojekca 00 aJMHUHHUCTPATUBHBIX
IIPaBOHAPYUIEHUSX U YTOJOBHOTO KOJEKCA.

5. Undpopmanmonnas nappacrpykrypa Poccun.

6. [TousiTue kpuTHYECKOU MHPOpMAMOHHOM HHppacTpykTypbl (KIN).

7. B xakue cepbl AeSITEIHbHOCTH BXOAAT 3HaUYUMBbIe 00beKkThl KNI ?

8. 3amaun ®CTOK Poccum B chepe 6e3onacHocT nHpopmanuu 1 oobexkroB KNU.

9. 3apaun ®CBb Poccuu B chepe 6e3onmacnoctr nunpopmannu u oobexkro KUU.

10. Kakue ocnoBHble HITA B cepe GezomacHocTr 3HaunMBbIX 00bekTOB KU

11. Omnpenenenrie OTHOCUMOCTH opraHu3anuu k cyobekty KMU.

12. Briienenne KpuTHYECKUX IIPOLIECCOB.

13. ITonroroBka peectpa KU s nanpasiennst Bo @CTOK.

14. Pacckaxxute anroput™ kareropuponanus oo0bekroB K.

15. Kak onpenensitores kputepun 3HaunMocT 00bekT0B KM PO 1 nx 3Hauenus?

16. Kakue cenenust 06 oobektax KUU neodxoaumo nanpasnate Bo ®CTIK Poccum.

17. Kakue cBenenus 06 oopextax KU meobxomumo Hanpasisite B PCh Poccun.

18. Yro u3 ceds mpeacrasiser u 3aueM HyxHa TocCOITKA?

19. 3auem HeoOxoauMO HampaBiaTh HHGopmaruio B TocCOIIKY?

20. Iemu n 3amaun HKIIKU.



21. TpeGoBaHusi M0 OOECIEUECHUIO OE30MACHOCTH 3HAYUMBIX OOBEKTOB KPUTHUYECKOU
nH(pOPMaMOHHON HHPPACTPYKTYPHI.

22. OpraHd3allMOHHbIE M TEXHHYECKHE MEphl MO obOecneueHuio Oe30MacHOCTH
3Hauumoro oobekra K1U.

23. Tlopsimok aTTecTanuu 3HAYUMBIX 00bekTOB K.

24. Aynut nHGOPMAIIMOHHON 0€301aCHOCTH.

25. MepomnpusTusi MO pPearupoBaHUI0 HA KOMITBIOTEPHBIC HWHIIMACHTHI U MEPHI I10
JUKBUJIALIUU TTOCIEICTBUN KOMIIBIOTEPHBIX aTak.

26. Ob6ecrnieuenue 6e30macHOCTH 3HAaUNMBIX 00bekTOB KU B X0/1€ X SKCIUTyaTaIu.

27. Obecnevenne 0e30MacHOCTH 3HAUYMMBIX 00bekTOB KWW mnpu BeIBOJE UX W3
JKCILTyaTaluy.

28. IMoaxirouenue 00bexToB KMU k rocCOITKA.

3. IIpaBuja npuema 3avera.

OrneHka 3HaHUH 110 UTOTY IPOXOXKICHHUS Kypca MPOBOAUTCS B OPME IPUHSATHS 3a4eTa.

Ha 3auete mposepsiercsi chopMHUPOBAaHHOCTh BCEX YKa3aHHBIX B Y4eOHOH Mporpamme
KOMIIETCHIIMM.

B Ouner jug 3auera BKIIIOYAKOTCS JIBa TEOpETHYECKHX Bompoca. Ha moaroroBky k
OTBETY J1aeTCsl HE MEHee | akazieMU4ecKoro yaca.

ITo uTOraM OTBETOB CTYNEHTY BBICTABIIAECTCA OJHA U3 OLCHOK: «3aYTEHO», «HE
3a4TEHOY.

Onenka «3a4TEHO» BBICTABIISETCS CTYAEHTY, €CJIM: OH 3HAET OCHOBHBIE OIIPENIEIICHMUS,
[IOCJIeIOBATEIeH B M3JIOKEHUM MaTepuala, JeMOHCTpHpYyeT 0a30Bble 3HAHMS AUCLUILIMHBI,
BJIa/Ie€T HEOOXOJUMBIMU YMEHUSIMU U HaBbIKAMU MPU BBINOJIHEHUH TPAKTUUYECKUX 3aJaHUM.

Ouenka «He 3a4YTEHO» BBICTABISIETCA CTYACHTY, €CJIM: OH HE 3HAE€T OCHOBHBIX
OTpeeJICHUuH, HEMOoCIeI0BaTe]IeH W COMBYMB B M3JIOKCHUM MaTepuaia, He o0Jsanaer
OTpeIeTICHHON CUCTEMOM 3HaHMI MO TUCIUIUIMHE, HE B MIOJTHON Mepe BiIaJeeT HEOOX0IUMBIMU
YMEHUSIMU U HaBbIKAMU IIPH BBINOJHEHUN MTPAKTUYECKUX 3aJIaHUM.

OI[EHKa «HE 3a4YTCHO» BBICTABJIACTCA TaK»XKC CTYACHTY, KOTOpLIﬁ B3I
3K3aM€HaHHOHHBIﬁ 6I/IJ'I€T, HO OTKa3aJICA JaTh Ha HETO OTBCT.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«Oobecneyenue 0e30MACHOCTH KPUTHYECKON HHPOPMAMOHHOM HHPPACTPYKTYPHI»

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

M3yyeHnue MUCHUIUIMHBI MPEAIOJIAaracT yBEPEHHOE BIAJACHUE KOMIIBIOTEPOM, YMEHHUE
OCYILLECTBIIATh IIOUCK U OLIEHKY JIOCTOBEPHOCTH HE0OXo1uMol nHpopmanuu B cetu MHTepHerT,
HO CTYACHTY JOCTaTO4YHO CJIOKHO CAaMOCTOSATEIBHO OCBOUTH BOIIPOCHI JHUCLMIUIAHBI
«ObecrieueHne  0€30IaCHOCTH  KPUTHYECKOH  MHPOPMALMOHHOW  HMHQPACTPYKTYPHI».
Ilocemenne Bcex MNPEAYCMOTPEHHBIX AyAUTOPHBIX 3aHATUM  SBJISETCS  COBEPIIECHHO
HEOOXOAMMBIM B CHJIy OOy4YeHMs Ha HUX YYalllUXCsl CPAaBHUTENILHBIM OLIEHKAaM 3HAHUU W3
pPa3IMYHbIX HCTOYHUKOB, KPUTHUYECKOM MX OLIEHKH. Takke 0€3 YINOpHBIX U PEryJspHBIX
CaMOCTOSITEJIBHBIX ~3aHATHH B TEUEHUE CEMECTpa, JKEIATeIbHO C  «yNPEeXIAOIINUM
3HAKOMCTBOM» C COJEPKAHMEM IPEICTOSLIETO 3aHATUS, KpPAaHE CJIOKHO YCBOWUTH JIOTMKY W
apryMEHTAalMI0 YINOMSHYTBIX CPAaBHUTENBHBIX OLICHOK M KPUTHYECKOrO aHalNW3a 3HAHUU W3
Pa3JIMYHBIX MCTOYHUKOB, YTO HE MO3BOJIMT CTYIEHTAaM PAa3BUTh IPOJBUHYTOIO M BBICOKOIO
YPOBHS KOMIIETEHLIUH.
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